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Modeling Magnetic Near-Field Injection at
Silicon Die Level

A. Boyer, B. Vrignon, M. Cavarroc

Abstract— Near-field injection at silicon die level is a pomising
application for various area such as the analysesf antegrated
circuit (IC) susceptibility to electromagnetic intaferences and
security for cryptographic applications. This paperpresents a first
attempt to simulate the voltage induced on integrad circuit
interconnects by a magnetic field probe. The validéon of the
simulation results is based on near-field injectiomperformed on a
test chip containing various types of interconnect@and on-chip
voltage sensors.

Index Terms—near-field injection; integrated circuit;
susceptibility; electromagnetic attack; modeling; o-chip sensor.

I. INTRODUCTION

Near-field scan is a well-established method ferdtagnosis
of EMC problems at printed circuit board (PCB) amegrated
circuit (IC) package levels. It consists in measgrihe local
electric or magnetic fields created above PCB sarel ICs for
a root-cause analysis of emission issues. The metha be
reversed to apply local electromagnetic disturbanaed is
known as near-field injection. A near-field probglaced in the
vicinity of an electronic device and excited by iatarbance
signal in order to induce a local intense electricnagnetic
field. The coupling of the field may induce enolgge voltage
fluctuations across the device to trigger failutes[1] or [2],
near-field injection is used to produce susceptybihapping
over PCB and identify sensitive devices or distadgacoupling
paths. In [3], the method is extended to charamteri
susceptibility of ICs by local coupling on IC pagkaup to 6
GHz. The susceptibility to RF disturbances of vasi@ircuits
were tested based on this method: digital circy#$,
analog-to-digital converter [5], oscillators, PLLnhch radio
receivers [6]. The method was also proposed tostigate the
susceptibility of ICs to indirect electrostatic cligrge events
(71081 [9]-

Recently, the research community on secure ICshagn
an interest in near-field injection at IC level bsv cost,
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localized and efficient fault injection method. Exjmental

results presented in [10] and [11] show that crgmphic

circuit operation can be disturbed by electromagngtM)

fault attacks produced by a miniature injectionb@oresulting
in serious threat for systems embedding variousgypf

cryptographic algorithms. The sudden power supglitage

drops, ground bounces and clock glitches inducedthay
injection probe are able to disturb the normal apen of

several building blocks of encryption circuits, Buas clock
generator disturbance [12], bias increase of randamber
generator [13], timing constraint violation, bitt s8d reset in
digital flip-flop [11], bit flip in SRAM cells [10] All these

failures can be exploited to extract confidentiatadsuch as
encryption keys. Besides, local attacks at anytpafithe die
may bypass countermeasures intended to detectirfigdtion,

as shown in [14].

The development of near-field injection at siliatia level is
certainly very promising for IC susceptibility tteetromagnetic
interferences (EMI) and security analyses. The esgof this
method relies on injection localized on the smalf@sssible
area of the circuit and thus on design of miniatimjection
probes. But it also relies on accurate models efghysical
interaction between the injection probe and theudier test for
several reasons: clarifying the nature of the doagppredicting
performances of injection probes, estimating thesisigity of
an circuit building blocks to EMI or the threat BM attacks,
validating by simulation countermeasures against taMit
injection. Some papers such as [15] and [16] repartieling
methods of near-field injection on PCB lines or Wzaye
interconnects. However, the modeling of near-figgkction
directly at die level has not been investigated @egents some
distinctive features because of the multilayer reataf IC
internal structure. Compared to the case of imj@ctin PCB
traces, the computation of the incoming electrid eragnetic
fields produced by the injection probe is more claxgince it
requires a rigorous determination of the Greenfsctians.
Moreover, because of the non homogeneous mediunthend
presence of lossy materials, propagation alongi€ré¢onnects
designed on typical silicon substrate is seldomuasi-TEM
mode but rather in slow-wave mode [17]. This bebariust be
accounted for to predict voltage fluctuations ingllicby
near-field injection.

The objective of this paper is to develop a modgiirethod
to predict the voltage induced along IC intercommeby

(e-mailnear-field injection probes. Previous papers swgiil8] and
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[19] have shown some limits of near-field injectibased on
electric field probes. Therefore the paper is fecusnly on the
modeling of magnetic field injection. The validati®f the

model relies on a test chip which embeds variotexéonnect
structures terminated by on-chip voltage sensor€30O
dedicated to the measurement of voltage inducewnkhy-field

injection. The paper is organized as follows: Settl presents
the expected characteristics of near-field injecfwobe and
their electrical modeling. Section Il deals witihetmodeling
flow to predict the H field coupling on IC interaoect. In

particular, this part presents the derivation ofalgtical

expressions of magnetic field Green's functionsafageneral
multilayer environment. These expressions are adafat any
types of H field probes in arbitrary orientatiorecBon IV

describes the near-field injection scanner, thediip and the
principle of the OCS. Section V presents experimaesults of
near-field injection on the test chip, which arenpared with
simulation results in Section VI.

Il.  NEAR-FIELD INJECTION PROBE

A. Characteristics of near-field injection probe

Near-field probes are miniature wideband antenrsasilly
dedicated to sense either electric or magnetidgieh the
vicinity of electronic components, printed circdibards or
antennas. They are usually based on small loops&mnetic
field probe and opened tips for electric field pgdBO]. If they
are excited by an electrical signal, they produoeng electric
or magnetic fields in their near-field region, whican couple
on a device under test (DUT) to produce importavitage
fluctuations locally. Near-field injection relies @robe with a
good resolution and a sufficient efficiency to indua
perceptible effect on the DUT. Compared to sengirabes,
injection probes have an additional constraint: rieximum
current to prevent an excessive heating. The maxicwrrent
can be evaluated according to the Onderdonk equatibich
relates the fusing current, the wire section, ttetation current
and duration [21].

In this study, a handmade tangential H field pristiested. A
small loop probe with 0.6 mm diameter is builtlz £nd of a
semi-rigid coaxial cable MIL-C-17/151. Its constiioa is
detailed in Fig. 1. In order to improve the prolficeency, the
diameter of the loop or the number of turns shdnddncreased
but at the price of a degraded resolution and gelaself
inductance. Another alternative to increase thematigfield in
the vicinity of the probe consists in placing a metic core
inside the coil. However, as the magnetic flux exdesnent is
related to the ratio coil length on core radiugs tis not a
practical solution to build compact tangential eldi probe.

B. Near-field probe modeling

The magnetic field produced by the H field probe
proportional to the coil excitation current. An acate electrical
model of the probe is required to predict the exizin current.
The probe is formed by a length of coaxial cabimbeated by a
miniature coil. The coaxial cable can be modeled

2

transmission line while the coil can be represebted lumped
electrical model up to several GHz due to its ssiaét. The coil
is inductive predominantly. An excessive inductalicits the
excitation current at high frequency. For a circutzop, the
inductance L can be estimated using (1) [22], whiledels
given by Lundin formula (2) may be used for mutiteoil [23].

Z/\
; Equivalent electrical model

1.1nH 10mQ @ 1 GHz
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Fig. 1. Magnetic field probe: (a) Constructionalkst (b) Electrical modeling,
(c) Comparison between measured and simulated impedance

e
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with N the number of turns, | the coil lengthamd r, the
loop and wire radius. The coefficient B given by (3)
_ 1+ 038x+ 0017x*

- 3
isFl(X) 1+0.26x )

The coil is also affected by stray capacitors Cclvlgan be
computed according to (4) [22] for a circular lo@md to the

Medhurst model [24] for a N turn coil (5).
as

Ly = 4t (1)

Ly = 4,N? )
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C, = 2o (@)

Resistors due to ohmic and radiation losses magdheded
but their influence remains negligible in practieey. 1 presents
the equivalent electrical model of the magnetiddfiprobe.
With (1) and (4), the inductance and capacitanceuofprobe
are estimated to 1.1 nH and 17 fF. These valuesarfirmed
by full-wave electromagnetic simulations. A compari
between the measured and simulated input impedaitiee
probe is presented in Fig. 1-c, showing a quitedgagreement.
For a circular conductor and considering skin efféde ohmic
losses of the probe are modeled by a IDnesistor at 1 GHz.
Due to the small size of the probe, stray capacitaand loss
resistance have a negligible influence up to séwggahertz
actually. Moreover, the existence of parasitic camfmode
current can also be neglected. For a given probiagion, the
excitation current amplitude along the loop remaimsstant.

15
C, =014 0.712(r'|+rw)+ 239.{2(“%)] ®)

I1l. MODELING OF NEARFIELD INJECTION ONINTEGRATED
CIRCUIT INTERCONNECTS

A. Modeling of near-field injection on a transmissiore

methodology to predict the coupling of a H fieldbpe and a
transmission line is summed up in Fig. 2.

This method can be extended to the coupling oeldifon IC
interconnects but two difficulties arise. Firstlgiue to the
resistivity of the semiconducting substrate, thar#ield probe
induces complicated eddy currents within the salbestwhich
may affect the distribution of the magnetic fieltk rigorous
determination requires the extraction of the magnéeld
dyadic Green's function in this multilayer planarvieonment.
Secondly, propagation modes in IC interconnectigyded on a
lossy silicon substrate are different from the Usumsi-TEM
mode in lines designed on insulating substratesextiémely
dispersive with frequency. The following parts s the
methods used to model both essential aspectsdqrédiction
of the magnetic field coupling on IC interconnects.

Probe model
fm—————

1
— !
1
\) N )

1

1

<

1

1 1
1. H fieldprobe” ~ ~

electrical model

RF generator

2. Magnetic field emitted by
the injection probe

]
A(p)=, 0 AP)

[‘.—1’ PCB trace
\ L
p@” H

Insulatingsubstrate

3. Line and terminal
load models

Ground plane

The coupling of electromagnetic fields produced by

near-field probes on PCB traces or package intexetis have
been addressed in some publications such as [1b]1&]. It
consists in predicting the response of a quasi-TgiNted
transmission to non uniform electric or magnetediwhich
decays rapidly with the distance. Solutions areviged by
coupling equations such as those given by the Taylodel
[25]. The coupling of the external electric and metic fields
results in either distributed voltage or currentirses. The
terminal voltages and currents are determined dyehbolution
of the Telegrapher's equations, for example acngrtth the
BLT equations formalism [26], or by an electricahalator
such as SPICE.

The evolution of the electric or magnetic field @ed by the
injection probe according to the distance must depited
accurately. For H field probe, a simple approachsiis in
using the magnetic dipole approximation. Howeveprobe
dimensions are not negligible compared to the seijoar
distance with the device under test or scan alitulde probe
emission model is not accurate enough. The dyadeei@s
function of the surrounding environment may be ldi&hed in
order to compute the contribution of every parthaf injection
probe to the emitted magnetic field. For injection PCB,
traces are routed on insulating material with thessible
presence of a highly conductive ground plane. Toemgial
vector Green's function due to an elementary ctifiement is
easily derived by considering free space conditeom$ image

Line .
J‘O Jw() H(P)hinedl

!

6. Line terminal voltages/currents in time or
frequency domains (e.g. BLT equations)

ZLl + ZLZ

Fig. 2. Typical flow to model magnetic field injean on transmission line

B. Modeling of the propagation along IC interconnects

IC interconnects are designed on conductive laigeiated
by insulating layer from the semiconducting bulbstrate. A
simple geometrical model to analyze the signalsim@ssion
along IC interconnects is the Metal-Insulator Seméuctor
(MIS) microstrip line described in Fig. 3.
Insulator (SiO,) ¢;

Metal layeri+1 W
<>
Metallayeri |lDf€rconnect
Metallayer 1 hi

Semiconducting substrate (Si substrate)

€5 Ps

|
Backside metallization

Fig. 3. Metal-Insulator-Semiconductor (MIS) midmgs line

theory in case of the presence of a ground plafe T
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The back metallization is formed either directlytbe back
side of the chip or associated to the cavity ofiheuit package.
The structure is supposed linear: the influencé¢hefvoltage
bias on the propagation characteristics is neglecte

The analysis of the wave propagation along a MI&astrip

4

between an interconnect routed on the die and theldHprobe
is related to the H field produced by the prob¢him different
layers of the die. It should be emphasized thatiriextion
probe is placed as close as possible to the dieyguichl die
thickness is only some hundreds of um so the megfielt is

line has been dealt in numerous papers based dausar computed at very short distance to the probe.

frequency domain numerical methods, such as fieligenent
method [27] or spectral-domain method [28]. Clofat
expressions of the line parameters have also beéved from
complex image method [29] or theoretical analysfs ao
parallel-plate waveguide [17]. Compared to numéreethods

The H field probe can be broken down into several

elementary filaments crossed by a known currensitienoted
J. The H field produced by the probe is the sumthaf
contribution of each current filament centered Boarce point
noted S. The current filaments should be short @egpto the

or approximations based on complex image method, twavelength and smaller than the separation disttgggto

theoretical analysis of a parallel-plate waveguidevides a
physical understanding of the existing propagatimdes and
an accurate evaluation of the line characteristics.

When the substrate resistivity is high, the sulstcan be
considered as an insulator and the dielectric uBM mode
dominates. However, silicon substrate is not a gosdlator
since its resistivity ranges between 0.01 andem. The
rigorous analysis presented in [17] shows thaktprepagation
modes may exist depending on the substrate resistind
frequency:

-- At low frequency, only the slow-wave mode proptes.
The creation of a polarization at the Si-gifterface increases
the electrical permittivity due to the Maxwell-Wagn
mechanism and slows down the propagation veloditye
magnetic field penetrates the substrate, contaihée electric
field which is contained in the insulator region.

-- At high frequency, the substrate acts as an ifape
electric wall with a large skin effect, resulting & skin effect
propagation mode.

-- Depending on the substrate resistivity, quasMTiEBode
may exist in-between.

In the first two modes, the propagation charadiesisare
dispersive with frequency. An equivalent circuipresentation
of a MIS microstrip line is derived from the pdaebplate
waveguide model, as shown in Fig. 4. Closed-forpressions
of RLCG parameters can be found in [30].

L1 Zs(f)
SVV A ——f1 ¥ Ll:insulator region inductance
B—L/\m v/ L2: air region inductance

—CGi frequency dependence due to the skin

effect

v’ Ci:insulator capacitance
v’ Cs: semiconductor region capacitance
= v Gs: semiconductor conductance

f‘\
. Cs T % Gs

Fig. 4. Equivalent circuit representation of a Mt®rostrip line

C. Analytical expressions for magnetic field dyadie@nr's

functions

Fig. 5 describes the geometry of the general raykil
substrate, the position of the probe and the caoatdisystem.
An arbitrary shaped and oriented H-field probe &xtiby a
known current is placed just above the die at aarstipn

v Zs(f): semiconductor region impedance,

predict the emitted magnetic field accurately. Adeguate
number of current filaments may be selected iteetiin order
to ensure a convergence of the magnetic field ceemipn. In
the next part, the injection probe is divided infil@ments. A
good convergence of the magnetic field is ensupeth 8 GHz
and for scan altitude of 150 um.

The layers are defined by the superscript ij, wherel for
any layers below S and 2 for the layer above S,j amdicates
the number of the lower or upper layer of the obetEwn point.
The source point S is always at the interface batwayers 12
and 21. The magnetic field at the P is computedraing to

(6), WhereG:hN is the magnetic field dyadic Green's function for
an observation point in layer 1N.

H(x v z):m'pmbeﬁ( X Y 2%, Yo, 2, )J(xo, Yo, Z, ) dxdydz (6)

Arbitrarily oriented
magnetic-field probe

X
J
n A Sﬁ
Layer 21 (air)
ZO yo’ hcran
zy,| | Layer 11 (air)
lel Layer 12 (g3,, Wy5,015) Die

Layer 13 (g3, My3, Oy3)

Layer 1N (g4, Hans O1n)

Fig. 5. Geometry of the multilayer substrate aasifon of the injection probe

Traditionally, the Green's function in spatial damas
represented by the Sommerfeld integrals extractenh fthe
Maxwell equations and boundary conditions at eamyerl
interface. The transform in spectral domain hasmbsilely
used in microwave circuits applications in order dbtain
closed-form expressions of Green's function in a tayer
problem [31] [32]. For multilayer substrate, anedgt
expressions of dyadic Green's function can be ddrby using
iterative algorithms to take into account the dffe€ other

distance called scan altitude.y The die is considered as anjgyers [33] [34]. The Green's function in spatiahhin is then

infinitely large planar multilayered medium. The upting

determined by a numerical integration of the Sonfieher
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integral expressed in spectral domain.

However, the slowly decaying and oscillatory bebawif the
Green's function, especially at large distanceuced the
efficiency of the computation. Numerous papers desc
methods to extract closed-form expressions of Gsdanction
in spatial domain, such as Complex image theoriiscrete
Complex Image Method (DCIM) [29] [34] [35]. In spibf a
significant reduction of the computation time comgzhto the
numerical integration of the Sommerfeld integrag accuracy

of these methods may be compromised if other wavg (k
HxJz

contributions than spherical waves are accounte{Bfj.

Considering near-field injection at die level, ot field in
close proximity to the probe needs to be computedhe
Green's function decays rapidly without large datidns. The
numerical integration of the Sommerfeld integrahaén quite
efficient, without the risk of inaccuracies dueajgproximation
in spherical waves. In the following parts, the r@meh
described in [33] to compute analytical expressiohslectric
and magnetic vector potential Green's functionsgémeral
multilayer substrates is reused in order to comghéenagnetic
field dyadic Green's function. The expressionsdagved in
spectral domain first, and then in spatial domaireh arbitrary
oriented elementary current filament.

1) Spectral-domain expressions for the H-field dyadic
Green's function in a multilayered substrate
An elementary filament excited by a sinusoidal entris
considered at the interface between layers 11 dndn2the
following paragraphs, the expff) dependence is implicit and
only the expressions of the magnetic field in thedr layers are
investigated. The relations between spatial andtsgdedomain
representation of the magnetic field is ensured B0 Fourier
transform in the xy plane, as given by (7) and \@jere

subscrlptH denotes the spectral domain representation. Tﬁ@d k; =k 0y €r

field is decomposed into a superposition of amitdi number
of plane waves propagating in x and y directionthwiave
numbers kand Ig.

H .0k K, 2)= j ["H oa(x ¥ 2e e ™ dxdy (@)

”m~xy

In [33], analyt|cal expressions are proposed fer etectric
and magnetic potential vectors A and F Green's timmc
produced by an elementary current source oriedtedj or y
axis. The three components of the H field dyadiedats
function induced by x or y axis oriented currentire@ can be
computed according to (9)-(11). The subscripdHinder G
indicates the H field component produced by theriended
current and k is the wave number in the considiget.

H X v,z Xy y, z kX'ky, Z)elk XX Jkyydkxdky (8)

., dG
Hxe Jk GAsz w dFZZJX (9)
~ ~ K. dG
GHny == jkaAsz + —~ CGdFZZJX (10)

5

2
. 1 (d GFZJX + k GFZJXJ
jau| dz?

The component of the dyadic due to a z axis orienterent
source oriented can be extracted from the recipralceorem
and geometrical symmetry [32] (12) (13). The foliogy
paragraphs detail the derivation of the terms HH,J,, HJ
and HJ,, since they are sufficient to deduce the othenseof
the dyadic.

x’ky’Z/XO’yO' )
~HxJz( k kx' Z/ X01y0' ZO)

GHz.]x i (11)

k

X1 Ny

~HZJX( Z /Xo! yoa Z) (12)
Hny(kx' ky' ZO / XO! yoa Z) (13)

If the observation point lies in the same layenttie source,
the dyadic components produced by a current sconieated
along x axis can be computed according to (14)-(Lf¢ terms
a1, f11 and §; are the contributions of magnetic and electric
potential vectors. They are given by (20)-(22).

Glta= a6 =T e, 7 4T, 19

11

~ k
Gra = %(ethz - FFne‘W)f11 - jkx(ethz + rAlle'“hZ)ail(15)
11
- k2 2
S (1)
Jady,
N N K2 2)
“XZ—G%X:(,X Vilguz 41 g% f (17)
HxJ HzJ: lel ( ) 21
ith:
j,lkz—kz—k2 if k2+k2<k2 (18)
u;, =
Dk - K i K2 K2 > K
(19)
- kxgllu21(1 rAZl) (20)
R T
_ kyalln(l"' rFZl) (21)
1~ k2 + k2
X y
o= ky“-P-zl(]-+ ™) (22)
21— kz + k2
x y
with:
T = £11u21(1+ rAll)(l_ rAZl) + SZlull( + rAZl) l rAll) (23)
T - I"lll(l rFll)(l+ rF 21) + |“l21(1 rFZl) l+ rFll) (24)

I'a11 andI'gy; are equivalent to reflection coefficients due to
the other lower layer interfaces. In [33], an ite@algorithm is
proposed to compute the value of the reflectiorffient for
each layer, by analogy with a transmission linee Téflection
coefficient of the magnetic and electric potentiattors are
computed recursively according to (25) and (26).

Ly~ Z;ij+1

Ajj
T
+ ZAij +1

V4 Aijj

Caj = e (25)
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with Z Uy and 7T = 1_ I_Aij+1 N 511“21(1_ rAZl)(eUmZ + rAlN e_ulNZ) (35)
Ai =Tl — Ajj 1+T Aij+1 AG = =
ij Ajj+1 A
.. = e_zw D Y':”_iY';ll—Jﬂ' (26) Ai_N — (1+ I_F21)(eL‘hNZ - I_F]_N e_LiNZ)
ACRACE T (36)
with Yei =1 i andYT = 1 rFij+1 Y, 2N (1+ I_Fll)(e_umz + erNe_UZNZ)
Fij ] Fij Fij +1 A= .
ij 1+ rFij +1 JTF

. o (37)
_ Some special boundary conditions are necessafye iflyer  According to the previous coordinate conversioa, itiverse
ij is infinite, no reflection occurs d0y; andI's; are zeros. Ifthe Fourier transform is expressed in the followingtior

layer ij is a perfect electrical conduct®l; = +1 andl'g; =

while Zy; = 0 and ¥; = . The dyadic components glven by Kyz(xi M
(14)-(17) can be generalized for any lower layersdplacing
the terms @ and f; by ay and fy, given by the following
iterative process.

+00 2n~

H,,.(A.a, 26" )daida (38)

Introducing spectral domaln Green's function tegimen by
(30)-(33) in (38), separating the terms dependerit anda,
and using properties of Bessel functions, the esgioas of the

NE aiN_lN K i (27) dyadic Green's function terms in spatial domainegivby
I_l : (39)-(42) are obtained,,Jare Bessel functions of the first kind
with 5 270 - of order m.
Alj = £l )2 1
1-T,,. N IN IN (39)
(1+ rAlj+1{ZA1j +l+rAlj+le1j+1] Giiox ar S'n(29 [As I_l Key = A I_l KAl]J Ap)d)
Alj+1
N1 w _ 1= N N
fiy = le’ll_! KFlj (28) Gy = 4;7.[0 A{[A& D Keyy + A r! KAl]J /]:0) (40)
i=
H -uy; Dy N N
with K=y 2e 22 [Aé” I_l Key - AN I_! KAlj]cos(ZH)Jz(/ip)}d)l
F1j F1j 1-T. . ! 1= =
(l+ rF1j+l{YFlj +Jﬂ—wYFlj+1] N J . © 5 N N (41)
F1j+1 G = ZTSIHH-[O A A, I:! KFlle(/]p)d/]
2) Spatial-domain expressions for the H-field dyadic R T I 42
Green's function in a multilayered substrate iz = —Esmé’jo AA IJ:! Ke szl(/]p)dA (42)

In order to compute the space domain Green's fumcti the
magnetic field, a 2D inverse Fourier transform mbst
performed (8). It can be simplified to a 1D Fouflitankel

The other terms of the dyadic do not require nucaéri
integration. They can be determined according &)-(46).

: . : - GIN =-GN (43)
transform if the Green's function terms are exmeds a polar “rxy Hyx
coordinate system, with: Gl =-Gh, (44)
X = pcosf k, = Acosa 1
{y = psiné and{ky =Asina =KX+ kyy:/]pcos(a —9) (29) Gnlgay = _7tar9Gﬂ:Jx (45)
The different Green's function terms for an obsgowgpoint GIN = _ 1 GIN (46)
in the N" lower layer are given by (30)-(33). HyJz targ e
an . 1 A N K - A N K sin(2a) (30) The Green function converges withand the sampling dn
P2 D Fu !:! AL may be limited to a maximum value such teat* is less than
_ N N a preassigned value [33]. The sampling stepsdinversely
G,ﬂ%x AN smz(a)rl Key + A cOS (a)r! K (31)  dependent on the lateral distanpceds near-field injection are
= 1= local, p is small, so the number of steps for the numerical
G:::Jx = sm AN I_! Kes, (32)integrations of (41)-(44) remains limited.
3) Validation of the expressions for the H-field dyadi
G, =G = Asin(a)AN |_! Keyj (33)  Green's function in a multilayered substrate
1= In order to validate the space-domain expressidnthe
with: Green's function of the magnetic field, comparisafisthe
results with those provided by the commercial 3D
o Uy 1+ FFZl)(e“hNZ +FF1Ne‘“W) (34) electromagnetic simulator FEKO [37] are proposei. 6
A= T, describes the simulated case study, which consista

elementary current filament placed at 1 mm abaveodayered
substrate. Layer thickness, permittivity and coriditg are
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typical of silicon dies. Fig. 7 presents two resuihe first graph
shows the evolution of the tangential magnetic dfiedy

produced by the elementary current filament acogrdo the
height z at 1 GHz, while the second presents tb&igon with

frequency of the magnetic field 300 um below thdasie of the
SiO2 layer. The simulations have been done forouari
substrate conductivity, ranging from 0.005 to @@m. Both

methods provide similar results which confirm ttadidity of

the expressions of the Green's function. The sitious show
clearly the influence of substrate conductivity &redjuency on
the penetration of the magnetic field within théstuate.

500 pm z
Air

10 HmI Si02 thin layer

300 um

Si substrate

Ideal ground plane

Fig. 6. Description of the validation case
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IV. PRESENTATION OF THE TEST BENCH

A. Presentation of the test chip

A test chip has been designed with Freescale®2b lm
SMARTMOS 8 technology with 4 metal layers in orttestudy
the near-field injection on basic interconnects abds
structures. Twenty four OCS are disseminated witha test
chip to monitor local voltage fluctuations inducéy the

near-field injection. The test chip is mounted QP64
package with a removable metallic lid in order facp the
near-field probe as close as possible to the dfacs

1) Test structures description

Two test structures are considered in this studyose
characteristics are given in Table I. Fig. 8 shtwesdimensions
of the chip and the positions of the tested strmastuThe first
structure called Structl is detailed in Fig. Scdnhtains eight 1
mm long 502 microstrip lines designed in metal 3 layer, above
a reference plane designed in metal 2 layer. Thesliare
terminated by 5@ resistors and an OCS is connected at one
end of each line in order to monitor the voltagefife in time
domain. The sensors are supplied between 2.5 \0avidIn
order to set the line potential at the mid rangihefsensor input
voltage, the reference plane is biased at 1.25 ¥ bandgap
voltage reference (¢ép). The eight lines are separated by a
variable spacing. The line name depends on thea@pato the
first one: 0, 0.455, 5.5, 10, 30, 70, 120 and 320 For
example, the first line is called Line 0, the satdine Line
0.455...

The second structure called Struct2 is describédign10. It
is typical of a digital bus. It contains two 0.5 nlomg lines
separated by 0.9 um. The lines are driven and tbhgeligital
buffers. They are routed above a reference plaasetialso by
the reference M= A shielding in top metal layer is placed
above Struct2.

TABLE I. CHARACTERISTICS OF THE TESTED STRUCTURES
Name Description
Structl - Microstrip| Eight 1mm line in M3 loaded by S0 resistors at

line
Struct2 - Digital line
with metal shielding

each end, separated with variable spacing
Two 0.5 mm lines in M3 connecting digital
buffers, separated by 0.9 um

Y (mm)
15-1-

14-

13-

" Struct

12-

11 12 13 14 X (mm)

Fig. 8. Test chip and position of the tested $tmes

2) On-chip sensor

The OCS is able to measure the waveform of voltegmces
across non accessible nodes with a precise tinwutes), a
large bandwidth and a low intrusivity. The acquisitprinciple
is based on a sequential equivalent-time samplig. (L1),

which provides a very large virtual bandwidth intspof a



> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATIONNUMBER (DOUBLE-CLICK HERE TO EDIT) < 8

limited sampling rate. Its principle is explained38]. In order
to prevent noise coupling to sensors, they are lggppy an
internal voltage regulator connected to a dedicateder

capacitance is equal to 30 fF. The time resoluscbout 100
ps and the time measurement window is 180 ns. The
imperfections of the sensor which affect the sensgponse are

supply and are isolated from the bulk and condecéiwbstrate compensated by a preliminary calibration. Due ® rdmdom
by a deep N-well. Moreover the OCS is routed witlydhree errors provided by the measurement equipments stednal
metal layers. A complete shielding of the OCS isedwith the noise, the measurement repeatability is estimated mV.

top level metal layer in order to limit the distarize of the OCS
due to near-field injection. The reader can redgB8] for more

details about the sensor designs and performances.

%500 Linesin Metal 3 Line0 50Q ocs
Line 0.455 p/—‘ OCS ‘
%50 Q H 50 n% :
Analog pad : :
connected to Veer : ocs
Line 120
% 500 50 Q%
Line 320 oes
%50() 509% Shieldingin
Metal 2 plane Metal3 and 4

Fig. 9. Schematic of Structl

Analog pad
connected to Ve

; %uffer Line in Metal 3 B[uffer
= OoCs

L Metal jl: 4 ho
ine in Metal 3 ,
; Buffer Shielding in Metal 4 Buffer
Shielding in
Metal2 plane Metal3 and 4
Fig. 10. Schematic of Struct2
AT1 AT2 AT3 AT4
\Y4 $o Keeee LoreeeX
y H H H
Synchrmizatior %_\ F ';: ¥ 4\ >
Sampling
commaurd

On-chip even

Sampled data U

Reconstructe:
Waveform

Fig. 11. Principle of signal reconstruction witteton-chip sensor [37]

The sensor is controlled by an external acquisitama which
sends sampling clock, delay control commands anderts the
analog signals delivered by the sensor. The wawnefof a
signal can be reconstructed only if it is reprobieiand
synchronized with the sampling command of the sefdaring
near-field injection, the probe excitation sourceynchronized

with the OCS sampling command.

The characteristics of the OCS depends on thecfatiwn
technology. With a CMOS 0.25 um technology, thelamna
bandwidth of the sensor is equal to 2.7 GHz. Thmsaeinput

B. Near-field scan test bench

The principle of the near-field injection test bkenesed in
this study is described in Fig. 12. It relies onear-field scan
table in order to control precisely the positiorttod near-field
probe compared to the device under test. The injegtrobe
can be excited by two types of disturbance soutr@asnonic or
pulse. Although EM attacks are usually based onseul
disturbances, harmonic disturbances will be usefréguency
characterization purpose. They are produced by a RF
synthesizer followed by a 50 W power amplifier. Toatrol of
the position of the near-field probe is based tasar telemeter
which constructs the altitude profile of the devigader test
(DUT). After a proper calibration of the probe psi
compared to the laser telemeter, the scan althygeand probe
position are known with a good accuracy. Dependinghe
telemeter resolution and calibration methodolodye XY
position and scan altitude are known at +/- 100gneh +/- 50

pm respectively.
RF signal generator

=

RF signal control

b
a

T la
!
s

\ >
F

Frequency = Fge

Power amplifier
Power = Py

Positioning control
IC status

IC monitoring

Fig. 12. Near-field injection test bench

V. EXPERIMENTAL RESULTS

A. Coupling on 52 microstrip lines

The first injection tests are performed on thedioéStructl.
The first experiment consists in verifying if a &aoupling
exists between the injection probe and the lineStnfctl. Fig.
13 presents the evolution of the voltage measuyetidbsensor
on line Oum according to the probe position. Theiltés given
in the form of a two dimension map. The color oflepoint of
the map gives the voltage measured by sensor when t
injection probe is placed above this point. Thensdétude R4,
is 400 um and the H field probe is oriented aloraxis. The
injection frequency and the forward power are setG0 MHz
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and 20 W respectively.

The map shows three distinct areas where the iddaéage
reaches maxima about some hundreds of millivoltaio T
regions are placed above the bonding wires assalciat the
voltage reference Vref, which bias Structl, and seasor
output and power supply. The third region is justge Structl
lines. This result proves that the near-field itiggtis directly
done on Structl. The measured voltage is inducedhby
coupling of the tangential component of the magnétld
produced by the injection probe. An obvious mettmderify
this assertion is to turn the probe by 90°. Theldauge of the
voltage measured by sensors of Structl is drantigtiegluced,
as shown in [18].

The voltages measured by the sensors placed oatliee
lines of Structl are also acquired during the riiedal-injection
scan. Fig. 14 presents the evolution of the vokageasured by
the sensors placed on four different lines accagrtbrthe probe
position along x axis. The positions of maximum g on
these four lines are marked by arrows on Fig. 1 3ensors
have not detected these maxima for the same pro&iégns.
Actually, they are shifted along the probe positioaccordance
with their geometrical separation. This experimgmyws that
near-field injection can be distinguished betweew tines
separated by more than 100 um. The coupled vottageases
also rapidly with the scan altitugga, as shown in Fig. 15.

Sensor output and

power supply
Y (mm)
15 {-

Tangential magnetic
d prob: i

Amplitude (mV)

145

tation

14 |-

13 -

12+

i 14 X(mm)
Vger bonding
Fig. 13. Coupled voltage on Structl interconn@ate 0) according to the

probe position (&an= 400 pm, kr = 400 MHz, Rr = 20 W)

w
=]
S

n
151
=]

Line0
=== Line 0455
= = Line120
------ Line 320

)
S
S

Coupled voltage (mVpp)
=1 I

" 11.5 12 12,5 13 135 14

Injection position X (mm)

Fig. 14. Evolution of the voltage coupled on ftines of Structl according to
the probe position ghan= 400 pm, ke = 400 MHz, R = 20 W)
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Fig. 15. Coupled voltage vs. scan altitude=(F 400 MHz, Re = 20 W)

A frequency domain characterization of the couplmglso
performed (Fig. 16). The probe is placed abovecgtrurhe
excitation signal frequency is swept from 10 MHz top2.5
GHz and its power is set to 20 W. The coupled gateends to
increase at +20 dB/dec up to several tens of MH®enTthe
coupling increases at a rate close to +10 dB/déés flesult
indicates that the magnetic field is coupled tossy line. It will
be confirmed by simulation in the next part.

B. Coupling on digital lines with metal shielding

The previous experiments are repeated on Strua2.1F
presents the evolution of the voltage measured Isgresor
connected on a digital line of Struct2 accordinghe probe
position. The scan altitude is 400 um and the Hl figobe is
oriented along x axis. The injection frequency #relforward
power are set to 400 MHz and 20 W respectively. indaced
voltage is due to the coupling of the tangentiahponent of the
magnetic field produced by the injection probe. Tiduced
voltage is ten times weaker than the voltage indwreStructl
lines. The scan shows two distinct coupling arthesfirst one is
above the sensor output and power supply bondihge the
other is directly above Struct2. The same voltageeéasured by
all the sensors on Struct2 interconnects since Hpgcing is

less than the probe resolution.
1000

= —R
o s
= L «
E i — -
[-1] - r
=] ]
1] - -
= -
[=] La=
3 e
S 10 =t
g' Measurement
8 —=— Simulation - rigorous model
= 4= Simulation - simple model
1 T
10 100 1000
Frequency (MHz)

Fig. 16. Measured and simulated evolution of tgpding on the lines Structl
vs. frequency
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power supply
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Fig. 17. Coupled voltage on Struct2 interconnectording to the probe
position (Rcan= 400 um, ke = 400 MHz, Be = 20 W)

Fig. 18 presents the evolution of the coupled gatén
frequency domain. The excitation signal frequensysivept
from 10 MHz up to 2 GHz and its power is set toVB0 The
induced voltage is nearly constant above somedkhiHz up
to 2 GHz. This result show that the top level mataklding
reduces the magnetic field coupling without a catel
cancellation. In the next part, simulation will pels to clarify
the influence of the shielding on the coupling.

VI.

The modeling flow presented in Fig. 2 is used tousate the
voltage induced on Structl and Struct2 lines by khéeld
probe. The methods presented in IIl.B and 1ll.C ased to
model the IC lines and the magnetic field produzgthe probe
in the vicinity of the IC lines.

SIMULATION RESULTS

A. Modeling of the coupling on 50 microstrip lines

The microstrip lines designed in Structl are abtugiliite
complex. They are formed by several conductorstriémes in
metal 3 layer, the reference plane in metal 2 lamd the
substrate. The tangential magnetic field is maiolypled on the
equivalent line formed by the reference plane aedstibstrate,
because of its larger surface. This line can besidened as a
MIS microstrip line, as shown in Fig. 3. Its equers electrical
representation is extracted according to the mephesiented in
part l1l.B. This line is loaded at each end byhhedgap voltage
reference and by the sensors connected at thef eaatio metal
3 traces. The impedance of these loads is extrdobed the
circuit design and post-layout extraction. The lgapoutput is
equivalent to a parallel RC circuit with R = 18 land C = 70 fF.
The dimensions and electrical characteristics @hegrcuit
layer are provided by the circuit manufacturer.

The rigorous method presented in part IIl.C is used
compute the tangential magnetic field producechieyinjection
probe between the reference plane and the substodtiem
between 10 MHz and 2.5 GHz. The voltage inducedtieatine
terminal is finally computed according to the Taytoodel and
the actual propagation modes determined with thé¢hode

10

presented in part I11.B. In order to highlight tiluence of the
multilayered substrate on the magnetic field cogplon the
interconnect, the induced voltage is also compuwtéh a
simple model: the substrate is considered as aianitpulating
layer and the propagation mode along the interottnise
supposed to be quasi-TEM whatever the frequency.

yﬂ[\" 4

—._.%
7

100

=}

—Measurement
—=—Simulation

1 |
10 1000

Coupled voltage (mVpp)

100
Frequency (MHz)

Fig. 18. Measured and simulated evolution of thepting on a digital line of
Struct2 vs. frequency

Fig. 16 presents the comparison between the mehsune
simulated evolutions of the voltage coupled oma bf Structl
according to the frequency. The measurements amdations
with the rigorous model are in good accordancetraonto the
simulations with the simple model which underestamthe
coupled voltage up to 2 GHz and do not predict dbtual
coupling trend with frequency. The induced voltagege and
the frequency trend are determined correctly. Thigstsate
resistivity has a strong influence in the incregsiate of the
coupled voltage. Above 100 MHz, the coupled voltage
increases at nearly 10 dB/dec because of the skwew
propagation along the line, which attenuates tHadad signal.
Moreover, above some hundreds of MHz, the magrietid
penetration within the substrate is attenuatedtdwskin effect.
It should be noted that the coupled voltage stogseasing
above 2 GHz because the analog bandwidth of theosés
limited to 2.7 GHz. Fig. 19 presents the influerafe the
substrate on the coupled voltage. The result sloteesly that a
low resistivity substrate (e.g. 0.Q2.cm) limits the coupled
voltage above 100 MHz compared to a high resistiuestrate
(e.g. 100Q.cm) since a low resistive substrate attenuatds bot
the penetration of the magnetic field within thbstwate and the
propagation of the signal induced on the intercatingéhe
coupled voltage depends also on the interconnect
characteristics, such as propagation constant laacteristic
impedance, and terminal impedances. In this pdatiaase, it
explains why the coupled voltage is slightly larger a
substrate resistivity equal tatd.cm than for 10@.cm.

In order to validate our model, a second simulatisn
performed to predict the influence of the scartualg. Fig. 15
shows the comparison between the measured andasédul
induced voltage on lines of Structl at 400 MHz. éod
agreement is observed at short distance to theAdikigher
altitude, the injection is less local. The couplimg also
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associated to nearby bonding wires, which is nkérainto
account in our model.

——100Q.cm =

= ==10cm

=]

S

8
[

—(0.010.cm

Coupled Voltage (mVpp)

10

10 1000

100
Frequency (MHz)

Fig. 19. Effect of the substrate conductivity be toupled voltage on line of
Structl

B. Modeling of the shielding effect

The lines of Struct2 are quite similar to Strugties$, except
the terminal loads and the presence of a metaldéiieon top
layer level. This layer is modeled as a condudtiyer with the
characteristics given by the IC manufacturer. Tihe formed
by the reference plane and the substrate is lodgedhe
bandgap reference voltage at one end, and by seardrline
driver input at the other end. Fig. 18 presentscibraparison
between the measured and simulated evolution of/ditege
coupled on a line of Struct2 according to the itigec
frequency. The simulation reproduces the evolutidnthe
coupled voltage with frequency. The shielding tgmetic field
due to the top level metal layer is very weak bel®WHz and
the induced voltage tends to increase. Between H@ khd 1
GHz, the coupled voltage is nearly constant. Thelding to
magnetic field tends to increase and compensatenttymetic
field coupling of the line. The shielding is mairdye to the
reflection losses up to 1 GHz. Absorption lossesobees
significant above 1 GHz.

VII.

Near-field injection at die level is a promisingpéipation for
various areas such as the analyses of IC susdiyptitn
electromagnetic interferences and security of ogyzphic
devices. The development of this method requiresirate
models of the physical interaction between theciinp@ probe
and the die under test, in order to predict theuact
performances of injection probes, evaluate theitbeitys of a
circuit to electromagnetic interferences or theedhr of
electromagnetic attacks.

This paper has presented a first attempt to simulhe
voltage induced on integrated circuit interconnebis a
magnetic field probe. This problem can be solvedrwgnalysis
of the field-to-line coupling. However, due to thaultilayer
nature of the die and the presence of lossy migerihe
propagation along circuit interconnects and theefration of

CONCLUSION AND PERSPECTIVES
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the magnetic field within the circuit have to berefally
evaluated. The proposed modeling method is baseth®n
theoretical analysis of a parallel plate waveguaeredict the
propagation modes according to circuit characiesist
Analytical formulations of the magnetic field dyadGreen's
function have been derived to compute the magrfetid
produced by an arbitrary oriented injection proli&ced in
close proximity to a general multilayer circuit.

A test chip with various types of interconnectsriieiated by
on-chip voltage sensors has been developed to necésel
voltage induced at die level during near-field atien. The
experimental results showed that miniature injectyobes
placed at short distance to a die may produce g®lta
fluctuations on circuit interconnects locally. Thepatial
resolution may reach some hundreds of um depermdimpgobe
dimensions and scan altitude. The induced voltagedds not
only on probe dimension, position and excitatioat &lso on
interconnect characteristics, substrate resistiaitgl top level
metallization.

The simulation results are in accordance with flied-
injection measurements done with a miniature one tu
magnetic field probe. The modeling method can liereted to
more complex probe design, e.g. multiturn probé wiagnetic
core. An extension to time domain has a more pralcitnterest
for the evaluation of the threats of pulse injettan secured
circuits.
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