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Abstract

Purpose

This papers aims at developing the concept of projalnerability in order to focus on the
weaknesses of a project system, instead of focumingsk evaluation only. We then aim at
concentrating on a systems thinking based view ighlight the potentially endangered

elements of a project, including its outcomes.

Design/methodol ogy/appr oach

* A broad state of the art in many scientific domains

* A definition of project vulnerability.

* A description of a project vulnerability managempricess, including identification,
analysis and response plan.

» Atest on an industrial case study

Findings

Our project vulnerability management process pertoittoncentrate directly on the existing

weaknesses of a project system which may creaenpaltdamages regarding the project



values creation. By focusing on this system, respgiians may be more adapted to the

existing lacks of the project.

Resear ch limitations/implications

Some aspects of the vulnerability definition shoddd refined, like the concepts of
susceptibility or cruciality. Other promising worksay focus on the evaluation of the non-
resistance and resilience, notably thanks to ttredaoction of interdependences which exist
in complex projects.

Practical implications

A case study was done on a decision support sy&t@ihed FabACT) developed at Hopital
Européen Georges Pompidou Pharmacy departmenaiithef this project was to achieve a
better balance between the workload and the efitgi®f the compounding unit.

Originality/value

This article presents an innovative way to analygeoject’s vulnerability by focusing on its

existing weaknesses using a systems thinking-basgaach.

Keywords
System, Project, Risk, Vulnerability, Complexity.
Classification

Research Paper



A systemsthinking approach for project vulnerability management

1. Introduction
As recent works or communications state it (Zha@@7), the concept of vulnerability appears to benpsing
for efficient risk management, notably within thentext of project management. Indeed, it enablesaie a
more systems-oriented vision than the traditionatlynics approach. This one focuses on the evaluatf
risks, instead of focusing on the weaknesses gét& facing these risks. Following a systemic apph when
coping with project risk management permits to cedambiguity by increasing the awareness of th¢geptro
system. We then aim at:
» Concentrating on a systems-thinking based view rigieio to highlight the potentially endangered
processes and elements of the project systemdimgjts outcomes.
» Focusing therefore on these elements in order dititéde the identification and analysis of potanti
negative events and damages on the system.
This paper aims at addressing the concept of prejdoerability by:
» Carrying out a broad state of the art in many difierdomains, in order to understand the concdpt o
vulnerability and to implement it in the contextpybject management.
» Defining project vulnerability and its characteidst
» Describing the steps of a project vulnerability mgement process in order to permit the industrial
application of the concept of vulnerability in peois.
e Permitting the identification and analysis of pajevulnerabilities thanks to a systems thinking
approach focusing on the potential degradatiom@firoject values creation processes.

» Testing the whole approach on a case study.



2. Background
Etymologically, being vulnerable means either befogpable of being physically or emotionally injdre
wounded or hurt”, either being “open to temptatipersuasion, censure, etc.”, or being “liable gocesed to
disease, disaster, etc.”. Even though the wordsevable or invulnerable are thus commonly usedvaryglay
life, little insight has been given to the conceptulnerability. This paragraph aims at drawingtate of the art
on the concept of vulnerability before applyingpitproject management.

2.1. Quantitative analysis of recent publications in teld of vulnerability and in the web of science

database

As an illustration of the interest of the presesgearch community for the notion of vulnerabilitydifferent
scientific fields, we carried out a review and slfisation of the up to 2007 Web of Science pulilares which
mentioned the worldrulnerability in their title. 534 such publications were idemtifj which underlines the

global interest of the scientific community forgtldoncept (see Table I).



Climatology and sustainable development

Information technology

Military strategy and defence

Industrial engineering

Construction and urbanism

Economics

Physics

Applied mathematics

Chemistry

Total

Total Global matter of interest

Number of articles

Tablel. Occurrences of the wondilnerabilityin the Web of Science publications in 2007

269]Psychology and psychiatry (and behaviour factors) 91
Disease factors 85
Genetics 27|
Response to treatment 21
Disease transmission 14
Diagnosis fiability 12|
Global organs fragility 10
Healthcare management 9
Morbidity factors and evaluation 4

193[Reaction of biological entities to environmental stresses and biodiversity 38
Ethics and social development 36
Groundwaters , soils and source waters pollution 35
Environmental management 26
\Warming and climate change 25
Earthquakes and landslides 15|
Floods and tsunamis 11
Storms, cyclones and rainfalls 5
Volcano eruptions and fires 2
Wind 1]

24]Communication and information networks security 11|
Software failure 7|
Information systems management 6
13JResponse to attacks (terrorism,...) 8
Geopolotics and geostrategy 3
Military strategy 2
11]Industrial systems security 4
Knowledge management 3
Production management 2
Innovation management 1]
Logistics 1]
Project management 0
11jUrban networks security 7
Structure resistance 4
4]Macroeconomics 3|
Microeconomics 1]
4INuclear science 1
Chaos 1]
Electromagnetism 1]
Materials resistance 1]
4INetwork s and graphs 2
Insurance modelling 2
1]Chemical reaction 1]




It must be noted that vulnerability seems to megta@wing interest in the scientific community aws on

Figure 1 below.
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Figure 1. Web of Science publications the title of which @ns the wordrulnerability (1987-2007)

Some conclusions appear to be interesting, evarfiegt reading of this short survey of the Welofence. Of
these 534 publications, 86% were related to only sgientific topics (health, climatology and sustdile
development) (Blaikie, Cameron et al. 2001). Mogrothis survey enlightens the lack of use of thecept of
vulnerability in industrial engineering (only 11 lgications out of 534; i.e. 2%), which motivateservmore to
work on this concept in accordance with project aggnment principles.
But following the general trends of this short syvthe following state of the art is firstly cauliout separately
on the two most contributing topics: “health” ardirhatology and sustainable development”. Finatljpcuses
on some works about vulnerability in the fielddrafustrial engineering and project management.

2.2. Focus on the two most contributive fields: “healtrid “climatology and sustainable development”
As suggested by the short survey previously preserd first literature review was conducted oveseeech
works dealing with health or climatology and sussile development issues. First, it can be obsahadsome
research works relate vulnerability to the presesfcereaknesses (Luers, Lobell et al. 2003), (Sced898),
(Ellis 2000). These weaknesses can be of diffematire, and can for instance impact the actividssgets and

outcomes of a system, as shown by Figure 2 (ENG32



Vulnerability context

<> Shocks <> Seasonality <> Trends

ASSETS ACTIVITIES OUTCOMES

Policy and institutional context

<> Government <> Social relations <> Civil society

Figure 2. Vulnerability based on assets, activities and auteogiven a specific context (Ellis, 2003)

Second, other papers insist on an aspect of vidiliéggawhich is the coexistence of conditions ofesures to
stresses / dangers and of a state of non-capacttgpe with them. This is notably the case of (Megk1989)
with natural hazards, (Shi 2001) when adressindtiesae systems, or (Ezard, 2001) in the case ofdr
addiction. Particularly, several works detail tlwtion of exposure (Watts and Bohle 1993; Blaikian@on et al.
1994), notably in contexts of crisis. This two-sapect of vulnerability can be synthesized udgdefinition

of Chambers (Chambers, 1983): vulnerability is “&x@osure to contingencies and stress, and diffiadping
with them. Vulnerability has thus two sides: aneemal side of risk, shocks and stress to whichndividual or
household is subject; and an internal side whictiefencelessness, meaning a lack of means to citpeutv
damaging loss”. This expresses that damages (tuonédonsequences of risks) can be understood eas th
coincidence between a dangerous event and a vbleegaound. This coexistence is notably modelleihgus

stressor/receptor models, such as the one in F8yure



Receptor characteristics
Environmental conditions (biological/social/psychosocial)
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Figure 3. Vulnerability study thanks to a stressor/receptodei (de Fur, Evans et al. 2007)]

Moreover, other works detail the non-capacity tpewith possibly damaging events in terms of rasist and
resilience, that is to say how individuals, groopparts of a system can resist to vulnerabilitgtantly or when
recovering (Perry, Dulio et al. 2006), (Dibben &tikster 1999), (Kelly and Adger 1999). Finallycain also be
oserved in the literature that vulnerability iseissence context-dependent as underlined by (Stt8959, (Ellis
2003) who insist on its evolution over time andpgpple-dependent perception.

2.3. Focus on industrial engineering, including proj@sanagement
Theys underlines that in the field of industriabereering and management, “there are still too fewvguages
and tools for analysing vulnerability” (Theys 198W#&hich motivates to develop them. However, sonenghts
were already done, like for instance (Bogataj amdjdaj 2007) who place the notion of vulnerabibitythe
centre of the value creation process, which is ister® with (Schneider 2008). In order to underdtéms
possible degradations during the value creatiorcge®, systems thinking-based models were developed
(Hellstrém 2007). Particularly, the works of Durafiglrand 2007), which follow a complex systems apph,
define vulnerability as the “extent to which an amgsation is able or not to cope with the dangeis éxposed
to”. This work explains that working on the notiohvulnerability permits to focus on an organisatfability

to resist to hazards and on the mechanisms thatveaken or strengthen its overall functioning, hétar and



evolution. This also underlines that possibly daimggevents should be handled in accordance witlr the
possible impact on the core values of a projeca(gystem), given its complex structure.

2.4. Synthesis: list of vulnerability characteristics
Before continuing, we propose to list down the metiaracteristics of vulnerability which can be $wsised
after our state of the art:

* Vulnerability is in essence relative to a systemiclwhhas weaknesses which can alter its
trajectory to reach its objectives.

« Vulnerability corresponds to the coexistence ofwael of exposure (or a susceptibility to be
exposed) to stressors and a non-capacity levedpe with these stressors.

* Two aspects of the system’s non-capacity are tonolerlined:

0 Static vision: Resistance of the system regardiegapparition of the stressor.
o Dynamic vision: Resilience of the receptor corresfing to the recovering of the
system.

e A system’s vulnerability is in essence context-adef@mt and evolves over time, notably because
of the changes over time in the systems’ charatiesi due to its natural evolution and the
apparition of stressors.

Each of these aspects is therefore to be presdieimlefinition of project vulnerability or/and itssociated

models and tools.

3. Preliminary step: Defining the concept of project vulnerability and linking it with the concept of risk
Even though a lack of consensus can be observeaditbe notion of vulnerability (Luers, Lobell dt 2003),
the state of the art which was conducted led ysapose the following definition for project vuladxility. We
claim that this concept permits to analyse a ptoggstem and focus on its existing weaknesses thamla
systems thinking-based approach (Le Moigne 199®@jeBt vulnerability is then “the characteristicafroject
which makes it susceptible to be subject to negatixents and, if occurring, which makes it non bépto cope
with them, which may in the end allow them to delgréghe project values”. Project non capability epe with
negative events when occurring includes non-resistginstantaneous damages) and resilience (recowver
time). Moreover, project vulnerability exists ifduonly if project susceptibility to be subject tegative events

and project non capability to cope with them cogxis. if and only if they simultaneously existaagiven time.



As shown on Figure 4, project vulnerability is tHatked with the traditional concept of projectkidue to this

coexistence possibility (linked to risk probabiliand the damages which can occur (linked to righaict).

Triggering
event Impact
regarding
the project
system

~

Coexistence possibility

Figure 4. Project risk as an impact due to coexistence

As a whole, project performance degradation iscihresequence of two coexistences. The first oneittonsl
the apparition of vulnerability: coexistence of astibility to be subject to negative events anchpacity to
cope with them if occurring. The second one istémporal coincidence of a triggering event and laenable
ground for a risk to occur and to degrade the mee® of values creation during the project.

Now that these coexistences are cleared, the aithisfvork is to propose a systems thinking-basedeahof
vulnerability to assist complex project risk managat. The aspect of susceptibility is neglectedtha
following section since susceptibility is closeipked to probabilistic aspects of possible negatiiggering
events, which we do not aim at addressing here.dlneof the next section is to focus on the propatem
weaknesses and thus on the identification, evalnatnd management of non-capabilities in termesistance
and resilience. As a whole, this section thus psepoa paradigm shift since it focuses on the prajgstem

existing elements instead of focusing on possiténts.



4. A methodology to model and manage pr oject vulner ability
Our methodology to handle project vulnerabilityhe following:
»  Project vulnerability identification
o ldentifying the objectives of the project in terofsvalues creation.
o ldentifying elementary vulnerable processes andnefds of the project systems
(vulnerable tasks, actors, resources, etc...).
» Project vulnerability analysis
0 Assigning a contribution rate of any of these elet®¢o each value creation process.
o ldentifying possible triggering events which camadae a given project vulnerable
element and analysing its resistance and resilidfmoaigh a stressor/receptor model.
* Project vulnerability response plan to cure thekmeases of the project system and prevent it
from possible damages.
» Project vulnerability monitoring and control activio watch over the project evolution.
As a whole, these four steps are to constituteptiogect vulnerability management process (FigurewB)ich
appears to be similar to the existing project risknagement processes as defined in (IEC 1995; Ag36;1
IEEE 2001; BSI 2002; AFNOR 2003; I1ISO 2003; PMI 20BMA 2006). Each of them is developed in the

following paragraphs.

| Vulnerability |
i Management |
:  Planning

Vulnerability
Identification

Vulnerability L _______________ |
Analysis i
|
Vulnerability |
Response -
Planning E

Vulnerability

Monitoring
and Control

Lessons

]
Q
=
35
o
(o}

Figure 5. The project vulnerability management process



4.1. The project vulnerability identification step
In order to identify properly project vulnerabidi, the use of systems thinking is proposed. Ittnes
underlined that vulnerability permits to focus & fproject system (its processes, elements, stayctl which
makes project vulnerability a more tangible conciyain project risk. For all practical purposes,ntifging
project vulnerabilities means identifying the weegses of a project system which make its valuestiore
vulnerable. In order to do so, a four step proce$sses on the systems thinking (Le Moigne 1990e®e
2001; Vidal and Marle 2007; Vidal and Marle 200®peoach is proposed. Vulnerability is identifiedtitee
levels
e The teleological pole of the project system, whmdrmits to identify the vulnerable stakes of the
project (targeted created values).
* The functional pole of the project system, whichnpi¢s to identify the vulnerable processes / tasks
the project system.
» The ontological pole of the project system, whighrpits to identify the vulnerable elements (actors,
resources, inputs of processes, ...) of the projetem.
Then follows a reflexion on a stressor / receptadet to identify project process vulnerabilities ighh are
defined as triplets (value, process, event) andeptalementary vulnerabilities which are definedtaples
(value, element, event).
This means that the genetic aspect (evolution @fpttoject system) is also to be considered. Indebdnever
the project phase changes, or whenever considerbblgyes in the project system occur during a prgjkase,
the vulnerability identification process is to berformed again, or at least refined / updated. Aghale, this
approach helps to reduce ambiguity and doubts efulmess since everything is drawn by the finakahbyes of
the project, that is to say values creation.
4.1.1.Identification of vulnerable values, processes elethents through systems thinking
A project is vulnerable if and only if one of itbjective values may not reach its target. Thathy we argue
that project vulnerability should be addressed ndigg each value of a given project, in order tdentine the
different possible kinds of damages within the ectj In the end, the first deliverable of the pebpulnerability
identification step is a three-level hierarchidalisture composed of (see Figure 6):

» The project values which are likely to be damagedi make thus the project vulnerable regarding them.



e For each value ¥ the project processes/tasks which contribute tar&ation. These processes are

likely to be altered (and thus to be vulnerable)negative events, which makes as a consequence the

project vulnerable regarding; V

* For each process;jPthe project elements which permit to perform(&ctors, resources, other inputs).

These elements are likely to be altered (and thusetvulnerable) by negative events, which altgrs P

which makes as a consequence the project vulneradpeding V

An arborescence is thus built to classify projadnerable values, processes and elements as steneunder

on Figure 6. One should note that this decompasisanalogous to the one mentioned in 2.2 andgsexb in

(Ellis 2003) in terms of outcomes (values), acdidgt(processes) and assets (project elements).

Vulnherable
values

Yulnerable
processes

Vulherable
elements

Figure 6. Levels in the project vulnerability identificatictep
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However, some work is still to be done to identifpject vulnerabilities as one can talk of vulndigbonly if

mentioning the event something is vulnerable to.



4.1.2.ldentification of process and elementary vulneraéd
Let (V1, V2, ..., Vi) be the set of values created by the projecteloh V, we have identified the corresponding
vulnerable project processes and elements. Eacle Walcan be weighted by a coefficiemtwhich permits to
set priorities in the values creation processes ¢im of all these coefficients is equal to 1)alf o, then
project vulnerability regarding value; i6 all the more important to control than projeatnerability regarding
value V since the creation of \66 preferred to the one of;VSuch weights are notably to be set by project
stakeholders, by the project management officeyahé firm, notably thanks to the consideratiorsivategic or
tactical aspects.
Given a value V as mentioned before, there are several projecegses/tasksi{PPy, ..., Ry) which contribute
to V; creation. In the same manner, the project mandgerproject team or external experts can permit to
determine weightg;; which permit to determine the importance of eadk regarding Mcreation (for each i, the
sum of allpjisequal to 1). At this stage, one should particuladiice that tasks can contribute to several values
creation processes.
The same work can be done on every category oégirejements. In the end, determining all the wisighthe
hierarchical structure (by expertise or experiengejmits to determine the maximum possible degiawalat
linked to a project element/process if it is alter€his first analysis thus permits to neglect aspevhich can be
neglected due to their low implications in possidemages regarding values creation. This is allntioee
important to perform since the combinatorial asp@étproject vulnerability identification are liketo be very
important.
Once refined, we claim for the use of a stressecéptor model to identify key project vulnerally, that is to
say key project process vulnerabilities which aipldts (value, process, event) and key projecinelgary
vulnerabilities which are triplets (value, elementent). The first steps of the identification prss permitted to
identify project values, processes and elementd@nefine their lists thanks to issues about ébuation rates to
values creation. This work now proposes that, gxgmocess or element, one focuses on this préedement
as a receptor and tries to list down as exhaugtaglpossible the possible negative events it neagxXposed to
(that is to say its potential stressors). This asmto be performed thanks to the conjoint usexgfertise and
experience. We may recommend here the use of soeativity methods such as brainstorming, dissamiatir
inversion. As a whole, an initial list of projeatygess and elementary vulnerabilities is dddentifying project
vulnerabilities is in itself a first result. Howay@ne should be able to evaluate/analyse themdierdo manage

them better.



4.2. The project vulnerability analysis step

Once the set of project process or elementary vaihilities is identified, theses ones are to belysea

regarding the two principal aspects of vulnerapilit terms of non-capability, that is to say remiste and

resilience. In order to do so, objective scalesikhbe built up.

A first tool is proposed: objective 1 to 10 Likedales should be built by experts, like in the dsklysis process
when performing the evaluation of probability amdpact (see examples in Figure 7). This figure alsows
how synthetic diagrams (non-resistance and resiiean axes, contribution rate to the project valuas the
diameter of the circle) can be built to highlighingipal project vulnerabilities. We recommend thiata

diagram, there should be only the project vulnditas which correspond to a same value possibtgatation,

so that the analysis of this diagram is of intefesmanagement use.

Project vulnerability scales examples

Values 1 3 5 7 9
Non- Alters less than | Alters between | Alters between | Alters between Alters more
resistance 20% of the 20% and 40% | 40% and 60% | 60% and 80% | than 80% of the
value creation of the VCP of the VCP of the VCP VCP
process (VCP)
Resilience Recovers Recovers Recovers Recovers Never recovers,
before time T,. | betweentime T, | between time partially after even partially
and T,. T,and T,. time T,
Resilience 1
10 4
@)

Figure 7. Project vulnerability analysis

10  Non-resistance




In the end, a global index can be calculated ireotd give a simple indicator to rank project vuhiglities
regarding a project value V. Let CR(V) be the citmttion rate (percentage of the project value) lod t
vulnerable element/process which is addressedNERethe the evaluation of its non resistance. LeteRthe
evaluation of its resilience. Then, a syntheticraggted measure (which can help to underline highierity
vulnerabilities), which we name the Crucial Ind&¥), is given by the following equatioi (V) varies between

0 and 100).

(V) = NRxRxCRYV)

As during any aggregation operation, part of infation is lost. Indeed, several different tripletsichave the
same value when multiplying the values of its elet®eAs a consequence, when ranking accordingetd' ()
index, one may rank at the same level severalketsplvhich could not be handled the same way (farrgte
high non-resistance and low resilience versus lesilience and high non-resistance with the sameevaf
I'(V)). In the end, this classification accordingli¥) should always be considered with the initiahkesation of

NR, R and CR(V) in order to make more relevant sieois during the project vulnerability responsendtep.

4.3. The project vulnerability response plan step
The project vulnerability response plan step pesrtot decide on the actions which are needed toceethe
threat of the existence of project process or efgang vulnerabilities. The project vulnerabilitysponse is to
determine the overall strategy for strengthenimgaect. As in the risk management process (PMK206ven
though slightly different, there are five basiastgies to cope with project vulnerabilities.
4.3.1.Mitigation
Mitigation is the strategy which consists in makihecisions in order to improve the resistance efphoject
processes / elements and / or to lessen theiieras# regarding negative triggering events. Anosteategy
would be to diminish the contribution rate of thegess / element to the value creation but whengessible,
this strategy is to be classified under the nanteapisfer since contributions are transferred beoéntities.
4.3.2.Avoidance
Avoidance is the strategy which consists in makiagisions in order to eliminate totally project nedabilities.
The reader should note that for project risk marag#, there are two ways to avoid risks (reducmgt
probability or impact) but there is only one wayaeoid vulnerability (reducing to O non-resistandapeed,
resilience has no direct impact on avoidance shmesdience underlines a dynamical aspect (evolutwar

time).



4.3.3.Transfer
Transfer is a strategy which consists in makingigiess in order to transfer project vulnerabilitites other
project processes/elements which have less infauémdhe values creation processes. This strategeally
different than the transfer strategy in the projésk management process which consists in thesfeamf the
risk responsibility to a third party.
Here, vulnerabilities exist within the project systand there is no reason to transfer them to pgartles which
would be external to the system (however, one shoate that decisions can still be made to trartserfinal
risk responsibility to any of the project staketesk). However, transfer strategies can be definigdinvthe
project. For instance, if an actor appears to Heerable, then one can choose, whenever possibtearisfer
this actor to other processes which have less impa¢he creation of project values. The transteategy is
thus the strategy which proposes to handle cornioibuates (to the corresponding value creationpatential
levers for vulnerability reduction.

4.3.4.Acceptance
Acceptance is a strategy which is notably desighafier low resilience and high resistance project
vulnerabilities. It consists in saying that litite nothing can be done expect letting things rugirtourse,
knowing that these low Crucial Index vulnerabiktieowever exist.

4.3.5.Contingence
Contingence response is an intermediary mannesge with vulnerabilities. It is associated with thee of the
other strategies (especially mitigation) and debees the actions which should be done if the chosen
vulnerability response should fail.

4.4. The project vulnerability monitoring and controépt
In essence, a project system is evolving, whichneghat project vulnerabilities do not remain staNew
vulnerabilities may pop up, the characteristicpudject vulnerabilities may change or vulnerabiligsponses
may not have the effects which were planned. Valbidities are then to be re-identified and re-assésiuring
the project, since they refer to a project systdmthvis in essence in constant evolution.
4.5. Synthesis : comparison with the project risk mamagyet process

Table Il. proposes a critical comparison of thejgebrisk management process and the project \aibiléy

management process.



Project risk management process Project vulnerabilit y management process

One step process as it Identifies possible Two main step process as it first identifies existing tangible
triggering events, and often their effects and their aspects of the project system which appear to be winerable
causes. Notice these events can be either positive regarding the project values creation processes. Then it

or negative. Performed through expertise / identifies project process or elementary winerabilities. First
experience / creativity. step performed through expertise, seconde one through
Identification step expertise / experience / creativity.

Evaluates risk probability and impact . Numerous Evaluates the resistance and resilience of project

methods to perform such quantitative or wilnerabilities. First proposal is a qualitative analysis .
qualitative analysis. Classification is proposed to  Classification is proposed to focus on high priority winerabilities
focus on high priority risks, notably thanks to the  thanks to the definition of a 0 to 100 cruciality index . One of
definition of a criticality index . One of the main the main difficulties is to assess resistance and resilience

Analysis step difficulties is to assess possible events. regarding possible events.
Proposes strategies for risk responses. Leaves Proposes strategies for wilnerability responses. Leaves
possibilities for risk mitigation, avoidance on two  possibilities for winerability mitigation, avoidance on a single
factors (probability/impact), acceptance, factor (resistance) , acceptance, contingence and transfer

Response plan step contingence or transfer to a third party . within the project system

Monitoring and control step Very similar to one another Very similar to one another

Tablell. Comparison between project risk and vulnerabilithagement processes

As a whole, this approach may diminish the obsefirefieldwork) reluctance to risk management psses as
vulnerability management processes focus on egigtingible aspects of the project. When possilsksrivere
underlined before, existing weaknesses of the progee stressed thanks to this approach. In the #ed
vulnerability response plan may thus appear mdevaat as the responses directly focus on the grrejestem
instead of dealing with probabilistic events. Thequired efforts (nhotably in terms of time and mgnkey these
responses may thus appear more necessary, fangxisoject weaknesses are underlined.
5. Casestudy
A case study is performed during the FabACT profeaal, Sahin et al. 2009), a software developnm@oiect
within the context of the pharmaceutical indusfriais project was executed in collaboration with Georges
Pompidou European Hospital.

5.1. Introduction
The French health system faces ever growing demamnder very pressuring conditions as it is much
constrained in a complex environment. In our caseduction volumes at the chemotherapy compoundimng
(UPIO) have drastically increased (5% in a two ge@me). To support this increasing workload withextra
staff, pharmacists wanted to evaluate how antitigathe production of certain drugs may help them i
improving the organisation of the production prac@éthin this context, the FabACT project (FigureHtas
been launched at HEGP Pharmacy department in Z@6.aim was to achieve a better balance between the
workload and the ability to hold the admixture campding burden while respecting constraints suctrag

stability and quality of service. The deliverabletioe FabACT project was a decision support toobiider to



assist pharmacists while choosing the anti-cannggsdthat can be produced in advance. Due to thsitséty

of this project, its vulnerabilities were studied.

FabACT Project

Figure 8. Work Breakdown Structure of the FabACT project

5.2. Results and discussion

5.2.1.ldentification of project vulnerabilities

The project values were listed as the followingsone

e Completion of the project on time

¢ Profit due to the project

e Quality of project processes

Benchmark Consideration of Computation Training of the Integration of Commercial | Project
and state of the the final users code test teams final users’ brochure administration
|| art of (pharmacists) development || comments design and
multicriteria needs H based onthe - and newly development -
evaluation chosen Operational identified Project
methods multicriteria tests in the needs | decision-
Consideration of method field Talks and making
the necessary negotiation
In-depth Rk
: datas in Operational with the :
analysis of the . q . X Supportin
|| perioust accordance with tests from a Ll Final tests industrial F")r’?)jectg
. I n in
carried out the chosen Graphical user denee = et e
o — multlct;:te;a H interface Activities
metho
development Synthesis of Finalisation of Congress and
onthe somare | | auide organisston || g et
Eld:;ﬁgdgg Simplification of Users guide after the tests with CIgEEETEN
M stakes of the || the features for a development pharmacists
final users PUEVEEER i
Easienuse Identification of Zgjslj::
Development of ey uzers’ Scientific
Understanding the website from MSSES publications
the hospital 4 where the redaction
L anddrug Be“gh"g’_‘;k i software is to be
industry SN downloaded
methods and
context
software

« Industrial, scientific and societal quality of peo} deliverables, which are mainly influenced by

®,

+« Rigor of the scientific approach. (Sc)

+« Reliability of the result. (In) (Sc) (So)



« Adjustement of the software to the hospital andygroduction context. (In) (So)

% Friendliness and easiness of understanding andfuke software. (In)

< Compatibility with existing computer equipmentshiospital pharmacies. (In)

« Number and quality of scientific publications, coegses and conferences. (Sc) (So)

» Number of conference and congresses organiseddasirials. (In) (So)

By going back to processes and tasks, it is passibbuild up a table which synthesises the coutiob of any
task to any of theses values creation (Table Ti)s table permits, as suggested, to refine théysisaof fewer
tasks / processes and project elements (correspptaltheses tasks and processes) when perfortréngroject

vulnerability analysis.
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Tablelll. Identifying project tasks contribution to projectlwes creation



We identify the tasks which have significant cdmition rates regarding the creation of this valme( 10% in
orange, over 5% in yellow). Only the vulnerabildf these tasks is then to be analysed further fastaesult
since if other tasks are altered because of théirevability, they can in the worst case alter lbss 5% of the
scientific quality of the project deliverables. $titep is absolutely necessary in order to lessendmbinatorial
aspects of a project vulnerability study.

In order to close the vulnerability identificatisteps, we then identify the project elements wisizhtribute to
the identified tasks. In the same manner, confidbutates tables can be built. The reader will fiamdexample of
such a table of elementary vulnerabilities in TdMdfor the creation of high scientific quality likerables). In
the end, a list of vulnerable tasks and associattegct elements (here actors) is built. Thisiisio be analysed

in the following step as an illustration on howpierform project vulnerability analysis.

Benchmark and state of the art of multicriteria evaluation methods 70%| 20%| 10%| 0% 0% 0% 0% 0% 0% 0%
In-depth analysis of the previously carried out studies 50%| 10%| 10%| 5% 5%| 10%| 10% 0%, 0% 0%
Understanding the hospital and drug industry context 40%| 20%| 20%| 10% 0% 0% 0% 5% 5% 5%

Benchmark of encoding methods and softwares

90%| S%| S%| 0% 0% 0% 0% 0% 0% 0%

Software comutrande dropment 75%| 5% S| 0% : 0%| 0% L 0% 0% 0% 1%
o feld oo o 0% oW 0] 1% 1% oW oW 0%
Oem n al ests from ;'smnce 60%| 5% S%| 0%| 10%| 10%| 10% 0% 0% 0%
centii publegtiont redotion ' T o 2% 2% s 1% 5% oW o6 oW 0%

LI ED

Table IV. Identifying the actors which contribute more to tasks which make the project vulnerable regardicigntific

quality creation

5.2.2.Analysis of project vulnerabilities
We now study resilience and resistance in ordgusmtify their weakness regarding possible negatients.
For instance, one can perform it here on the ifledtiproject actors which make the project potdiytia
vulnerable regarding the creation of high scientifuality deliverables. We obtained a list of faetors which

contribute significantly to this value creation: AOR 1, ACTOR 2, ACTOR 3, ACTOR 6, ACTOR 7. These



actors are the ones to be watched over becausmiofpotential impact on the targeted value creaticheir
usual behaviour during the project is altered. @ni find hereunder an excerpt of the FabACT ptogetor

vulnerability analysis (Table V). The project actarnerabilities are ranked according to their Gali¢ndex

r\v).

Value Element |CR(V) Event NR R r\v)
Scientific Quality |Actor 1 0,41]Unclear software requirements and specifications 8 8 26,24
Scientific Quality |Actor 1 0,41]Error when encoding the software 6 8 19,68
Scientific Quality |Actor 1 0,41]|New requirements appearing 8 6 19,68
Scientific Quality |Actor 1 0,41|Bad communication within the project team 6 6 14,76
Scientific Quality |Actor 1 0,41|Misunderstanding of previously carried out studies 6 6 14,76
Scientific Quality |Actor 1 0,41 Lack of information 8 4 13,12
Scientific Quality JActor 1 0,41]Uncorrect information 7 4 11,48
Scientific Quality |Actor 2 0,12]Unclear software requirements and specifications 8 8 7,68
Scientific Quality |Actor 3 0,11}Unclear software requirements and specifications 7 8 6,16
Scientific Quality |Actor 2 0,12]lliness 7 7 5,88
Scientific Quality |Actor 2 0,12]New requirements appearing 8 6 5,76
Scientific Quality |Actor 7 0,07]Misunderstanding of the publication target requirements 9 9 5,67
Scientific Quality |Actor 7 0,07}Unclear software requirements and specifications 9 8 5,04
Scientific Quality JActor 1 0,41]| Too short test phase 6 2 4,92
Scientific Quality |Actor 6 0,06]Misunderstanding of the publication target requirements 9 9 4,86
Scientific Quality |Actor 3 0,11]New requirements appearing 7 6 4,62
Scientific Quality |Actor 7 0,07|Misunderstanding of previously carried out studies 9 7 4,41
Scientific Quality |Actor 2 0,12]Misunderstanding of the publication target requirements 4 9 4,32
Scientific Quality |Actor 6 0,06]Unclear software requirements and specifications 9 8 4,32

Table V. Excerpt of the FabACT project actor vulnerabilityabysis

5.2.3.Vulnerability response plan

This analysis underlines here that ACTOR 1 is thestnvulnerable one regarding scientific qualityatien
during the project. The vulnerability response maould therefore focus on the accompaniment sfdhbtor in
order to guarantee its performance regarding veteation or it should propose transfer strategieihvtransfer
some tasks to less vulnerable actors. This anghgsimits to underline that ACTOR 1 is particulavlyinerable
to problems regarding the requirements of the so#w(whether they are unclear, changing or poténtia
misunderstood). As a consequence, this underlimgspiarticular attention should be given to tharigdn of
requirements and specifications as they are likelgondition. Other specific attention should bédp@® the
event “misunderstanding of the publication targejuirements” since it directly impacts several ecta the
FabACT project regarding scientific quality creatid his can be understood since the FabACT prigeat the
meeting point of industrial engineering and pharynaied that publication targets requirements mayahoays

be clear in the possible integration of articlealihgy about this issue in the corresponding jouanakvue.



5.2.4.Comparison with a traditional risk management pssce
Once can find hereunder an excerpt of a traditiGhECA performed for the FabACT project (Table Y)be

a point of comparison in order to underline theeptiil benefits of a project vulnerability analysis

# Potential failure mode Fotential cause Potential eff  ect Gravity Occurrence Criticality
1 Unsatisfying software development Error when encoding the software Unreliable results 9 6 54
2 Unsatisfying software development  Too short test phase Too few comments 8 6 48
Misunderstanding of software Errors in the software, no

3 Unsatisfying software development  specifications consistence with specifications 9 5 45
Misunderstanding of the previously carried Misunderstanding of software

4 Unsatisfying software dewvelopment  out studies specifications 9 5 45

5 Unsatisfying software development Bad communication with test teams Misunderstanding of specifications 6 7 42
Conflicting comments given by the test Bad integrating of the test phase

6 Unsatisfying software development teams comments 7 6 42
Bad integrating of the test phase Errors in the software, no

7 Unsatisfying software development ~ comments consistence with specifications 8 5 40

8 Project delay Conflicting comments given by the test Bad coordination 6 6 36

9 Project delay Error when encoding the software Extra work 6 6 36
Unclear software requirements and Errors in the software, no

10 Unsatisfying software development  specifications consistence with specifications 9 4 36
Misunderstanding of

11 Project delay Bad communication with test teams specifications, extra work 5 7 35

12 Unsatisfying software development Difficulty to understand the hospital Misunderstanding of specifications 7 5 35

13 Unsatisfying software development Low standard graphical user interface Non user friendliness of the 5 7 35

Errors in the software, no

14 Unsatisfying software development New requirements appearing consistence with specifications 7 5 35

15 Low profit Unforeseen issues Owercost 7 5 35

16 Unsatisfying software development Errors in the previously carried out studies Errors in the software 8 4 32

Misunderstanding of the previously carried
17 Unsatisfying users guide development out studies Errors in users guide 8 4 32
18 Unsatisfying software development Too little information given by the test Unefficiency of the test phase 8 4 32

Table VI. Excerpt of the FMECA of the FabACT project

First, one should notice that the lack of integnatof project values does not permit to understanogherly the
consequences of the potential failure modes, dvemgh there effects are likely to be mentioned neétdbility
analysis permits to understand better the posdinheage chains which exist within a project. It maesinoticed
that for instance, no aspect about publicationetargquirements had been mentioned in the FMEQ#oagh it
appeared to be a high potential source of vulniabégarding scientific quality creation. Secoiny, analysing
the project system’s weaknesses, one is to makerzatd more specific decisions when establishirgsponse
plan. Indeed, the FMECA mentions “unclear softwaguirements and specifications” or “misunderstagdif
software specifications” as potential causes ofartgnt failure modes. This is consistent with thejgct
vulnerability analysis which was performed. Howewbe project vulnerability analysis permits todswn the
project elements or processes which are impactedntist by this potential cause / stressor evemtirstance,
actors did not appear equally vulnerable to thesmts, which permitted to concentrate on the wedabass /

actors / processes of the project.



6. Conclusionsand per spectives
As a whole, this article presents an innovative wagssist project risk management through thegraten of
the concept of project vulnerability. This concgermits to analyse a project system and focus omxisting
weaknesses thanks to a systems thinking-based agipréfter proposing a definition and a descripti
project vulnerability, a proposition to describe fbroject vulnerability management process into fuccessive
steps is done. The reader should remind them iest @ifoposal to perform project vulnerability aysis:
This project vulnerability management process perta concentrate directly on the existing weakegss a
project system which may create potential damaggarding the project values creation. By focusingtlus
system, response plans may be more adapted taittim@ lacks of the project, as shown by the cady with
the FabACT project. Such focus on the system Ilsetof great interest for project managers and ptagams.
When before there was ambiguity or lack of confaein dealing with potential events and potentiapacts,
vulnerability management permits to point out treatinesses of a project. Attention should howeveraie on
vulnerability communication so that it is not seena way to underline low performance elementctrain a
project. Vulnerability management must therefore Highlighted as a promising tool for complex projec
performance management as it permits a more efteatid efficient accompaniment of project teamskbdo
a better understanding of possible damage creatittin complex project systems. Some aspects &fark
may however be discussed. We thus identify sevessarch perspectives to consolidate the propo$atss
chapter:
»  First, the susceptibility aspect of vulnerabilisyrieglected in this first approach of project vedity
management. Future research work may explore timsept.
* Moreover, the calculation of the Crucial IndERV) is to be improved thanks to the integration of
multicriteria aspects
» Other promising works may focus on the evaluatibrthe non-resistance and resilience of project
vulnerabilities, notably thanks to the introductiohinterdependences which exist in complex project

systems.



7. References

AFNOR (2003)._FD X 50-117: Management de projetst®a du risque, Management des
risques d’'un projet, AFNOR.

APM (1996). Project Risk Analysis & Management (ARAGuide. High Wycombe,
ASSOCIATION FOR PROJECT MANAGEMENT.

Blaikie, P., J. Cameron, et al. (2001). Nepal irsiSr Growth and Stagnation at the Periphery,
Adroit Publishers, New Delhi, India.

Blaikie, P., T. Cannon, et al. (1994). At risk, Redge.

Bogataj, D. and M. Bogataj (2007). "Measuring tbpy chain risk

and vulnerability in frequency space." Internatiodhaurnal of Production Economid98(1-

2): 291-301.

BSI (2002)._ISO/IEC Guide 73:2002. Risk ManagemeNibcabulary — Guidelines for use in
standards. London, BRITISH STANDARD INSTITUTE.

de Fur, P. L., G. W. Evans, et al. (2007). "Vultdry as a Function of Individual and Group
Resources in Cumulative Risk Assessment " EnvironateHealth Perspectives
115(5).

Dibben, C. and D. K. Chester (1999). "Human vulbgityt in volcanic environments: the
case of Furnas, Sao Miguel, Azores." Journal ofcsimblogy and Geothermal
Researcl92: 133-150.

Durand, J. (2007). Management des risques dangr¢msisations industrielles complexes:
prépondérance de la dimension managériale dansnkasg des vulnérabilités, These
de Doctorat de I'Ecole Centrale de Paris, Parede.

Ellis, F. (2000)._Rural Livelihoods and Diversity Developing Countries. Oxford, UK,
Oxford University Press.

Ellis, F. (2003). Human Vulnerability and Food logety:Policy Implications

Forum for Food Security in Southern Africa.

Genelot, D. (2001). Manager dans la complexité fleRéns a I'usage des dirigeants. Paris,
INSEP Consulting Editions.

Hellstrom, T. (2007). "Critical infrastructure asgstemic vulnerability :

Towards a planning framework." Safety sciedbgs): 415-430.

IEC (1995). CEV/IEC 300-3-9:1995 Risk Managemerdrt @B — guide to risk analysis of
technological systems. Geneva, INTERNATIONAL ELEGIRECHNICAL
COMMISSION.

IEEE (2001)._IEEE Standard 1540-2001: standards@dtware life cycle processes — risk
management. New York, INSTITUTE OF ELECTRICAL ANDLECTRONIC
ENGINEERS.

IPMA (2006). IPMA Competence Baseline (ICB), Versi8.0, March 2006 International
Project Management Association.

ISO (2003). 1SO 10006 - Quality Management Systef@sidelines for quality management
in projects. Switzerland, International Organizatior Standardization.

Kelly, P. M. and W. N. Adger (1999). Assessing \arhbility to climate change and
facilitating adaptation, Centre for Social & EcononResearch on the Global
Environment, School of Environmental Sciences, ©rsity of East Anglia, Norwich,
U.K.

Le Moigne, J. (1990). La théorie du systeme géndiaéorie de la modélisation, Presses
Universitaires de France.

Luers, A., D. Lobell, et al. (2003). "A method fquantifying vulnerability, applied to the
Yaqui Valley, Mexico." Global Environmental Chantjg 255-267.




Luers, A., D. Lobell, et al. (2003). "A method fquantifying vulnerability, applied to the
Yaqui Valley, Mexico." Global Environmental

Changel3: 255-267.

Perry, M., A. Dulio, et al. (2006). Voices of bel&ries: Medicare Part D insights and
observations one year later, Kaiser Family Foundateport.

PMI, S. C. (2004). A guide to the project managenmdy of knowledge (PMBOK) (2004
ed.). Newton Square, PA, USA. , Project Managerrestitute.

Schneider, C. (2008). "Fences and Competition terRdraces." International

Journal of Industrial Organizati&®(6): 1348-1364.

Scoones, 1. (1998). Sustainable rural livelihoodlSramework for analysis - IDS, Working
Paper No. 72. IDS, Brighton.

Shi, L. (2001). "The convergence of vulnerable ahtaristics and health insurance in the
USA. ." Social Science Medicirg3(5): 519-529.

Strauss, J. S. (1997). Processes of healing anchdhee of schizophrenia. Towards a
comprehensive therapy for schizophrenia. W. B. REGD. Brenner. Kirkland, WA,
Hogrefe & Huber 252-261.

Theys, J. (1987). La société vulnérable. La socigtéerable. Evaluer et maitriser les risques,
in Jean Louis Fabiani et Jacques Theys (dir.),98sede I'Ecole Normale Supérieure
3-35.

Vidal, L. and F. Marle (2007). Modeling project cpkexity. International Conference on
Engineering Design, Paris, FRANCE.

Vidal, L. and F. Marle (2008). "Understanding pajeomplexity: implications on project
management.”_Kybernetes, the International JouafaBystems, Cybernetics and
Management Science.

Vidal, L. A., E. Sahin, et al. (2009). "Using thé1R to select anticancer drugs to produce by
anticipation.” Expert

Systems With Applications.

Watts, M. J. and H. G. Bohle (1993). "The spacesdherability: the causal structure of
hunger and famine." Progress in Human Geogrd().

Zhang, H. (2007). "A redefinition of the projecskiprocess: Using vulnerability to open up
the event-consequence link." International Jouoh&roject Managemer5(7): 694-
701.




