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Abstract—Privacy and security have an increasingly important
role in wireless networks. A secure communication enables a
legitimate destination to successfully retrieve information sent
by a source, while it disables the eavesdropper (illegitimate
destination) to interpret the intercepted information. Physical
(PHY) layer security approaches for wireless communications
can prevent eavesdropping without encryption. It exploits the
physical characteristics of the wireless channel in order to
transmit messages securely. They are typically feasible when the
source-destination channel is better than the source-eavesdropper
channel. Cooperative schemes are a means to improve the
performance of secure wireless communications. We propose an
improved relay selection scheme, based on source-eavesdropper
channel SNR restriction, that will guarantee the best secrecy rate
at the destination under QoS condition. Performance has been
studied in terms of secrecy rate, outage probability and average
error probability. Simulations shows that the proposed scheme
outperforms in terms of the secrecy rate at the destination when
compared to techniques in the literature.

Index Terms—Physical-Layer, security, channel capacity, se-
crecy rate, outage probability

I. INTRODUCTION

Secure tranmissions is one of the biggest concerns in
wireless communications since their broadcast nature allows
illegitimate users to receive a copy of the transmitted signal.
Shannon’s pioneering work [1] inspired some approaches
based on cryptocgraphy that tries to make it more difficults
for illegitimate users to decode the received signal. But cryp-
tography started to show its limitations in the last decade due
to the fact that it is mostly based on calculation power which is
growing exponentially. In fact, a code that was seen unbreak-
able in the 70’s and took years to find the key, can be now
ealisy broken and its key found in minutes or even seconds.
Physical layer security approaches overtake the computational
power limitation since they are based on whether a positive
data rate can be supported, and this is not depending on the
type of the decoding method the eavesdropper uses.

These approaches have been studied in [2],[3] and [4] based
on previous studies and works of [5]. In fact, secrecy rate for
the Gaussian channel has been defined in [5] as the difference
between the capacity at the legitimate receiver (destination)
and that at the illegitimate receiver (eavesdropper). It is also
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shown that this rate can be positive if the channel to the ille-
gitimate receiver is noisier than the channel to the legitimate
receiver.

Relaying techniques are used to improve the performance
of relay-based wireless networks. Cognitive networks received
close attention in [6]. Performance Selective OFDMA has
been studied in [7]. Switch and Examine Combining (SEC)
performance was studied as a diversity scheme in [8]. In this
paper, we introduce a cooperative scheme to select the relay
that will maximize the secrecy rate at the destination and
will benefit from increasing the number of relays under QoS
constraint at the destination. In fact, the proposed scheme,
named Restricted Best Second Hop (RBSH), chooses the best
relay over two steps. In the first step, a subgroup of relays
verifying a quality condition on the link between them and
the eavesdropper is first chosen. In the second step, the relay
among the selected subgroup that has the best link to the
destination is chosen as the best one. We compared the RBSH
scheme performance with two other schemes in terms of
average capacity, secrecy rate, outage probability and average
BER.

We will detail all the steps of our work in the rest of
this paper which is organized as follows. Section II details
the system model and its analytical expressions. Secrecy rate,
outage probability and average error probability expressions
are derived in section III. Section VI presents the simulation
setup and the numerical results. Finally, conclusions are drawn
in section V.

II. SYSTEM MODEL

Fig. 1: System Model.
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We consider a distributed wireless cooperative network
configuration as depicted in 1, with one source, one
destination, one eavesdropper and M relays. hsp, hsgr, hsg,
hre, hrp represent respectively the channel gains between
the source and the destination, the source and the best relay,
the source and the eavesdropper, the best relay and the
eavesdropper and the best relay and the destination.

All these channels are assumed to be independent and
identically distributed (i.i.d.) complex Gaussian with unit
variance. The goal of this paper is to design a proper
cooperative transmission strategy at the source, destination
and relays to improve the secrecy rate. It is assumed that
the global channel state information (CSI) is available at a
fusion center for designing the transmission scheme. Global
CSI knowledge, including that of the eavesdropper CSIL, is
possible in cases in which the eavesdropper is a known
but unauthorized user. Perfect Decode-and-Forward relaying
strategy is considered.

We will present in details our proposed schemes: the
Restricted Best Second Hop (RBSH) and the Worst Relay-
Eavesdropper Link (WREL). We compared these schemes
to two reference schemes in [9] and [10] which we will
name, further in this paper, Best Second Hop (BSH) and Best
Destination-Eavesdropper Ratio (BDER).

The BSH scheme does not take into consideration
the quality of the link between the best relay and the
eavesdropper. As it is considered that the relays perfectly
decode the message sent by the source and use the same
codeword to send it to the destination, the first link will not
be considered in the choice of the best relay. So the best
relay is the one that has the best link with the destination in
terms of SNR, it verifies this equation: yr«p = max(Yrip)
where vp«p and ygrip are respectively the instantaneous
SNRs of the links between the best and the i*" relay and the
destination. We have also derived the analytical results of the
reference method in order to study its performance.

The second reference scheme BDER, as opposite to BSH,
takes into consideration the the quality of the link between
the best relay and the eavesdropper. In fact, the best relay:
i* = argmax;=i NR{PYR‘D} This method will be used as
a comparative scheme in ﬁle simulation part.

1) Restricted best second hop (RBSH): The best relay
selection algorithm consists of the following steps:

1) Choose a subgroup E of relays that comply with the
condition: Ygrig < Y, Where ygrig is the instanta-
neous SNR of the link between the i*" relay and the
eavesdropper and -4, is an SNR threshold on below of
which, the eavesdropper is considered not listening to
the message sent from the i" relay to the destination.

E ={Ri|vrig < Ven}-

2) Choose the relay among E' that has the best channel to
the destination (")/R«LD). YR*D = maa:(’vazDhRiE S E)
3) If E = {0} then direct transmission link is used.

This methods, takes into consideration the link betewen the
best relay and the eavesdropper.

2) Worst relay-eavesdropper link (WREL): This scheme
does not take in consideration the link between the relay and
the destination. In fact, the best relay is the one that has
the weakest link to the eavesdropper. It verifies this equation:

Yr+E = min(Yrig)-

A. Probability Density Function

1) Restricted best second hop: The probability that the
eavesdropper is not listening to the message sent from the
relay to the destination is expressed by the following equation:

Yth 1 ’YR B
Py = P(vrig < vn) = —exp dVrip
0 YRE YRE
=1—-exp <—%h ) .
YRIE
(D

The next step is to choose from E' the relay which maxi-
mizes the SNR of the second hop vr:p. Let yr+p denotes the
instantaneous SNR between the best relay R* and the destina-
tion. In order to average over all relay selection possibilities,
a binomial distribution should be used for the interference
constraint which is given by

Ngr
> (N) Phy P @
k=1
. NR _ NR!
where Np is the number of relays, (k ) = TN

and P;(= 1— Pyy) is the probability that the eavesdropper is
listening to the message sent from the selected relay. By using
the order statistics [11] and the binomial expansion form, the
PDF of vr+«p under the above mentioned constraint is given
by

N IRt k-1
% () prpecte S (L (5))
Pt VR*D
Ngr k S 1Vi—1 *
=3 () P 32 0 H T )
3

2
where, Yr«p = Es [hr«bl” ig the instantaneous SNR of the

link between the best relay R* and the destination with average
SNR = Ag-p and E; is the transmission energy. The PDF of
vsp which follows the exponential distribution is expressed
by the following expression:
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p(vsp) 4)

o
= —ezxp| —
YsD

E. |hsp|?
N

m)
¥sp

where, ysp = is the instantaneous SNR of the
link between the source and the destination with average SNR
= Jsp. At the destination MRC is adopted and the combined
SNR can be written as v = yr-p + ysp. Due to the
independence of yr-p and ysp, we can obtain the PDF of
fye[; through the convolution of the PDFs vr-p and ysp as
follows

Yeq
P08 = [ () pron G =) i ®
Using (3), (4), and (5), the PDF of the MRC scheme

satisfying the above mentioned constraint is obtained as

- i (-1
p(vfé)—Z(ffR) PNy PNR g Z - =

1 YsDYR*D
Ve,
exp —jﬂ / ’ erp (T — 7” ) dr. (6)
YSD 0 YSD YR*D

Equation (6) is simplified by evaluating its integral, and the
following expression is obtained

D & N k  pNr—Fk z k i (1)t
p(vs.) = g ( R) Py, P BT E i) T ———
(Yeq) £ k NI 1 gt () i YSp — YR*D

Z’yeq

() ()

YR*D

)

If the constraint is not satisfied, only the direct link is used
in the transmission and the total PDF of ’yqu at the destination
becomes

Nr

_ NR) pk, pNe—k
(1) ; ( N Z © YD — YR*D
Z’Ye
YR*D
®)
The PDF of ysg between the source and the eavesdropper
which follows the exponential distribution is expressed by the

following expression:
1 < VSE >
—€erp| ——
E VSE

where, vsg = %SE‘? is the instantaneous SNR of the
link between the source and the eavesdropper with average
SNR = 4gg. The PDF of vz« g is equal to 0 since we consider
that the eavesdropper is not getting any information from the
best relay. Thus the total PDF at the eavesdropper is as follows

i (1)t

p(yse) = €))

p(’qu) p(’YSE) (10)

2) Best second hop method: For this method, there is no
constraint on the best relay-eavesdropper link. Thus the choice
of the best relay does not rely on the mentioned link. The relay
that have the strongest link with the destination is chosen.
The PDFs of ysp and ysp are the same as calculated for
the previous method. The PDF of yr«p for this method is as
follows:

N

p(Yr=D) = ER: (fVR)

i=1

i (—1)1

— e:L'p (7 %)
YR*D

D

Es |hr+pl®

where, Yr+p is the instantaneous SNR of the
link between the best relay and the destination with average
SNR = g~ p. The difference now resides in the PDF of vr«g
since there is no constraint on the best relay-eavesdropper link,

it is written as follows:
1 ( VYR*E >
— exp | —=
YR*E YR*E
Using the equation (11) and the PDF of vsp, the total PDF

at the destination can be written as follows (assuming MRC
reception):

1)1 1 ’Ve[()]
AT enp [ =L ) =
%q ; ( ) 1 YSD — YR*D [ P ( YsD

(4

with 'yqu = vr+D +7sp- The total PDF at the eavesdropper
is expressed by:

1 e
- — — |exp| ——
YSE — YR*E VSE

3) Worst relay-eavesdropper link: In this method, relays
are chosen according to the link with the eavesdropper. This
leads to a total PDF at the destination as follows:

15)

P(YreE) = (12)

Z’qu

— (13)
YR*D

p(vh) =

D) _ 1
Y¥sp — YR*D

D D
[exp (%) — exp (_’qu
YSD YR*D

While the total PDF at the eavesdropper is characterized by
choosing the minimal yr+g which can be expressed by:

[ ( Vg] ) ( NRVQ])]
exp| ——— | —exp | ——
YSD YR*D
(16)

Ey _
Pr(Veq) = Som — IEE

Ng
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III. PERFORMANCE STUDY

In this section we will study the performance of the pro-
posed schemes in terms of average capacity, secrecy rate,
outage probability and average BER.

A. Average Capacity and Secrecy Rate

We could obtain a generic channel capacity equation that is
valid for the above mentioned methods and both Destination
and Eavesdropper:

+oo 1
C= [ Jom sl iy, ="+ pr) o,
0

+oo
[ o i) ez, = o d, (D)
0

with, ypr is the SNR of the direct transmission, v* is the
SNR of the relay {Destination,Eavesdropper} link, fr means
total PDF at the {Destination,Eavesdropper}.

The secrecy rate is given by the difference between the
capacity at the destination and the capacity at the eavesdropper.
In the following, we will derive this equation for all the
methods we cited.

1) Restricted best second hop: The capacity at the destina-
tion is expressed by the following:

NR
B L () ) NP A
CD—Z(n ) 2n(igD—WR*D)10g(2)( Tsp p<750>

n=1
1 _ n n
exp; | =—— | = Yr-pexp | = exp; | = ))
”YSD YR*D YR*D
Xp = — 1
+ i PN exp; — (18)
( log( ) ( l ) [ YsD
where Np, is the number of relays, ¥sp is the average SNR
between the source and the destination, yr«p is the average
SNR between the best relay and the destination, PlN R is the

probability that the condition ygig < 74, is not verified and
exp; is the exponential integral.

The capacity at the eavesdropper is equal to [12]:

(19)

c < 1 )eXpi (%)
=exp| — | ————+~
E P ASE log(2)

2) Best second hop: The capacity at the destination is
expressed as follows:

NR

Cp =Y () )

—_ 2n(¥sp — Yr-p)log(2

EXp| —— | e&xXp; | — — YR*D €XpP —
YSD YSD YR*D

exp, ( ~ )) 20)
YR*D

) (n;YSD

In addition, the capacity at the eavesdropper is given by
[12]:

1 1
Cp == - ('_VSE €xp <,7)

2(yse — Yr-E)log(2) SE
1 B 1 1
exp; | =— | = Jr=mexp | = exp; | = )
VSE YR*E YR*E

21
3) Worst relay-eavesdropper link: The capacity at the des-
tination using this method is equal to:

c oo (5
= exp [ —
P 72" sp — 7r-p) log(2) TSD EXP sp

1 _ 1 1
€Xp; \ —— ) —VR*DEXP | < €Xp; | = )
YSD YR*D YR*D
(22

The capacity at the eavesdropper using the smallest Yrg
method is expressed as follows:

C \ < >
2(y5‘E R )10 S
R

B. Outage Probability

In this section we will show the outage probability that we
derived using [12] for the three methods.

1) Restricted best second hop: From (8), the outage prob-
ability P,,; is expressed as:

()~

i¥sp — YR*D

P = () Pl PP Y () ((—1)” +

k=1 i=1

YR* DEXP — 1 Ysp exp
YR*D YSD

+ P[NR [1 —exp <_%h>}
YsD
2) Best second hop: From (13), the outage probability P,
is expressed as:

24)

(-1

1¥sD — YR*D

Pout :f: () <(1)i1 +

i=1

[ <m> (%mﬂ )
YR*D €XP |\ — — 1 Ysp eTp
YR*D YSD

(25)
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3) Worst relay-eavesdropper link: From (15), the outage
probability P,,; is expressed as:

1 _ —Yth
Pout =1+ —— {’YR*D exrp (%> —
YSD — YR*D YR*D

_ <_'7th,> }
YSD €TP | —
YSD

C. Average Error Probability

(26)
Based on the derived total PDF and the BER expression we
can write the following:

Ng

BER=" (V")

k
Py PPt Y2 (0)
= i=1

anfon(-2) en(-n)
+Ppn /;OO Q(V2 a)f(vsp)dysD.

i (_1)i—1
© ¥Sp — YR*D

—

00

27

We derive the BER expressions for the three methods by
evaluating the integrals in (27) and adapting it to each method.

1) Restricted best second hop: From (8), the average BER
is expressed as:

Nr k _1yi—1
n(35() ph Y ()

=1 =1 i ¥sp — YRr*D)

. . 1 _ . 1
(z Ysp Binc,g, {1, 2} —Yr+p Binc,,, {1, 2}) )

1 | Asp
+PNr_ (11— _) 28
T2 < 1+9sp 28)
where, Bincg[.,.] is the incomplete beta function,

ZSD = ﬁ, and ZRD = ﬁ [12]

2) Best second hop: The average BER of this method is
expressed by the following equation. Note that we remove the
part of the direct link since it is never used outside of the

MRC:

P :%(NR) L i ¥sp Binc {1 1}
‘ ! 2(¢ ¥sp — Yr*D) Rt )

i=1
) (29)

3) Worst relay-eavesdropper link: From (15), the average
BER is expressed as:

_ ) 1
- ’YR*DanCzRD |:1? 5

1 1
Po=—— | 5sp Binc.., |1, | — Y5
2 ’_YSD'_YR*D)(’YSD e SD[ 2] e

) 1
Binc,,, [1, 2} )

(30)

IV. NUMERICAL RESULTS

In this section, we investigate the performance of the
proposed design algorithms numerically.

A. Simulation Setup

In the simulation setup, we assume that the average SNR
of the direct link is proportional to the average SNR of the
second hop as: ysp = 0.21 yr+p, average SNR between
the relays and destination is the same as that between relays
and eavesdropper, and unit transmission power at the source
and the relays. BPSK modulation technique is used, and the
number of relays and the value of interference threshold are
varying as shown in the simulation figures.

B. Simulation results interpretation

Fig. 2 shows the secrecy rates achieved by the three studied
methods while changing the number of relays. It is noticeable
that RBSH scheme is realizing better secrecy rate than the
other two methods.

Secrecy Rate ( bits /s / Hz )

2 B 4 5 5 7 8 9 10
Number of relays

Fig. 2: Secrecy Rate vs Number of Relays. v, = 10dB

Fig. 3 reveals that the BSH method offers a lower outage
probability than the other three methods. We notice that the
outage probability of WREL is constant, this is due to the
fact that it does not depend on the number of relays. We
remark the same behavior for the average error probability of
the methods shown in the figure 6. The BDER method offers
a higher outage probability than the RBSH. This confirm the
fact that having the maximum Destination-Eavesdropper SNR
ratio does not guarantee the best QoS at the destination.

Fig. 4 shows the secrecy rates achieved by the three
methods while changing Ap«p. It shows that when the
average SNR is below vy, = 10dB, RBSH scheme offers
better results since there are relays that satisfies the condition
E = {R;|vpig < Ytn}. But when the average SNR is higher
than ., = 10dB, RBSH scheme does not offer better results
because none of the relays satisfies the secrecy condition.
The same behavior is also shown in the Fig. 5.
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Outage Probability

= = = RBSH (Theo)

> RBSH (Sim.)
- = BSH (Theo)
< BsH (sim)

- = = WREL (Theo.)

4 WREL (Sim)
BDER (Sim.)

5 6
Number of relays

Fig. 3: Outage Probability vs Number of Relays

Secrecy Rate ( bits /s / Hz )

Outage Probability

SNR

(dB)

. 4: Secrecy Rate vs SNR, v, = 10dB.

> RBSH (sim)
= = =BSH (Theo.)
4 BSH(Sim)

4 WREL (Sim)
BDER (Sim.)

= = =RBSH (Theo)| -

= = =WREL (Theo)| -

Fig. 5: Outage Probability vs SNR, v, = 10dB.

V. CONCLUSION

¢ e

o . ]
- - -m--a---F - mi e ome-me w4
.

Uncoded BER
1

1+ RBSH (Theo) a
- - = BSH (Theo) :

- = WREL (Theo) : : $
. @ RBSH (Sim) >
107, P RBSH (Sim) : ¢ :

M RBSH (Sim) Y

1 2 3 4 5 6
Number of relays

Fig. 6: Average Error Probability vs Number of relays, v, =
10dB.

the

mathematical derivations and an agreement results are

observed. The results confirm the better secrecy rate of the
introduced transmission scheme compared to well established
techniques introduced in the literature.
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