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Preface

This volume contains the papers presented at the 26th Annual WG 11.3
Conference on Data and Applications Security and Privacy (DBSec 2012). The
conference, hosted for the first time in Paris, France, July 11-13, 2012, offered
outstanding research contributions to the field of security and privacy in Internet-
related applications, cloud computing and information systems.

In response to the call for papers, 49 papers were submitted to the conference.
These papers were evaluated on the basis of their significance, novelty and tech-
nical quality. Each paper was reviewed by at least three members of the Program
Committee. The Program Committee meeting was held electronically with inten-
sive discussion over a period of one week. Of the papers submitted, 17 full papers
and 6 short papers were accepted for presentation at the conference. The confer-
ence program also included two invited talks by Patrick McDaniel (Pennsylvania
State University) and Leon van der Torre (University of Luxembourg).

Several trends in computer security have become prominent since the be-
ginning of the new century and are considered in the program. These include
the proliferation of intrusions that exploit new vulnerabilities, the emergence
of new security threats against security and privacy, the need to adapt exist-
ing approaches and models to handle these threats and the necessity to de-
sign new security mechanisms for cloud computing infrastructure. Reflecting
these trends, the conference includes sessions on security and privacy models,
privacy-preserving technologies, secure data management, smart card, intrusion,
malware, probabilistic attacks and cloud computing security.

The success of this conference was the result of the effort of many people. We
would especially like to thank Joaquin Garcia-Alfaro (Publication Chair), Said
Oulmakhzoune (Web Chair), Ghislaine Le Gall (Local Arrangements Chair) and
Artur Hecker (Sponsor Chair). We also thank EADS/Cassidian and the Institut
Mines Télécom for their financial support.

We gratefully acknowledge all authors who submitted papers for their efforts
in continually enhancing the standards of this conference. It is also our pleasure
to thank the members of the Program Committee and the external reviewers for
their work and support.

Last but not least, thanks to all the attendees. We hope you will enjoy reading
the proceedings.

July 2012 David Sadek
Frédéric Cuppens
Nora Cuppens-Boulahia
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