
Lecture Notes in Computer Science 7371
Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen

Editorial Board

David Hutchison
Lancaster University, UK

Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA

Josef Kittler
University of Surrey, Guildford, UK

Jon M. Kleinberg
Cornell University, Ithaca, NY, USA

Alfred Kobsa
University of California, Irvine, CA, USA

Friedemann Mattern
ETH Zurich, Switzerland

John C. Mitchell
Stanford University, CA, USA

Moni Naor
Weizmann Institute of Science, Rehovot, Israel

Oscar Nierstrasz
University of Bern, Switzerland

C. Pandu Rangan
Indian Institute of Technology, Madras, India

Bernhard Steffen
TU Dortmund University, Germany

Madhu Sudan
Microsoft Research, Cambridge, MA, USA

Demetri Terzopoulos
University of California, Los Angeles, CA, USA

Doug Tygar
University of California, Berkeley, CA, USA

Gerhard Weikum
Max Planck Institute for Informatics, Saarbruecken, Germany



Nora Cuppens-Boulahia
Frédéric Cuppens
Joaquin Garcia-Alfaro (Eds.)

Data and Applications
Security
and Privacy XXVI

26th Annual IFIP WG 11.3 Conference, DBSec 2012
Paris, France, July 11-13, 2012
Proceedings

13



Volume Editors

Nora Cuppens-Boulahia
Frédéric Cuppens
Joaquin Garcia-Alfaro
Télécom Bretagne, Campus de Rennes 2
rue de la Châtaigneraie
35512 Cesson Sévigné Cedex, France
E-mail: {nora.cuppens, frederic.cuppens, joaquin.garcia} @telecom-bretagne.eu

ISSN 0302-9743 e-ISSN 1611-3349
ISBN 978-3-642-31539-8 e-ISBN 978-3-642-31540-4
DOI 10.1007/978-3-642-31540-4
Springer Heidelberg Dordrecht London New York

Library of Congress Control Number: 2012940756

CR Subject Classification (1998): C.2.0, K.6.5, C.2, D.4.6, E.3, H.4, C.3, H.2.7-8,
E.1

LNCS Sublibrary: SL 3 – Information Systems and Application, incl. Internet/Web
and HCI

© IFIP International Federation for Information Processing 2012

This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.
The use of general descriptive names, registered names, trademarks, etc. in this publication does not imply,
even in the absence of a specific statement, that such names are exempt from the relevant protective laws
and regulations and therefore free for general use.

Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India

Printed on acid-free paper

Springer is part of Springer Science+Business Media (www.springer.com)



Preface

This volume contains the papers presented at the 26th Annual WG 11.3
Conference on Data and Applications Security and Privacy (DBSec 2012). The
conference, hosted for the first time in Paris, France, July 11–13, 2012, offered
outstanding research contributions to the field of security and privacy in Internet-
related applications, cloud computing and information systems.

In response to the call for papers, 49 papers were submitted to the conference.
These papers were evaluated on the basis of their significance, novelty and tech-
nical quality. Each paper was reviewed by at least three members of the Program
Committee. The Program Committee meeting was held electronically with inten-
sive discussion over a period of one week. Of the papers submitted, 17 full papers
and 6 short papers were accepted for presentation at the conference. The confer-
ence program also included two invited talks by Patrick McDaniel (Pennsylvania
State University) and Leon van der Torre (University of Luxembourg).

Several trends in computer security have become prominent since the be-
ginning of the new century and are considered in the program. These include
the proliferation of intrusions that exploit new vulnerabilities, the emergence
of new security threats against security and privacy, the need to adapt exist-
ing approaches and models to handle these threats and the necessity to de-
sign new security mechanisms for cloud computing infrastructure. Reflecting
these trends, the conference includes sessions on security and privacy models,
privacy-preserving technologies, secure data management, smart card, intrusion,
malware, probabilistic attacks and cloud computing security.

The success of this conference was the result of the effort of many people. We
would especially like to thank Joaquin Garcia-Alfaro (Publication Chair), Said
Oulmakhzoune (Web Chair), Ghislaine Le Gall (Local Arrangements Chair) and
Artur Hecker (Sponsor Chair). We also thank EADS/Cassidian and the Institut
Mines Télécom for their financial support.

We gratefully acknowledge all authors who submitted papers for their efforts
in continually enhancing the standards of this conference. It is also our pleasure
to thank the members of the Program Committee and the external reviewers for
their work and support.

Last but not least, thanks to all the attendees. We hope you will enjoy reading
the proceedings.

July 2012 David Sadek
Frédéric Cuppens

Nora Cuppens-Boulahia
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