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Abstract

Electromagnetic compatibility (EMC) is an essentiatjuirement to electronic systems in which integgta
circuits have a major influence. Intrinsic degréamtaimechanisms, which produces anticipated weairodeep
submicron (DSM) components threat not only thealslity of circuits, but also EMC performances. Tieed to
predict and ensure long-term EMC has become a kelfemge. This paper aims at presenting the |asitseon

the long-term EMC topic, with a special focus onNDSomponents. The paper clarifies the effect ofickev
degradation mechanisms on EMC level drifts durifigtime and present some attempts to predict these

evolutions.
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|. Introduction

Introducing new high performance and highly
integrated electronic components and commercial
off-the shelf (COTS) components in automotive,

avionics and aerospace applications allows system

manufacturers to reduce time to market delivery and
manufacturing costs but forces them to analyze
closely the reliability and life time with regard the
mission profiles of their applications. This treinas
triggered off an increasing demand for conclusive
statements about future lifetime and function & th
product at early design stage, ranging from
electromagnetic compatibility effects (EMC) to

thermal management issues and thermo-mechanical ',

reliability forecasts. EMC is a major requirement t
electronic systems for years, in order to ensue& th
insensitivity to external electromagnetic
interferences (susceptibility or immunity) and thei
low electromagnetic radiation (emission) that could
disturb neighbor equipments and systems. Ensuring
both low emission and susceptibility is required to
guarantee a sufficient compatibility of the diffete
electronic systems and hence reach the functional
safety level required for industrial, critical, aluhg
duration applications. In this way, electronic
integrated circuits (ICs) are at the heart of EMC
concerns as they may be both perturbing
(electromagnetic emission EME) and perturbed
elements (electromagnetic susceptibility EMS)
(Figure 1) [1].

Under market pressure toward performance and
integration  increase and cost reduction,
technological evolution of CMOS technologies
brings a shrink of dimensions, an introduction of
new materials, a better integration rate and an
enhancement of performances such as switching

speeds. However this also leads to an increase of
transient current that has a direct impact on ICs
parasitic emissions. Moreover the reduced supply
voltages, the increased number of interfaces and
mixed-signal integration tend to decrease the
immunity to radio-frequency (RF) interference.
EMC has become a major concern and a key
differentiator in overall IC performance.
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Figure 1. Central role of integrated circuits in
EMC issues.

During their lifetime, ICs may be affected by
failure mechanisms mainly activated by harsh
environmental conditions. Intrinsic degradation
mechanisms, which produces anticipated wear-out in
deep submicron (DSM) components (e.g. features
size 90nm and below), threat the reliability of
circuits. Even if failure mechanisms may not
compromise the circuit operation, IC intrinsic
degradations can have a significant impact on EMC
performances, as shown by recent research works.
The acceleration of internal degradation mechanisms
of components (passives and ICs) may lead to
variations of emission and/or susceptibility levels
and affect EMC margins required by the final



application. This issue is called "Long-Term EMC"

and is described in Fig. 2 [2]. The need to predict
EMC of ICs after several years of operating life is

driven by the trend towards extended warranty.

Ensuring the long-term EMC of DSM integrated
circuits has become a key challenge.

This paper aims at presenting the last results on
the long-term EMC topic, with a special focus on

DSM components. The paper clarifies the effect of
device degradation mechanisms on EME and EMS

level drifts during lifetime. The paper present gom
attempts to predict these evolutions. Finally, the
paper present on-going research axis to predict the
impact of IC aging on final application EMC level.
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Figure 2: Presentation of long-term EM C issues.
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I1. From CMOS circuit physical degradation to
EMC level drifts

1. ldentification of CMOS device degradation
mechanisms affecting EM C

During their lifetime, CMOS devices are
affected by intrinsic failure mechanisms, such as
Electro Migration (EM), Hot Carrier Injection
(HCI), Negative Bias Temperature Instability
(NBTI), Time Dependent Dielectric Breakdown
(TDDB), mainly activated by harsh environmental
conditions such as high or low temperature and
electrical overstress. Among them, HCI and NBTI
are the major contributors to the device electrical
performance degradation in advanced CMOS
technologies, since they contribute to gate oxide
layer degradation. The degree of degradation of a
device and, hence, its lifetime depend on the stres
level and duration (Table 1). HCI and NBTI affect
transistor parameters such as threshold voltagg) (V
and carrier mobility (1), which could lead to ciitcu
characteristic changes. Thus they have a majos role
in gradual modification of IC emission and
immunity levels as explained in [2], since theyeaff
electrical behavior of internal functions such as
noise margins, jitters, current consumptions, delay

HCI NBTI

Transistor NMOS PMOS
type
Acceleration| High  Vvds, low| High Vgs, high
factors temperature temperature
Viu Increase Increase
1] Decrease Decrease
Drain Decrease Decrease
current
Other Substrate currentloff current

increase increase
Table 1: Impact of oxide defects based

degradation mechanisms.

2. Effect of circuit aging on electromagnetic
emission

These last years, numerous experimental studies
consisting in emission measurements combined with
accelerated-aging conditions have been done on
various type of ICs (small digital cores [3],
oscillators [4], I/O buffers [5]) designed in CMOS
0.25 pm, 90 nm and 65 nm technologies. Globally,
the same conclusion has been drawn from all these
experiments: applying electrical or thermal stress
ICs leads to a time dependent reduction of the powe
integrity issues, conducted and radiated EME,
whatever its technology. The technology changes
only the sensitivity to stress conditions.

The studies presented in [3] clarify the link
between the intrinsic degradation mechanisms
accelerated by electrical stresses in a CMOS 90 nm
technology and the variation of electromagnetic
noise produced by I/O buffers and digital blocks. A
test chip containing NMOS and PMOS transistors
with various sizes and digital structures is
characterized under electrical stress conditions.
Figure 3 (top) shows the evolution of the threshold
voltage of PMOS transistors with stress time foo tw
different stress conditions which activate NBTI
mechanism. The threshold voltage increases
gradually with stress time according to power law.
Then, these conditions are applied on a digitaldtr
and the power supply voltage fluctuations and
conducted EME are measured according to the stress
time. Figure 3 (middle) shows that the amplitude of
the power supply drops due to the switching agtivit
of the digital core decreases with stress time. The
analysis of EME in frequency domain shown in
figure 3 (bottom) shows that the spectral contdnt o
the conducted noise is reduced, especially in high
frequency. It should emphasized that the circuit
remains operational during all the stress peridte T
average current consumption is not affected. Only
the timing characteristics such as propagationydela
through the digital core increase.



30 T I
Measurement Vstr = 1.2 V 01548
AV, = 491xt
25 Measurement Vstr = 3.2 V th ” 1
’
;\5\ 20 +{ = = ModelVstr=1.2V i
;’ = = Model Vstr = 3.2V z
o 15 i
5 NBTI il
£ 10
S T AV, = 062xt 92627
s s act th -
. __..__/ =7

0,1 1 10 100 1000 10000 100000
Stress Time (s)

123 ry———

= U A i A i o

3O A AT AN

5. el |l I

——T=0min
T=30 min

— T=60 min

[| —T=90 min

—T=120 min I
10 =

1.E+07 WFE;;:uency(HZ] 1,E+09
Figure 3: Link between NBTI (top) and power
integrity (middle) and conducted emission level
(bottom) evolutions of a CMOS 90 nm digital

circuit [3].
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Experimental analysis coupled with CAD
simulation (see part Ill) helps to understand the
mechanisms which lead to the general reduction of
the EME. It is associated to the reduction of the
amplitude and the temporal spreading of the
dynamic current consumption of the IC. The
acceleration of degradation mechanisms such as
NBTI leads to decrease of transistor drive current
and the increase of switching time, which have a
direct impact on EME from electronic functions
such as digital circuits or 1/O buffers.

Although these results are very positive for the
control of EME at IC level, the impact of aging on
EME should not be overlooked. Around the IC,
passive devices such as capacitors, inductors or
ferrites constitute efficient filtering elements of
EME. However, their characteristics drift undertig
temperature and high voltage conditions leading to
significant increase of conducted and radiated EME
over large frequency ranges, as shown in [6]. The
reduction of EME of ICs may be compensate by the
filtering efficiency ensured by decoupling caparsto
and HF filtering. Predicting the evolution of EME a
printed circuit board (PCB) level relies on an
accurate modeling of the contribution of each part:
ICs and passives.

3. Effect of circuit aging on electromagnetic
susceptibility

Comparing to the conclusion drawn about the
impact of aging on EME, the effect of aging on EMS
is less straightforward. Numerous studies have been
leaded these last years to clarify the impact aigg
on DSM circuit susceptibility to electromagnetic
interferences. Several types of functions have been
tested such as digital circuits [7], I/O bufferd,[5
voltage regulator, bandgap, operational amplifiers
[8] and phase-locked loop [9], designed in CMOS
0.25 pm, 90 nm, 65 nm. Both positive and negative
variations of the susceptibility levels have been
measured after aging accelerated by electrical or
thermal stresses, depending on the nature and the
design of the tested functions.

The following example is proposed to illustrate
the potential effect of aging on EMS of ICs, and th
necessary analysis to identify the source of EMS
drift [10]. A low dropout (LDO) voltage regulator
designed in CMOS 90 nm technology is electrically
stressed by applying high bias voltage on its power
supply. This function is sensitive to electromagnet
disturbance applied on its power supply, which
produces DC offset on its output. Its susceptipiiit
electromagnetic disturbances applied on its power
supply is characterized according to stress time.
Figure 4 presents the evolution of EMS level after
several stress period T, where T is equal to 24shou
Although the regulator is still functional in norain
conditions, the susceptibility level is gradually
reduced over a large frequency range. In other
words, this result means that the regulator oparati
fails for a smaller amount of electromagnetic
disturbances. Experimental characterization of
degradation mechanisms at transistor level and CAD
simulations are necessary to understand the aoigin
the EMS increase. The increase of power supply
voltage leads to an acceleration of NBTI some
PMOS transistors of the circuit, especially theshia
transistor of the internal operational amplifiep&)
of the regulator. The electrical characteristicshis
transistor has a significant influence on the
transconductance of the opa and on the outputtoffse
induced by the electromagnetic disturbance. Even if
the characteristics of the opa are affected
moderately, the regulator function is still valid i
nominal conditions. However, the regulator becomes
more sensitive to electromagnetic disturbances.
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Figure 4. Effect of electrical stress on conducted
susceptibility of a CM OS 90 nm LDO regulator [10].



I11. Prediction of long-term electromagnetic
compatibility of deep submicron circuits

Predictive simulation constitutes an efficient
method to assess the long-term EMC of an IC, since
it replaces tedious and costly experimental
characterizations that mix EMC and accelerated
aging tests on electronic circuits and systemssé&he
last years, the research community which deals with
EMC of ICs issues has produced a significant work
about the modeling of conducted and radiated
emission of ICs. Modeling standards for EMC
constitute an interesting basis to propose an EME o
EMS model for ICs with the integration of aging
effect. Model standards propose formalisms and
methodologies to build equivalent IC models
dedicated to EMC prediction at PCB level. The
advantages of this approach are the non-
confidentiality of the IC models and the efficiency
of the simulation. The following paragraphs present
some first attempts to build aging-aware EME and
EMS models for ICs.

1. Modeling of emission level drift

One of the main results was the proposal of the
Integrated Circuit Emission Model (ICEM) standard
[11], which defines a methodology to build simple
and non-confidential IC model dedicated to the
prediction of conducted and radiated emission.
Basically, ICEM proposes to model the IC in two
subblocks: the internal activity (IA) block which
models the transient current produced by circuit
operation, and the power distribution network (PDN)
which models the filtering effect of the transient
current due to IC and package.

This modeling standard constitutes an
interesting basis to propose an IC emission model
which integrates the aging effect. As explained in
part 1.2, predicting the drift of IC emission redion
an accurate modeling of the evolution of dynamic
current consumption. Changing the parameters of
the 1A block of the ICEM model in order to spread
the IC current consumption constitutes an easy
method to simulate the effect of aging. Figure 5
describes the proposed methodology to build an
aging-aware ICEM model [2]. From the IC netlist
and an aging model, the IC current consumption
changes can be simulated and the IA block of ICEM
can be updated to take into account the IC aging.
The aging model may be derived from experimental
characterization of degradation mechanisms and
their effect on transistors in different stress
conditions. Empirical relations between transistor
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Figure5: Aging-aware |CEM construction flow [2].
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In [12], an aging-aware ICEM model of a
CMOS 90 nm digital core is built. The ICEM model
is representative of a fresh device. The effect of
aging is inserted in the ICEM model through an
empirical coefficient called "degradation ratio"
which affect the parameters of the IA block
according to stress condition and duration. Fighre
presents a comparison between the measured and
simulated evolution of the conducted emission
spectrum when the digital core is exposed to an
electrical stress. The ICEM model is able to predic
with a quite good accuracy the time-dependent
reduction of the conducted emission spectrum up to
1 GHz. This result demonstrates that a simple and
non confidential approach based on an ICEM model
ensures reasonable estimation of the evolutiohef t
EME.
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Figure 6: Measurement (top) and simulation
(bottom) of the evolution of the conducted

parameters and stress condition and duration can be emission of a CMOS 90 nm digital core exposed

extracted and used to change the properties of the
devices submitted to stress conditions.

toa3V eectrical stress. [12].

2. Modeling of susceptibility level drift

The same type of approach has been followed to
propose IC susceptibility models which integrate th
aging effect. If the formalism described in ICEM is



reused, IC susceptibility model may be composed of
two subblocks: the Power Distribution Network
(PDN) which describes the coupling path of the
incoming disturbances, and the Internal Behavior
(IB) block which describes the nominal operation of
the IC and detects the induced failures. As the PDN
is not affected by aging, only the IB block will be
modified. The IB block construction can be based
either on experiments or on CAD simulation of the
circuit netlist and modified transistor models adxe
into account the effect of stresses.

In [13], an aging-aware susceptibility model of a
CMOS 90 nm opa is built. The opa is mounted in
follower configuration. The model is representative
of a fresh device. Electromagnetic disturbances
coupled on the opa input lead to a voltage offget o
the output, which depends on disturbance frequency
and amplitude. The PDN block of the circuit has
been extracted by S parameter measurements, while
the IB block is formed by the circuit netlist (figu
7). The circuit is submitted to electrical stress
conditions that accelerate NBTI on PMOS devices,
especially MO and M6 devices. The change of their
threshold device has been characterized
experimentally and its dependence according to
stress voltage and duration is modeled by an

empirical relation.
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Figure 7: Operational amplifier structure[13].

The threshold voltage variation with stress time
is then included in the transistor netlist in order
simulate the evolution of the susceptibility level
according to the stress time. Figure 8 presents the
measured and simulated evolution of opa output
offset vs. the amplitude of a 200 MHz harmonic
disturbance after various stress time. The simadati
predicts correctly the increase of the offset \g#ta
with stress time. The evolution of threshold voétag
of MO and M6 transistors leads to an increase ef th
slew rate of the opa and differential pair biasgenr
but the opa remains functional in follower
configuration. Nevertheless, after aging, the same
amount of electromagnetic disturbance induces a
larger voltage offset.
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Figure 8. Measurement (top) and simulation
(bottom) of the opa offset voltage vs. disturbance
amplitude and electrical stresstime[13].
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IV. Towards a prediction of long-term EMC at
system level

The examples presented in the previous parts
have shown that IC aging leads to a gradual dfift o
EME or EMS levels. The amount of drifts it not
straightforward since it depend on the function of
the IC, the technology and the stress conditions. A
major issue for manufacturers of embedded
electronic systems, especially those which are
intended to operate in harsh conditions, is theaichp
of the combined aging of all the embedded
components of the electronic application. The
questions that arise are: What are the risks of non
compliance to EMC requirements ? Are the margins
sufficient or disproportionate to compensate aging
effect on EMC level ?

The development of aging-aware equivalent IC
model for EMC prediction constitutes a solution to
this issue. The impact of the combined aging of
several embedded devices on EME and EMS may be
simulated for various stress conditions. Aging-aavar
EMC models of circuit have to fulfill several
constraints in order to reach this objective. Fiest
macromodeling approach should be favored in order
to ensure both circuit confidentiality and a low
model complexity. This last point is essential é2f
reasonable simulation effort. Secondly, EMC level
drifts are mainly due to degradation mechanisms
activated by high temperature and electrical stress
conditions. The model must reproduce the evolution
of EME and EMS according to stress duration and
conditions. These stress conditions should be
representative of the actual operating conditiohs o
the embedded systems. The choice of the stress
conditions covered by the model has to be guided by
the mission profile. Thirdly, aging process has a



statistical nature. Even if several ICs have simila
EMC levels initially and are placed in identical
stress conditions, a larger dispersion in EMC level
will be measured after stress. The evaluation ef th
risks of non compliance to EMC requirements due to
aging needs statistical simulation. The stochastic
approach remains underemployed for the prediction
of EMC at IC level.

Figure 9 describes a simulation process
dedicated to the prediction of long-term EMC of an
electronic systems based on EMC-aware aging
models of the embedded circuits. This process
reuses the typical modeling/simulation process for
EMC at PCB level. The prediction of EME or EMS
level relies on models of embedded components,

PCB interconnects and cables, which are subblocks

of the system model. The development of these
models are based on different methodologies and
tools which belong to a large state-of-the-art.

The integration of the aging requires additional
information about the mission profile in order to
obtain the typical stress conditions and duratfm.
aging model relates the stress conditions and
duration to some parameters of the EMC models in
order to simulate the evolution of EME or EMS
levels. The results of such a simulation flow ie th
trend of EMC level with stress conditions and time,
probability of non compliance to EMC requirements
and relevance of EMC margins. The development
and the validation of such a simulation flow is the
one of the objective of the on-going research mtoje
"Electronic Robustness" leaded by the French
institute of technology IRT Saint-Exupéry [14].
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