N
N

N

HAL

open science

Reliability of active RFID tag immersed in water for
anti-kidnapping applications

Clément Crémoux, Alexandre Boyer, Karim Ben Dhia

» To cite this version:

Clément Crémoux, Alexandre Boyer, Karim Ben Dhia. Reliability of active RFID tag immersed in
water for anti-kidnapping applications. 2014 IEEE-APS Topical Conference on Antennas and Propa-
gation in Wireless Communications (APWC), Aug 2014, Aruba, Aruba. pp.40-43. hal-01068122

HAL Id: hal-01068122
https://hal.science/hal-01068122

Submitted on 25 Sep 2014

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.


https://hal.science/hal-01068122
https://hal.archives-ouvertes.fr

Reliability of active RFID tag immersed in water f@nti-rapt
applications

Clément Crémoubé

Abstract— In this paper, a method is developed tevaluate
the reliability of active RFID tags immersed in water. This
situation exists in particular when infants wearing anti-
kidnaping tag take bath. This study discussethe effects on the
electromagnetic radiation of an emiting tag plunged into a
water volume and hen proposes a statistical method to predic
the radio coverage of the immersed tadgrinally it demonstrates
that the RFID technology is barelyaffected by this issue eve
though other RFID technologies do nbsupport immersion.

Keywords— RFID localizatior; radio
propagation; indoor environment.

1 INTRODUCTION

To prevent abduction for infantechnology based
on RFIDis a growing application. To control whe
and when infant is in thenaternity ward, RFID tags
are attached to infant's ankbnd are identified and
located bystations installed in the buildir Several
technologies or strategies have bproposed to detect
and locate the RFID tags. The fisdtategy consists i
measuring the RSSI of the IEignal sent by the tag
regularly (e.g. every quarter afinute) and deducing
infant’s positionsby RSSI triangulation1]. Another
strategy uses the Time Of FligfitOF) triangulatio
usually based on UWB signal [2A third strategy is
called polling LF-RF: the tag sendss ID through a
radiofrequency (RF) link only if itis in the vicinity of
a stationplaced closed to an access door which cc
a limited range by a low frequency (LF) sig.
Technologies with passive taged security gate a
affected by weaker ranges thethnologiesbased on
active tag.

One of the limits of technologi based only on RF
links is dueto the immersion of the tag water, for
example during a bath. The degradation of the RE
can result in false triggering of alarms which dislits
the systemThe proposed study discusses akthe
impact of immersion of an active RFID tags base:
a RF-LF link. A statistical ntboc is proposed to
predict the radio coveragef RFID detectionand
control if thedeployment of stations is efficie

2 PRESENTATION OF THE ANTI -RAPT SYSTEM

2.1 Functional principle of the systen

Provide abduction is &ands free access con
application Fig. 1 describes the operation of
system. Stations which are plageshr acce: doors of
secured areasmit permanently a low frequency (L
signal at 125 KHz. Thetrength of the emitted sigi
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is adjustable to cover a detectiarea ranging from 1
to 3 metersWhen a tag enters in a detection are
sends its ID to the statiomith a RF signal in the UHF
band In our application, 434 and 908 MHz IS
frequencies are usetlhe access is blocked and ala
are senif unauthorized persons arr in a forbidden
area. Thedw power consumption of t, the exactness
of the detection area aide weak influence of the si
configuration on the installation parame are the
main advantages of this technolc

Compared to usual hands free access
applications, some changes are provit

- Tags are attached w wristband because
they have to be carried all tir

- A permanent RF linbetween thd¢ag and the
station is reusedt kends warning if the wristbands
wrenched oiif the battery leve is low, whatever the
tag location. FurtheRF polling is sent every fiftee
minutes to ensure that thag is workingeffectively
fine.

Wristband ¢ @ ,LF signal
o Station
3
" Presence signal (every fifteen minutes)
Warnings (wristband wrenchifng; lowbattery level)
Via RF (everywhere)

Fig. 1.Functional principle of the ar-rapt system

2.2 Limitations

It is unlikely thata bath is situated in detection a
of a station. Thereforeeliability of LF signal is ruled
out in this study.The immersion of the tag may
harmful for the RF rangd.imitations ofthe RF range
can be caused by desensitiza and delay spread. As
the throughput is about 20kbits/s, ¢y spread is
rejected. Desensitizatiasf links depends on two main
parameters:

- The mdiated power emitted by te This
parameter is affected by tag immer:.

- The sensitivity of statio and the ambient
noise, which issupposed const: and receiving
antennas are also supposgsi omnidirection.
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3 EFFECT OF THE IMMERSION ON AN RFID TAG

The bathtub is considered as a parallelepipedi!
with water. The volume of water is equivalent tc
dielectric resonator. The tag antenna can exciee:
of the cavity modes of the dielectric resonator. -
resonant frequencies of cavity modare given by
equation (1) [3]:

¢ [m2 nz+p2
T 2Vg N a? b2 = 2

) Q)

Where (m,n,p) are thmode numbeand (a,b,c) the
dimensions of the bathtubThe Ielative electric
permittivity ¢, of water is abou2 and depends on
temperature and frequency [4The high electric
permittivity value induces high reflection amourit
dielectric boundaries. It enhances the dielel
resonator behavior of the volume of water. Altho
the radiation diagram of the tag is similar to -
radiation pattern of a magnetic dipole, the batl
resonances give rise to a compffield distribution
around the volume of water Electromagneti
simulation with FEKO® [} are performed in order
study this field distribution.

The volume of water is a dielectric parallelepig
with a relative permittivity and an electric
conductivity equal to 72 and 650uS/m respectivety
is representative of bath water at 37Tag antenna is
modeled by an equivaie magnetic dipole with
magnetic moment equal to 7.58eA.m?. A cylindrical
empty volume enwraps this source. The wholi
placed within the water volume.

To illustrate theinfluence of immersion orthe
radiated field, 2D far fieldpattern at 908 MHz in
various situations are comparéd Fig. 2 The first
curve is the reference cagithout waterand the two
other cases are the immersiomly the position of the
tag inside the volume is changed.

Magnetic dipole in
" free space

Immerged magnetic
90r  dipole (1)

Immerged magnetic

//noc 7 dipole (2)

Fig. 2 Farfield on level water &08 MHz

Depending on th&equency, the dimensions of t
bathtub, the orientation and the position of thg
within the bathtub and the electrical characteristi
the water, the variation of the féield radiation in a
given direction can exceed 20dBithour any obvious
relation between the fdield emission and the:
parameters. This complexbehavio has been
confirmed by radiated measurements of an imme
tag in anechoic chamber.

The bathtubs can have different size and baby’
can be placed everywhere inside this volume. ¢
these parameters are unkny, and as they can
influencethe radiated emissiostrongly, a stochastic
approach is thbest solution to sty the impact of the
tag’s immersion.

4 STOCHASTIC DISTRIBUTI ON OF THE ELECTRIC
FIELD RADIATED BY AN IMMERSED TAG

4.1 Methodology of probabilistic approact

The field radiated by the immersed tag cannc
precisely determined since the dimensions of
bathtub, the positionra the orientation of the t:
remain unknown. However, if these parameters
considered as random variables, the statis
distribution of the field radiate by the tag can be
establishedThis distribution will be integrated to tl
indoor radio propaation model presented in par in
order to predictthe effect of immersion on the t
radio coverage. Aomparison wittthe radio coverage
of a non-immersed tagwill allow evaluate the
degradation due to the tag immersi

The method consist® simulate a large samy
with different values ofinknownparameters from the
electromagnetic modgresented in the previous p
Results are theadiated electric field in all directiol
from the tag emission frequency (434 . 908 MHz).
3645 simulatins are performed in about 4 days ¢
machine equipped with an Intel® Pentium® D
CPU 1,80GHz processorPos-processing is then
applied to extract the statistical distribution the
electric field radiated by the immersed

4.2 Cumulative distribution of the radiated

emission of tag

In order to highlight the significant impact of t
immersion on the RF link strength fluctuations,
distributions of electric field radiated by a 1
immersed in water or placed in free spaare
compared. The statistical distribution of the eaiec
field in this last case can be computed analytic
The dectric field produced by a magnetic dipole in
field at a distance & given by (2) 6].

e—JBo/R

= oy (0) + ()

With EO whichdepends on thamplitude of the
excitation and the size of timagnetic dipol. Efar is
the normalized anlipude of the electric fielc It does
not depend on the distancebit is influenced by th
dipole orientation which is uniown. Theoretically,
the distribution of the electric field radiated Kiye
magnetic dipolein all directionsis given by the
following cumulative distribution function (CEL).

2
FEfanree (Efa'f) =1-J1- (Eg_zr) (3)

The dmulation results ofthe magnetic dipole
immersionfor various water volume dimensions,
position and orientation givthe distributions of th

e—JBo/R

E = E, * sin(0) * P




electric field R at 434 and 908 MHz, as showr
Fig 3. Their CDFcan be approximated byRayleigh
distribution, as suggested in ][0 model field
distribution inreverberation chambe.

202

_((Efar—f) )
FEfaTimmerse (Efar) =1l-e (4)

An offset € is added toobtair a representative
model. The parameters of thistdibution are given ii
Table | at 434 and 908 MHz.

1

08 ----Immersed at 908 MHz
06 ----Free space at 908 MHz
0,4 —Immersed at 433 MHz
02 —Free space at 433 MHz

Efar (V)

012 014 016 018 0,2

0 A
0 002 004 006 008 01l

Fig. 3.Comparison between CDF of magnetic dig
in free space and immersed in water

At 434 MHz, the amplitude of the electric fi¢ B,
radiated by the magnetic dipolelé&ger than the fiel
produced by the same dipole in frepace conditions.
This result shows that the RiBverage willbe always
better in these conditions wheine tag is immersed.
However that is not the case at 90Biz

TABLE I. PARAMETERS OF CUMULATIVE DISTRIBUTION FUNCTICNS
Frequencies Eo (V) c (V) c (V)
434 MHz 0,0187 0,025( 0,0084
908 MHz 0,0819 0,052 0,0115

5 PROPAGATION MODEL

5.1 Radio planning solver

The solver is based on the M-Resolution
Frequency Domain ParFlow (MRBPF) method [].
The startng point of this algorithm is @arFlow
approach proposed by Chopaehd al. [8]. The
advantages of the methodre its spee and its
accuracy. Attenuation, reflection and diffractic
phenomena are modeleladio coverage at 434 Mt
over a 1500 square metdmilding floor can be
obtained in only 3 secondsn a machie equipped
with an Intel® Core™ I|Zlocked a2,53GHz.

As the coverage is computedly in a 2D plane,
the study will be limited to a buildinfloor. Building
models are easy to construtte positions of the wal
and their reflectance arabsorptiol coefficients of its
wall are requested in inpufhe nput data of the
solver are the building map, tkenitter positions an
the wall proprietiesThese parameteare determined
from the electric permittivityand loss tange of
regular building materialsThe solver computes tl
radiated power density and the propagation los:
within the structure.

5.2 Validity of model

To verify the exactness of the results given ke
radio propagation solver, @ite measuremer have
been completed and companeith simulation results.
The measurements of the received electric field
performed with a calibrated handheld RF field sjthi
meter in the different rooms of the installatiote <

Simulated results are interpolated fit with the
grid of measurement point$he dfferences between
the measured and simulatggtopagation loss are
evaluated. Fig. 4 psents a compariscbetween the
measured and the simulatgdpagation loss along a
corridor. This model of loss propagation in indc
environment is validated witla correlation factor of
0,947.
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Position along the corridor {m)

Fig. 4 Comparison between thmeasurement and
simulation of thepropagation losalong a corridor at
908 MHz

6 STATISTICAL
COVERAGE

The datistical distributions of the tag far fie
radiation determined in palY are introduced in the
radio planning solverto determin a statistical
distribution of the radiocoverag of a tag within a
building. A comparisorbetweel the coverage of an
immerged and a noimmerge( tag is provided in
order to evaluate the impacof the immersion on the
risk of RF link loss.

6.1

DISTRIBUTION OF THE RADIO

Integration of the CDF of the radiated
emission of the tag

The aim of the radio planning solver is to evall
the probability that a RHink can be establishe
between a tagral a receivin station, i.e. that the
signal to noise ratio of the received signal isdrelya
given thresholdin other word, a RF link is lost if tf
propagation loss exceedshaeshold noted prax

In part IV, theCDF of the electric field radiated |
a tag havébeen established. However, they cannc
exploited from the radio planning solver res
directly since they are given in term propagation
loss.It is necessary to convert the CDF of the radi
electric field into the CDF of propagation Ic The
propagation loss can be computed according
equation (5):



Pr
P*Ge*Gr

Lp = ©)
With: - Lp, loss propagation determined by -FFDPF
- Ris the sensitivitythresholc of station and G
the gain of receiving antenna
- R and G arethe transmitted power and t
antenna gain of the tag. In far field, they linked to
the electric field by (6)

Efar:\/K*Pt*Gt (6)

When, K is equal to 60 for thésotropic antenna.
The probability of RF link loss is given by t
complementary CDF of the propagation lo,.

PrxK
Lp*Gr) (7)
Other statistical parameters can be used (

influence, attenuation of crowdifferent environmer
noise, jamming ...) buhey are disregard here.

Fip(p) =1-Fy,, (

6.2 Results of statistical coverac

The radio planning solver provides predictions
the average propagation loss within the buildinige
CDF of the immesed tag and the tag in free space
used tocompute the probability that the propagat
loss exceeds the maximum allowed propagation
on each point of the building. FiG presents the
coverage magor both tag configuratior Only one
station is placed, at the green point.

1.00
0.95

0.75 p

Not Immersed

0 meter 20 40 60

Immersed
Probability to have a correct link

S -
>
b3

meter 20 40 60 77

Fig. 5.Comparison of the RF coverage betwee
nonimmersed and an immersed ta@434 MHZ.

In accordance with previous resulthe coverage
is really better when thiag is immerse at 434MHz,
as shown in Fig. 6. In this caske probability that th
RF link establishes correctly excee % over 60 %
of the building surfacéVhen the tag is not immers
this area falls down to 48 %.t208 MHz difference
are less significantn accordance witFig 3.

Percentage of
building surface

Probability to have
a correct RF link

Less than 5%
5% to 95%
B More than 95%

434 MHz| 908 MHz

10%
51%

Notimmersed  Immersed |Notimmersed Immersed

Fig. 6.Percentage dfuilding correctl covered

Therefore, our antkidnapping syste reliability is
not degraded by the immersion of the. However,
this conclusion depends on the detection stri
implemented in the RFID syst. Technologies based
on RSSI triangulation ardegraded since depend
on the tag orientation theemitted radiated field
emission has a strongly randonlevel and the
localization becomes impreci

7 CONCLUSION

The study aims to discuss about the impact o
immersion of a RFID tag dedicated to @anti-
kidnapping application. These systems based
different technologies have to be reliable in angra,
for example immersion in water during batl

The emitted radiated field by an immersed ta
affected randomly since the bathtub behaves
resonant cavity. A stochastic method is the |
approach to study the influence of the immersio
the tag. From many simulations, an expression ®
statistical distribution of the electric field ratid by
the immersed tag has been determined, aroduced
in a radio planning solver to determine the effet
immersion on the radio coverage. The obtained i
have shown that it is unlikely that the present
warning signals transmitted by the emitted tag
attenuated completely at 434 and 9MHz. The
immersion should not degrade the reliability of
RFLF detection technology. Neverthele
technologies based on RSSI triangulation are aft
by this random variation of the emitted radiatezdfi
The localization becomes inaccurate anc risk of
false triggering of alarms increases. To study
reliability of the immersion of an UWB tag, t
method proposed in this paper must be upgrad:
take into account the timing characteristics of Rfe
channel. However the approach shown hemains
valid.
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