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Foreword

A New Arrival in the IGF Family:
The Dynamic Coalition on Network Neutrality

by Luca Belli

On 12 July 2013, the Secretariat of the United Nations’ Internet Governance Forum (IGF)
approved the creation of the Dynamic Coalition on Networidtiddity.

Along with a conspicuous number of workshops, dynamic ewaditrepresent the structural
elements of the IGF. Both elements have a heterogemsokisstakeholder composition and
are aimed at the discussion of “public policy issues related to key elements of Internet
governance”, as the IGF mandate suggests. (Tunis Agenda, para. 72.a)

On the one hand, IGF workshops are unique events which alloausasiakeholders to
jointly analyse “hot topics” or to examine progress that such issues have undertaken since the
previous IGF. On the other hand, dynamic coalitions are sepjpim evolve over the years in
a lively fashion and represent an exceptional opportunity uidd ban enduring and
collaborative policy-shaping effort.

The long-term nature of dynamic coalitions is probably besdided in order fulfil one of the
most forgotten subparagraphs of the IGF mandate, accotdinghich the forum shall
“[i]dentify emerging issues, bring them to the attention of the relevant bodies and the general
public, and, where appropriate, make recommendations”. (Tunis Agenda, para. 72.g)

Indeed, IGF workshops are extremely circumscribed eventslidnodigh the content of their
discussion is usually extremely valuable, their 90-minutgtle does not allow them to
generate political momentum around the issues they raise and confines workshops’ debates to

a conference-centre room and to a usually un-consultedtreforcontraire dynamic-
coalitions’ activities are supposed to be much broader than a 90-minute-long meeting, which
is rather a moment to share the work that has beenvadh@ver the year, discuss it and
ervisage the next steps.

The Interest of Creating a Dynamic Coalition on Network Neutrality

“Network neutrality” is an appealing and multifaceted expression which encompasses several
policy areas and may give rise to misinterpretations.

In view of the various approaches to this multi-facetguctat is important today to address
the question of network neutrality through a multi-stakehodggaroach. The purpose of the
Network Neutrality Dynamic Coalition, therefore, is tmyide a discussion arena aimed at
allowing all interested stakeholders to jointly scrutirtise various nuances of the network-
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neutrality debate so as to ultimately contribute to dineulation of best practices and the
elaboration of well-advised policies and regulations.

The idea of a Dynamic Coalition on Network Neutrality wassenéed during Multi-
Stakeholders Dialogue on Network Neutrality & and Human Rightganised under the
auspices of the Council of Europe. Many of the stakeholseaved in the event have
immediately manifested their interest in the initiafistressing the need to clarify the network
neutrality debate and highlighting the interest of a ptatfaimed at promoting the dialogue
on the matter.

An Action Plan

The Dynamic Coalition on Network Neutrality will provide anemon platform involving a
large variety of stakeholders in a cooperative analysith® network neutrality debate.
Beyond the website, which will provide basic informatiantbe work done by the dynamic
coalition .g. publications, events, etc.), the official mailing listtlé coalition will allow all
members and interested individuals to discuss in an opentanakctive fashion.

The goal of the Dynamic Coalition will be to stimulaéibe exchange of ideas and disseminate
information on current trends and policy developmentsapgng to network neutrality. To
this end, an annual report will be produced to provide an overvieviNet Neutrality
tendencies, policies and draft legislation.

To this end, the first Annual Report is dedicated to #iation between network neutrality
and human rights and encompasses a selection oibpgsipers that aim at elucidating such
a crucial debate.

Lastly, the Dynamic Coalition has attempted to elaborate a “model framework” on network
neutrality, which can be deemed as consistent with @tiemal human-rights standards. Such
a model framework aims at providing guidance to nationakl&tgirs and respond to the
growing need for a network-neutrality regulation able t@gadrd endssers’ human rights
and fundamental freedoms while fostering fair competitind freedom to innovate.

By all means, every interested stakeholder is welcomeinotlis collaborative effort. All
information pertaining to the Dynamic Coalition can benid at networkneutrality.info




Preface

by Marietje Schaake

This report by the Dynamic Coalition on Network Neutralitpésfectly timed, shortly after
Commissioner Kroes, in charge of Europe's Digital Agepdesented her plans to create a
single telecoms market in the European Union.

Commissioner Kroes' goal to harmonize the European teteoasinkets is an important step
towards the long overdue completion of the European Digitajl&iMarket. However, the
proposed clauses that are labelled 'net neutrality' inethdation are cause for concern. This
report can serve as an important basis for the manysdiens on the issue of net neutrality
which the European Parliament and many stakeholders wilhsbe coming months.

The internet was created with no other use in mind tharfficient transfer of information.
Over the last 20 years the internet and information tdogy have developed at an extremely
rapid pace, giving rise to huge economic and social benefihe key driver of this
unprecedented innovation has been that all informatiwsfland services are treated equally,
without discrimination, conform to the principle of netutrality. This is the basic
prerequisite for a free and open internet. Until regethté assumption was that competition
and transparency would offer sufficient safeguards fermet users.

Through its open nature, the internet has become arasiogdy important enabler of human
rights. Especially freedom of expression, but also piregglom, access to information and
freedom of association. The internet boosts sewthar important factors in our lives, such
as economic, social and also political developméntdgact, it is hard to imagine a world
without being connected anymore.

As a global economic force and a community of values,BEU has both an interest and a
responsibility to become a global leader in the praiactf digital freedoms. We need to
counterbalance regimes or companies that seek to dergiele damage to the open internet
for short term political or economic gains and consequgnil human rights under pressure.
Leadership starts at home.

The importance of ensuring competition, innovation arcks& to information for the next
decades, requires legal guarantees. The EU should therekeethe lead on actually
enshrining net neutrality in law. This will require an appro#® it is ambitious, principled,
and puts users first. The public value of the open internietoioften overlooked. Internet
service providers (ISPs) have to treat all data equally,atdsiock any content, must allow
for fair competition on the internet. This would protesers from the abuse of powefr o
major market players. Such measures should allow a&ltinat users universal access to all
online resources and services.




In the Netherlands net neutrality was enshrined in law in 2@ithe initiative of the social-

liberal party D66 after a major telecoms provider spoke toebbéders about its throttling of

the Voice over IP and messaging services that directiypeted with its core business of
selling text messages and calling minutes. Research by the bba&dropean telecom

regulators, BEREC, has shown that Dutch telecom provaterdiardly the only ones guilty
of these practices. Hundreds of millions of Europeans dbaw@ access to all information or
services online.

Practices such as throttling or blocking of data or the blgckf specific services such as
Voice over IP (VolP) are occurring widely and often regumtrusive techniques such as deep
packet inspection (DPI) in order for ISPs to identify arttiegi prioritize or throttle certain
data packets. The good news is that Commissioner Krogsogabputs an end to these
practices, but the risk of deals between major marksteps is such, that net neutrality
remains at risk.

We cannot understate the consequences of this propos#hefocompetitiveness of the
European digital economy. By allowing so called Assured Qu&érvice provisions, in
which companies can make deals with ISPs to provide fasenéttat higher prices, the
proposal can limit the possibilities for new players whosekets are not as deep. This would
stifle innovation. We already see that more and maeriet service providers and content
providers are making deals. We need to ensure that thesaldewsds hurt consumer choice or
access to information in the long run. It is essentiat major market players cannot abuse
their power and that the public interest is not forgotten. Whespitals, libraries and
universities cannot afford to pay for higher speeds theylsikg crowded out. Rather net
neutrality legislation should provide a level playing field which the same conditions apply
to all players. To give new services and innovative startaupg chance, incumbents should
not be favoured over newcomers in the market. Ultimadtedyleads to consumers paying too
much.

The European Parliament now has a historic opportunity toegetenitrality right. For the EU
to be able to credibly advocate digital freedoms abroad, egd to get our own house in
order and guarantee an open and competitive internetetmapking net neutrality legislation
in the EU is not only important today, but will be increakjressential tomorrow. In a legal
vacuum, we risk a race to the bottom. This report will sas/a much needed stepping stone
to avoid such a race to the bottom and have an informededabaut net neutrality in the
European Parliament in coming months.




Introduction

Framing the Network Neutrality debate:
a multi-stakeholder approach
towards a policy blue-print

by Primavera De Filippi and Luca Belli

Network Neutrality (NN) refers to the principle whereblyedectronic communication should
be treated in a non-discriminatory way, regardlesseaif thipe, content, origin or destination.
Originally seen as a network design principle (Wu, 2003),,ith@gvadays, increasingly
regarded as a normative principle (BEREC, 2012) aimed at egstmat all Internet users be
granted universal and non-discriminatory access to alifggie online resources (content,
services, or applications), along with the right to hakeir own resources universally
available on the Internet.

Although only a few countries have enacted NN regulationgarsthe establishment of an
open and neutral Internet is regarded as a key driverctmmoenic growth (World Bank,
2009). At the European level, the European Parliament (2012a, )20&28b explicitly
recognized the importance to enshrine the NN principle egslation to promote the
establishment of a European Digital Single Market. Todkient, the European Commission
recently proposed a Regulation for a Single TelecomekdligSeptember 2013) aimed at
securing NN by precluding Internet Service Providers (ISRs) fdiscriminating against
specific services, content or applications - while noneiselhllowing them to enter into
contractual agreements to provide certain content andcapptis providers (CAPs) with
enhanced quality of service.

Beyond economic considerations, the establishment opan and neutral Internet is also a
precondition for the full enjoyment of human rights (C@B11). In his paper, Luca Belli
reflects on the relationship between “Network Neutrality and Human Rights”. After
introducing the concept of NN, the paper provides a generalviewerof the main
discriminatory practices threatening NN, and their conse@sema human rights. On the one
hand, NN is constrained by the fact that national lefpisdecan impose a series of limitations
on users’ access to online resources for the sake of public order or morality. ISPs can in fact

be required to block access to infringing online material, a as to filter online
communications that either support or promote illegalviiets. While this is generally
justified on legitimate purposes, authoritarian regimasgdcalso abuse their leeway in order
to enforce censorship. On the other hand, the NN prineislg be endangered by traffic
management policies aimed at improving the quality of speoifiine services by giving
higher priority to certain data flows. Indeed, accordmgome ISPs, the current increase in
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Internet traffic justify the use of traffic managermetechniques in order to optimise
bandwidth allocation. These techniques are therefore leanmoyed by telecommunication
carriers (especially mobile-Internet access providerg)raeans to ensure a minimum quality
of service, frequently blocking, filtering, throttling or priazing specific data flows. To the
extent that they might result in packet discriminatioséhpractices might impinge upon
users’ right to receive and impart information, as well as the privacy of their communications.

The potential for the Internet to further fundamertaman rights (such as freedom of
expression, access to knowledge and democratic participatitimptely depends upon the
design of the network which - based on the @ndnd principle - enables users to freely
choose (and run) specific services and applicationsediss to connect the devices that they
consider the most appropriate to satisfy their needs. ¥dtustrated by Andrew McDiarmid
and Matthew Shearis “The Importance of Internet Neutrality to Protecting Human Rights
Online”, Internet’s full potential can only be unleashed insofar as the network stays
compatible with the NN principle. To preserve users’ fundamental rights, the Internet must,
indeed, remainglobal (allowing for communications to be distributed worldwide}ser-
controlled (as opposed to being controlled by the content or aqgreswler), decentralized
(with most services and applications running at the edges eofnétwork), open and
competitie (with relatively low barriers to entry). McDiarmidgares that, given the growing
role that the Internet plays with regard to varioust&oé our life, States have the duty to
intervene so as to ensure that the network design mersach as to promote the exercise of
fundamental human rights.

Indeed, NN is nowadays regarded as a precondition for wsérbyt enjoy their fundamental

freedom of expression (OECD, 2005; CoE, 2011), defined by the WalvBeclaration of

Human Rights as “the right to freedom of opinion and expression; [including] freedom to hold

opinions without interference and to seek, receive andrinmpfarmation and ideas through
any media and regardless of frontiers.”

To this latter extent, Maria Loblich and Francesca Mudianie analysed the impact of NN
on democratic participation in their paper on “Net Neutrality from a Public Sphere
Perspective”, through Peter Dahlgren’s three-dimensional framework. Dahlgren (1995)
distinguishes between thaructural dimensionof public sphere, referring to the various
media available for the public to communicate, tepresentational dimensiomeferring to
the output of such communication, and thieractional dimensionreferring to the ways in
which users interact with these media. The authorghisdramework as an entry point to
examine specific NN issues that relates to each of ttiese dimensions: the structural
dimension serves as a basis to investigate the issla#ed to actual access to the Internet
infrastructure; the representational dimensions is @sed means to investigate how NN
relates to content, with regard to diversity, contrahd censorship; and, finally, the
interactional dimension is used to describe how new fosfngommunication that are
emerging online could be affected by a derogation to the Ni¢ipke. They conclude that
NN has become today an important precondition for aclgeaiproperly functioning public
sphere, fueled by a variety of information, ideas and opinions




In addition to promoting freedom of expression, the NNtnadity principle also serves to
preserve users’ fundamental right to privacy and data protection. Indeed, in order to be able to
discriminate amongst packets according to their naturgent origin or destination, ISPs
must rely on sophisticated traffic management techniguasch as Deep Packet Inspection
(DPI) — which allows them to examine the content of packets lirgvéhrough their . Not
only do such intrusive practices risk to jeopardise the openneutral character of the
Internet, but they are also likely to impinge upon theficlentiality of online communications
- thereby potentially endangering the privacy of Interasers. In their paper on “Net
Neutrality: Ending Network Discrimination in Europe”, Raegan MacDonald and Giusy
Cannella ondemn such practices by claiming that “reasonable” traffic management should be
limited to the activities which are strictly necessary tloe technical maintenance of the
network {.e. minimizing congestion, blocking spam, viruses, and denialrgicgeattacks).

Yet, given the technical challenges that most ISP havade ih order to deliver packets
without discrimination of content, ports, protocols, origindestination, violations of the NN
principle must not be evaluated on an absolute basis, ther rassessed according to their
context, their justifications, as well as the impdetyt might have on human rights. In this
regard, Alejandro Pisanty analyses “Network Neutrality under the lens of Risk Management”,

by providing an important framework to assess the likelihooNMfviolations, along with
suggestions on how to best deal with such violations.

By ascribing to the end-users the responsibility to estabdskd manage online
communications, the end-end principle guarantee an active role to all Inteusetrs, while
also reducing the spectrum of interferences potentiattjtifig their ability to receive and
impart information, at the network layer. Such an empowerment of the networks’ ‘edges’ may

be seen as one of the most significant galvanisereetlbm of expression in recent history.
However, the great success of the Internet had demeadatie network and widened its
user-base, which is nowadays composed of less technicathiteerusers compared to the
original community of Interet-pioneers. Indeed, as highlighted by Louis Pouzin in his paper
on “Net Neutrality and Quality of Service,” a dominant majority of end-users are not
(interested in becoming) network experts. This element addbef complexity to the
meaning and implementation of the NN principle. In fact,NiNedebate is usually based on
various assumptions as regards network usage and charasteFsti this reason, the author
explores the various standpoints and interpretationdiftdrent actor, including network
operators, content providers and end-users.

Yet, the rise of cyber-crime and the growing threatsetwvark integrity and security have
stimulated the development of “trust-to-trust” models, where private entities (such as ISPs,
CAPs or DNS operators) undske some forms of “network-patrolling” in order to provide a
more trustworthy network. It is therefore the democratinaof the Internet which spurred
the establishment of several form of intermediatimnensure the provision of secure Internet
communication - thus transforming the Internet into aergasingly centralized network
structure.




Although certain types of network management are essent@lamntee network integrity
and security, Internet traffic management (ITM) prastican affect the way in which end-
users receive and impart information, thus limiting their bdipato freely communicate. For
this reason, in his paper on “Net Neutrality: Past Policy, Present Proposals, Future
Regulation,” Chris Marsden highlights the fact that traffic discrimination can lead of
censorship. Therefore, the NN debate can be consideréuk datest phase of an eternal
argument over control of communications media. Througttas paper, the author presents
the evolution of the NN regulatory debate, providing impatrtelements for a transatlantic
comparison. On the one side, U.S. jurisprudence understea®sle of NN regulation in
fighting anti-competitive practices, while promoting asibility and reducing barriers to
enter the market. On the other side of the Atlantie, gbestion of NN cannot be properly
analysed within the competition law framework alone, becawse stressed by the author -
although the fair competition dimension of net neugraégulation should not be neglected, it
is of utmost importance to properly stress the humdmgignplication of this crucial debate

In fact, ISPs’ position as “gatekeepers” may allow them to undertake an unchecked and
unbalanced role as self-regulators, whose action is awefil by due process and rule of law
principles. The regulation of ISPs’ traffic management practices is therefore instrumental to
avoid dangerously unpredictable agglomerations of powseitands of ISPs, safeguarding
media pluralism and sheltering enskrs’ fundamental rights.

To this latter extent, in his ‘Privatised Online Enforcement Series’ Joe McNamee underscores
that, although most western democracies are grounded drutbeof law", they frequently
encourage Internet intermediaries’ self-regulation in a multitude of domains that have direct
implications with regard to the protection of fundamentghts. Indeed, as stressed by the
Advocate General of the European Court of Justice, Internet intermediaries’ self-regulation
equals to "delegating the legal and economic responsibifitth@ fight against illegal
downloading to Internet access providers.” These practices are criticized by the author,
according to which the proliferation of self-regulatoryjusons is based on the arguably
guestionable assumption that, however distasteful ihas private companies regulate and
enforce the law in the online world, “it is better that ‘somebody’ is doing ‘something’”

The existence of numerous discriminatory ITM practicesl®en highlighted by the Body of
European Regulators of Electronic Communications wigjane to mobile Internet, and the
capability of such techniques to expose Internet users’ personal data has been explicitly
stressed by the European Data Protection Supervisor. Theseitatiive opinions suggesteh
need for an appropriate reflexion on NN, taking into conatian both the fair-competition
and the human-rights dimension of the NN debate, wéh#ip of reliable data. Indeed, both
Marsden and Pouzin argue that, without factual observafidheoservice characteristics,
there cannot be any credible assertion of NN and ldt@mation of evidence-based policy-
making becomes simply not possible.

Therefore, it is right and proper to note that the safd¢N regulation is not limited to the
definition of this all-important principle and its limitsytorather encompasses the delineation
of an appropriate monitoring and enforcement mechanism. Aré¢ilatory framework is
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indeed instrumental to the achievement of three diffegeats: (i) clarifying what NN is and
what is not; (ii) empowering Internet users, by ascribinegt the right to undertake an action
in front of the relevant authority upon violation of the&N principle; and (iii) investing
national regulators with the powers and prerogatives needeorder to establish an
appropriate monitoring and enforcement mechanism.

As highlighted by Luca Belli and Matthijs van Bergen, the DyitaCoalition on Network
Neutrality has been created as a self-organised, bottonollgbarative effort, with the
intention of fostering “A Discourse-Principle Approach to Network Neutrality”, thus
analysing the various nuances of the NN argument and efeigoiea model framework
through a multi-stakeholder participatory approach. Indéesgeims obvious that the inherent
complexity of the NN debate, as well as the heterogenditthe stakeholders involved,
demand the institution of multi-stakeholder dialogue as ssergial pre-condition for the
elaboration of policy-recommendation on this delicatetenafhe discussion arena provided
by the Dynamic Coalition on Network Neutrality aims at genegathomentum on this
central issue, with the final goal of elaborating a nhdidenework able to provide guidance
to national legislators on how to properly safeguard net rigyitra

The following papers explore some of the most crueiegéts of NN, underscoring its close
relationship with the full enjoyment of end-users fundasalenights. Lastly, this report
includes a proposal for a Model Framework on Network Neutrddit has been elaborated
by the Dynamic Coalition through an open, inclusive andtitstakeholder effort, in order to
promote an efficient safeguard of the NN principle in accareamith international human
rights standards.
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Network Neutrality and Human Rights
An Input Paper

by Luca Belli

The original version of this paper has been utilised as ckdgdaund Paper for the Multi-
Stakeholder Dialogue on Network Neutrality and Human Righisconference organised
under the aegis of the Council of Europe on 29-30 May 2@ii8jng which the creation of
the Dynamic Coalition on Network Neutrality was proposed bydhtsr. This paper aims at
providing inputs in order to stimulate further reflectiomtpming to the relationship between
betwork neutrality and human rights. This paper is obvionstymeant to be exhaustive but
rather to offersome ‘food for thought’ in the hope that the instillation of such ideas will
trigger constructive discussien

The origin of the network neutrality concept

The concept of network neutrality (NN) refers to a pritecgccording to which all electronic
communication networks shall carry data flows in a n@erithinatory fashion regardless of
their nature, their content or the identity of thre@nder or recipient.

2 3 ,’4

Indeed,NN may be considered as a “network design principle” °, as a “policy priority”” of,
rather, as normative principle according to which a mabkymaseful public information
network aspires to treat all content, sites, and pladoequally, thus granting to all Internet
users universal access to all online resources.

The debate concerning NN originated at the beginning of thes200Bie underlying
argument in favour of NN is the end-end (E2E) principl& whereby the intelligence of the
network shall be found on its edges, not within the netwaefitindeed, this fundamental
principle ascribes to the enders (which are considered as the “edges” of the network) an

! This is a slightly updated version of the original BackgrouagdeP. Thanks are due to (in alphabetic order)
Kirsten Fiedler, Lee Hibbard, Raegan MacDonald and FraderSen for their very helpful comments on an
earlier draft.

2 The Background Papre was subsequently communicated tBdinecil of Europe Steering Committee on
Media and Information Society (CDMSI). Séxtp://www.coe.int/t/informationsociety/NN%20Conf%202013/

3 See: Tim Wu, “Network Neutrality, Broadband Discrimination”, in Journal of Telecommunications and High
Technology Laywwvol. 2, p. 141, 2003.

* See: BEREC, Overview of BEREC’s approach to net neutrality, 27 November 2012.

® See: Mark Lemley and Lawrengessig, “The End of End-to-End: Preserving the Architecture of the Internet
in the Broadband Era” (October 1, 2000) in UCLA Law RevieyWol. 48, p. 925, 2001.

® See: Jerome H. Saltzer, David P. Reed & David D. Clark, “End-to-end arguments in system dasi, in ACM
Transactions on Computer Systemig, 1984.
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active role consisting in the “responsibility for the integrity of communication”’, whilst the
communications network are considered as a passive and “dumb” infrastructure.

Hence, the NN debate focuses on the relation betwedel#m®mmunications operators that
manage the various networks composing the Internet and primtelnet access; the Content
and Application Providers (CAPSs) that offer services, iappbns and content through the
Internet; and end-users. Such debate aims at scrutiniemgextent to which network
operators- or Internet Service Providér§ISPs)— should be allowed to manage Internet
traffic without hindering the full enjoyment of humanirig and fundamental freedoms.

Indeed, it should be remarked that certain Internetficrifanagement (ITM) practices, that
are not temporary and exceptional, consisting in blockiftgring, throttling or prioritising
specific data flows, have been criticized by severdkestalders, because their utilisation may
jeopardise endsers’ fundamental rights and compromise the very architecture of the
Internet. Such an open and neutral architecture is groundie &2E principle and has been
essential to the development of the Internet, fogiereedom of expression and innovation,
and nurturing media pluralism.

Both the NN principle and the end-end argument are grounded on the overarching principle
of “openness™®, which implies universal and reciprocal access amongdni@inet users,
fostering freedom of expression as well as the ciraratf digital products and services.
Indeed, according to NN advocates, the various flows fofnmation running through the
different networks should not be blocked or degraded by telexmications operators, so
that end-users can freely impart and receive informati@hideas through the network, thus
circulating their innovatiorts.

" According to the Request for Comments n° 1958, “[...] certain required end-to-end functions can only be
performed correctly by the end-systems themselvespekific case is that any network, however carefully
designed, will be subject to failures of transmission atesstatistically determined rate. The best way ta&cop
with this is to accept it, and give responsibility for the integrity of communication to the end systems”. See:
Network Working GroupRequest for Comments: 1958, Architectural Principles of the Irttednae 1996. In
addition, according to the Declaration by the Committee of $¢6né on Internet governance principles, "[tlhe
open standards and the interoperability of the Inteetedl as its ende-end nature should be preserved. These
principles should guide all stakeholders in their decisiolsea to Internet governance. There should be no
unreasonable barriers to entry for new users or legitinste of the Internet, or unnecessary burdens which
could affect the potential for innovation in respect athtelogies and services". See: Declaration by the
Committee of Ministers on Internet governance princigfedopted by the Committee of Ministers on 21
September 2011 at the 1121st meeting of the Ministers” Deputies), n°8 Architectural principles.

8 In this paper, the term Internet Service Provider (ISP)sdferany legal person that offers Internet access
service to the public or Internet transit service to laerotSP.

° According to the Declaration by the Committee of Mimisten Internet governance principles, an open
network implies that "[u]sers should have the greatestlesstcess to Internet-based content, applications and
services of their choice, whether or not they are effdree of charge, using suitable devices of their choice.
Traffic management measures which have an impacteertjopyment of fundamental rights and freedoms, in
particular the right to freedom of expression and to impartraceive information regardless of frontiers, as
well as the right to respect for private life, must nteetrequirements of international law on the proteation
freedom of expression and access to information, andgheta respect for private life. See: Internet Society,
Open Inter-networking

19'To this latter extent, see: Mark Lemley and Lawrencssige(2000); Milton Mueller et al. (2007); Tim Wu
(2003).
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The NN debate has been fostered by several academicgHeolinited States of America
that started questioning the neutral character of thednaifinagement techniques which are
adopted by a number of network operators. To this extenteotkey and Lessig (2000) and
Wu (2003) developed the claim that such techniques can be desndéstriminatory. Such
an assertion has been corroborated, in 2005, by the notoriousoMdiver case River case,
in which a U.S. telephone company was found guilty of upioig blocking to prevent its
subscribers from using voice over IP service offered by3ReVonagé™.

After having fined Madison River, the U.S. Federal CommuinnatCommission adopted a
Policy Statemerif, aimed at promoting the open and neutral nature of tieenit. The FCC
Policy Statement represented the first regulatory appréewards NN, establishing four
basic rules, according to which internet users are ehtitl:

e access the lawful Internet content of their choice;

e run applications and use services of their choice, sulifecthe needs of law
enforcement;

e connect their choice of legal devices that do not haemetwork;

e competition among network providers, application and sepogiders, and content
providers.

The NN debate has subsequently gained political momenturprapdgated at the European
level during the revision of the EU Telecoms Package

The close relationship between the NN principle, freedomxpfession and the right to
private life has led the Council of Europe’s Committee of Ministers to enshrine the NN
principle into a specific declaration, according to which “Internet users should have the
greatest possible access to Internet-based contentcatmpis and services of their choice,
whether or not they are offerea@drof charge, using suitable devices of their choice”*,

By virtue of the aforementioned Declaration, the Council of Europe has indeed declared “its
»»15

commitment to the principle of network neutrality”~".

Lastly, it has to be stressed that the public debateecoing NN encompasses two
dimensions, which are closely related. The first onestake consideration the opportunity to
regulate internet traffic management and to limit network operators’ ability to prioritise
different data flows. To this extent, it has been arghatl the implementation of minimum
“quality of service”'® standards might prove helpful to mitigate certain riegatffects of
network-management policies, such as the degradationvwedrieperformance.

1 See: Milton Mueller et alNeutrality as Global Principle for Internet Governan&November, 2007, p. 6.

12 See: Federal Communications Commission, Policy Statemedeased: September 23, 2005.

13 As an instance, see: La Quadrature du Net, ProtelgmdNeutrality in the Telecoms Package, September 22
2009.

14 See: 2010 Declaration of the Committee of Ministers omvbié Neutrality, para. 4.

15 See: 2010 Declaration of the Committee of Ministers omvblié Neutrality, para. 9.

16 According to the Body of European Regulators of Electronic Communications (BEREC), the quality of users’
interaction with services is assessed by the Qudii§eovice (QoS) concept which includes both the network
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On the other hand, the second dimension of the NN debatsds on the universal and
reciprocal access to all the resources connected tatdreet. As highlighted above, such an
approach stems from the etwend principle and seeks to prevent the blocking of adcess
web sites by network operators and the establishment aflled-“walled gardens” limiting
access to content, applications and services

This latter dimension conveys the NN debate into the peeviof human rights and
fundamental freedoms, highlighting the possible interfeeiméeanti-NN practices with the
enjoyment of freedom of expression. Indeed, as it has figalighted by the European Data
Protection Supervisor, “if this behaviour became common practice and it was not possible (or
highly expensive) for users to have access to an opendtiténis would jeopardise access to
information and user's ability to send and receive theecbmbhey want using the applications
or services of their choice”®,

Reasons and nature of Internet traffic management

It should be noted that, by design, the transmission t@f packets through the Internet is
organised through the principle of “best effort”, according to which ISPs convey internet
traffic without any guarantee of quality or obligation otrex result.

However, although data-packets are conveyed accordingriere best-effort obligation, a
number of specialised CAPs are based on the provision lefduiglity access to applications
and content. Hence, although Internet access and tnamsiiders convey data with no
guarantee of performance, many CAPs heavily rely on qualitiral in order to provide their

services.

The aforementioned Internet services may include IRisge (IPTV), video on demand,
Voice over IP (VolP), or Virtual Private Networks (VPN).dese of the wide variety of
services and applications that can be delivered over a laoddmmternet, carriers are
considering “new” business models that differentiate the speed or priority with which packets
are delivered. Indeed, prioritisation is usually motivated lesire to deliver high-quality
video content or services, which require continuous streaamdgconsume a considerable
amount of bandwidth.

To this latter extent, many telecommunications cartienge adopted network management
policies ad implemented “packet prioritisation” capabilities that can improve the quality of

and the terminal equipment. The strict technical term Qoldes many parameters outside the control of the
network provider

Therefore, for technical purposes the Network Performanocept is used for measurement of the performance
of network portions that are under individual providers’ control. Measuring the performance of individual traffic

flows originating from specific applications may be a nsagspart of any test configuration for detection of
blocking and throttling of applications. See: BEREECframework for Quality of Service in the scope of Net
Neutrality, 8 December 2011, pp.%B-

17 See: Milton Muelleet al, Neutrality as Global Principle for Internet Governan&November, 2007.

18 See:Opinion of the European Data Protection Supervisor on net neutralitfictrafanagement and the
protection of privacy and personal dataOctober 2011, p. 4.
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specific Internet services, by prioritising specific dédas. However, as it has been revealed
by the Madison River case, traffic-management practicgsjeopardise the open and neutral
character of the Internet, and data prioritisation remd to discriminatory and abusive
practices’.

At the EU level, a joint investigation of the Body otirepean Regulators of Electronic
Communications (BEREC) and the European Commission haenthe highlighted the
existence of a wide array of traffic management prastiesulting in restrictions, and has
scrutinised the corresponding implementation methods aizy jadtifications®.

Indeed, there is growing fret that telecoms operators I8R$, are exploiting network
management techniques to favour their commercial partwettse services and applications
with which they vertically integrafé In fact, the existing‘differentiation” practices may
result in restrictions to access specific contengplications such as VolP, PderPeer
protocols (P2P) or other specific providers.

Particularly, four categories of network management practiee®e been documented at
European level:

e Throttling bandwidth-intensive protocols. In this case, Intereress and transit
providers throttle specific class of Internet traffic inl@rto lower their infrastructure
costs. As an instance, pderpeer traffic has been frequently subject to such
discriminatory practices whereby network operators prioritiaéfic to ensure that
specific protocols will enjoy better quality of service;

¢ Inhibiting competing services. Such practice consists in blockiagific protocols or
applications and might be adopted to weaken potential compgetiorthis extent,
network operators may inhibit protocols allowing competing sesvicsuch as VolP-
or charge extra fees for their use, in order to presdwir business model;

e Potential Internet “tolls”. Such practice consists in imposing specific fees to service
providers in order to enjoy various levels of quality of serviAlthough such practice
has not been put in place yet, it is increasingly aoptated by several ISPs

e Blocking access to content, applications and serviceghenrequest of national
governments.

19 See: La Quadrature du Net, Time for EU-Wide Net Netgr&tegulation, Response to the European
Commission's questionnaire on Net neutrality, September 3010, pp. 3-4.

% |n the conclusions of its Communication on the opeeriwt and net neutrality in Europe issued on the 19th
of April 20112, the Commission indicated that the evidence ddoyn BEREC would serve as a basis for
assessing the potential need for additional guidance on endtality. See: BERECA view of traffic
management and other practices resulting in restrictions to the open Interreurope Findings from
BEREC’s and the European Commission’s joint investigation, 29 May 2012.

2 See: BEREC, Draft Report Assessment of IP-intercoiorea the context of net neutrality, 6 December
2012.

# Seedldem.
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The diversity of measures reported by ISPs
Relative frequency of ISP reporting some level of restriction

User's access is throttled/blocked (e.g. data caps) e e e ]

Specialized services affecting the Internet access
service

Restrictions on P2P _
Restrictions on VolP —
Restrictions on Instant messaging @

Restrictions on other kind of traffic .

Restrictions on specific providers !

Specific type of over-the-top traffic given g
preferential treatment !

Measures related to network security and integrity s

R ——
Measures upon legal order | :

absent most frequent
= Mobile I1SPs Fixed ISPs

Source: BEREC, A view of traffic management and other practices resulting in restrictions
to the open Internet in Europe.

Although some traffic-management techniques may be applieddsgadhaand for a limited
period of time, the breath of such phenomenon holds geioi interfere with the internet
users’ right to receive and impart information and ideas. Notably, interferences may be
particularly evident with regard to mobile internet accesbere several management
techniques are commonly put in place, targeting specifitcss, applications or protocols.

Network management may lead to human rights violations

As it has been highlighted above, traffic management techrégeesurrently widespread and may be
utilised for a number of different purposes. Moreovegriher to put in place Internet traffic
management, network operators may exploit intrusive techmieans.

On the one hand, network-management techniques may gaveorihorny phenomena such
asover-blocking, filtering and throttling as well as invasive kgdnspection. On the other
hand, it should be noted that ISPs’ gate-keeper position allows these entities to implement
various forms of self-regulation that are not framedlbg-process and rule-of law principles
and that may turn into privatised censorship.

Network operators might be tempted to use Deep Packet Inspéofintechnologies and
the like in order to identify the content and applicatiahéch they intend to block, prioritise
or downgrade. Indeed, such technologies are currently awaiflabboth fixed and wireless
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networks, and they may be exploited to monitor networksnany purposes, amongst which
the prevention of online pornography and copyright infringegfiem the UK, for example,
DPI technology Clean Feed has already been imposed oneintartess providers to block
access to child abuse material and alleged copyrightdgrgments’.

By all means, the adoption of such invasive techniques may hémons consequences on
Internet users’ fundamental right to private life, which is guaranteed by a number of
international human rights standards. Particularty,seems difficult to reconcile DPI
techniques with the protection of the privacy of commuimoa granted by Article 8 of the
European Convention on Human Rights, and with Internet users’ data privacy, explicitly
sheltered by the 1981 Convention for the Protection of iddals with regard to Automatic
Processing of Personal Data and further elaborated byniteendation N° R (99) 5 of the
Committee of Ministers to member states on the protecfignivacy on the Internet.

Hence, it is of utmost importance to be aware thatiltegitimate, disproportional and
unnecessa?? use of “application-speciﬁc”26 ITM measures may endanger Internet users’
freedom of communication, with particular regard to théght to impart and receive
information, and may put in jeopardy the Internet users’ right to private life. Furthermore,
such techniques have the potential to seriously affectan@dralism and to hinder the
circulation of endasers’ innovations.

To this extent, several states have enshrined NN in tlagional legal systems and some
observers suggest that a legally mandatory principle of NN eagneaningful in order to
guarantee both competition and the full enjoyment of hurigguns?’.

A human-rights-oriented approach

As highlighted above, an access-oriented approach to NNefecuspreserving the universal,
reciprocal and non-discriminatory access to any laadutent, services or application on the
Internet, and the reciprocal right to have their resesiruniversally accessible to other
internet users.

However, it should be stressed that blocking accesstéonbkt resources, as well as traffic
filtering,?® may be mandated by law in order to prevent specific behavitndeed, some

2 gee: Milton Muelleet al, Neutrality as Global Principle for Internet Governanog. cit

24 See: UNESCOLiberté de connexion Liberté d'expression - Ecologie dynamiqueoidestlréglements qui
fagonnent I'Internet2012.

% These criteria have been elucidated by the jurisprudende duropean Court of Human Rights in order to
delineat “margin of appreciation” of Council of Europe members with regard to the application of the ECHR.

The term “margin of appreciation” is a common notion in administrative law systems and the ECtHR utilises it

to refer to the space for manoeuvre granted to natérihbrities, in fulfilling their obligations under the ECHR.
% The term application-specific refers to those ITM teghas that target specific content, applications or uses.
27 As an instance, see: Conseil National du Numérique, Rargtatif & |'avis « Net Neutralité » n°2013-1 du ler
mars 2013.

% 1t should be stressed that the expression “blocking” refers to the prevention of a communication without
inspecting content, whereas the expression “filtering” implies that the content be inspected before being blocked.
Notably, those techniques may consist in: (i) blockingRamaddress: in this case ISPs block packets with an
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national legislators impose blocking and filtering techniguesrder achieve various policy
goals, despite growing awareness that such techniques asdfio@nt, costly and can be
easily circumvented. To this latter extent, national legislators canigteslocking and
filtering measures, as long as those techniques respa@nigddimate objective.

Nevertheless, it seems essential that, in order to mrevielations of the European
Convention on Human Rights, blocking and filtering be utlisgclusively to fulfil pressing-
social-needs and be strictly defined by a precise legaigmiatory framework.

Furthermore, traffic management techniques should baedavad as deviations from the NN
principle to which the Council of Europe has explicitly conteaft® and, therefore, they
should be allowed only temporarily and under specific circumstg justified either on
grounds of verifiable technical necessity or to address rssiénat network management
problem which cannot otherwise be addredsed

address in their header that is listed as an IP address to be blocked directly at the router level or distribute “wrong
pathg thus attracting packets destined to addresses that are included on a list of blocked IP addresses; (ii)
blocking a domain name: in this case, ISPs falsify the regsoto DNS queries by not providing the IP
addresses that correspond to blocked domain name; l{@ijrfg by content inspection: this technique requires
installing content inspection servers so that theegtof the traffic passes through these servers. Tiverse
then allow the content of the packets to be analysellbdocked according to a wide range of criteria; (iv)
blocking URLs: this method combines blocking and filtering aimds at blocking requests by URLs listed as
blocked.

2 See: European Commissi@taff working document on Online Gamblig§12, p. 62.

30 See: 2010 Declaration of the Committee of Ministers amvbld Neutrality, op. cit., para. 9

31 See: The European Consumer Organisation and European Rigligs, Call for Action: Time to truly protect
Net Neutrality in EuropeApril 2013.
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ANNEXE 1:
Council of Europe - Declaration of the Committee of Ministers
on Network Neutrality

[...] 4. Users should have the greatest possible access to Internet-based content, applications
and services of their choice, whether or not they areeaffénee of charge, using suitable
devices of their choice. Such a general principle, commafyred to as network neutrality,
should apply irrespective of the infrastructure orrieéwvork used for Internet connectivity.
Access to infrastructure is a prerequisite for the readisati this objective.

5. There is an exponential increase in Internet trdiflie to the growing number of users and
new applications, content and services that take up mowvizth than ever before. The
connectivity of existing types of devices is broadenerkgards networks and infrastructure,
and new types of devices are connected. In this conigperators of electronic
communication networks may have to manage Internetdrdtfis management may relate to
quality of service, the development of new services, nétvebability and resilience or
combating cybercrime.

6. In so far as it is necessary in the context desdrébove, traffic management should not be
seen as a departure from the principle of network neutrdibpvever, exceptions to this
principle should be considered with great circumspecaod need to be justified by
overriding public interests. In this context, member staigould pay due attention to the
provisions of Article 10 of the European Convention on HumR#ghts and the related case
law of the European Court of Human Rights. Member statgsalso find it useful to refer to
the guidelines of Recommendation CM/Rec(2008)6 of the Coneuftdinisters to member
states on measures to promote the respect for freed@xpodssion and information with
regard to Internet filters.

7. Reference might also be made in this context to thepEaroUnion regulatory framework
on electronic communications whereby national regulatauyhorities are tasked with
promoting users' ability to access and distribute informatiad to run applications and
services of their choice.

8. Users and service, application or content providers dhmubble to gauge the impact of
network management measures on the enjoyment of fundamigtes and freedoms, in
particular the rights to freedom of expression and fmaitnor receive information regardless
of frontiers, as well as the right to respect for atev life. Those measures should be
proportionate, appropriate and avoid unjustified discrimimatibey should be subject to
periodic review and not be maintained longer than striodgessary. Users and service
providers should be adequately informed about any network maeageneasures that affect
in a significant way access to content, applications ovices. As regards procedural
safeguards, there should be adequate avenues, respdctilié mf law requirements, to
challenge network management decisions and, where appeopghate should be adequate
avenues to seek redress.
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9. The Committee of Ministers declares its commitnterihe principle of network neutrality
and underlines that any exceptions to this principle should gowigh the requirements set
out above. This subject should be explored further withi@ouncil of Europe framework
with a view to providing guidance to member states and/or thtdtiog the elaboration of

guidelines with and for private sector actors in order tandefore precisely acceptable
management measures and minimum qualftgervice requirements.

ANNEXE 2:
National legislation on Network Neutrality

Norwegian principles

1. Internet users are entitled to an Internet conneutitbna predefined capacity and quality.

2. Internet users are entitled to an Internet connethiat enables them to (i) send and receive
content of their choice; (ii) use services and run agpdios of their choice; (iii) connect
hardware and use software of their choice that do not trermetwork.

3. Internet users are entitled to an Internet connethiat is free of discrimination with regard
to type of application, service or content or based ndeseor receiver address.

Principle 1 states that the characteristics of therhet connection are to be contracted in
advance, also with a view to cases where Internet sidsegrovided together with other
services on the same physical connection. Principleat2sstqualitatively that the Internet
connection must be able to be used as the user want®Rrikmible 3 states that traffic over
the Internet connection is to be transferred in adisoriminatory mannéf.

Dutch legislation

Article 7.4a, Telecommunications Act (unofficial traatgn>)

1. Providers of public electronic communication networks whdekiver internet access
services and providers of internet access services dunur or slow down applications and
services on the internet, unless and to the extentthkameasure in question with which
applications or services are being hindered or slowed dowcessery:

32 gee: Norwegian Post and Telecommunications AuthoNlgtwork neutrality Guidelines for Internet
neutrality, Version 1.0, 24 February 20009, available http://www.legi-
internet.ro/fileadmin/editor _folder/pdf/Guidelines_for netwar&utrality - Norway.pdf

33 See: Daphne van der Kroft, “Net Neutrality in the Netherlands: State of Play”, in Bits of Freedom15 June
2011, available dittps://www.bof.nl/2011/06/15/net-neutrality-the-netherlands-statd#-play/
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a) to minimize the effects of congestion, whereby equal tgbésaffic should be treated
equally;

b) to preserve the integrity and security of the network andceeof the provider in
guestion or the terminal of the end-user;

c) to restrict the transmission to an end-user of ucisedi communication as referred to
in Article 11.7, first paragraph, provided that the end-usemghaen its prior consent;

d) to give effect to a legislative provision or court order.

2. If an infraction on the integrity or security of thetwork or the service or the terminal of
an end-user, referred to in the first paragraph sub lejng lzaused by traffic coming from the
terminal of an end-user, the provider, prior to the talohghe measure which hinders or
slows down the traffic, notifies the end-user in questionorder to allow the end-user to
terminate the infraction. Where this, as a result ofélg@ired urgency, is not possible prior to
the taking of the measure, the provider provides a ndidiceof the measure as soon as
possible. Where this concerns an end-user of a diff@mvider, the first sentence does not

apply.

3. Providers of internet access services do not makgrite of the rates for internet access
services dependent on the services and applications wiecbfi@red or used via these
services.

4. Further regulations with regard to the provisions infitisé to the third paragraph may be
provided by way of an administrative order. A draft ordevjted under this paragraph will
not be adopted before it is submitted to both chamber& d®ahliament.

5. In order to prevent the degradation of service and tltehing or slowing down of traffic
over public electronic communication networks, minimum requar@siregarding the quality
of service of public electronic communication services rbayimposed on undertakings
providing public communica-tions networks.

Slovenian leqgislation

Article 203 Electronic Communications Act (unofficial translafign

(1) The Agency encourages the preservation of the openeautdal character of the internet
and the access to and dissemination of informationeousie of applications and services of
their choice of end user

3 see: Innocenzo Genna, “Slovenia reinforces net neutrality principles”, in Radiobruxelleslibera3 January
2013, available at http://radiobruxelleslibera.wordpress.com/2013/01/03/slovegirderces-net-neutrality-
principles/ ; Slovenian Electronic Communications Act, availablet attp://www.uradni-
list.si/_pdf/2012/Ur/u2012109.pdf#!/u2012109-pdf
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(2) The Agency goals in the previous paragraph must béuttgreonsidered in the exercise
of its jurisdiction under Articles 3 and 4 the second papgi the 132nd of this Act, and
the third and fourth paragraphs of the 133rd of this Act agid tBsponsibilities in relation to
the implementation of the second of the first paragphrticle 129 Article by the network
operator and provider of Internet access services.

(3) Network operators and Internet access providers shak mnery effort to preserve the
open and neutral character of the internet, thus it medayestrict, delay or slowing Internet
traffic at the level of individual services or applicago or implement measures for their
evaluation, except in case:

1. necessary technical measures to ensure the smoothi@perfatetworks and services
(e.g., to avoid traffic congestion);

2. necessary steps to preserve the integrity and sectintgtevorks and services (e.g.,
elimination of unfair seizure of over a transmission medi channel);

3. emergency measures for limiting unsolicited communioatin accordance with the
158th of this Act;

4. decision of the court.

(4) The measures provided for in Articles 1, 2 and 3 of tleequling paragraph shall be
proportionate, non-discriminatory, limited in time andhe extent that this is necessary.

(5) Network operators’ and Internet service providers’ services shall not be based on services
or applications, which are provided or used by internet agmvices.

(6) The Agency may implement the provisions of the tHadrth and fifth paragraphs of this
Article can issue a general act.
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The Importance of Internet Neutrality to Protecting
Human Rights Online

by Andrew McDiarmid and Matthew Shears

Introduction

The history of the Internet has shown that it hamémdous capacity to advance human
rights, in particular freedom of expression and relaights. Over 2 billion people around the
world connect every day to access and share informatidnparticipate in wide-ranging
aspects of social, economic, and political life. Fatdivitluals, connecting to the Internet
provides access to an ever-expanding array of informagisources and online services. At
the same time, it offers opportunities for people to heaew audiences at very low cost
compared to other forms of mass media. To an unprecedentex degr Internet transcends
national borders and reduces barriers to the free flamf@fimation, enabling free expression,
democratic participation, and the enjoyment of otheitsigh

At least, it can. Merely having Internet access is niiiceent to guarantee the full flowering
of free expression and the other rights it enable$jdiigg the rights to freedom of assembly
and association, the right to education, and the righparticipate in cultural life. The
Internet’s power to transform communications and promote free expression and a pluralistic
information environment flows from certain charact@s that have defined the Internet
since its inception. These characteristics are not irmioheit however, and are increasingly
subject to pressure. To maximize the Internet’s potential to advance human rights, the Internet
must remain free from centralized controls, open tdfulest range of content and services,
and truly global. Establishing rules to preserve net néwytralor more precisely, Internet
neutrality— is one way to prevent the imposition, by those in atiposto control access, of
structural inequalities that would distort this environntent.

Much writing and advocacy related to the Internet anddrgeession is concerned with state
censorship and other curtailment of rights by governmertg is a critically important
aspect of online free-expression advocacy, made eversadrg the ongoing revelation, as of
this writing, of widespread surveillance of Internet traffic. But governments’ duty to protect
human rights extends beyond non-interference, pdatly in the realm of communications
and free expressionAnd as the telecom sector is increasingly liberalizedjapei Internet
access providers are in a position to control their customers’ access to Internet content, often

for purely commercial reasons. Discriminatory treatmehtinternet traffic by access
providers threatens Internet users’ ability to seek, receive, and impart information of their own

! CDT uses the term “Internet neutrality” to make it clear that neutrality principles should apply only to iné
access, not to non-Internet services offered over broadh&astructure. We do not argue that neutrality
obligations should apply to over-the-top services offeredhadnternet.

2 See infra note 25 and accompanying text.
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choosing, and the ability of entrepreneurs around the worldunch new communications
tools and services that in turn can advance human righlly protecting user choice and free
expression and other rights online therefore requiras gbvernments take steps to prevent
access providers from taking actions that may interfere with users’ enjoyment of those rights.

CDT’s previous work has examined the need for rules to protect neutrality as the Internet
evolves® This paper seeks to frame the issue more directly in terms of Internet neutrality’s

role in fostering a range of human rights, includireefexpression, access to knowledge, and
democratic participation. We also offer a set of @ples to guide the enactment of rules to
protect Internet neutrality.

Designed for Free Expression

In terms of its technical transmission architecture Jnbernet has historically been indifferent
to the content transmitted across it. Two fundamental depignciples underlie this
architecture: layering and the etwend principle. Layering creates a logical separation
between network functions (such as the addressing and roditinfpionation) and endpoint
functions (such as the processing and presentation ofrgomty servers, PCs, and
smartphones). The erd-end principle requires that networks take on only network
responsibilities, leaving all other functionality to thedeaints? By analogy to the postal
system, endpoints are like people writing and reading lettdre the primary function of
ISPs’ routers and switches is to read addresses and move information to its destination like the
postal service. The result is a general-purpose networnkat@epts an ever-expanding array
of content and applications ranging from Skype to ‘cloud’ storage to personal websites.
Within the Internet, networks receive and forward commuioing, without having to make
an assessment of what the traffic is (e.g., whethsraihie-mail, a website, or a voice-over-IP
call).

This approach permits the greatest level of flexibilityfew uses of the Internet, making the
Internet an unprecedented platform for free expressimhimnovation in communications.
End users post any content and can invent wholly new applisatiod services without any
changes to the underlying network. It enables any two Intesees- individuals, companies,
websites, etc- to communicate with each other without any need to getipgion or make
prior arrangements (other than purchasing basic accede tmternet) with their network
providers or any other entity in between the two end pdiffEhe Internet is a general
purpose technology that creates value not through itsesistence, but by enabling users to

% See, e.g., CDT, Preserving the Essential Internet, 20M8;//www.cdt.org/paper/preserving-essential-
internet..

“ See J.H. Saltzer, D.P. Reed and D.D. Clark, ®rird Arguments in System Design, ACM Transactions in
Computer Systems 2, 4 November 1984, pp 277-288,
http://web.mit.edu/Saltzer/wwwi/publications/endtoend/endiqalf.; see als®Brief of Internet Engineer§;,CC

v. Verizon(US Court of Appeals for the DC Circuit, 11-1355), http://wiea.gov/document/internet-engineers-
amicus-briefno-11-1355-dc-cir (a legal brief explaining the technical funetiiby of the Internet presented to
the court considering a legal challenge to the US Federal Communications Commission’s rules to establish
Internet neutrality).

® See Barbara van Schewithternet Architecture and InnovatipMIT Press, 2010, 75, 286289

(discussing “end-to-end,” “application-blind” network architecture).
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do what they want. The Internet thus creates maximum wahen users remain free to
choose the applications they most highly value.”®

This design has resulted in specifiharacteristics that support the Internet’s power to
promote free expression, access to knowledge, and demaggaaticipation through ever-
expanding means and opportunities for communicdtidhese defining attributes of the
Internet include:

" Global: Absent interference, the Internet provides immediate sacc®
information from around the world. For a user, it iasy to send information to,
or receive information from, a user on another contigsnit is to communicate
with a user in the building next door.

" User-Controlled: The Internet allows users to exercise far more ehthen even
cable/satellite television or short wave radio. As titerhet exists now, a user can
skip from site to site in ways that are not dictatedithee the content providers or
the access provider. User-controlled filtering tools can hedprsu prevent
unwanted content from reaching their compufers.

" Decentralized: The Internet is based on open technical standards and was
designed to be decentralized. At the edges of the netimmdyators can create a
very wide range of applications and offer them withoeeksng approval or
coordination of the entities operating the core ofrtevork. This has meant that,
compared to other forms of mass media, the Interoks lehe kind of gatekeepers
that exist in legacy print or broadcasting media and olfevdbarriers to access.

" Open & Competitive: The Internet is relatively unconstrained by scarceuees
(as compared to, for example, radio and television breaddeamnnels) and can
accommodate an essentially unlimited number of endpaidtspeakers. Relative
to mass media, there is much greater parity between twmdesmall speakers
online. Differences in resources notwithstanding, any individaal post content
and make it accessible to the same global audieac¢ha of large media
companies.

While these characteristics have historically represemedtatus quo, access providers are
increasingly technologically capable and economically ratéiy to act in ways that would
alter these characteristics to the detriment of individuals’ enjoyment of human rights. Internet
neutrality is primarily concerned with preserving these attaristics, especially openness.

CDT defines Internet neutrality as the principle thatvglers of Internet access should not
discriminate in their carriage of Internet traffic the basis of its source, destination, content,

® Engineers’ brief, supranote 4.

" SeeCDT, Regardless of Frontiers: The International Right to Freedom ofdSgion in the Digital AgeApril
2011, http://www.cdt.org/files/pdfs/CDT-Regardless_of Frontiers wif5.p

8 See John B. Morris, Jr. & Cynthia M. Wong, “Revisiting User Control: The Emergence and Success of a First
Amendment Thery for the Internet Age,” U. of N. Carolina First Amendment Law Review, vol. 8, Fall 2009,
http://www.cdt.org/files/pdfs/morris_wong_user_control.pdf.
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or associated applicationinternet neutrality requirements are a key tool for zsking the
risk that access providers will distort competition agdiuce opportunities for free expression
online (for example by slowing the traffic from servickmt compete with their own
offerings). They are critical for ensuring that the in&t continues to promote openness,
innovation, and human rights as the role the Intertastspin world economies, governance,
and public discourse grows ever larger.

The Internet and Human Rights

The Internet reflects and has substantially advaneedcéntral, forward-looking concepts of
international free expression standards: borderlessmesshoice. The Universal Declaration
of Human Rights states, “Everyone has the right to freedom of opinion and expression; this
right includes freedom to hold opinions without interfexe and to seek, receive and impart
information and ideashrough any media and regardless of frontig!s Similarly, Article
19.2 of the International Covenant on Civil and Political Rights states, “Everyone shall have

the right to freedom of expression; this right shalludel freedom to seek, receive and impart
information and ideas of all kindeggardless of frontierseither orally, in writing or in print,

in the form of art, othrough any other media of his chaite

As a decentralized global network, the Internet offaBviduals unprecedented power to
seek and impart information across borders. It offetsonly unprecedented global reach for
individual speakers, but also unprecedented capacity fers#ivinformation sources ranging
from professional media sites to social networking sikesicational resources such as MIT
Open Coursewar¥,and video platforms for audiences to choose from.

Accordingly, there is growing international consensas the right to freedom of expression
must be fully protected on the Internet. In 2011, UN SpeRapporteur for Freedom of
Opinion and Expression Frank LaRue issued a landmark repaohline free expression,
calling the Internet “one of the most important vehicles by which individuals exercise their
right to freedonof opinion and expression.”*? LaRue and the special rapporteurs on freedom
of expression to regional human-rights bodies foricafr the Americas, and Europe also
jointly issued a set of principles for online free expression, including that “Freedom of
expression applies to the Internet, as it does to alhsnehcommunication. Restrictions on
freedom of expression on the Internet are only acceptabiiey comply with established
international standards.”*® The Human Rights Committee’s ICCPR General Comment 34

° Appropriate exceptions should be made for reasonabl@riemanagement. CDT has written extensively on
the practicalities of implementing Internet neutratities.See generallttps://wwwcdt.org/issue/internet-
neutrality.

19 Article 19 (emphasis added).

1 http://ocw.mit.edu.

12 UN Human Rights Council, Report of the Special Rapporteuhe promotion and protection of the right to
freedom of opinion and expression, Frank La Rue, May 2011, d&pckss-
ods.un.org/access.nsf/Get?0Open&DS=A/HRC/17/27&L ang=E.

13 Frank LaRue, Dunja Mijatovize (Organization for Secuaitg Co-operation in Europe), Catalina Botero
Marino (Organization of American States), and Faithsipdrakula (African Commission on Human and
Peoples’ Rights), Special Rapporteurs’ Joint Declaration on Freedom of Expression and the Internet, June 2011,
http://www.o0as.org/en/iachr/expression/showarticle.asiP=B8&IID=1.
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specifies that protected means of expression “include all forms of audio-visual as well as
electronic and internedased modes of expression.”** And in 2012 the Human Rights Council
issued a resolutiomhat the “same rights that people have offline must also be protected
online, in particular freedom of expression.”*>

Moreover, free expression is an enabling right, the eseei@f which feeds directly into the
exercise of other social, cultural, economicd political rights, “such as the right to
education[,] . . . the right to take part in cultural l&ad to enjoy the benefits of scientific
progress and its applications, . . . [and] the rights to freedom of association and assembly.”*®
And experience has shown how the Internet can empoweustangividual free expression
and access to information, but also political discoypaeticipation in culture, and economic
development! This magnifies the Internet’s unique power to advance a range of human
rights and underscores the importance of preserving that pbreeigh meaningful Internet

neutrality rules.

Internet Neutrality’s Role in Fostering Human Rights

In human-rights terms, preserving Internet neutralityamse preserving the power of
individuals to make choices about how they use the Internghat information to seek,
receive, and impart, from which sources, and through whichcss. This in turn advances
the other cultural and civil and political rights listedtie previous sectioff

Violations of the neutrality principle that amount todking certain information resources or
restricting what information Internet users can imparérotheir connection would have
serious implications for the right to free expressioar Example, blocking access to a
particular lawful blog because its content is disfavdmgdhe access provider would raise
obvious concerns. Indeed, the blocking of Internet contemstdigs has long been a leading
concern of Internefree expression advocates and was a major focus of thesp#dial
Rapporteur’s report.19

14 UN Human Rights Committee, General Comment 34, T 12.

5 Human Rights CouncilThe promotion, protection and enjoyment of human rights on theétter
A/HRC/RES/20/8, 17 June 2012, http://ap.ohchr.org/documents/dpagex?si=A/HRC/RES/20/8.

16 UN Special Rapporteur’s Report, supranote 12.

17 SeeCDT, Regardless of Frontiersupranote 7;see alsdvicKinsey, Online and upcoming: The Internet's
impact on aspiring countriedanuary 2012,
http://www.mckinsey.com/client_service/high_tech/lateshiimig/impact of the internet on_aspiring_countri
es

18 See, e.gHuman Right Council, Report of the Special Rapportatthe rights of peaceful assemble and
association, Maina Kiai, May 2012, 1 32,
http://www.ohchr.org/Documents/HRBodies/HRCouncil/Regular8atSession20/A-HRC-20-27_en.pdf
(“The Special Rapporteur notes the increased use of the Internet, in particular social media, and other
information and communication technology, as basic tobisiwenable individuals to organize peaceful
assemblies.”)

19 See supraote 12, 31 ("States’ use of blocking or filtering technologies is frequently in violation of their
obligatim to guarantee the right to freedom of expression.” In addition, the report concludes that “while States
are the duty-bearers for human rights, private actorbasidess enterprises also have a responsibiligsioect
human rights”).
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In the Internet neutrality context, however, outriglttcking often poses a much less realistic
threat than the risk that access providers will seekderidiinate among different types or
providers of Internet content. Discrimination among cantan refer to either prioritizing or
slowing down certain content for delivery over an access provider’s network. When the net
neutrality debate first flared in the US in the mid 2000s, dlvaad company executives made
statements not about blocking per se, but about thanedsther to obtain payment from the
services their subscribers used or to enter into spaciahgements with certain content
providers to guarantee faster delivery speeds. This detirée paid by content providers for
carrying their traffic— has continued to manifest in disputes over the termstigh large
content networks (such as Google/YouTube) and large access profgdelsas France
TelecomOrange) interconnect and exchange trdftiédnd there appears to be a growing
trend toward “sponsored data” arrangements, particularly in the mobile market, under which
content providers make deals with access providers to exbeiptontent and services from
data usage caps.

Discriminatory treatment of traffic has a more sulbilé nonetheless meaningful impact on
users’ rights. First, the means of identifying traffic to carry out discriminatory treatment may
impact the privacy of users’ communications. In addition, choosing freely from among the
myriad content, applications, and services available oopea Internet is an important part
of the exercise of the right to free expression onlinectiess providers speed up or slow
down access to certain sites, that choice risks becorhangllision of choice, with users
unwittingly steered toward particular content or servicesy tmight not have otherwise
chosen.

Moreover, the Internet is not simply another mass amedor the one-way dissemination of
content and information; it is also a platform foe thevelopment of new communications
tools. Much like the way the free expression right ieaabler of other rights, the Internet is
an enabler of varied, diverse media and services thatrinadvance the enjoyment of free
expression and other rights. Internet neutrality helpsgrme a competitive market for such
online content and services, fostering a diverse arrhyinformation sources and
communication tools that enables the enjoyment of hunghitsrby users of those tools. New
competitors benefit tremendously from the open Internet’s low barriers to entry. Once a

20 SeeEwan Spence:Why Orange's Dominance in Africa Forced Google To Pay For Traffic Over The Mobile
Network”, Forbes 20 January 2013, http://www.forbes.com/sites/ewanspence/2@®B0ky-oranges-
dominancen-africa-forced-googlé¢e-pay-for-traffic-over-their-mobile-network/. Providersloternet access
have been roundly criticized for regulatory proposalsyorfpayment from content and application providers
for the delivery of their traffic to Internet useBeeBody of European Regulators for Electronic
Communications, BEREC’s comments on the ETNO proposal for ITU/WCIT or similar initiatives along these
lines, November 2012, http://berec.europa.eu/eng/documgisterésubject matter/berec/others/1076-berecs-
commentsen-the-etno-proposdbr-ituwcit-or-similar-initiatives-along-these-lines; CDE;TNO Proposal
Threatens Access to Open, Global Interdehe 2012, https://www.cdt.org/report/etno-proposal-thmeate
access-open-global-internet.

L Data usage caps are numerical limits on the amount ofdatbscriber to an Internet access provider may use
per month. See e.g., Bruce Houghton, “Spotify Adds Germany's Deutsche Telekom To Growing Lisiobile
Deals,” Hypebot October 1, 2012, http://www.hypebot.com/hypebot/2012/10/spatifis-germanys-deutsche-
telekomto-growing-list-of-mobile-deals.html.
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company pays for its own Internet connection, it ingyagets access to the whole global
network— a virtually infinite addressable market. Small providers arftent, applications,
and services can compete directly for end users ochad®gically neutral playing field,
regardless of identity of the users’ ISPs.

By contrast, if the Internet were to move in a dirattwwhere each ISP may determine
whether and how fast its subscribers can access part@ntent and services, providers of
online content and services would face a very differenirenment. Every new service
would have to worry about how its traffic would be treated biouarISPs across the globe in
order to be assured reaching the largest potential audienddanéwitably, some application
providers would seek to gain competitive advantage by strikinig datdn ISPs for favorable
treatment. As deals with ISPs became commonplace, anybo did not strike such deals
might face significant competitive disadvantages. Qraises where paid priority was viewed
as a necessity, content providers may choose to witttheidcontent from the customers of
some access providers rather than pay. Whether througimskée of higher economic barriers
to entry (such as a small startup in South America nah@dhe leverage to pay to compete
in foreign markets) or through refusals to serve aer@rkets deemed not worth the cost, the
end result would be far fewer information sources and aeomuations tools for Internet
users.

Thus, the economic benefits of Internet neutrality neutral Internet that fosters competition
among Internet-based services and economic developm&sb enhance the human rights
benefits. By expanding the universe of information smire&d services, this open,
competitive environment supports user choice, free exprgsatxess to knowledge and
information, and public discourse and activism. The Idsa oeutral platform for online
services would undermine the ability of Internet users tq federcise their fundamental
rights online.

States’ Role and Guiding Principles for Neutrality Rules

The Special Rapporteurs’ Joint Statement on Freedom of Expression and the Internet,
recognizing the Internet’s power and the risk that interference with its use poses to free
expression, included the following clear and specific catl the protection of Internet
neutrality: “There should be no discrimination in the treatment of Internet data and traffic,
based on the device, content, author, origin and/or destinafi the content, service or
application.”22 Enacting laws or regulations to protect Internet neutrsligne step states
can take to heed this call and meet their obligation to grdtee right to freedom of
expression and opinion as well as other rights empowerételdpternet.

For state-owned access providers or providers with relgtidirect ties to government,
disproportionate or egregious interference withzeili’ use of the Internet may well rise to
direct violations of users’ rights under the ICCPR if they do not meet the standard for

% See supraote 13, 1 5.
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permissible limitationd® But where Internet access services are privately ruen ef
competitively offered, discriminatory actions by these piters can also restrict rights.
Indeed, the UN Special Rapporteur’s report noted that “the private sector has gained
unprecedented influence over individuals® right to freedom of expression.”®* And in such
contexts where actions by private entities can resigbts, the Human Rights Committee has
advised that “the positive obligations on States Parties to ensure Covenant rights will only be
fully discharged if individuals are protected by the Stat, just against violations of
Covenant rights by its agents, but also against actsngted by private persons or entities
that would impair the enjoyment of Covenant rights in soda they are amenable to
application between private persons or entities.”*

Below, we offer five principles to guide the substantive tgment of Internet neutrality
protections that can help states meet their duty to proestexpression and other human
rights online.

There should be a clear expectation that Internet access seres must be provided in a
neutral manner, without discrimination based on the content, aplications, or services
subscribers choose to accesshe core principle of Internet neutrality is that $Sfust not
discriminate among lawful traffic based on its contesdurce, destination, ownership,
application, or service. There is an emerging conseaswsg states and regions that have
taken up Internet neutrality to prefer application-agooste. nondiscriminatory, network
management: Reasonable, narrow exceptions should be permitted, bedisorimination—

% General Comment 34pupranote 14, 97 (“The obligation to respect freedoms of opinion and expression is
binding on every State party as a whole. . . . Such refijildgsnay also be incurred by a State party under
some circumstances in respect of acts of s&meé-entities.””) The UN Special Rapporteur’s report, supra note
12, summarizes how, to be permissible under internationamuights law, any such restrictions on free
expression imposed by states must be (i) transparentlylakxsani law, and (ii) the least restrictive means of
achieving a (iii) legitimate purpose as listed in Artit3 of the ICCPR.

24 UN Special Rapporteur’s Report, supra notel2, T 44.

% UN Human Rights Committee, General CommentT3ie Nature of the General Legal Obligation Imposed on
States Parties to the CovenaAtlopted 29 March 2004 (2187th meeting), 1 8, http://daccess-
ods.un.org/access.nsf/Get?0Open&DS=CCPR/C/21/Rev.1/Add.13&Larsgeralso Human Rights Council,
Report of the Special Representative of the Secr@aneral on the issue of human rights and transnational
corporations and other business enterprises, John R@gaing Principles on Business and Human Rights:
Implementing the United Nations “Protect, Respect and Remedy” Framework, March 21, 2011, (The
Framework rests ipart on states’ obligation as to third parties, as well as the “corporate responsibility to respect
human rights, which means that business enterprisesdshaiulith due diligence to avoid infringing on the
rights of others.”)

% See e.g. US Federal Communications Commissiteport and Order in the matter of Preserving the Open
Internet(GN Docket No, 09-191), Adopted 21 December 2010,

http://hraunfoss.fcc.gov/iedocs public/attachmatch/FCC-10-201A1. pdfdi@aaraadio-television and
Telecommunications CommissidrReview of the Internet traffic management practices ofreteservice
providers(CRTC 2009-657), 21 October 2009, http://www.crtc.gc.ca/eng/a@i09/2009-657.htm; Chile,
Ley nim. 20.453 Consagra el Principo de Neutralidad en la RetbpaCansumidores y Usarios de Internet,
http://www.leychile.cl/Navegar?idNorma=1016570 (in Spanish)h&hnds, Telecommunications Act,
adopted May 2012, discussion available at Door Ot van Daalen, “NetherInds First Country in Europe with Net
Neutrality,” Bits of Freedom blag8 may 2012, https://www.bof.nl/2012/05/08/netherlands-first-wgtin-
europe-with-net-neutrality/ (partial unofficial English tetation available at
https://www.bof.nl/2011/06/27/translatiom$-key-dutch-internet-freedom-provisions/; Solvenia, Zakona o
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including banning both prioritization and de-prioritizationtiffic — must be established as
the baseline expectation.

The scope of the neutrality obligation should be clearly definednd should account for
the crucial distinction between Internet access services angesialized services.CDT
prefers the term “Internet neutrality” because the goal is to preserve the openness of the
Internet— as opposed to other, non-Internet services that alsdeaffered using broadband
networks, such as stand-alone voice- or television-b¥eservices. The neutrality and
openness of the Internet platform can be adequatelygpedtevithout foreclosing the use
those networks for a wide range of non-Internet senaceterms and conditions of network
operators’ own choosing. But the line between Internet access and other services not subject

to a neutrality obligation must be clear; specialized sesvisest be truly specialized in the
sense of serving a specific and limited purpose. A servaepitovides a general-purpose
ability to send and receive data communications acros&ritiee Internet should not be
eligible for treatment as a specialized service.

The neutrality obligation should apply equally to fixed and mobile hternet access
services.In a converging world where mobile wireless connectivityexpected to make
Internet access increasingly ubiquitous, failing to address enabilild leave a gaping hole in
any policy meant to promote openness and nondiscriminatiaghe Internet. Mobile carriers
may face some special technical challenges, relating to agtdrg as spectrum limitations
and radio interference. Given these technical realitidst constitutes reasonable traffic
management on a mobile data network may differ from trenron fixed connections. But
there is no reason to think that mobile ISPs need to disaienamong traffic based on
content-related factors such as its source, ownershificaign, or service. Core neutrality
principles can and should apply to mobile Internet aceessces.

There should be clear guidelines for evaluating exceptions rfaeasonable network
management practices. Rather than attempting to specify which particular technical
practices are acceptable, Internet neutrality rulesldhestiablish clear but flexible criteria for
assessing the reasonableness of network management teshhigjudeviate from the non-
discrimination norm. As exceptions to the neutrality reégsonable network management
activities should be consistent with international homaghts standards regarding
transparency, narrow tailoring, and proportionality. Whargassible, traffic management
practices should be content- and application-neutral. i§hise most reliable way to ensure
that traffic management is applied fairly and evenly, anttti@ ISP is not selecting which
specific content or applications to favor or disfavoreTdS Federal Communications
Commission, the Body of European Regulators for Eleatr@ommunications, and the

elektronskih komunikacijah (ZEKorh) (Electronic Communications Act), adopted 20 December 2012,
http://www.uradni-list.si/_pdf/2012/Ur/u2012109.pdf#!/u2012109-pdf (English sanpavailable at
http://radiobruxelleslibera.wordpress.com/2013/01/03/slovegiiderces-net-neutrality-principles/.
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French Autorité de Régulation des Communications @gifues et des Postes have all
proposed criteria for assessing the reasonablenessiafrkehanagement practicds

The neutrality obligation should not apply to over-the-top services avéble on the
Internet. Internet neutrality must focus on the goal of preservingyinternet as a neutral,
non-discriminatory transmission medium. Thus, the obbga should apply to access
providers only, and not to the limitless array of contsatyices, and application available
over the Internet. Concerns over market power, cotip@tior the human rights impact and
obligations of these services are best addressed separatel

* * *

As the role of the Internet in the social, economic, and political areas of everyone’s life grows
ever greater, states must act to ensure that the enjoyrhboman rights is protected. We
strongly believes that rules based best principles will help preserve the Internet’s unique
power to promote free expression and other rights.

2" FCCOpen Internet Ordeiibid.; ARCEP,Internet and network neutrality: Proposals and recommendations
September 2012, pp. 226, http://mww.arcep.fr/uploads/tx_gspublication/net-neutralitentations-sept2010-
eng.pdf;, BERECSummary of BEREC positions on net neutralitgcember 2012, p. 6,
http://berec.europa.eu/files/document _register store/2012/12(B2R 146 _Summary of BEREC positions o
n_net neutrality?.pdf.
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Net Neutrality from a Public Sphere Perspective

by Francesca Musiani and Maria Loblich

Introduction

The Internet impacts social communication and the publiersp and this impact has
consequences for the political shape of the communicataer o therefore, for society as a
whole. One important question in this regard is which regulatcaynework is being
developed for the Internet, and how this framework enantesat the same time restricts
communication in the public sphere. Net neutrality is et very core of this question:
distribution channels can be used as a means to disatanircontrol, and prevent
communication. In other words, content and user behaaor be controlled through the
architecture of the physical layer and the “code” layer of the Internet. The discussion on net
neutrality touches fundamental values (public interesgedom of expression, freedom of the
media, and free flow of information), that communicatiguicy authorities in liberal
democracies frequently appeal to in order to legitimize tihegrventions in media systems.
The implementation of these values, from a normativentpof view, is seen as the
precondition for media to create the public sphebe it online or offline- and thus fulfill its
function in society (Napoli, 2001).

Differing concepts of the public sphere are present imihik of several authors. However,
the concept developed by Jiurgen Habermas (1989; Calhoun, 199&; Liumgstone, 2013;
Splichal, 2012; Wendelin, 2011) is widely recognized as being thet nmfluential.
According to Habermas, the public sphere links citizerspower holders; it is “a realm of
our social life in which something approaching public opinion can be formed.” Habermas’
concept of the public sphere centers on deliberation. iBuig deliberation requires that
“access is guaranteed to all citizens” (Habermas, 1984, p. 49). This emphasis on access makes
this concept of the public sphere particularly useful foireestigation of the net neutrality
debate. Peter Dahlgren (1995, 2005, 2010) developed Habermas’ notion of the public sphere
into an analytic tool in order to study the role of the mexd the Internatis-a-visthe public
sphere. According to Dahlgren, the public sphere is “a constellation of communicative spaces

in society that permit the circulation of informatiaodeas, debates ideally in an unfettered
manner- and also the formation of political will” (Dahlgren, 2005, p. 148). Traditional media
and online media play an important role in these spaces or “public spheres” (as there are
distinct, sometimes overlapping social spaces that tibates different public spheres;
Dahlgren, 2010, p. 21).

Dahlgren (1995) distinguishes three analytical dimensionsegbublic sphere: the structural,

the representational, and the interactional. The tstralcdimension refers to the organization
of communicative spaces “in terms of legal, social, economic, cultural, technical, and even

Web-architectural features” (Dahlgren, 2005, p. 149). These patterns impact Internet access.
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The representational dimension directs attention toianeditput and raises questions
concerning fairness, pluralism of views, agenda setting, adeal biases, and other
evaluation criteria for media content. According to Dadh, representation remains highly
relevant for online contexts of the public sphere. Theractional dimension focuses on the
ways users interact with the media and with each athearticular online sites and spaces. In
these “micro-contexts of everylay life” users deliberate on meaning, identity, opinions, or
entertain themselves (Dahlgren, 2005, p. 149).

We use these analytical dimensions as a heuristic frarkewadentify net neutrality areas
that are relevant for communication studies; thus, danbnsion serves as an entry point into
a particular set of net neutrality issues. The strattimension is an analytical starting point
for examining the bundle of net neutrality issues that ratated to access to the Internet
infrastructure for individuals and collective entitidhe representational dimension leads to
the question of how net neutrality relates to online content. We refer to content “accessible in
the public Internet,” as opposed to secure or closed private networks (Marsden, 2010, p. 29).
The related issues are content diversity, contral, @nsorship of social communicatien
although, of course, net neutrality is just one aspécthese debates. The interactional
dimension directs attention to the modes, culturesspades of social communication online
and whether they are affected by net neutrality. Closed systems or “walled gardens” will
illustrate the extent to which the potential benefits ofr@ninteraction and deliberation can
be impeded or lost.

Dahlgren outlined these dimensions before the Interneti@sa widely diffused; thus, there

is some overlapping when they are applied to online sp&oagent control carried out by
Deep Packet Inspection (DP})packet filtering techniques examining the data and the header
of a packet as it passes an inspection point in the netwanly affect interacting users as
much as media organizations. While Dahlgren pointed to theirtguof the representation
and interaction dimensions in relation to the Internedditional mass communication
categories such as “one-t0-many” versus “one-t0-one” can no longer be separated as clearly
(Dahlgren, 2005, pp. 149-150). However, by distinguishing accessamentinfrastructure,
diversity of content transmitted via Internet infrasture, and user interaction enabled
through Internet infrastructure, these dimensions prowgh@itant analytical tools.

Structural Dimension: Access to the Network for Content Producers

Architectural, economic, and other structures shapertpnization of communicative spaces
and constitute the framework for different actors’ access to Internet infrastructure. Net
neutrality bears technical implications and economic conseggefor audiovisual content
producers, news media outlets, and other corporate coptewiders. These implications
influence the definition and the implementation of theality of service principle. This
principle is essential for audiovisual service providers iseaideo on demand needs to be
delivered by strict technical deadlines (“real-time” traffic). Delays severely and negatively
affect the viewing experience (van Eijk, 2011, p. 9). By contrast, an email “just needs to get
there as soon as (and as fast as) possiblea(kd- ‘best-effort’ traffic)” (Clark, 2007, p. 705).
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Therefore, some authors make the point that network geamant can benefit content
providers and consumers by making the flow of traffic muastanced, or smoother (Yoo,
2012, p. 542).

In order to prevent network overload at times of peak yusagporate content providers make
quality of service one of their priorities. Google haglthits own infrastructure of server
farms and fiber-optic networks in order to store content and g&ire quickly to end-users
(Levy, 2012). Economists have argued that producers of thegeagtation of online video,
who depend “critically” on the prioritization of data, need a legal or quasi-legal assurance of
their delivery (Hahn & Litan, 2007, p. 605). Proponents of netrakly; however, emphasize
that the priority should be to keep the costs of market entry as low as possible for the “lowest
end market entrantsapplication companies” (Wu & Yoo, 2007, p. 591).

As the Internet becomes an increasingly important digtab channel for traditional media,
the boundaries of old business models (television, telewmication) blur. Problems arise
with the interaction of content and networks (Vogeds&®10, pp. 8-9). In the view of many
scholars, deviations from network neutrality do not ne#gsharm users and media
organizations. However, these scholars generally acknowtbdgesituations where Internet
service providers become content providers may favor th@ementation of network
management techniques in order to discriminate against compeftaviders can exclude
competitor content, distribute it poorly, or make compeditpay for using high-speed
networks (Marsden, 2010, p. 30; van Eijk, 2011, p. 10). Critics feanidar model, derived
from cable TV industry, where cable providers “charge a termination fee to those who wish to

get access to the user” (Marsden, 2010, p. 18). In particular, this would mean a burden for
new media businesses and non-commgservices, such as citizens’ media and blogs. While
large content providers are able to negotiate free or praitable access, smaller content
providers with less contracting power are forced to pay cB¥leperators for access. As a
result, net neutrality might be easily circumventethtdoy large content providers and ISPs
(Marsden, 2010, pp. 18, 101). While some scholars argue thatusinéitrd competition laws
are sufficient to protect upstart content providers from tiagaonsequences of vertical
integration and concentration (Hahn & Litan, 2007, p. 606grsthrgue that there are limits
to competition in the access network market due to high fiests that restrict market entry
(Vogelsang, 2010, p. 7).

In Europe, a special concern is public service broadcadtlagy scholars demand an open
and non-discriminatory access to distribution for tl@sviee. Several German authors, for
instance, regard must-carry rules as a suitable instrutmesgcure the circulation of online
services: They suggest introducing a classification of onénéces that fulfill indispensable
functions for public sphere, contribute to the diversifyopinions, and, therefore, should
enjoy the privilege of must-carry rules. They clasgififplic service broadcasting as such an
indispensable service (Holznagel, 2010, p. 95; Libertus & Wie20&4,, p. 88). The question
remains, however, who decides which services should gefptividege and, in general,
whether net neutrality will only apply to public service brcesimg (directing other content
into the slow lane) or to all content providers (Marsd1.0, pp. 83, 98).
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Representational Dimension: Diversity and Control of Content

A functioning public sphere is based on the representatidhe diversity of information,
ideas, and opinions (Dahlgren, 2005, p. 149). Different technieatipes of inspection or
prioritization of data packets, for political or law erdement purposes, shape net neutrality
in various ways. They condition access and circulatiocoatent and restrict the variety and
diversity of such content.

A number of technical practices are currently availablgdeernments and the information
technology industry to control or restrict content. Exespare bandwidth throttling (the
intentional slowing down of Internet service by an 13R)¢cking of websites, prioritization of
certain services to the detriment of others, and DeegePatspection (DPI). The latter has
several implications, beyond net neutrality, for privaaypyright, and other issues. DPI may
be implemented for a variety of reasons, including tteckefor protocol non-compliance,
virus, spam, intrusions; the setting of criteria to dewitiether a packet may go through or if
it needs to be routed to a different destination; andctitiection of statistical information
(Bendrath & Mueller, 2011; Mueller & Asghari, 2012).

As a technology capable of enabling advanced network managemeruser service and
security functions potentially intrusive or harmful to ugeivacy — such as data mining,
eavesdropping, and censorshipPI has been framed in a predominantly negative way. This
is due to the fact that, even though this technology hexs beed for Internet management for
many years already, some net neutrality proponentgtaathe technology may be used to
prevent economic competition and to reduce the openrietb® dnternet. Indeed, this has
already happened. For example, in April 2008, Bell Canada wassextof using DPI
technology to block pedp-peer traffic generated not only by clients of its ser8gepatico
but also by other consumers relying on independent ISPs @ané&r Mueller, 2011, p.
1153). Thus, net neutrality proponents argue that the purpad®Ilofleployment is crucial
and should be made as transparent as possible (Ufer, Zaitthlermore, emphasis is put on
the need to further reflect on the extent to which tinpleyment of filtering techniques is
bound to specific cultures. Blocking of content sometinakes place in specific contexts
where it is regarded to be harmful to the public or to seeggment of the public, as is the
case for hate speech. Some researchers warn thatigh@ayed by local values and cultures
in the deployment of such measures should not be undesiestirtGoldsmith & Wu, 2006;
Palfrey & Rogoyski, 2006, p. 33). However, others emphasg&tead that the implementation
of these techniques, especially if bent to the requiren@npmlitical actors, may lead to
biases in, blockings of, or censorship of the content afi@lbommunications. These scholars
emphasize the power that ISPs have to ‘“control access to vast expanse of information,
entertainment and expression on the Internet” (Blevins & Barrows, 2009, p. 41; Elkin-Koren,
2006).

The intermediaries of the Internet economy havetélobnical means to implement traffic
shaping practices, as well as a number of measures thatissreptible to affecting diversity
of content on the Internet such as DPI or filtering.f&o the directive or mandate to shape
traffic has often come from governments. The literaideatifies two central motivations for
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political actors adopting these practices. First, thegy e used by authorities as an
investigation tool. ISPs are sometimes used as “sheriffs” of the Internet, when they are placed

in the position of enforcing the rules of the regime maokh they are doing business (Palfrey
& Rogoyski, 2006). The use of these measures is alsbuaéid to security purposes such as
the fight against terrorism, child pornography, online piraayith all the controversies this
raises in terms of setting critical precedents (Marsédém0, pp. 19, 67, 81 or to allegedly
protect largely shared values such as the protection of snoradhe fight against hate speech
(Marsden, p. 102). These techniques are also used for lawcemint in the area of
intellectual property protection. For example, in thenmdas Comcast controversy of 2007,
one of the first controversies labeled as net neuytradiaited, the U.S. broadband Internet
provider started blocking P2P applications, such as BitTorfidre stated rationale was that
P2P is used to share illegal content and the provider’s infrastructure was not designed to deal
with the high-bandwidth traffic caused by these exchand\ccordingly, the cinema and
music recording industry have repeatedly taken positionsistgaet neutrality in their fight
against “digital piracy” (Bendrath & Mueller, 2011, p. 1152; Palfrey & Rogoyski, 2006, p.
45). Civil society organizations and some political actargehvocally opposed both these sets
of motivations, deemed as inadequate to justify an inedeasntrol of data and the invasion
of freedom of speech rights (Libertus & Wegener, 2011, p. 87)

Interactional Dimension: “Walled Gardens”

Net neutrality breaches also have effects on theadtienal dimension of the public sphere.
The formation, in the landscape of information and comoatioin technologies, of so-called
“walled gardens” — the carrier offers service without access to the widesrnet, controls
applications, and restricts non-approved conterftas important implications for online
interaction and illustrates the extent to which the pg@kmadvantages leveraged through
online interaction and deliberation can be short-diecliiby restrictions on software and
content (Marsden, 2010, p. 88).

The debate over the neutrality of the Internet gerhaps surprisingly often separated from
a reflection on the attacks on the universality of treb\WHowever, the two largely overlap in
the economic strategies of content providers and apjolic designers on the Web and their
effects on the network (Dulong de Rosnay, 2011). The tendency to create “walled gardens” is
perhaps the best illustration of this phenomenon. Fompbe social networking services
harness users’ personal data to provide them with value-added services but exclusively and
specifically on their own sites. In doing so, they contribute to the creation of sealed “silos” of
information, and they daot allow users to export or recover data easily. The “giants” of
digital services manifest, more and more frequentlyr timééntion to become broad social
platforms underpinning the entire spectrum of web servisésg these strategies. In fact,
their goal is oftentimes to direct users to specific cenoml services, to closed economic
systems and stores that control not only the software that can be installed on users’ devices
but the content (Zittrain, 2008)

This is an issue of both application discrimination amatent discrimination (Marsden, 2010,
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p. 88). The ways in which content providers rely on appticatthat depend on major social
networking players reinforces this logic of partition agate-keeping. The walled gardens
phenomenon has sal been described as “balkanization” or “gilded cages.” Hardware
manufacturers also seek to ensure a “captive audience”: The model proposed by Apple,
notably, forbids providers of content and media to dirgotbpose applications to users and
prevents them from buying paid goods, such as music or digitsds, outside of the Apple
ecosystem (which includes, e.g., a partnership with Amazon).

Breaches of neutrality also affect the applicatiopetaitself. Girriers “offer exclusive,
preferential treatmento one application provider,” thereby creating walled gardens of
preferred suppliers (Marsden, p. 88). Search engines elibeis answers to queries based on
advertising revenue, while endorsement systems such as “Like” on Facebook and “+1” on
Google, and social networking/recommendation systems sudieasow defunct Ping for
iTunes, form a set of competing systems that affecetitire value chain of the Internet. The
issue of “exclusivities” — especially in the mobile Internet and of the mergers between
communication operators and other stakeholders, such agrDeed Orange, are further
symptoms of the emergence of vertical conglomerates.

The walled gardens phenomenon, as an illustration of tleeastional dimension of the
public sphere, bridges the structural and representationaindions by revealing the close
connection between the diversity of content and ‘ihieersity of stakeholders who have
editorial control over that content” (Herman, 2006, p. 116). The policy implemented by Apple

in relation to applications developed by external actoseésn as a possible way to downplay
unwelcome political and cultural ideas. Preventing an agictdrom running on Apple
devices may have immediate implications for diversityalitical views. Similarly, an ISP
may or may not allow users to select some of the Vites sontained or barred from the
garden, thus hindering expressions of political and soda@tifeance with network
management choices (Nunziato, 2009, pp. 5-8). The isolafioantent on specific networks
or services from other content on the wider Interpetyenting broader interaction between
them, is reinforced by the “cumulative effect” of walled gardens. If a sufficient number of
people join a service and the service is able to reaclitieacmass of users, the system
becomes self-reinforcing. The companies managing theraldeeto move toward a quasi-
monopoly (Marsden, 2010, pp. 67, 186-194).

Legal scholar Christopher Yoo argued that ISPs and companibsasué\pple may be
considered as editors, endowed with “editorial discretion” and equipped with “editorial
filters,” because of their de factoright to remove inappropriate content (2005, pp. 47-48). He
controversially points out that “the fact that telecommunications networks now serve as the
conduit for mass communications and not just petegmerson communications greatly
expands the justification for allowing them to exexcélitorial control over the information
they convey. In the process, it further weakens the inafeor of network neutrality” (Yoo,
2005, pp. 47-48). In this view, net neutrality measures would beterebeneficial as they
would prevent ISPs from providing some guarantee of qualityoafent, when faced with
information overload. For example, Blas and Barrows (2009) stated that “certain ISPs may
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not want to carry speech that in their determinatiomdecent, pornographic, or related to
hate groups or particular religious or political persuasions” (p. 38). However, the comparison
made by Yoo with editorial rights of newsrooms (2005, pp. 46appears inadequate, as
journalism is a profession with its own logic, self-urelending, norms, rules, and programs,
which do not apply to ISPs. Herman (2006) pointed out that bapadproviders are not
considered to be editors. In addition, giving editociahtrol to users of the Internet, rather
than providers, best exemplifies democratic goals (BleviBa&ows, 2009, p. 41).

The issue of walled gardens and net neutrality is furthempoanded (and complicated) by
the advent of the mobile Internet, for which the alltbandwidth remains scarce. At the
same time, mobile networks increasingly constitute the first “entry point” into the Internet for
several regions in the world first and foremost, Africa. Access restrictions oabites to
certain protocols, such as Voice over IP (VoIP), and ditmtis, are officially justified by a
poor allocation of band frequency. But they are oftenbatiable, behind the scenes, to
industrial battles. The motéstered by Apple’s iPhone (and its “cousins”, such as Amazon’s
Kindle tablet) contributes to the change in the market’s power relations, by contributing to the
shift of power from the operator to the hardware manufac(@erien & Maxwell, 2011, p.
64).

Many of the most recent attempts to circumvent net niéytrdirectly involve mobile
telephony. In the summer of 2010, Google and Verizon wereissisty the prices that the
“giant” of search would have to pay to the operator for a “preferential treatment” given to the
videos of Google’s subsidiary YouTube. The reasons why Google — previously very much in
favor of Internet providers’ independence — changed its position are numerous, but the first
and foremost is the ongoing battle between Google’s Android and Apple’s iPhone. By
blocking some of Google’s applications — notably a system allowing to telephone via the
Internet rather than the mobile network, and the appliesitior geo-localized advertisement
— Apple has shown the force of a system installed behstdedy wall of exclusivity. Also, in
order to be diffused on the iPhone, YouTube’s videos need to be encoded in the H264 format,

for which Apple has patents. Google has now replied withWlebM format, bought from
On2 Technologies and transformed into an open web medjacprdhe speed at which
YouTube became the primary video streaming service on teenét may reinforce this
tendency to WebM, which has become the standard o@hatime and Firefox navigators
since April 2011. This battle between Google and Apple shows bwen if there is a
diversity of applications serving the same end, the ladpenness of such applications limits
interaction, at best, to within each of them, thereby traaducing interoperability and
access.

The danger of these power plays has not gone unnoticedblase Interviewed by thRew
York Timeson November 14, 2010, Tim Wua whose then-recently published bodke
Master Switchdescribed the rise-andl cycles of great “communication empires” (Wu,
2010) - gave a disenchanted view of the Cupertino firm and its deeeased CEO Steve
Jobs, noting that “firms today, like Apple, make it unclear if the Internet is something lasting

or just another cycle . . . The man who helped crseersonal computer 40 years ago is
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probably the leading candidate to help exterminate it. Hisrvisas an undeniable appeal, but
he wants too much control” (Wu & Bilton, 2010).

Conclusions

Net neutrality is concerned with the organization ofdah&ne public sphere infrastructure, in
particular its technical, and especially its economic @maer structures. At the same time,
net neutrality takes into account the interests ofoldl new content providers and of Internet
users and Internet service providers. Large content prsvgleh as Google and Facebook
are not the only “gatekeepers” in the Internet. Internet service providers, perhaps more than
any other entity, enable and constrain online communicaleh neutrality research takes
their position into consideration, exploring how dieemsterests can be balanced in the light
of increased bandwidth usage, quality of service demands, anitedlii mobile Internet
capacities.

A functioning public sphere is based on the representatidhe diversity of information,
ideas, and opinions. Traffic shaping and filtering measarespplied for economic reasons,
but also for political and law enforcement ones. Thesasures can be fostered by other
actors than Internet service providers.

The existence of “walled gardens” points to the fact that interaction in the online public
sphere can be impeded by restrictions on software and tomefosed platforms, providers
decide which applications, content, and information amval and which are not allowed
within the service. Proprietary, closed systems setdifor connecting to the Web and pose
limits to the user’s individual capacity to refine or develop new applications based on existing
ones. Users, when confronted to the net neutrality debatesequipped with diverse and
uneven tools. Not all users have the technical knowledge enabéng to make informed
choices these are therefore, out of necessity, often leftside the realm of political
intervention and to the exclusive authority of the marKehus, actors with large and
multifaceted stakes in the Internet value chain aretantig on the verge of monopolizing a
debate with underlying impacts on social architecture, fundehdreedoms, and the
conditions for democratic expression

There is some overlapping and interrelation between ithergions, due to the blurring of
categories in an online public sphere. However, the threlgtisah dimensions- accessd
Internet infrastructure, diversity of content transnditiga Internet infrastructure, and user
interaction enabled through Internet infrastructut@ghlight how a perspective grounded in
communication studies can complement the frameworksedffen the economic and legal
traditions, thereby offering a more robust basis fom&grmed debate on the issues raised by
the contested net neutrality terrain. The public spherepgetise connects, for example,
scholars interested by freedom of expression and speéthhose concerned by issues of
economic advantage, monopoly, and concentration. &efendamental issues central to
communication studies, which have been re-labeled as ogtlity — for example network
(de-)centralization, bottleneck regulation, monopoly amehmetition, public service values
reappear in new forms in the Internet environment.
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Net Neutrality:
Ending Network Discrimination in Europe

by Raegan MacDonald and Giusy Cannella

Introduction

The internet’s continuing success rests on its three foundational principles: 1) that all points in

the network should be able to connect to all other pomthe network (theend to end
principle); 2) that all providers of the internet should makerthest effort to deliver traffic
from point to point as expeditiously as possible (best effort principle and 3) that
everyone should be able to innovate without permis§iom anyone or any entity (the
innovation without permission principleCollectively, these principles are the foundation of
the openness and neutrality of the internet.

In practice, this means that Internet Service Providbeseafter ISPs) must treat all internet
traffic on an equal basis, no matter the origin or tgbecontent or means (equipment,
protocols, etc) used to transmit packets, leading to the term “network neutrality.” Yet, every
day, ISPs are violating these principles, engaging in wkateffectively network
discrimination, that is- as elaborated upon in this paper - discrimination thas I&ply on
traffic on the network.
In May 2012, the Body of European Regulators for Electr@@mmunications (BEREC)
published the findings of a joint investigation with the Eussp&ommission regarding
traffic management. It revealed an increased trend oftipsrrestricting access to services
and sites. The most frequently reported restrictionsherélocking and/or throttling of peer-
to-peer (P2P) traffic, on both fixed and mobile networks, amel llocking of internet
telephony (Voice over IP), mostly on mobile netwdrks
Access strongly believes that the only way to stop arbitrargritisination online is to enact
legislation enshrining network neutrality in law. Around the ldidhere have been few, but,
significant legislative initiatives to codify network neality. In 2010, Chilé was the first
country to adopt legislation explicitly laying out network nelitly principles, followed by

! By “Internet Service Providers” (ISPs) we are referring to companies that provide internet access to the public,
sometimes called‘internet access providers”. Many but not all of ISPs are telephone companies or
telecommunications providers.

2 BEREC/European Commission, A view of traffic managemedtasher practices resulting in restrictions to
the open Internet in Europe - Fingdinfrom BEREC’s and the European Commission’s joint investigation, 2012,
BoR (12) 30, 28 May 2012: https://ec.europa.eu/digital-agenda/sites/digital-
agenda/files/Traffic%20Management%20Investigation%20BEREC_2.pdf.

3Access (AccessNow.org) is an international NGO that deferdigxtends the digital rights of users at risk
around the world. Combining innovative policy, user engagenaad direct technical support, we fight for
open and secure communications for all.

“Bill 4915: Amendment to the Chilean Telecommunications : Act
http://www.camara.cl/prensa/noticias_detalle.aspx?prmid=38191.
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the Netherlandswhich, in 2011, became the first European Union Member Stajeaimntee
that “providers of public electronic communication networks which deliméernet access
services and providers of internet access services dunu#r or slow down applications and
services on the internet.” In 2012, Sloveniaalso enshrined the fundamental principle of net
neutrality in law, and other countriessuch as Brazil, Germany and Francare currently
moving in the same direction. We strongly urge the Europkeon to follow their examples
and thereby ensure that net discrimination does not occur iMamper State.

The purpose of this paper is to provide more detailed insigbitthe issues surrounding the
network neutrality debate in the European context. As tliatdes often highly technical and
subject to many misunderstandings, this paper will provide a Hasfi@ation on some of
these main topics, particularly the definition of networkcdmination, what constitutes
“reasonable” traffic management and its impacts on the economy and tdarhental rights
to privacy, data protection, and freedom of expression.

Benefits of net neutrality

As of June 2012, more than 2.7 billion pedplever a third of the world's populationhave
access to the internet, with more than 600,000 new users timgneach and every day
These figures are particularly substantial if we look at EHuropean Union where, of 500
million inhabitants, 67.5% of the population is conréco “the network of networks™.

Unfettered access to the internet is becoming recognisadbasic human right Frank la
Rue, UN Special Rapporteur on the Promotion and Proteofidhe Right to Freedom of
Opinion and Expression, has underlined the fact thainteenet is a gateway through which
fundamental rights can be realised, notably the freedifrexpression and association, but
also the rights to access culture and educHtidturthermore, an open and neutral internet
without discriminatory interference of any sersafeguard the fundamental rights to privacy
and data protection.

*Summary from Bits of Freedom of the amended Dutch Telecoriwatipns Act:
https://www.bof.nl/2011/06/27/translatio$-key-dutch-internet-freedom-provisions/.

® Innocenzo Genna, Slovenian reinforces net neutralityciptes, radiobruxellaslibera, 30 January 2013:
http://radiobruxelleslibera.wordpress.com/2013/01/03/slovegiiderces-net-neutrality-principles/.
International Telecommunication Union: The World in 2013 - |ICTctfa and Figures:
http://www.itu.int/en/ITU-D/Statistics/Documents/fatGTFactsFigul3.pdf. res20

®Infographic on internet usage, Royal Pingdom, 2012: http://piggdom.com/2012/02/16/almost-8-new-
internet-users-added-worldwide-every-second-infographic/

°European Commission, 2012, Digital Agenda Scoreboard 2012: /fetpsuropa.eu/digital-
agenda/sites/digital-agenda/files/scoreboard_life_online.pdf.

9 The Atlantic 2011, United Nations Declares Internet Access Basic Human Right:
http://www.theatlantic.com/technology/archive/2011/06/ufit@tions-declares-internet-access-a-basic-human-
right/239911/.

1 UN General Assembly, 1'7Session, Report of the Special Rapporteur on the piamand protection of the
right to freedom of opinion and expression, Frank La Rue,2¥ (A/HRC/17/27), Official Record, Geneva,
2011: http://mww2.ohchr.org/english/bodies/hrcouncil/docs/1 7ae#siHRC.17.27 _en.pdf.
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The importance of an open and neutral internet has aésoreeognised by several respected
institutions: from the Council of Europé,and the OECDB? to the World Bank, for the
exercise of human rights, and also as a platfornreéonomic growth. In particular, a World
Bank report reveals that there is a direct correlabietween the increase of high speed
internet connection and development across all le¥elececonomy and sociéfy

In 20 years, the digital market has become quite possiblgiteatest driver for job creation,
innovation, and competitiveness the world has ever knows. fas been possible thanks to
an open and neutral platform allowing web entrepreneuetier the market and innovate
with groundbreaking ideas.

In a joint lettet® delivered at a June 2013 event in the European Parliamganised by
Access®to discuss the importance of network neutrality, a coalii®20 European startups
asked EU Commissioner for the Digital Agenda Neelie Krimekeep the internet open and
neutral so they can continue to innovate “without permission” of ISPs that may want to play
the role of gatekeepers.

However, internet access services in Europe are frequeisttyiminatory, a practice that
must be stopped if fundamental rights are to flourish ané¢baomic benefits of the Digital
Single Marketre to be realised.

What is network discrimination?

Access defines “network discrimination”’ as the tendency of ISPs to intentionally and

arbitrary apply restrictions to users’ access to the open and neutral internet. Generally
speaking, network discrimination can take plaster alia, in the following ways:

a. Blocking of applications and servicesln order to maximise profits, some ISPs that
also offer their own services and applications online, uebecicertain services and
applications of competing market players. The most prorhioase of this form of
network discrimination is European mobile providers (like Déwtsdelekom)

Y2Council of Europe, 2011, Recommendation CM/Rec(2011)8 of the Corarofttdinisters to member state
on the protection and promotion of the universalitjtegrity and openness of the Internet:
https://wcd.coe.int/ViewDoc.jsp?id=1835707.

13 OECD Input to the United Nations Working Group on InterneteBuance (WGIG), 2005:
http://www.oecd.org/sti/ieconomy/e-
bookoecdinputtotheunitednationsworkinggrouponinternetgovernancefotm#p

“World Bank Group, Summary of the 2009 World Bank Group Reportre:he
http://web.worldbank.org/WBSITE/EXTERNAL/NEWS/O0,,contentid22231347~pagePK:34370~piPK:344
24~theSitePK:4607,00.html.

0Open Letter by European CEO to the European Commission:
http://www.reddit.com/r/POLITIC/comments/1fnlr7/net_neutyabpen_letter by european_ceos_to/.

16 Schaake Marietje, 2013, Guaranteeing competition and therteemet in Europe, program and video of the
full event here: http://www.marietjeschaake.eu/livestteguaranteeing-competition-and-the-open-inteimet-
europe/.

7 Access, 2013, Q&A on Network discrimination in Europe, Asces
https://s3.amazonaws.com/access.3cdn.net/b4f8ee73a73517829¢_sam6b8g51.pdf.
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blocking or restricting the use of Voice over IP (VolB)ices (like Skype and Viber)
for their customers.

b. Slowing or “throttling” internet speeds: Some ISPs slow down specific services (like
YouTube) and applications (like Skype), or ask users to pagxtma fee to have
access to these internet platforms. Given the highdgté&delay) sensitivity of many
applications, ISPs are able to compromise the correctifining of these services by
slowing them down, preventing the services from running phlpp&ften ISPs—
especially telecommunication companiesio this to favour their own voice calling
services over VoIP services, thereby crushing competition.

c. Blocking websitesISPs often block websites for a number of reasottssecure their
network, or to avoid competition, and sometimes for apgublic relations or
political reasons.

d. Preferential treatment of services and platformsISPs can also impose data caps on
internet access contracts while giagtdata allowance exceptions to a company’s
own proprietary streaming services (like Deutsche Telekom to its own “T-
Entertain”)*®. They can (and do) also grant preferential treatmeselkect services
such as Orange France with the popular music streaminges@&eeze?® — ahead of
other competitors, effectively imposing anti-competitiveitations on markets such
as those for legal online music. Moreover, generally onlgelawell-established
companies can afford this preferential treatment, rieguih a further stifling of
innovation.

What is “reasonable” traffic management?

Discriminatory practices are often justified by I8Pss “reasonable” traffic management
implemented to limit congestion on their networks. Howevsgrd is a fine line between
preventing saturation by slowing down or throttling certaiaastrs and degrading the quality
of competing services. This leads to another questidrnisrdebate: what do acceptable traffic
management practices look like?

BInformation Week, 2009, Deutsche Telekom Restricts Skype OnPhone;
http://www.informationweek.com/personal-tech/smart-phtegsche-telekom-restricts-skype-
ipho/216402527.

Gigaom, 2013, Deutsche Telekom's “anti-netneutrality” plans alarm German government:
http://gigaom.com/2013/04/25/deutsche-telekoms-anti-net-newtpddih s-alarm-german-government/.

Plum Consulting, 2011, The open interret platform for growth- A report for the BBC, Blinkbox, Channel
4, Skype and Yahoo: London, p. 19: http://www.plumconsultingképdfs/Plum_Oct1l1l The_open_internet_-
_a_platform_for_growth.pdf.

%0 Cable.co.uk, 2011, Orange partners with Spotify rival Deduttn://www.cable.co.uk/news/orange-partners-
with-spotify-rival-deezer-800721617/.

2 plum Consulting, 2011, The open internet platform for growth- A report for the BBC, Blinkbox,
Channel 4, Skype and Yahoo: London, p. 19:
http://www.plumconsulting.co.uk/pdfs/Plum_Octl1l_The_open_internetplatiorm_for_growth.pdf.
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Traffic management is “reasonable” when it is deployed for the purpose of technical
maintenance of the network, namely to block spam, virasedenial of service attacks, or to
minimise the effects of congestion, whereby equal typésafiic should be treated equally
as established by the Dutch net neutrality law. Trafficagament techniques should only be
used on a temporary basis, during exceptional moments.

When traffic management practices are put in place to potkee purposes or are used on a
permanent basis, they should be considered as unreasoRatilgermore, discriminatory
practices- such as blocking and throttling competing services should bdygteahibited by
law as they threaten citizens' fundamental rightsuamtermine the proper functioning of the
online marketplace.

However, many ISPs claim that the exponential growtieb usage, particularly bandwidth
intensive video applications, along with the alleged riseinfrastructure costs, cause
congestion on the network and that without a degree ofdnmainagement; congestion would
make it impossible for users to enjoy sufficient qualifyservice. In response to the alleged
“data explosion”??, ISPs are making greater use of traffic management tretmin order to
provide “guaranteed quality of service,” which is the ability to provide different priority to
different applications, services, or data. However, gteeany a certain quality of service to
the detriment of other types of data, applications, sesyviet., at their sole discretion is a
violation of the best effort principle, and therefaan not be defined as reasonable traffic
management.

Access believes that allowing ISPs to offer guaranteedtgudliservice exclusively to one or
more applications within a class of applications (for gxenbetween VolP applications)
should be prohibited. Indeed, this type of preferential treatment interferes with users’ ability

to use the applications and services of their choitbowi interference from ISPs. It also
enables these latter to use the provision of quality eicgeas a tool to distort competition
among applications within a class, which is exactly whavoek neutrality would safeguard
against.

The Body of European Regulators for Electronic Commuioica (BEREC) has recognised
that quality of service guarantees are simply not needledcent BEREC report points out
that: “While not providing a guaranteed quality level of data delivery, the best effort approach
of the internet does not imply low performance, andiact results in most cases in a high
quality of experience for users, even for dedaysitive applications such as VoIP”%*,

#ZAnalysys Mason, 2012, The collapse in the value if theilmand gigabyte: myth and reality:
http://www.analysysmason.com/About-
Us/News/Insight/Insight_collapse_value_GB_Jan2012/#.UjNAY5Vzpd2.

2 Access, 2012, Telco Action PlarRespecting Human Rights: Ten steps and implementatiortibgtor
telecommunication companies: ttps://s3.amazonaws.comsfagcdn.net/1f9ab2891a86f3f081_uoméiil1w.pdf.
24 BEREC, 2012, BEREC’s comments on the ETNO proposal for ITU/WCIT or similar initiatives along these
lines: http://berec.europa.eu/files/document_register /2Qi2/11/BoR_(12)_120 BEREC_on_ITR.pdf.
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While we agree that ISPs should be able to manage thewonkst we believe traffic
management should only be allowed as narrowly tailored dengfiom the rule, and should
not include arbitrary or permanent restrictions by ISPsh@se practices go clearly against
the “end-to-end” and “best effort” principles that are fundamental to the internet’s
functioning. In the end, the best way ISPs can managféctis to invest in network
infrastructure to increase the networks’ capacity and avoid congestion.

What are the fundamental rights impacts of filtering technologies?

The increasing use of perpetual and unjustified traffic manageaiso raises questions about
privacy of communications. In order to implement a varatyraffic management practices,
such as blocking, shaping, or filteringeveral ISPs deploy tools such as Deep Packet
Inspection (DPB’, a technology that allows them to examine data travelireg the internet
and recognise what sort of packet it-isa virus or simply an email, for exampleand
therefore to interfere with such communications.

Although DPI is often used by ISPs to detect and mitigatekatti@ctheir networks (e.g. a
virus or other malicious software), this technology can bésaeployed for reasons that fall
far outside the scope of securing the network. Indeedhitidy intrusive tool can be used
not only to implement discriminatory practicesuch as blocking or prioritisation of certain
types of traffic— but also to monitor and even copy all information thatelisa across a
network. This is not a hypothetical, it happens everyidagountries like China, Iran, and
Russia- whose governments frequently deploy this technology tecrepolitical speech and
suppress dissenting activity onlfielt is also implemented in democratic countries sish a
Germany and the United Kingdém

By inspecting communications data, ISPs may breach thecgrof communications, which

is a fundamental right guaranteed by Article 8 of theopean Convention for the Protection
of Human Rights and Fundamental Freedoms (ECHR) andiesticand 8 of the Charter of
Fundamental Rights of the European Union. In line whigh dépinion of the European Data
Protection Supervisor, these filtering techniques must only be used “in conformity with the

% Deep Packet Inspection (DPI) is a computer network suameil technique that uses device and technologies
that inspect and take action based on the contents ofdketp&. it consider the complete payload of packet
rather than just the packet header (definition from the istdf Electrical and Electronics Engineers (IEEE).
See paper here:
http://ieeexplore.ieee.org/xpl/login.jsp?reload=true&tp=&arnemb772430&url=http://ieeexplore.ieee.org/x
pls/abs_all.jsp%3Farnumber%3D5772430.

“0 Privacy International, 2012, The Kremlin’s new Internet surveillance plan goes live today:
https://www.privacyinternational.org/blog/the-kremlins-neternet-surveillance-plan-goes-live-today.

Open  Rights Group, 2013, quick guide to Cameron's default Interrfiters:
https://www.openrightsgroup.org/blog/2013/a-quick-guitleamerons-default-internet-filters.
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applicable data protection and privacy safeguards, which las dimits as to what can be
9528

done and under which circumstances”“".

The Dutch net neutrality law, the first of its kind in Eurpgees an exemplary job addressing
this. This law not only prohibits ISPs from throttling or filtey the connections of their
customers, it also provides strict guidelines on the techsigfo# can be employed for
unjustified traffic management (and wiretapping). Specificalie use of filtering software as
an advanced surveillance teowhich would include Deep Packet Inspectiors prohibited
without the express consent of the user or the compamyg lsmrved with a valid legal
warrant.

The current state of play in the European Union

Since the summer of 2010 the European Commission hashladitwo public consultations
to explore issues of internet traffic management, bupitee the evidence revealed by
BEREC’s investigations, no concrete actions have been undertaken to prevent network
discrimination.

At the end of 2012 the European Parliament adopted twautesw supporting the need for
legislation that would enshrine net neutrality in order tsuee the completion of the
European Digital Single Market
The European Commission is currently looking to publish its “Recommendations on the
Open Internet and Network Neutrality” by the end of 2013/early 2014, which according to
the Commission’s website will include guidance on transparency, elements of traffic
management, switching, and the responsible use of traffittagement too!d

In parallel, the European Commissioner for the Digiigenda Neelie Kroes has recently
issued a proposal for Regulation for a Telecoms Single Market! that includes binding
measures for the telecoms sector to achieve the Commission’s goal of a “Connected
Continent.” However, while according to the Commission’s press release®? the proposed

28 EDPS, 2011, Opinion of the European Data Protection Supenvisnet neutrality, traffic management and
the protection of privacy and personal data: http://eopueu/bepal/european-group-
ethics/docs/activities/peter_hustinx_presentation_(1)_15 rt 2011.pdf.

European Parliament, Committee on the Internal Market andsuBwer Protection, 2012, Report on
Completing the Digital Single Market (2012/2030(INI)), A7-034/2012, 28012, here:
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//NBDNS REPORT+A7-2012-
0341+0+DOC+PDF+VO0//EN and Report on a Digital Freedom StrategWiRoreign Policy (2012/2094(INI),
A7-0374/2012, 15.11.2012, here: http://www.europarl.europa.eu/sidestggtDpubRef=-
/[EP//INONSGML+REPORT+A7-2012-0374+0+DOC+PDF+V0//EN&language=EN.

®European Commission, Digital Agenda for Europe, Open Intehtips://ec.europa.eu/digital-agenda/en/eu-
actions.

31 European Commission, 2013, Proposal for a regulation &uhspean Parliament and of the Courlaifing
down measures concerning the European single market foroeleccommunications and to achieve a
Connected Continent, and amending Directives 2002/20/EC, 2002/2ki&Q002/22/EC and Regulations
(EC) No 1211/2009 and (EV) No 531/2012, COM(2013) 627 final:
http://ec.europa.eu/transparency/regdoc/rep/1/2013/EN/1-201 B6X1-1.Pdf.

32 European Commission, 2013, Commission proposes majorcstearfl for telecoms single market, release:
http://europa.eu/rapid/press-release_IP-13-828_en.htm.
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Regulation will “encourage more competition between more companies” and guarantee “net
neutrality, innovation and consumer rights”, it fails to deliver on a number of fronts. Below
we will highlight some of the major concerns.

Although the legislative text contains provisions (Artid8) that would prohibit access
providers to “block, slow down, degrade or otherwise discriminating against specific services,
content or applications,” it makes these provisions meaningless by allowing internet access
providers to enter into commercial agreements with bigesd providers in order to prioritise
internet traffic. One of the most problematic outcomesuch special deals is that big content
providers would be able to enter into commercial deals adtess providers to ensure that
their traffic is always delivered first and faster.

Furthermore, the Regulation would allow access providers to impose “data-caps” on internet
access contracts while granting priority to their owrvises (like Deutsche Telekom to its
own “T-Entertain”)®. In this way, access providers grant preferential treatrto selected
services, while competitors' services are discriminated dgadffectively imposing anti-
competitive limitations on online markets and leading to a “two-tier internet.” The sum of
these provisions would equal the exact opposite of netatiéyutr

Indeed, Commissioner Kroes, once a strong proponentwbreneutrality*, seems to have
abandoned her commitment to ensure an open and neutral tintéeneapproach, which is
now confirmed in the proposed Regulation, has waverepeeches between bold statements
stating her desire to ensure that all EU citizens hawess to an open and neutral intethet
while at other times suggesting that a sufficient solutiosuch pervasive discrimination
would be to compel telecommunication companies to bepaaest® so citizens can make
“informed choices”’. This suggests that as long as telecommunication compdisiglese
whether or not they apply restrictions on internet usalgey can act discriminatorily.
According to this logic, such transparency will enable users to “switch” service providers and
internet offers “without countless obstructions” if they are not getting the full internet they
expect.

This approach problematically suggests that competitioreahdnced transparency might be
sufficient to protect net neutrality. But transparency and “switching” are simply not a solution

%3 Gigaom, 2013, Deutsche Telekom's “anti-netneutrality” plans alarm German government:

http://gigaom.com/2013/04/25/deutsche-telekoms-anti-net-newtpddih s-alarm-german-government/.
%Tiki-Toki, EDRi's timeline here: http:/www.tiki-tokiam/timeline/entry/108784/Net-neutrality-
Europe/#vars!date=2010-01-11_04:39:29!.

% Kroes, Neelie, The politics of the completing thedetas single market, $0May 2013, SPEECH/13/484:
http://europa.eu/rapid/press-release_ SPEECH-13-484_en.htm.

% Libération, 2013, Internet et applications de filtrage: hiseire de choix et de recettes"Banuary 2013:
http://www.liberation.fr/medias/2013/01/16/interrettapplications-de-filtrage-une-histoire-de-cheixee-
recettes_874443.

% Kroes, Neelie, The EU, safeguarding the open internet lior 484 June 2013, SPEECH/13/498:
http://europa.eu/rapid/press-release SPEECH-13-498_en.htm.
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if there is no real competition in the marKefThese elements will not effectively guarantee
the freedom to impart and receive information the wag@en and neutral internet provides.

The proposed Regulation has already been the subjeotadéd debate, even within the
European Commission, as revealed by EDRI in a leaked ih@omamission documerit In
particular, DG Justice raised concerns that the Reguolapald undermine the Charter of
Fundamental Rights, namely freedom of expression. Theindewxt also warned of the
dangers of encouraging preferential agreements betwetantand access providers.

The Commissioner for Enterprise and Industry is equalhcerned that such an undermining
of net neutrality would have an adverse effect on EUepngneurs, an element ironically
highlighted by Commissioner Kroes herself only a few shorithsag8’.

A Commission’s internal vote showed that Commissioner Kroes’ proposal did not have the
support of a large majority of Commissioners, who share many of civil society’s concerns,
particularly regarding the aspects related to net neyfralit

The legislation is now in the hands of the European Paeli, who have the opportunity to
amend the draft text to reflect the position of a sigaift, cross-party segment of the
Parliament: to enshrine strong, enforceable network neytpabivisions in EU laW.

Principles of a net neutrality law

In order to end network discrimination and ensure a thriving andraheuternet, we
recommend that the following provisions are enshrinedlavto

1. The internet must be kept open and neutral. Reachabilityeket all endpoints
connected to the internet, without any form of restngtimust be maintained.

2. All data traffic should be treated on an equitable bagisnatter its sender, recipient,
type, or content. All forms of discriminatory traffic negement, such as blocking or
throttling should be prohibited.

3. ISPs shall refrain from any interference with internet users’ freedom to access content
and use applications of their choice from any devicehefr choice, unless such
interference is strictly necessary and proportionate to

¥ Kroes, Neelie, The EU, safeguarding the open internetlifod" June 2013, SPEECH/13/498:
http://europa.eu/rapid/press-release_ SPEECH-13-498_en.htm.

®European Commission, 2012, Digital Agenda Scoreboard 2012: Ietpsutopa.eu/digital-
agenda/sites/digital-agenda/files/scoreboard_life_online.pdf.

‘0 EDRI, 2013, Leak: Damning Analysis Of Kroes' Attack ®iet Neutrality, EDRi, September 2013:
http://www.edri.org/NN-negativeopinions.

*l Reuters, 2013, EU may have to redraw telecoms plans -CBidmission official, Reuters, 2013:
http://www.reuters.com/article/2013/09/09/eu-telecoms-idUSIIBB8T320130909.

2 See Endnote 24.
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I. As a transient and exceptional measure, mitigate theseqoiences of
congestion, while treating the same kinds of traffithensame manner;

ii. Safeguard the integrity and safety of the network, tmeicge or a terminal
device of the user (e.g. blocking viruses and DDOS-traffic);

iii. Block the delivery of unsolicited commercial messagesnigpbut only if the
subscriber has given prior consent;

iv. Respect specific legal obligations or

4. Comply with an explicit request from the subscriber,vmted the subscriber may
revoke the request without any increase in subscriptioatfagay time.

5. Use of packet inspection software (including storage angseeef associated data)
should be reviewed by national data protection regulatorsdesa compliance with
the EU's data protection and fundamental rights framevByklefault, these types of
inspection techniques should only examine header infornfation

6. Complete information on reasonable traffic managemeanttipes and justifications
must be accessible and foreseeable to the public. Netwonatorse should be
transparent and accountable to any changes in practices.

7. Non-eutral treatment of traffic for “voluntary” law enforcement purposes must be
prohibited unless there is a legal basis and predictablegwoe in the country where
the restriction is being implemented. Failure to requie would be a breach of
Article 52 of the Charter of Fundamental Rights anttlag 8 and 10 of the European
Convention on Human Rights.

Why Europe needs net neutrality legislation now

There are a variety of different approaches some stategphiasued in order to uphold the principle of
network neutrality; from legislative, to co-legislatia, through voluntary agreements in the
private sector. Access believes that the only way to guérantee net neutrality in Europe is
to enact strong and comprehensive legislation that clgadyents ISPs from arbitrary
discriminating online and avoids that commercial intere$tsnajor incumbent prevail on
fundamental rights.

In Europe, the findings reported by BEREC prove that in ahsence of a regulatory
framework explicitly banning restrictions online - such as litog and throttling - ISPs are
incentivised to apply restrictions on applications and.sites

“30J C 34/1, 8.2.2012, Opinion of the European Data Prote@igpervisor on net neutrality, traffic
management and the protection of privacy and personal data:tp://etr-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2012:034:0001:00 1 P{EN:
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For those few countries that have taken proactive stepsldress this issue threatening the
open and neutral internet, some countries have opteal deif-regulatory approach, such as
the United Kingdom’s “Open Internet code of practice”, a voluntary code of conduct for ISPs

to promote the offering of "full and open internet acc¥ssMowever, as sign-on is not
mandatory, only a small number of ISPs have joined thisfssimmitments. It also contains
loopholes: while the code specifies that specialised oratestrservices shall not be labeled
“internet access”, it emphasises transparency (and not, for instance, banning of discriminatory
practices) around any restrictions applied to cusers’ internet access.

Some states have opted for a co-regulatory approach, \teriegislator and the private
sector co-operate. This is the case of the NorwegiandpoisT elecommunication Authority
(NTPA) that - in collaboration with ISPs, content provgjeindustry organisations and
consumer protection agencies - has establigiretGuidelines for Internet neutrality” - a set

of principles to safeguard net neutraltyHowever, these principles do not have any formal
legal status and the Norwegian authority is not able to isanetions to those ISPs who do
not comply with these principles.

The proposed framework is also not as robust to covebasles of discrimination - for
instance, the guidelines states that the blocking of childogwaphy should be considered as
“reasonable traffic management”. As elucidated in Access’ proposed principle No. 6, that
“voluntary” law enforcement purposes must be prohibited unless there is a legal basis and
procedure in the country where the restriction is beingemented. Any failure to require
this would be a breach of Article 52 of the Charterwifdamental Rights.

This co-regulatory solution, while certainly providing furthemtections than the self-
regulatory model, still does not provide the necessaryagtess that binding legislation
would ensure.

Indeed, Professor Tim Wu of Columbia Universitywho coined the term “net neutrality” -
revealed in his studies that despite the benefits offerecitizens and to both access and
content providers from a neutral platform, ISPs moterofavour their own services and
prioritise short-term over long-term interééts

As evidence has shown that if businesses believe thandit i their best interest to remain
neutral, then neither self-regulation nor co-regulatiihsuccessfully persuade them to act in
a manner that is thought to be contrary to their comment&ksts.

“Open internet code of practice: Voluntary code of practice stipg@ccess to legal services and safeguarding
against negative discrimination on the open internet, 20ded Kingdom: http://www.broadbanduk.org/wp-
content/uploads/2012/08/bsg-open-internet-aoideractice-25-jul-2012. pdf.

= Network neutrality, Guidelines for the Internet neutrality 2009, Norway:
http://eng.npt.no/ikbViewer/Content/109604/Guidelines%20for%20mke&@0neutrality. pdf

6 \Wu, Tim , 2002, Network Neutrality, Broadband Discriminatio
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=388863
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Conclusion

Network neutrality legislation will ensure that the inermemains open, democratic, and
innovative throughout the European Union. Furthermore, rattdiscrimination legislation
will allow the free flow of content, applications, and seeg, and a diversity in the types of
equipment and protocols that may be used. This would effgctguarantee a level playing
field for all web sites and internet technologiesthe benefit of both European citizens and
all companies conducting business in the European DigitaleSitgrket, especially startups.

Europe has long been an international policy standard-sesjgecially on issues concerning
human rights, and network neutrality should be no exaep8trong legislation will not only
provide European citizens with the right to access an tenéet internet free from
discrimination, but could also set an important standarthf preservation and promotion of
the open and neutral internet around the world, benefisegs globally.

To realise and protect the full potential of the intetneenable and promote the flourishing of
human rights, Europe needs a strong and comprehensiveutrinelegislation now.
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Network Neutrality under
the Lens of Risk Management

by Alejandro Pisanty

| propose to analyze the problem of Network Neutrality underehs of risk management,
i.e.to apply basic disciplines of risk management to the dtation and to possible violations
of the principle of Network Neutrality (NN.) This perspectigeproductive in giving the
violations a treatment that can be commensurate Wiin tikelihood and impact as well as
with the cost of their avoidance, mitigation, and rdiagon.

The components of risk management considered in this paperldeen compounded from
widely-used frameworks (Landoll, 2011; Miller, 1992; Oren, n/d). Irhpad likelihood are
approximate and together with naming and defining the risk ateopaisk identification.
Avoidance and prevention are listed separately; avoidascenas that violations to Network
Neutrality exist, whereas prevention is action intendedccdose the impede or forestall
Network Neutrality violations.

The conceptual framework for the analysis is as follows:

Network Neutrality is the principle or extension of a more fundamental set of principles,
among which the entb-end principle (Van Schewick, 2010) stands euby which an
Internet access provider (ISP) delivers Internet ProtQ&)l traffic to its users without
discrimination of port numbers, protocols, origin, desiima of contents of the
communication carried by the IP packets. Common expressif this principle include the
expression “the five alls” meaning all ports, all protocols, all origins, all destinations, all
contents are carried in a non-discriminatory fashion, vhie use in communications by the
Internet Society of Mexico and some of our teachng. dadw@nical reference for definitions
of Network Neutrality is Wu (2003); further updates and discasaie available on Wu (n/d)
and OFCOM (2011).

Several constraints apply to the above statement defiebgork Neutrality for the purposes
of this paper:

First, in actual practice it is impossible to comply with the “five alls” due to operational
considerations. ISPs may need to block some ports anthsprig particular, due to Best
Practice (or, in organizations like the IETF, Best Qurderactice, BCP) recommendations
(such as blocking port 25 to avoid the use of open relays tiaiespam), traffic engineering
and traffic shaping in order to provide acceptable servicthanface of varying network
conditions, response to attacks among which Distributed Dafrfservice attacks (DDoS) are
prominent, congestion, and other needs of network and sendoagement. ISPs may also
be forced to block some traffic for legal reasons, such@®shibition, within a given country
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or territory, of providing certain contents (hate, rhoiagender discrimination, child-abuse
imagery, etc.)

Filtering and blocking may be operated by a wide variety of teahmeans. Among the

simplest and most common are ACLs (Access Contras)lis routers and switches, which
filter out IP addresses or address blocks. Other simpégiriidt and blocking techniques are
based on domain names, which in some cases has beeptatteby tampering with the

Domain Name System (DNS) close to the network core, witbtel@us effects already
described by Crockest al.(2011).

Filtering, blocking and throttling are also known to be perfalme the basis of Deep Packet
Inspection (DPI), which allows the ISP or other operator t@inhbinformation about the
contents and other characteristics of the communicaggond the information contained in
the IP packet headers. DPI is considered in itself a wolab the ende-end principle to
some extent. We will not enter the extensive disomsabout this subject and consider it as a
violation, or tool for Network Neutrality violations, whets use fits the definitions in this
paper.

Taking these factors into account allows for a sharpéniden of Network Neutrality, in
particular by focusing on “discrimination.” The most widely accepted definitions of Network
Neutrality leave room for some actions to be consdale@n-violations even though they do
not deliver the “five alls”.

Allowance is thus made for legally-mandated blocking and fitgras well as for filtering,
blocking or throttling traffic for traffic engineering purposdsaffic engineering is intended
to optimize the operation of a network and to respond tangmmicies; what it does not allow
for is performing any of these actions selectively lideo to favor some traffic over another
for commercial reasons such as can appear when ais M&Rtically integrated or otherwise
allied with a content provider, and the ISP in this cadectively eases the traffic from this
provider against some or all others.

It is also generally accepted that if an ISP or similavider is to incur in any of the above
practices without violating Network Neutrality, the actidmosld be in so far as possible
legally motivated, temporary, and communicated to the asarciear way (the transparency
requirement.)

There are also additional, important variations iesthconcepts depending on country and
approach, particularly depending on whether the approachrietrand competition oriented,
regulatory, or legislative. At the time of this writingost countries have decided not to enact
legislation mandating Network Neutrality and have not inclutiéd the telecommunications
regulations, so are mostly watching the situation evohe alowing competition in open
markets as a way to ensure that ISPs will provide access to “all fives” except within the
allowances already described. A few countries, sucheabl¢therlands and Chile, have laws
mandating Network Neutrality, and they merit watching more gldsellessons learned.
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Further precisions to the definition and our analysishis paper refer to the provider
involved; ISPs are but one widely accepted category anddegiied in national legislations,
but variations may exist for differences in legislattwdanguage or due to market structures.

We have designed our framework for managing violatiori$atwork Neutrality as risk in a
way that allows for broad variations within the uncettaiof the definition of Network
Neutrality and of the party potentially incurring in sucllations. The risk management
framework is designed to be robust against differences imititaf over geography and time.

The subject of the violations is constructed as a broddfjned persona. Again, broad
definitions are chosen in order to provide a robust framlewo

The persona around which the framework is designed is mamigdividual Internet user
who uses the Internet for access to information; intsgeerl communication through e-mail,
instant messaging and other text, sound and video, wheyhehronous or asynchronous,
onetio-one, ongo-many or manyo-many; interactions with and through online social
networks, fora and communities; pderpeer, client-server, or otherwise; publish content
online through social media, blogs, newspapers, online fsc&ntific and academic
publications, video and audio websites and portals, augmemted4réual-reality spaces and
others; purchase and sell physical and electronic goods ramteseand many other activities
as listed in surveys such as those performed by the Pew ifirttee US and INEGI and
AMIPCI in Mexico.

In so far as possible, the persona definition is neatndl robust for differences in gender,
nationality, place of residence, socio-economic statgs, and other demographic variables
unless otherwise noted. Particular attention is paid tocoommercial use of the Internet by
the persona. However it is also assumed that the ugegsemted in the persona may be
making commercial use as a buyer of goods and servindsa @eller at least of personal
services such as an employee, independent professignatcasional seller. A different
analysis applies for the enterprise, and it requiresfareift persona which may be studied
later.

For the purposes of the framework, both wired and wirelessmunications are considered.
Participants in the Network Neutrality debate in soomésglictions make or try to make a
strong distinction between both. This is due especially tarileh stronger constraints that
wireless communications face in provisioning bandwidth, ughput, tolerable latency and
jitter, and their basic inputs such as spectrum alloeatimd antenna/cell locations.

The way to reconcile these two sets of constraintstiie framework is to judge the
reasonableness of operators’ actions in each at given times. Special conditions may mitigate a
harsh judgment of Network Neutrality violations for wirelegerators if they face temporary
congestion of their networks. These conditions may incheteiork congestion, damages to
the networks’ links or active equipment, and other deliberate or accidental attacks, and may
appear in natural disasters, violent social events, amdviolent but highly-attended or
widely communicated social events.

63



For this framework we are not making separate analysigwentional and non-intentional
violations. The usual distinctions of political, finascietc. types of risk are agglomerated for
simplicity. The actions suggested have been designed or sklacid ranked, so that risk
management is kept aligned and proportional.

Our main scenario therefore is one in which we seek tablesh possible responses to
deliberate violations of Network Neutrality due to commertitdrest, and allow as well to
some degree of politically generated filtering and blocking.

Violations to Network Neutrality

Table 1 summarizes the approach. It is based on the consumer’s point of view. A new table
must be written for each stakeholder or a color or grajlecmust be introduced to signal
the different risk valuations and strategies that apply.

Entries in the table indicate the actions the user dhoansider to perform according to the
risk described in the line in which the cell is found, andtha risk-management action
indicated in the column. When more than one actiontisdjghe order in the list is the order
of escalation suggested. For example, a user who fintla textain port is closed by her ISP
should first complain to the ISP and request for thet {o be opened; if this does not produce
the desired effect, or an explanation why the ISP willapen the port, the user should bring
a formal complaint to the appropriate authority (tefeownications regulator, competition
authority, consumer defense authority or organizatian) 8hould this in turn fail, one option
for the user is to create pressure on the ISP thropgiblec outcry, maybe using social media
for the purpose. The order of escalation should be tighis example.

Another table of interest would perform and summarizeatiaysis for a provider of services
over the Internet (OSP) which could be affected by violatimnNN by an ISP or carrier on
which the OSP relies, either by contract or as an unabtEdintermediary in the Internet
interconnection ecosystem.

The individual user’s concerns with Network Neutrality revolve around the fulfillment of the
principle’s “five alls” — unfettered access to all protocols, all ports, all castedi origins, all
destinations of Internet communications, barring wellrdefi and limited exceptions for
traffic management and security.

Thus the individual user’s concerns are affected when an ISP limits or diminishes access in
ways that to which the user is sensitive. Not being ablectess some ports, protocols, etc.
hampers the Internet user experience and may infringe m@nsar citizen rights, thus
spanning a spectrum that goes from the technical through tm@exial and potentially all
the way to the political.

The general Internet user may face Network Neutrality tia with but limited tools to
detect them, to pinpoint which they are, to react to ttend, in other ways to prevent and
avoid them. It is in the interest of global stewardsifiphe Internet, therefore, that Network
Neutrality violations be easily detected, and that users hays to deal with them. Further,
in contrast to other stakeholders, design for users naustibed on the assumption that the
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user has frugal at best- economic resources, very limited technical knowledgaemeély
limited technical tools, and near-nil political clout at tinelividual level (and in most
countries and conditions, nil collective power as well.)

The OSP’s concerns are ability to reach all users, ability to reach all clients, the quality of user
experience and the factors this in turn is measured by, @fettered access to and through
infrastructures such as CDNs which may form complexrfagetween the OSP, its users and
its clients.

The OSP’s actions will differ from an individual user’s in some significant aspects. The OSP
may be able to negotiate directly with an ISP or caraetobby a regulatory agency or even
a legislature where the individual user can’t, for example, given the power that is granted on
the OSP due to its corporate nature and economic viué visthe limited power of an
individual consumer- further, in a foreign jurisdiction.

The individual user’s and the OSP’s interests — and therefore to some extent riskanay
become aligned in cases sughthat in which the user’s interest is to access and use the
OSP’s services and these are blocked, throttled, or in some other way affected negatively by
Network Neutrality violations by intermediaries.

Risk sharing or risk transfer has not been considerethentable. The possibilities of
transferring violations of Network Neutrality to third parties a meaningful way or of
spreading the risk through sharing have been considered to niekerlito sense at this stage
and therefore excluded from the study for now.

Risk Impact | Avoid | Detection | Mitigat | Response | Contingen | Continuity Prevention
name and ance ion cy plan
Proba
bility

Blockin | Phigh | VPN Netalyzr | VPN Complain | VPN Public Consumer
gof: [ high | unless | Crowdso | IP t Site advice regulation
Port blocke | urcing addres | Public provision | Change Market and
Protocol d by Verificati | s complaint | ed by supplier competition
Source ISPas | onwith spoofi | Public alternate | Redundant regulation
Destinat well sender or | ng outrage ISP provisioning | Telecoms
ion other Identit | campaign Lobby/press | law
Traffic third y Lawsuit if ure ISP or NN law
pattern parties maskin | laws other Strong
Content g broken infringing consumer
by DPI party and citizen

Lobby/press | voice

ure parties

which can

force change

of ISP

conduct,

such as

consumer

authorities

and

telecommuni
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cations,

market
and/or
competition
regulators
Throttli | P high | Hard Speed of | CDN Complain | CDN Patience Consumer
ng for I (VPN | downloa | runby |t Site regulation
Own variabl | may ds; OSP; Public provision Market and
Client/A | e not connecti | cache | complaint | ed by competition
1y cause | on- or Call for alternate regulation
Political signifi | depende | proxy; | regulator | ISP Telecoms
Other cant nt alterna |y Patience law
vertical relief) | process te interventi NNlaw
Mislabel stability | unthro | on Strong
ing (eg SSH); | ttled Public consumer
Large source | outrage and citizen
samples (possi | (harder voice
needed bly than for
P2P blocking)
upload | Litigation
)
Traffic P If ISP If If within If within If within If within
Manage | extre within | notices within | accepted | accepted | accepted accepted
ment mely accept | Netalyzr | accept | rules,no | rules, no rules, no rules, no
high ed Crowdso | ed action action action action
[ rules, | urcing rules, needed, needed, needed, needed,
variabl | no no otherwise | otherwise | otherwise go | otherwise go
e action action | gotonext | gotonext | tonextline to next line
neede neede | linein line in in table in table
d d, table table
otherw
ise go
to next
line in
table
Failure Doubl | Verify Create | Create Create Create own Change
to e ISPs | with own own own warning and | supplier if
commu (assu | third warnin | warning warning circulate; market and
nicate ming | parties g and and and make viral rules allow
to users no News circula | circulate; | circulate; | through Call on
Absence collusi | Social te; make make social media | regulators
of on) media make | viral viral Lobby/press | for
advice Crowdso | viral through through ure ISPand | telecommuni
Misleadi urcing throug | social social parties with | cations,
ng h media media power over | competition,
advice social | Lobby/pr | Lobby/pr | its conduct consumer
Tempor media | essure essure rights
ary ISP and ISP and
measur parties parties
es made with with
perman power power
ent over its over its
conduct conduct

P= probability or likelihood
| = impact
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Notes to the table:

1.

VPN means “virtual private network.” It is potentially useful to circumvent Network
Neutrality violations by not obscuring to the ISP theadRiress, domain name, or
other revealing characteristics of the website, email rbggin, etc. with which the
user communicates.

“Netalyzr” is software from the University of California at Berkeley which allows
users to identify a large set of features of Interpenections, including proxies they
have not set, inaccessible ports, IP addresses, aed putential Network Neutrality
violations. It is used in this paper to represent both theifgpdletalyzr software and
any other user-operated software tools that allow userstéotdehether some ports,
protocols, communication origins, destinations or contargsnot accessible to them.
The use of these tools is more effective and creditdd proper training and may
need considerable sampling for definitive results. Ban®le, Netalyzr lights an
alarm when IP address and domain name do not match “whois” records; this may be
due to supplantation, man-the-middle (MITM) attacks, Network Neutrality
violations, or decisions by the portal owner to use a CDINs last situation is not
uncommon for large media, online services, and OSPs. Térenusst interpret the
results with great care.

The detection of throttling may be much more difficult thia@ detection of outright
blocking. Numerous measurements with quality tools, with adgampling design,
may be needed in order to prove it definitively. In throgthihe ISP may use a large
variety of techniques to diminish the speed at which cerd@tt®d communications
operate. The user may perceive throttling through slow downloadsken
connections due to timeouts, pixelization and freezing ingéwaand video, and
related phenomena. These events are also usual in sodeprovisioned or
congested networks, may be occasional even when notrdédiband therefore may
be attributed to uncertain causes. Therefore, the infring@Rgnay deflect complaints
and criticism by placing the cause of thents on the user’s side or on the vagaries of
the best-effort approach of Internet communicationsegided in the protocols and
design.

Unless the user has a strong service-level agreemea) (@th the ISP, a number of
complaints may be dismissed as mentioned for throttlifgn§ SLAs usually contain
definitions, expected levels of availability, upper bounds on “ping” times, delay, and
jitter in communications, as well as penalties for violaiol hey are not common for
individual Internet users (home or small-business comtiadthen they are available
they are costly and mostly oriented to business cdstrad@his paragraph covers
“response.”

Impact and probability must be determined for each riskimrghch different set of
conditions (time, place, stakeholders, intended or hetttion.) The impact of ISP
actions on Network Neutrality is deemed high if the actiares liable or proven to
seriously hamper the user’s ability to communicate, andfithe opposite is the case
or if avoidance and mitigation are readily available. phabability for each risk is
assessed on grounds of history. Thus, for example, pakibdpto impede access to
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VoIP is assessed a high probability because it has reportednerous occasions in
several different countries.

To further facilitate use of the table an example is plexti

Assume that a port or set of ports are being blocked bgRndorporate part or ally of
a telephony company, in order to impede the use of an ajimticaich as VolP (voice
over IP) or IP telephony. This could be done by the companyder to preserve its
source of income in conventional telephony against dbmpetition of the much
cheaper or free VoIP service. The user’s conduct following the table would start in
row 1 of the table.

a. The user’s first need is to establish with reasonable certainty that the port

blocking condition is indeed in operation. To detect thiscsime

I. Use the same equipment in a different network and firtdrththis new
one the service is not blocked.

ii. Connect to a VPN and find that using the VPN the service is not
blocked. This assumes that the VPN is not blocked by the ISEhaind
the service is not blocked by the VPN.

ii. Run software such as Netalyzr which will tell the user wdredtome
port numbers or ranges are found blocked, and provide somee o
diagnostics which could also be useful to dissect thatsin.

. Once the user has certainty that the ISP is violatingvdlét Neutrality by

blocking port numbers she can:
I. Call the ISP and find out whether this is a deliberate itondor an
accidental one.
ii. Incase it is accidental the user can have the dondifted by the ISP.
ii. In case that the port blocking is intentional the usam request its
lifting, starting through customer service and its escalation
Should the above steps fail the user may have one ocofusston left which is
to go public with her complaint, starting with social magdconsumer
associations, consumer authorities, telecommunicat@ngators, competition
authorities, and media and social media campaigns. pewfiss of each case
will be determined among other factors by the applicablisl&gn, whether
the legislation is enforced, etc.

. Mitigation. The user may find a work-around to get to theeus or services

being blocked, by using a VPN or an alternate ISP. This inrhay require
changing physical location, to an Internet café, académility, or other that
doesn’t suffer from the port blocking.

Contingency plan. The user need be prepared to detect the qackingl and
enact the mitigation actions immediately, for which asdesa VPN must have
been obtained in advance.q.generating an account, paying for it, and testing
regularly that it is available and fulfills the purpose.)
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g. Continuity plan. The user continuity plan will be andmnation of the
countermeasures already listed, and will be deprecated regcéar access
conditions have been reestablished.

h. Prevention. Preventive measures against port blockingctdol to impede
access to defined serviceguées inducing change in the ISP’s behavior. In
order the measures are complaints and protests directijze ISP, public
campaigns that force the ISP to change, or the enatctoferegulatory or
legislative measures. This succession matches welhidtery of Network
Neutrality legislation In the Netherlands.
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Net neutrality and Quality of Service

by Louis Pouzin

Foreword

The terminology "Net Neutrality" associates two words Wanich there is no precise
definition. Thus we must define here the meanings we useeinbtidy of the present
document.

"Net" is an abbreviation for Internet. But what is hnit ? Initially, in 1973, the term became
used as a short for internetwork, that is a set ofdotenected packet switching networks. The
term "catenet" was propos€d’ for this level of communication infrastrucure. Actuallyeo
the years people kept using the word internet to mean adyeaerything (hardware,
software, applications, services) including catenet itSgius the meaning of the word
"internet" became a hodgepodge of fuzzy interpretations arabnusptions making unlikely
any public rational consensus on desirable policies and vaprents.

In this document, "net" means "catenet".

Neutrality is often understood as non partisan, when Iomgngip several viewpoints or
proposing various alternatives to a disputed resolution. iBhig human or institutional
posture. When associated with (computer) network it is liferaeaningless. Nevertheless
people somehow invent their own interpretation of networkraktyt fitting their concerns.
Usually their perception derives from a feeling of being ulyfaliscriminated in ways they
get network service. At the same time they cannot advieotmical specifications intended
to make the network neutral.

Implementation of the net neutrality principle

The immediate question is: what is the principle ?

Many people think that all packets should be handled equaky. packets sent to a high
bandwidth destination would be delayed so that they wouléxweed the number of packets
sent to a low bandwidh destination. Or packets carrying wooeersation would have to

wait for an available slot in a common output queue. Etc.

A quick scan for "network neutrality” in a search engimes up scores of references, &Y.
based on various usage assumptions and network chataderis

It is clear that interpretations vary with net operatoositent providers, and end users.

An example is a set of principles worked out in Norithin 2009. For a time this was hailed
as a model of a broadly agreed consensus. However, in 2012 trasnegt fell apatt®, due
to a major increase in bandwidth requirements for vidaftidr
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Net operators

Net operators endeavor to handle data within the technicakamns of the service expected
by end users, e.g. interactive session, transactlertrdnsfer, voice conversation, web page,
voice or video streaming, real time. Each type of serusually expects a minimum transit
delay, or a minimum bandwidth, or a stable delivery rateilkgf all these constraints at any
time cannot be achieved without monitoring data flows andimy packets within specific
time frames. In case of bandwidth shortage some dibitrs needed among flows so that
the service degradation perceived by users remain tolerableou@lyithere is no magic
recipe to guarantee that all users perceive an equal degtegratiation.

When bandwidth shortage is severe it may be necessaglap some high bandwidth flows
which reduce low bandwidth ones to a trickle. That is, stymes of less demanding users get
priority. This is service management.

Typically from their source to end users data flows ameiech through more than one
operator. Nets are usually independent systems applying theirsewite management
policy. Thefore one should not expect a natural builtensistency among all operators.
Mutual adjustments result from experience, proper selectwf net partners, and
administrators preferences.

Content providers

A content provider could be, for example, a heat seasoamera, a PC or a data center, that
is, any computing system collecting or serving data, butanglacket carrier. They are
connected to one or more nets and are used remoteitenagtive, transaction or streaming
mode or file transfer. As long as their traffic flowssbstantially lower than the net capacity
there is no specific issue to be raised. On the dtaed providers may not receive data in
time, or they may exhaust the net capacity.

Net overload or insufficient data collection frequencyymause provider's data loss, which
might be mitigated with buffering (storage) and compressibapplicable by providers.
Statistics collection is presumably more tolerant to sonimémal data loss. Alarms are not.

Massive provider data transfer is more likely to trigger cetige in a part of the net. This is
unwelcome by net operators, and a major bone of contentibrcontent providers. This is
not a matter of technical arguments. The crux ofrtiagter is money: who should pay for
increasing net capacity. Is more capacity really justifighen more than half a web page is
preempted by unwanted publicity and visual gadgets ? Why is thelerawat applying better
data compression ?

End users

A dominant majority of end users are not (interested @oimng) net experts. They pay their
ISP, and other providers, for various services, net acseasch engines, email, social nets,
banking, travel services, phone, music, TV, etc. Thelyriigeed off when the service is slow,
broken, or error 404typical diagnostic for a missing pag€e€jhere could be a number of
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reasons for the degradation, ISP or net adapter, somat@p&ouble, a slow application

server, a bugged DNS, a clumsy routing through the net, g eirasher. For the user it's the
"internet". After several calls to support, and much wasted, the blames the net operator,
which has a reputation of favoring some profitable céieta the detriment of his kind of user.
Adding to the picture a one-sided contract whereby the useder threat of being cut off the

net while the operator or ISP is immune from complaimsadnclusion the net is not neutral,
not to say crooked.

Conflict generators

Users reactions may be partially subjective, but quite giiadale. As ISP/operator contracts
are one-sided, and exclude any quality of service evaluaigers may think they pay for
other users enjoying better service, and it's certainly trisoine areas of the net. Without
factual observation of the service characteristicsetltannot be any credible assertion of
neutrality. The result is an endemic user suspicion famstration. Nevertheless the net
neutrality they call for may be just a mirage.

Quality of service (QoS)

Initial QoS definition for telecommunications was producedTdy in 1994. Its definition for
computer networks was more arduous due to environment compleRith keeps growing.

An overview is in Wikipedia®. Selected research articles have elaborated solutions
applicable to the nét®’. Hence best effort, meaning no QoS, is no longer tfEnesf the

net. Endto-end flow characteristics are now predictable.

A significant result is a new business model for the Aetoperator or ISP is in a position to
offer users differentiated classes of guaranteed servicesturn a user is in a position of
checking that he gets what he pays for, or claiming a cosapien. What other users are
getting becomes immaterial. Each user pays for his own ReiSieutrality no longer makes
sense in the net context. Users may resent the samédgafscharged at lower fees to some
clients, and complain about unfair competition, but thsuld be a strictly commercial
dispute unrelated to the net operation.

As it occurs, QoS may not be implemented properly. Soeteor ISP may enforce filtering
based on content technical characteristics. E.g.réasonable to defer the delivery of leug
attachments to a low bandwidth device. Thus users need welmgoted information on
conditions which could interfere with QoS. Options shdaddavailable to let users arbitrate
between options, e.g. cutting video or images to speed up delivery.

Who is charged for QoS ? Even though the subject appearsammeercial than technical, it
may have a strong influence on traffic. Some content geosican flood the net, in clogging
all service classes. Unless a minimum QoS is maintaineddh class some users could be
denied service. That is, traffic thresholds may be eg#ad limit production or consumption
during peak times (similar to electricity). Content provideng users contribute to net load,
and should be charged to facilitate traffic smoothing.
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Closed internet

There are more factors that may distort service. Efde dransfer class may be limited to
very short files, a video channel may reduce image resojuttc. Such constraints may not
be attractive for users, but on a competitive market ¢beyd hopefully find better providers.

Presently accessing internet services requires eith# address or a a domain name. Web
applications are often designed only for domain names.eThases are registered in the
DNS, a directory managed by a private company (Verisign) rucmgract with ICANN, a
private monopoly imposed by the US gov without any internatitgitimacy. Domain name
rental fees paid by users crawl up the food chain to ICANDuUDh retailers (registrars) and
Verisign.

Apart from this cash cow scheme there is a neutralgéyeisLike any monopoly ICANN
protects its turf against competition: its DNS contains @algnes paying a rental fee. There
are non-ICANN DNS® containing more domain names that are not in the ICANN .DNS
However, ISPs, browsers and mailers on the market knoytball CANN DNS. This may
be fixed, but needs a user's initiative, a common deterren

Another case observed in some hotels and institutiodsngl of net access when the user
device has been equipped with non ICANN DNS addresses. Ttasher surprising since
other institutions have no need to protect the ICANN monopot the NSA tracking.

Being under US gov proclaimed jurisdiction, the ICANN DN$itent is monitored, if not
altered, out of users knowledge. Personal and confidemiaimation can be collected when
the root servers are used. Hence some users have sadidséasnot using the ICANN DNS.

Anyhow, denying users their choice of DNS is an attempt teagyi and an abuse of
dominant position.

Conclusions

The best effort internet service shows its age (1983). Qosorely needed for critical
applications. However upgrading the present infrastructure apdeamed to a fate similar
to IPv4 - IPv6 upgrading. Actually class 0 of QoS is what wes hat what many people are
satisfied with. Why not start building a new infrastructure ?
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Net Neutrality:
Past Policy, Present Proposals, Future Regulation?

by Christopher T. Marsden

Introduction

Network neutrality is a growing policy controversy. Traffnanagement techniques affect not
only high-speed, high-money content, but by extension dlerotontent too. Internet
regulators and users may tolerate much more discrimmattithe interests of innovation. For
instance, in the absence of regulatory oversight, ¢8Rkl use Deep Packet Inspection (DPI)
to block some content altogether, if they decide itas to the benefit of ISPs, copyright
holders, parents or the government. ISP blocking is cilyremdespread in controlling spam
email, and in some countries in blocking sexually graphic illegages. In 1999 this led to
scrutiny of foreclosure of Instant Messaging and video aaoleetelephony horizontal
mergef. Fourteen years later, there were in 2013 net neutkality implemented in Slovenia,
the Netherlands, Chile and Finland, regulation in the UrStetes and Canatjaco-regulation

in Norway, and self-regulation in Japan, the United Kingdom andynedher European
countried. Both Germany and France in mid-2013 debated new net neuteglisjation, and
the European Commission announced on 11 September 2013 thafdtaim to introduce
legislation in early 2014. This paper analyses these legalogawehts, and in particular the
difficulty in assessing reasonable traffic management and ‘specialized’ (i.e. unregulated)
faster services in both EU and US law. It also assessesiaeutrality law against the
international legal norms for user privacy and freedéexpression.

Policy Debate Regarding Traffic Management

Network neutrality is the latest phase of an eternal argument over ¢aftcommunications
media. The internet was held out by early legal and techaiwdysts to be special, due to its

1 See Lemley, MA and Lessig, L. (200)e End of the entb-end: preserving the architecture of the internet
in the broadband erdJC Berkeley Public Law Research Paper No 37. See fuvthesden, C. (1999) Council
of Europe MM-S-PL(1999)012Pluralism in the multiehannel market. Suggestions for regulatory scrutiny’, at
S.5.1:http://www.coe.int/t/dghl/standardsetting/media/Doc/MM4SE999)012 en.asp

2 Candeub, Adam and McCartney, Daniel John (2042) and the Open Interne®4 Federal Communications
Law Journal 3, pp.493-548, Available at SSRMp://ssrn.com/abstract=1943747RTC (2009Review of th
Internet Traffic Management Practices of Internet Service Peosiicht
http://www.crtc.gc.ca/eng/archive/2009/2009-657.htm

3See Marsden, C. (2018twork Neutrality: A Research Gui@apter 16 in ‘Handbook Of Internet Research’,
I. Brown, ed., Edward Elgar, at SSRiNtp://ssrn.com/abstract=1853648

4See Marsden, C, ‘Network Neutrality: A Research Guide’ in Brown, lan (ed) Handbook Of Internet Research
(Cheltenham: Edward Elgar, 2013).
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decentred constructiohseparating it from earlier ‘technologies of freedom’ including radio
and the telegraph.

Dividing net neutrality into its forwardboking positive (or ‘heavy’ and backward-degrading
negative (or ‘lite’) elements is the first step in unpacking the term, in comprehending that
there are two types of problem: charging more for momd, charging the same for 18ss
Abusive discrimination in access to networks is usually chanaed in telecoms as a
monopoly problem, manifested where one or two ISPs havendooe, typically in the last
mile of access for end-users. ISPs can discriminat@stgall content or against the particular
content that they compete with when they are venjicaitegrated. Conventional US
economic arguments have always been broadly negatitket@oncept of net neutrality,
preferring the introduction of tariff-based congestiogipg.” Hahn and Wallsten explain that
net neutralit§ ‘usually means that broadband service providers charge consumers only once
for Internet access, don’t favor one content provider over another, and don’t charge content
providers for sending information over broadband lines to end users.’

Development of European legal implementation of the nétweutrality principles has been
slow, with the European Commission referring much ofteiailed work to the new Body of
European Regulators of Electronic Communications (BER&8ich developed an extensive
work programme on net neutrality in 2011212t European Member State level, statements
of principle in favour of net neutrality have been madefdr instance France, but no
legislation was implemented by mid-203hough Netherlands and Slovenian laws had been
passed in 2012 and awaited implementation in mid-2013.

| now briefly summarize the debate to date.

5 The ‘Internet’ is a network of Autonomous Systems, of which about 40,006farescale that is relevant. See
Haddadi, Hamed et al (2009) Analysis of the Internet’s structural evolution, Technical Report Number 756
Computer Laboratory UCAMGL-TR-756 ISSN 1476-2986.

61 haveargued that the real problem lies in the ‘middle mile’ of interconnection, in Marsden, C, Network
Neutrality: Towards a Co-regulatory Solutiofi.ondon: Bloomsbury Academic, 2010).

7See David, Paul (2001) ‘The Evolving Accidental Information SuperHighway’, 17(2) Oxford Review of
Economic Policy pp159.87.

8Hahn, Robert and Scott Wallsten, (2006) ‘The Economics of Net Neutrality’ AEI Brookings Joint Center for
Regulatory Studies: Washington, DC aiww.aei-brookings.org/publications/abstract.php?pid=$+067

9See generally
http://berec.europa.eu/eng/about_berec/working_groups/net_itgutrgbert_working_group_/282-net-
neutrality-expert-working-group

10Cave, M, DAF/COMP/WP2(2011)4 Directorate For Financial And Briter Affairs: Competition
Committee Working Party No 2 On Competition And Regulatiogarihg On Network Neutrality Paper by Mr.
Martin Cave (2011).
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Network Neutrality Regulation in the US

While issues about potential discrimination by ISPs hae® errent since at least 1999, the
term ‘network (net) neutrality’ was coined by Tim Wu in 2003.* In the period since, the
debate was dismissed as ‘an American problem due to abandonment of network unbundling’

and common carriage. Competition in the US is ‘inter-modal’ between cable and telecoms,
not ‘intra-modal’ between different telecoms companies using the incumbents’ exchanges to
access the ‘Last Mile’.*? Instead of regulated access to both cable and telecetwsnks,
there are now less regulated ‘information’ not ‘telecommunications’ services.

FCC Chair Michael Powell declared: ‘I challenge the broadband network industry to preserve

the following Internet Freedoms: Freedom to Access Coneaedom to Use Applications;
Freedom to Attach Personal Devices; Freedom to Obtain Service Plan Information.”*® The
‘Four Freedoms’ were applied in the Internet Policy Statement,** Madison River’, the AT&T

and Verizon mergers, and tB®mcasiaction. Madison River was an easy case: the abuse was
incontrovertible and defended as a legitimate business ggattie vertical integration of the
ISP with its voice telephone service meant it had @iiincentives to block its competitor,
and the practice was intended to degridcustomers’ internet access. It was an example of
negative network neutrality: customers signed up for broatlbarvice with the ISP, but it
chose to degrade that service in the interest of presatsimgonopoly in telephone service.
Madison River is a small consumer ISP, not a largernetienational carrier. The merger of
AT&T and BellSouth undertook various commitments not to block other companies’
applications directed to their uséfSFCC then made a 2008 Order against Comcast, a major
cable broadband I1SP.Comcast deposition to the FCC stated that it beganitlihg P2P
filesharing application BitTorrent in May 2088006, slowed by use of Sandvine technology.
The FCC ruling was against Comcast’s attempts to stop P2P by sending phantom RST reset
packets to customers reflects another ‘easy’ case, that is about as “smoking gun” as the VOIP
blocking inMadison Riveiin 20052

American Recovery and Reinvestment Act 2009, included adbawal open access
stimulus®® on extending broadband into underved areas, with open access and net

11Wu, T (2003) ‘Network Neutrality, broadband discrimination’, 2 Journal on Telecommunications and High-
Tech Law 141.

12Communications Act of 1934 as amended by Communicationsgilatary) Act of 1996, 47 USC.

13Powell (2004) Four Freedoms speech Haitps//hraunfoss.fcc.gov/edocs public/attachmatch/DOC-
243556A1.pat.

14FCC (2005) Internet Policy Statement 05-151.

15FCC (2005Madison River Communications, LLOrder, DA 05-543, 20 FCC Rcd 4295

16FCC (2007)n AT&T Inc and BellSouth Corfpplication for Transfer of Control, 22 FCC Rcd 5562.
17FCC (2008) Memorandum Opinion and OrderF2& Rcd 13028 (‘ComcastOrder”).

18See Karpinski, R, Comcast’s Congestion Catch22, 23 January 2009, at
<http://telephonyonline.com/residential services/neswnkast-congestion-0123/index1.html

19American Recovery and Reinvestment Act 2009, at Divisichit®, VII, Section 6001(k)2, A, D, E.

78



neutrality provisions built into the graffSFCC then made an Order of 23 December 2810,
challenged before the courts in 2012-13. FCC in 2011-13 refesedas times to intervene in
interconnection and piering disputes that were claimed by Ci@Nsnreasonably impair
traffic contrary to the controversial amstib judicenet neutrality ruleS. Implementation of
the technical means for measuring reasonable traffinagement are tested in a self-
regulatory forum, the Broadband Industry Technical Advisorgu@r(BITAG). Its specific
duties include that to offer ‘safe harbor’ opinions on traffic management practices by parties
making formal reference for an advisory technical opiffon.

European Legislation and Regulation of Network Neutrality

European law upholds transparency on a mandatory basis, amdumi Quality of Service
on a voluntary basis, under provisions in the 2009 electromnmunications framework.
Both the 28 Member States, European Economic Area merabdrghe 47 members of the
Council of Europe must also conform to the human rigghwsof the European Convention on
Human Right&'. This is supplemented in the European Union by data protectigai |
instruments which are implemented using both the dewsiof national and European
court$®>, and taking account of the advice of the group of Europdaion privacy
commissioner€. In 2011, the European Data Protection Supervisor expressednigisrito
that traffic management would result in exposure of users’ personal data including IP
addresse€d. The CoE also issues various soft law instruments to guiglmber states in
observance of citizens’ rights to privacy and free expressionzs.

20FCC (2009Report on a Rural Broadband Strate@2 May 2009, at pp 137 especially footnotes 683.
21FCC (2010Report and Order Preserving the Open Inteyi2& FCC Rcd 17905.

22Frieden, Rob (2012) Rationales for and Against Regulatoryvigment in Resolving Internet Interconnection
Disputes 14 Yale J.L. & Tech 266 at: http://yjolt.org&sitiefault/files/FriedenFinal.pdf

23Broadband Industry Technical Advisory Group (2@yaws of Broadband Industry Technical Advisory
Group Section 7.1

24See Koops, Bert-Jaap and Sluijs, Jasper P. (20dt®)ork Neutrality and Privacy According to Art. 8 ECHR
European Journal of Law and Technology 2(3hthd://dx.doi.org/10.2139/ssrn.192073Bluijs, Jasper P.
(2012)From Competition to Freedom of Expression: Introducing Art. 10 E@HRe European Network
Neutrality DebateHuman Rights Law Review 12(3) at http://dx.doi.org/10.2139/ssrn.1927814

25See Case C-461/1Bonnier Audio AB and others v Perfect Communication Swae®J C 317,
20/11/2010 P. 00240024 final judgment 19 April 2012 at
http://curia.europa.eu/juris/document/document.jsf?doclaNgt&xt=&pagelndex=0&mode=DOC&docid=12
1743&cid=848081.

26Marsden C. [201ZRegulating Intermediary Liability and Network NeutraliGhapter 15, pp701-750 in
‘Telecommunications Law and Regulation’ (Oxford, 4th edition)

27European Data Protection Supervisor (2@gnion on net neutrality, traffic management and protection of
privacy and personal data

28SeeDeclaration of the Committee of Ministers on network neutraliklypted 29/9/2010: 1094th meeting of
the Ministers’ Deputies, a soft law instrument to guide member states in the application of net neutrality rules:
aspirations of Articles 6/8/10 of the Convention
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In its initial explanation of its reasons to review thé of 2002 Directives, the Commission
noted the US debate but did no more than discuss the thabpebblem?® Over 20078, the
volume of regulatory reform proposals in the USA, Jagzanada, and Norway had grown
along with consumer outrage at ISP malpractice andeadsig advertising, notably over
notorious fixed and mobile advertisements which presented tlwabraboratory maximum
speeds on a dedicated connection witton@else using it and subject to ‘reasonable terms of
usage’—which meant capacity constraints on a monthly basiegsaf these on mobile as low
as 100MB download totafS.

Net neutrality amendments in 2009 Directives

Net neutrality became a significant issue, together, gritlduated response, in the voting on
the First Reading of the 2009 telecoms package, in May 20@®.Elropean Parliament
voted down the reforms at First Reading prior to imminenligmaentary elections in June.
Amendments on consumer transparency and network opennesefieeed to the Parliament
in the Conciliation process, collated the European Commission ‘Declaration on Net
Neutrality’,** appended to 2009/140/EC:

‘The Commission attaches high importance to preserving the open and neutral
character of the Internet, taking full account of thé @f the co-legislators now to
enshrine net neutrality as a policy objective and regojgirinciple to be promoted by
[NRASs] (Article 8(4)(g) Framework Directive), alongside theeagthening of related
transparency requirements (Articles 20(1)(b) and 21(3){d) (d) Universal Service
Directive) and the creation of safeguard powers for [NRAgJrevent the degradation
of services and the hindering or slowing down of traffiergpublic networks (Article
22(3) Universal Service Directive).’

There in summary are the concerns about ISPs disctimgnagainst content they dislike, or
in favour of affiliated content. The new laws which becaeffective in Member States in
May 201F? states that Member States may take action to emmutiular content is not
discriminated against directly (by blocking or slowing it), indirectly (by speeding up
services only for content affiliated with the ISP). Ndtattas network neutrality extends to all
consumer ISPs symmetrically, it may not be subject topetition law assessments of
dominance, as abuse of dominance is not necessarilycanate analysis of the network

29COM (2006) 33Review of the EU Regulatory Framework for electronic commuaitatietworks and
services Brussels, 29 June 2006 at section-6.2.

30Leading to a significant emphasis on net neutrality i8(8807) 147Zommission Staff Working Document:
Impact Assessmeat 96-102.

31European Commission, Declaration on Net Neutrality, appendeid 20@/140/EC, O J L 337/37 at p 69, 18
December 2009 athttp://eur-
lex.europa.eu/LexUriServ/LexUriServdo?uri=0J:L:2009:337:0037:0069 BR:P

32Directive 2009/136/EC (the ‘Citizens Rights Directive’) and Directive 2009/140/EC (the ‘Better Regulation
Directive’) both of 25 November 2009, which must be implemented within 18 months.
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neutrality problem, at least in EuropeDominance is neither a necessary nor sufficient
condition for abuse of the termination monopoly to tplkeee, especially under conditions o
misleading advertising and consumer ignorance of abusestpeed by their ISP

This Declaration, and the more legally relevant Dikexttlauses, will rely heavily on the
implementation at national level and proactive momipiyy the Commission itself, together
with national courts, and privacy regulators where contistrimination contains traffic
management practices which collate personal subscriber>ddevertheless, it lays out the
principle of openness and net neutrality. The Commigsseit adds that it will introduce ‘a
particular focus on how the ‘net freedoms’ of European citizens are being safeguarded in its
annual Progress Report to the European Parliament and the Council’.*® Article 22(3) of the
Universal Service Directive, stipulates that regulatouyharities should be able to set
minimum qualityef-service standards: ‘In order to prevent the degradation of service and the
hindering or slowing down of traffic over networks, Membert&ahall ensure that [NRAS]
are able to set mimum quality of service requirements’.

Interpretation by BEREC

The European Commission closed its consultation on mktneutrality implementation on
30 September 2020 BEREC’s response® concluded that mobile should be subject to the net
neutrality prowsions, listing some breaches of neutrality: ‘blocking of VoIP in mobile
networks occurred in Austria, Croatia, Germany, Italg, Netherlands, Portugal, Romania
and Switzerland’.3° BEREC explained:

mobile network access may need the ability to limit theral capacity consumption
per user in certain circumstances (more than fixed netwodesa with high
bandwidth resources) and as this does not involve sedetgatment of content it

does not, in principle, raise network neutrality concerns. 40

33 See Marsden (2010) at p 1.

34Some authors question the distinction between degrading anitizinig altogether, as they find that the latter
naturally presupposes the former. See, eg Filomena Chirico, Ilse Van der Haar and Pierre Larouche, ‘Network
Neutrality in the EU’, TILEC Discussion Paper (2007), <http://ssrn.com/abstract=1018326

35See Directive 95/46/EC of 24 October 1995, OJ L 281/31 (1995); Mr@002/58/EC, OJ L 201/37 (2002);
Directive 2006/24/EC OJ L105/54 (2006).

361bid.

37<http://ec.europa.eu/information society/policy/ecomm/Ifgm@iblic_consult/net neutrality/index_en.f#m

38BoR (10) 42 BEREC Responsettio European Commission’s consultation on the open Internet and net
neutrality in Europe, athttp://www.erg.eu.int/doc/berec/bor_10 42 3df

39BOR (10) 42 at p 3.
40BOR (10) 42 at p 11.
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They explain that though mobile will always need greatdfidrananagement than fixed
(‘traffic management for mobile accesses is more challenging’*’), symmetrical regulation
must be maintained to ensure technological neutrality: ‘there are not enough arguments to
support having a different approach on network neutrality enfited and mobile networks.
And especially future-oriented approach for network neutralipull not include
differentiation between different types of the networks.’

BEREC in December 2011 published its guidelines on transpasmtyoS> This is the
type of detailed guidance that the subject called outifaiuding for instance Network
Performance (ie what ISPs can actually be monitored*¥ddRAs have to implement net
neutrality in 20134 with such detailed guidance. However, on transparency, ‘BEREC states
that probably no single method will be sufficient’** and points out the limited role of NRAs.
Governments’ consumer and information commission bodies are likely to also play a key role.

BEREC note that legal provisions in the Directives permit greater ‘symmetric’ regulation on

all operators, not simply dominant actors, but ask for clarification on these measures: ‘Access
Directive, Art 5(1) now explicitly mentions that NRAseaabt to impose obligations “on
undertakings that control access to ewmeks to make their services interoperable™.
Furthermore, the new wider scope for solving interoperakilgputes may be used in future.
This repairs a lacuna in the law, in that the 2002 framewimr not permit formal complaints
to be made by content providers regarding their treatnelgPs.

Interpretation by other European institutions

Telecommunications regulators are aware that net néutigla more important issue than
they are equipped to explore, as the technologies ke si@ technologies of censorship.
Private Internet censorship, consistent with Article 2JOECHR, may only in limited

circumstances be acceptable. Note that the introductionetwvork neutrality rules into

European law was under the rubric of consumer informasafeguards and privacy
regulation, not competition policy.

One of the several principles of network neutrality prayatdd by both the FCC and
European Commission is that only ‘reasonable network management’ be permitted, and that
the end-user be informed of this reasonableness viaicteamation. Both the FCC in the US
and the European Commission have relied on non-bindinigredéons to make clear their
intention to regulate the ‘reasonableness’ of traffic management practices. In Canada, the
CRTC has relied on inquiries to the dissatisfactioadfocates, while in Norway and Japan

411bid.

42Documents BoR 53(11) Quality of Service and BoR 67(11) Transpagdncy,
<http://erg.eu.int/documents/berec_docs/index_en.htm>.

43See BoR 53 [11] at p 3.
44See BoR 67 [11] at p 5.
45BoR (10) 42 at p 20.
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non-binding self-regulatory declarations have been thusda-enforced. Little was done to
define reasonableness and transparency by the European Gammwior to the
implementation deadline. This has led to extensive and myetb criticism by the European
consumers’ organisation, and a substantial package of measurement, consumer empowerment
and regulation for greater transparency and consumetsrighthe proposed 2013 reforms
(discussed below).

National Regulation since 2010: UK, France, Netherlands, Slovenia

Ofcom confined itself to measuring ISP broadband perforeyasod making it easier for
consumers to switch to rival providers. Ofcom has contipadlempted since 2008 to reach a
self-regulatory solution, creating the unedifying speetatlappearing to drag unwilling ISPs
to the table to agree on what is at least formally ‘self-regulation’ though with the strongest of
regulator pressure applied. Ofcom tried to encourage industimegelation via transparency
Codes of Conduct, which were unconvincing as recalcitrant indpdagers agreed to only
minimal restrictions on arbitrary limits on consumers’ behaviour. By 2011, with
implementation of 2009/140/EC needed, the government-funded Bruhdbiakeholder
Group (BSG) finally produced a Code of Conduct. The UK Ofcom Dyaftual Plan 2012
13 had a small section on traffic management which is blad uminformative®® but
promised that Ofcom would ‘undertake research on the provision of “best-efforts” internet
acceas.’

France also conducted extensive consultation on net ngutkdiving consulted extensively
over an entire year on how to implement the 2009 framewnmet neutrality, ARCEP in
2010 released a *10 point’ principles for net neutrality48. ARCEP updgd their ’10 points’ in

a report to the French parliament in 2012 which concludedctmapetition and transparency
was insufficient to deal with potential long-term consumetriments from anti-neutrality
behaviour®’. It concluded that further legislation of the type passedNétherlands and
Slovenia would be required in order to stop blocking and throtttisgecially of VOIP over
mobile networks, but that this was of course Parliament’s competence. ARCEP’s position has
been that managed services would be permitted to be ofityedside open Internet access,
“provided that the managed service does not degrade the quality of Internet access below a
certain satisfactory level, and that vendors actctoedance with existing competition laws
and sectospecific regulation” (Principle 4 of 2010). It confirmed this stance in permitting an
agreement for preferential access to France Telecom/Orange and Free’s services by Google’s

460fcom (2012) Draft Annual Plan 2012/13 at paragraphs-5.42.

47See further Curien, N. and W. Maxwell (20N&t Neutrality in Europe: An Economic and Legal Analysis
Concurrences, Review of competition laws, N°4.

48ARCEP (2010)nternet and network neutrality: proposals and recommendatons
www.arcep.fr/uploads/tx.../net-neutralite-orientations-sept2010-eng.pdf

49ARCEP (2012), "Report to Parliament and the Government on Niétalily”,
http://www.arcep.fr/uploads/tx_gspublication/rapport-parlenmeitneutrality-sept2012-ENG.pdf
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YouTube content delivery network (CDN) in early 26P13t is important to note that this is a
non-neutral provision for a higher speed ‘managed service’, to which we return in section 8.
Furthermore, the competition authority in September 2012 demahdé France Telecom
clarify the relationship between its wholesale and refaglrations in order to ensure it did not
cross-subsidise and margin squeeze competitors, notaggn€6ommunicationd. This has
been noted with approval by expert telecoms analysts, with Robinson stating “ARCEP is
therefore calling for the elimination of the blocking of VadRd P2P traffic. The regulator
concludes that QoS is a crucial lotegm issue that must be monitored in order to “strengthen
competitive emulation”2

US operators active in the French market did not wisleveal their traffic data. On 10 July
20133 the Conseil d’Etat confirming ARCEP’s decision of 29 March 2012 on gathering
information on the technical and pricing conditions governimigrconnection and data
routing, and denied the appeal of US ISPs Verizon and ATri&Ttlaeir French subsidiariés
ARCEP argued that:

“regular, twice-yearly information gathering campaigns were vital to the regulator’s
ability to ensure that these markets run smoothly ovee fimm a technical and
economic perspective, particularly in relation to ARCEability to settle any possible
disputes that might arise between ISPs and providersbiitpanline communication
services.”

The decision to uphold the information-gathering demamdsR€EP means that the French
regulator will be able to gather more information on théfir management practices of Tier
1 ISPs and CDNs such as Google than any other natiegalator, including those outside
the European Union Arguably it also means that ARCEP will be placed in Hest
European position to assess the state of competitidre inackbone IP interconnect market.

50DSL Prime (2012rance Telecom, Free To Google YouTube: You're Blocked Unleg2aya2ir December
at http://www.dslprime.com/dslprime/42-d/4881-france-teledmato-google-youtube-youre-blocked-unless-

you-pay

51Autorite de la concurrence (2012) 12-D-18 L. 464-2 at
http://www.autoritedelaconcurrence.fr/user/avisdec.php?rami@D18

52Robinson, James (2012RCEP favors an uncomplicated, flexible approach to net neytr8eptember 28,
Ovum Update, at http://ovum.com/2012/09/28/arcep-faaorgacomplicagd-flexible-approacheo-net-
neutrality/

53Conseil d’Etat (2013) Decision No. 360397/360398 of 10 July 2013, at
http://arcep.fr/fileadmin/uploads/tx_gsactualite/CE36313071014170.pdf

54ARCEP decision No. 2012-0366 of 29 March 2012

55See ARCEP (2013) at
http://arcep.fr/index.php?id=8571&tx_gsactualite_pil%5Buid%5D=1616&tx_gsdetyaill ¥%o5Bannee%5D&t
X_gsactualite_pil%5Btheme%5D&tx_gsactualite_pil%5Bmotscle%5D&tx_gsactyilié5BbacklD%5D=2
6&cHash=af231efe682036dbe00ed2317f1a9dcc&L=1
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Netherlands network neutrality regulation was voted on bygésate on 6 March 20%2,
which made it the first European nation to formally intrcelmeandated network neutrality.
The law was delayed until the second half of 2013 by the fagesecondary legislation from
the Ministry mandating the regulator to implement . |

Slovenia also passed a law mandating net neutrality, dde28mber 2012, which is on its
face more restrictive than the Netherlands laWhis was also due for implementation in
2013. Field research is needed to examine the effectivehesgeh laws and their operator
and consumer effects

2013 Proposed European Regulation

On 11 September 2013, the European Commission adopted a propgsiation that would
substantially impact and harmonise net neutrality provision, allowing priority ‘specialized
services’ and generally preventing ISPs from blocking or throttling third paroytent®. The
proposal was extensively strengthened from a July 2013 drafftitsaessential items are in
part positive and in part negative for net neutrality policy.

Net neutrality ‘heavy’ is explicitly rejected in a definition of Assured Servigeality®, in
Article 2.12 of the draft law: "assured service quality (A®Qhnectivity product” means a
product that is made available at the internet protocol §€hange, which enables customers
to set up an IP communication link between a point of aot@mection and one or several
fixed network termination points, and enables defined levels nof ® end network
performance for the provision of specific servicesrtd esers on the basis of the delivery of a
specified guaranteed quality of service, based on specified parameters”.

Article 23(5) enforces net neutrality ‘lite’, thus conforming to the Netherlands and Slovenian

laws™: “Within the limits of any contractually agreed data volumes or speeds for internet
access services, providers of internet access servidésatheestrict the freedoms provided
for in paragraph 1 by blocking, slowing down, degrading orruiscating against specific

56Netherlands: Senate will debate net neutrality law 6 M20d 2
<http://www.eerstekamer.nl/wetsvoorstel/32549 implementatie hexmiene

57Article 203(4) of Slovenian Law on Electronic Communicatidtas 00302-10/2012-32, 20 December 2012,
http://www.uradni-list.si/1/content?id=1114#&&Ipful translation of key aspects at https://wlan-
si.net/en/blog/2013/06/16/net-neutralityslovenia/

58The author has conducted personal interviews with theargleational experts in April 2013 (Netherlands)
and June 2013 (Slovenia) as well as the Minister resgensiBlovenia (August 2013) and consumer
representatives (June 2013). More such research with ogesatbiconsumer groups is needed.

59C0OM(2013) 627 final 2013/0309 (COD) Proposal for a Regulation laying deeasures concerning the
European single market for electronic communicationg@agdhieve a Connected Continent

60The ASQ definition, also in Annex Il of Com(2013) 627 is taken fitoerETICS project (2010-12):
https://www.ict-etics.eu/overview/objectives.html

61Supra n.57 and Article 7.4a(3) of the Netherlands TelecomntionisaAct 2012, translated by the Dutch
government alttp://www.government.nl/files/documents-and-publicatioogs/2012/06/07/dutch-
telecommunications-act/tel-com-aat-versie-nieuw.pd{not official legal translation).
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http://www.government.nl/files/documents-and-publications/notes/2012/06/07/dutch-telecommunications-act/tel-com-act-en-versie-nieuw.pdf

content, applications or services, or specific clasbeseof, except in cases where it is
necessary to apply reasonable traffic management measures.”

Specialized Services: The Exception to Net Neutrality

ISPs are creating managed service lanes alongside thie oternet, with guaranteed
Quality of Service (Qo0S). As the FCC Open Internet Adyistommittee (OIAC) states:
“The business case to justify the investment in the expansion of fiber optics and improved
DSL and cable technology which led to higher broadband speedsfumaamentally
predicated pon the assumption that the operator would offer multiple services”®%. In its
Comast/NBC merger conditions, FCC held that Specialisedic® means:

any service provided over the same last-mile facilities usedeliver Broadband
Internet Access Service other than (i) Broadband heteAccess Services [BIAS], (ii)
services regulated either as telecommunications serviceer Title 1l of the
Communications Act or as MVPD services under Title VI lig Communications
Act, or (iii) Comcast’s existing VoIP telephony servicg.

The FCC Order of 2010 offers a definition of;

services that share capacity with broadband Internet access service over providers’
last-mile facilities, and may develop and offer othehsservices in the future. These
‘specialized services,” such as some broadband providers’ existing facilities-based
VoIP and Internet Protocol-video offerings, differ frdmoadband Internet access
service and may drive additional private investment in braxadbnetworks and
provide end users valued services, supplementing the besfefies open Internét’

BEREC offers a different definition, more rigorous imfagcing separation from the public
Internet:

electronic communications services that are provided and tedewathin closed
electronic communications networks using the Internet Bobtdhese networks rely
on strict admission control and they are often optohior specific applications based
on extensive use of traffic management in order to ensadequate service
characteristic§

62Federal Communications Commission Open Internet Advisory Civeenf2013)Annual ReporReleased
August 20, 2013, at p68.

63Federal Communications Commission (2011) MB Docket No. 10-56,184, pg. 121, at
http://www.fcc.gov/document/applications-comcast-corporagjeneral-electc-company-and-nbc-universal-
inc-consert20

64Supra n.21 at paragraph 112.
65BOR (12) 131Guidelines for quality of service in the scope of net neutrBlidigument date: 26.11.2012, p5
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BEREC explained it: “might be the case that all IAPs present in the access markets are
blocking traffic of special P2P applications. That situatmght be considered as collective
SMP, which is difficult to prove.”®® It went on in paragraph 279 to observet tfalocking
P2P systems or special applications reduces consumers’ choice, restricts their efficient access

to capacity-intensive and innovative applications and shibklsiser from innovation. Thus it
reduces the consumer’s welfare, statically and dynamically.” It concludes at paragraph 307
that “For a vertically integrated IAP, a positive differentiation in favour of its own content is
very similar to a specialised service.” This is an important conclusion, that specialized
services can in reality form a means of evading netralty regulations, while diverting
traffic away from the public Internet to a less regulagezinium priced alternative. It created
substantial controversy in the US where Comcast was atafskiling to conform to its
obligations not to favour its own specialized IPTV servicda2-13, while under the terms
of its 2011 merger consent from the F&CAs with all telecoms licensing conditions, net
neutrality depends on the physical capacity availabletamdy be thatde factoexclusivity
results in some services for a limited time period gsaciéy upgrades are developed.
Regulations passed in licensing can affect network neutrality dundamental level.
Interoperability requirements can form a basis foroactvhere an ISP blocks an application.

As the FCC OIAC explains “A high threshold or cap may represent an additional factor that
shapes the ability of an edge provider to supply its servicermtuct business with a user. If
an ISP imposes a data cap or other form of UBP, thikl @aftect user demand for the edge
provider’s service, which, in turn, may shape the ability of the edge provider to market and
deliver its servic®. This is especially so if the ISP offers specializediises that compete
with the edge provide and for which a cap or other UBP does not apply”®°. They continue
“There is a rationale for separately provisioning between the specialized and non-specialized
services, usually to achieve some engineering or market ejestich as improve the quality
of service (e.g., reduce user perceptions of delay). Iniaddone service often has a set of
regulatory requirements associated with it, and one often does not.” The conclusion is

a specialized service should not take away a customer’s capacity to access the Internet.
Since statistical multiplexing among services is stangmetttice among network
operators, the isolation will not be absolute in mosesaHowever, if a specialized
service substantially degrades the BIAS service, or ishithie growth in BIAS

capacity over time, by drawing capacity away from thgacdy used by the BIAS,

66BoR (12) 13Differentiation practices and related competition issues in tpes of net neutralityFinal
report, of 26 November, at paragraph 277.

67See Public Knowledge (201BE: Public Knowledge Petition in MB Docket No. 10455 at
http://www.publicknowledge.org/files/PK%201%20Y ear%20L etter%200n%20Co#h283box%20Petition.p
df: “the Commission must show that it has the conviction to actually enforce merger conditions — not merely to
impose them”.

68See Lee, imothy B. (2012) May 2, “Sony: Internet video service on hold due to Comcast data cap,” Ars
Technica http://arstechnica.com/tech-policy/2012/05/sony-wasnmssast-cap-will-hamper-video-competition/

69Supra n.62 at p18.

87


http://www.publicknowledge.org/files/PK%201%20Year%20Letter%20on%20Comcast%20Xbox%20Petition.pdf
http://www.publicknowledge.org/files/PK%201%20Year%20Letter%20on%20Comcast%20Xbox%20Petition.pdf

this would warrant consideration by the FCC to further unaedsthe implications for
the consumer and the possible competitive services runnitlieBIAS servic€.

As FCC OIAC admits in suggesting technology neutrality bergbdewhere possible (2013:
70) “There are painful edge-conditions to this principle, which we acknowledge.” There will

be substantial controversy regarding definition ofcsplized services, data caps on public
Internet (or ‘BIAS’ as the FCC calls it), and the limits of public net neutrality rules. This is
already apparent in the US, and will be a central featitiee European net neutrality debate
in 2014.

Conclusion: Towards a new European Law on Net Neutrality?

The decision to adopt a net neutrality ‘lite’ approach is that which had been anticipated ever
since the 2009 package was voted through the College of Commeission 11 September
2013 and is now in negotiation between the institutions. dbles incumbent telcos and
others to charge for higher quality but maintains some baself free public Internet
services. It may require the revision of the Dutch arm/&lian laws, but will take direct
effect — should the Regulation actually be enactedlsewhere far more rapidly than the
national regulatory debate otherwise promised. However, dibates in the European
Parliament may yet see revision or even blocking optb@osed Regulation between autumn
2013 and spring 2014 (Parliament will be dissolved and a new Eur®aebament will be
elected in May 2014). It is therefore unclear whetherliteisheavy compromise will survive
the politics of the winter 2013/14.

There remains an important research question aside freoiatiped services. One of the
main claims by ISPs wishing to traffic manage is that hatetraffic growth is unmanageable
by traditional means of expansion of bandwidth and thatefore their practices are
reasonable. In order to properly research this claim Jaggs and legislators need access to
ISP traffic measurement data. There are several pessibans of accessing data at Internet
Exchange (I1X) points, but much data is private either sdus between two peers who do
not use an exchange, or because it is carried by a Gddé&dimery Network (CDN). The
delays to the network may make it unreliable for video gamingoice over the Internet.
Regulators are beginning to engage with measurement comparaealyse real consumer
traffic’’, and more research into the reality of the consumeadband experience is much
needed. The most recent reliable commercial data suggyestiern European fixed Internet
traffic is growing at only 17% CAGR and mobile at 50% or lowte (latter number is
inherently unreliable as mobile is only 0.15% of overall imt¢ traffic and networks

70Supra n.62 at p68.

71For instance UK, US regulators and the European Caiamismployed SamKnows to conduct wide-ranging
measurement trial, while Akamai and Cisco issue quarterly ‘state of the Internet’ traffic aggregation studies.
European Commission (201Quality of Broadband Services in the EU: March 20déhtracted to SamKnows
with Contract number: 3GE-0392545/00-77; SMART 2010/0036. ISBN 978-B230933-5 DOI:
10.2759/24341
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jealously guard actual data uSeBoth are historically low figures, suggesting the opposite of
a ‘data explosion’. In order to properly research this claim, regulators and researchers need
access to ISP traffic measurement data. There areaspessible means of accessing data at
Internet Exchange points, but much data is private dibeause it is between two peers who

do not use an exchange, or because it is carried by d*CBWdence-based policy-making is
sorely needed in this area.

72 Cisco (2012)isual Networking Indexat
http://www.cisco.com/en/US/netsol/ns827/networking_solstienb_solution.html

73 Faratin, P. et al (2008he Growing Complexity of Internet Interconnecti@ommunications & Strategies,
(72): 51, 4th Quarter at SSRN: http://ssrn.com/abstract=1374285
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Privatised Online Enforcement Series

by Joe McNamee

Introduction: Privatised enforcement & net neutrality

The five articles below briefly describe the issue o¥atised law enforcement in the digital
environment from a variety of perspectives. These probleet®me more complex and
pronounced when the issue of “net neutrality” are discussed. Governments generally want to
maintain the open nature of the Internet, because ittliasopenness that generated such
benefits for freedom of communication, for democracg, andeed, for the economy. This
desire has led to countries like the Netherlands seekinghdbriee protection for net
neutrality in law. However, governments, faced with the mlerity of regulation of online
communications, are frequently drawn to the simplistic and cheap “solutions” that demand

that industry do “something” to address particular public policy concerns.

It is logically impossible for governments to simultandgpaemand that Internet companies
— whether online companies providing search facilities orriete access providers
simultaneously refrain from interfering with informatifiows (i.e. enforce neutrality), when
such interferences are motivated competitive advardadectively engage in interferences
if the think, or guess or hope that such interferencesseille the achievement of some
public policy goal. It is alsoither naive or reckless to hope that (often foreign) companies’
assessments of what such non law-based interferaittesreedom of communication are
necessary and proportionate arand will continue to be - in line with the needs and values
of the soaity. Often, increased government pressure to “do something” skews this balance
still further, leaving the Internet company with the takguwessing what action will distract
government attention and not take whatever action mightrelasonably necessary and
proportionate.

A. Abandonment Of The Rule Of Law

This article is looking at the development of procedsescajoling, obliging or coercing
online economic operators to police the Internet. Ast fihis article examines the scale of
this trend.

Most western democracies either actively or passivelygmase that they are based on the
“rule of law" and protection of fundamental rights isrmally provided within this
framework.
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In the EU, for example, the rule of law is affirméxlr times in theTreaty on European
Union. It is "confirmed" in the preambleof the Treaty and restated in Articlé. The EU
also places an obligation on itself to contribute to thedailye of consolidating "democracy
and the rule of law" in its development policy (Aréi1y and common foreign and security
policy (Article 22). Furthermore, th&uropean Convention on Fundamental Riglatsd the
Charter of Fundamental Rigfitsplace obligations on EU Member States and on the
Commission (ratification of the ECHR is pending) thastmetions to freedoms must be
based on law’. The 2003 Interinstitutional Agreeménbn better lawmaking which was
agreed between the Commission, Parliament and Coundiefurequires in Article 17 that
self-regulation must respect criteria of represerdags of the parties involved ahdll not
be applicable where fundamental rights or important political options are at'Stake

All of these obligations have not prevented the European Cssionifront®

e Launching a "dialogue" with industry on filesharing, which unidd proposals from
the European Commission on "voluntary" mass filteringaifvorks by ISPS;

e Launching a "dialogue" with industry on "voluntary" deletiof websites accused of
containing unlawful materi&l (unless the Internet provider is convinced the site is

legal)*>;

e Launching a dialogue on punishments to be meted out by onlidiagrplatforms
against traders accused of counterfeifing

e Launching a funding proposal for "self-regulatory” blockofgwebsites accused of
containing illegal content;

! see: Treaty on European Union: http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2006:321E:0001:033RMEMN(1.10.2013)

2 see: ibid. C 321 E/12 (1.10.2013)

33 see: ibid. C83/23 (1.10.2013)

* see: i.a. ibid.C83/30ff. (1.10.2013)

® see: European Convention on Human Rights: http://www.ege.int/Documents/Convention_ENG.pdf

(1.10.2013)

® see: Charter of Fundamental Rights Of The Europeambthitp://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2010:083:0389:040B{EN(1.10.2013)

" See:European Convention on Human Rights: http://www.hri.org/H&HR50.html, Article 10 (1.10.2013)

8 see: 2003 Interinstitutional Agreement: http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2003:321:0001:000B{EN:C321/2 (1.10.2013)

° see : ibid. C321/1 (1.10.2013)

192003 Interinstitutional Agreement: http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2003:321:0001:000B{HN:C321/3 (1.10.2013)

1 see: http://eur-lex.europa.eu/LexUriServ/LexUriServ.de®diC:2003:321:0001:0005:EN:PDF

2 |n addition, there are other projects elsewhere énvibrld and globally, such as the US-led "trans-pacific

partnership" and the OECD project on the role of IBRechieving public policy objectives.

ii see: http://lwww.euractiv.com/infosociety/eu-secaths-illegal-download-news-501715 (1.10.2013)
see: ibid.

15 see: http://www.edri.org/edrigram/number8.15/edri-eureispice-takedown-comission (1.10.2013)

16 see : http://www.mofa.go.jp/policy/economy/i_propertigaconsolidated_text_101006.pdf, page 7

(1.10.2013)
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e Agreeing on a text promoting online policiigf copyright by Internet providers in
the Anti-Counterfeiting Trade Agreeméht

e Launching a dialogue with the US Federal Bureau of Investigatim "voluntary"
deletion of websites and removal of IP address from ébRsad;

e Promoting a reduction in privacy in favour of intellectuabperty rights in the
Commission Communication on enforcement of intellegiuaperty rights;

e Agreeing on a global filtering of mobile Internet accesgh European GSM
Operators, in the absence of an identified problem andeirthree years since the
agreement was reached, any assessment of its impact;

e Agreeing on a text in the EU/Korea Free Trade Agreement wisk$ removing core
aspects of ISP liability safe harbours, increasing ikedihood of ISPs feeling the
need to take pre-emptive punitive measures against consumpestedsof illegal
activity;

e Financially supporting an initiative to block funding to weéssiaccused of illegal
activity (the model used by Mastercard to block funding to &4k and by Visa to
block funding to websites accused of facilitating copyrigfringementj°.

B. Is "Self-Regulation” Worse Than Useless?

Much of the policy with regard to "self-regulation” in tbentext of illegal online content is
developed on the basis that anything that industry can Helpadfight crime is automatically
a good thing". The assumption is that, however distasteful ina private companies should
be regulating and enforcing the law in the online wirlil is better that "somebody" is doing
"something”. The reality is, however, very different.

The first area where Internet intermediaries stbeweforcing the law is in relation to child
abuse imagé3 The European Commission funds "hotlines" to recespents of child abuse
images and these send reports to law enforcement authauitieInternet hosting providers
and, sometimes, Internet access providers. Law enfor¢eaudhorities are supposed to play
their role in investigation and prosecution, while Inteprelviders are supposed to play their

" see: http://www.edri.org/edrigram/number8.15/edri-eureispice-takedown-comission (1.10.2013)

18 see : http://ec.europa.eu/home-affairs/funding/isec/tali32/tc2_call_2010_en.pdf, page 3

19 see: http://www.mofa.go.jp/policy/economy/i_property/actasolidated_text_101006.pdf (1.10.2013)
2 http://europa.eu/rapid/press-release_IP-09-342_en.htm (1.10.2013)

2 https:/www.iwf.org.uk/assets/media/annual-
reports/Internet%20Watch%20Foundation%20Annual%20Report%202010%20web. pdiffpély&0.2013)
2 see: i.a. ibid., page 1ff. (1.10.2013)

3 http://www.edri.org/files/Written_Statement_Underbjerg.pdfge 1ff. (1.10.2013)
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role, in diligently and within the rule of law, removingntent that has been shown to be
illegal and supporting collection of evidence by law enforceraattioritied”.

At a recent meeting of the European Commission "dialogue'tissemination of illegal
content within the European Union, tl@afer Internet Unitof the Commission gave a
different and more worrying analyéis A representative explained that many EU police
forces did not prioritise online child abuse and even if is wa the priority list in some
countries, it was at the bottom. The proposal was maedegfore, that hotlines should send
reports directly to Internet hosting providers to delegevikbsite®. The fact that this would
facilitate and propagate the alleged inaction of the @almpears not to be a consideration.

This approach is confirmed by the European Commission's guedeir co-funded hotlines
on notice and takedowh(that are, unsurprisingly, not publicly available), which sugtest
agreements should be signed between the hotlines and lite gdese guidelines suggest
that "the agreement should preferably stipulate a deaidlinde police to react after which
the hotline would proceed with giving notice". In other words; enforcement authorities
would be assured that, if they remained wholly inactiveafoegreed period, the evidence of
their failure to address serious crimes would be diligently middg the hotlines, in
cooperation with well-meaning "industry self-regulatiéh"

This is, unfortunately, far from the only example. As timred above, hotlines also contact
Internet access providers. In some countries, theseittakgon themselves to undertake
technically limited "blocking” against sites identified as beillegaf®. In Sweden, for
example, ISPs "block" sites and receive an updated list fihe police every two weeks. The
pointlessness of this whole process is shown by theHattwhile the lists are updated every
14 days, the British hotline, the IWF, has produced statishowing that the average length
of time the sites remain online is only twelve dy#n other words, on average, there are no
functioning sites at all on the "blocking" fiSbne day out of every seven.

Unfortunately, this activity is not just useless, it is sethan useless. In a speech given to
the German Parliament, a Danish police official explaineat, thaving "blocked" the
websites domestically, the police in that country do notas®e point in communicating
evidence of serious crimes against children to the policeedoirt the United States and

2 hitps://www.iwf.org.uk/assets/media/annual-
reports/Internet%20Watch%20Foundation%20Annual%20Report%202010%20web. pdfa paife
(1.10.2013)

% http://www.circamp.eu/index.php?option=com_content&viewshsdiid=24:interpol-crimes-against-
children-team-oreudirective (1.10.2013)

% https:/iwww.iwf.org.uk/assets/media/annual-
reports/Internet%20Watch%20Foundation%20Annual%20Report%202010%20web. pdffpélgé@P013)
27 http://www.edri.org/edrigram/number8.15/edri-euroispa-eetidkedown-comission (1.10.2013)

28 https:/www.iwf.org.uk/assets/media/annual-
reports/Internet%20Watch%20Foundation%20Annual%20Report%202010%20web. pdffpelyé 22013)
® see : ibid. (1.10.2013)

3030 http://www.edri.org/files/Written_Statement_Underbjerg.pd1(12013)

31 http://www.circamp.eu/index.php?option=com_content&viewshdiid=24:interpol-crimes-against-
children-teamen-eu-directive (1.10.2013)
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Russia, because they probably wouldn't be interesteddifficult to imagine another crime
which would be treated in such a trivial way.

Reports from the European Commission are that therebeith major push to increase the
"safer internet"budget, which is currently being reviewed. As yet, there arggns that any
lessons are being learned regarding the failures of risglfiation” under the current
programme.

C. The Law According To The Advocate General

The Advocate General of the European Court of Justimently published his views with
regard to théScarlet/Sabancase C-70/10 in the European Court of Judticehis is a crucial

case with regard to privatised enforcement, as it isfiteetime that the legality of this
approach has been tested. The case came as a resulittérapt by the Belgian collecting
society Sabam to require the small Belgian ISP Scarleistall a filtering system to monitor
all peer to peer traffic on its network and block files wietbam ruled to be unauthorig&d

As Scarlet was a small, struggling ISP, Sabam hoped thaiiteld comply to avoid high

court costs.

Since the start of the case, however, things have ulrdwomewhat for Sabam. Firstly,

Scarlet was taken over by the Belgian former incumBetgacom, which had the resources
and ability to fight the case and, secondly, Sabam wasliatedi by an undercover TV

"sting" which showed them demanding royalties for artistd do not exist (such as Suzi
Wan, a brand of noodles) and demanding royalty paymentasi®rof their non-existent

works.

The Advocate General described the case as being aboagrggzh 54) "delegating the legal
and economic responsibility of the fight against illegal doading to Internet access
providers." Sabam's action in bringing the case has beenvatrgble to digital rights. If

they had not brought this case, the European Commissioifd wave been vigorously
pushing in favour of exactly such measures, claiming that thioagiprwas legal without
immediate fear of contradiction.

For example, in the recent Communication on the imphatien of the IPR Enforcement
Directive®®, the Commission argued that such injunctions might pplied, without
contradicting any relevant EU law or human rights lawsTiialso the advice that it gave to
the Court. Indeed, the Commission had already run aoylial on illegal up- and
downloading” with the industry and the content industry witle aim of achieving
"voluntary" breaches of the right to privacy and tlyhtito communication that are at stake
in the Scarlet/Sabam case, albeit without success.

32 http://curia.europa.eu/jcms/upload/docs/application/pdf/2011p04aH37en.pdf (1.10.2013)
3 see: http://curia.europa.eu/jcms/upload/docs/applicatio®QHE-04/cp110037en.pdf (1.10.2013)
34 see: http://eur-lex.europa.eu/LexUriServ/LexUriServ.de®u@M:2010:0779:FIN:EN:PDF
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The view of the Advocate General is that the filteramgd blocking demanded by Sabam
would constitute an infringement of the fundamental ggit privacy and communication.

As such, the requirements imposed by the Charter on FemdahRights and Convention of

Human Rights in such cases would have to be met. Incplarti the Advocate Gendra

explains that restrictions must be based on law, tharlast pre-date the restriction and the
law must be necessary, proportionate and effettiveterestingly (paragraph 113), he also
says that Article 52.1 of the Charter creates an immldigation for the law to be properly

legitimated by a legislative procé&s

In paragraph 52 of the Opinion, the Advocate Generab@glthat, according to the Charter
on Fundamental Rights, the proportionality of a reBom of fundamental rights needs to be
defined both by the legislator, when formulating the lawwich the restriction is based and
by the judge imposing the restrictiSnNot only does this contradict the Commission's input
on in this particular case, it also places huge doub¢s a wide range of Commission
initiatives. For example, in recital 13 of the Child fation Directive, the Commission
bizarrely suggests "stimulating” internet providers to un#erthlocking and filtering
"voluntarily,” circumventing the law, the legislatordathe judge.

It remains to be seen what lessons the European Commugidlidaike from this ruling in its
demands for more extra-judicial policing from Interneeintediaries. In particular, will the
Commission stop funding projects, such as CIRCAMP, eitsire raison d'etre being in
fundamental contradiction with this Opinion?

D. Anatomy Of A Self-Regulation Proposal

How does it happen that an industry or a sector of indusgmys sup "voluntarily” to
arbitrarily punish their consumers and to restrict freedofhmspeech? One of the most
interesting and telling examples is the ongoing "public/privaiegue to fight online illegal

activities”®,

In November 2009, the European Commission Directorate Gemerdustice Liberty and
Security (the relevant units are now part of DG Home Adjainvited a variety of Internet
companies (but no civil society representatives) to a ngeébi discuss, in very vague terms,
the issue of illegal content online - concentrating dmldc abuse, terrorism and
racism/xenophobia. In that meeting, no particular problas identified that needed to be
solved and various existing approaches were presented tstigfhtonterit.

% http://www.circamp.eu/index.php?option=com_content&viewshsdiid=24:interpol-crimes-against-
childrenteamon-eudirective (1.10.2013)

% http://curia.europa.euljurisp/cgi-bin/form.pl?lang=EN&Subnéttrercher&numaff=C-70/10 (1.10.2013)
37 See: ibid.(1.10.2013)

38 see: http://ec.europa.eu/transparency/regexpert/index.cimgripDetail.groupDetailPDF&grouplD=622
(1.10.2013)

% see: http://www.edri.org/files/Draft_ Recommendatipd$(1.10.2013)
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At that meeting, the European Commission offered to prepaferecommendations to form
the basis of future discussions. This text would formallg the Commission's
"understanding” of industry's views and not, legally speakimgproposal from the
Commission. As a result, the Commission's proposals waaiicheed to go through either
any internal approval systems in the Commission or, beingon-legislative proposal,
through the Council of the EU or European Parliament. Tb@phole permits the
Commission to make proposals to industry informally, but wité threat of legislation
permanently in the backgroufid

The Commission subsequently produced the set of recomrimrigtwhich listed a variety
of circumstances where "Internet providers" could ‘Geenor disable access" to content,
without any judicial oversight and without any clear obligiasi for public authorities to act
against the criminally illegal content - a public/private dialogdrere the public has to do
nothing and the private does everything, outside the denmpratess and the rule of |4t

The Commission then organised another meeting in May 201@hiah EDRi asked to
participate. During that meeting, EDRI repeatedly askednfmrmation on what specific
problems with illegal content hosted in Europe had beeriigehthat this project sought to
address. No response was forthcoming. Industry particieahtsed this call and asked why,
if the Commission is only talking about hosting providersdiit not make reference to
hosting providers rather than "internet providers” m froposed text. No answer was
forthcoming. At the end of that event, the Commissiconpsed to take the concerns into
account and to produce a revised set of recommendatiorsnwide, EDRi and the
European ISP Association (EurolSPA) prepared a jointrlediglaining the minimum
requirements to be respectéd

In December 2010, another draft recommendation set was pudrtbby the Commission,
which was virtually identical to the one in May. A day-langeting was organised where the
same questions were asked by EDRi and by industry, with then@@sion again failing to
provide any information regarding the nature of the problenttie process was supposed to
solve. After the meeting, EDRI joined with both EurolSPA ahe European Telecoms
Networks Operators Association (ETNO) to again put the cas@ard demands of both civil
society and industry in writing. Six months later, the aelgponse that the letter has received
is that it would not be answered before Jne

This whole process has been a solution in search aftdepn, exploiting a loophole where
individual services in the Commission can make propogatgar importance to freedom of
communication without any bureaucratic or democratic ayltrsising the pretence that they
are not Commission proposals at all.

“0 see: http://www.edri.org/files/090710_dialogue_NTD_illegal_auhturolSPA-EDRI.pdf (1.10.2013)
“L see: http://www.edri.org/files/Draft_Recommendatipd(1.10.2013)

“2 see: http://www.edri.org/files/Draft_Recommendatipd$(1.10.2013)

“3 see: http://www.edri.org/files/090710_dialogue_NTD_illegal_aunteurolSPA-EDRI.pdf (1.10.2013)
“ see: ibid. (1.10.2013)
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E. Online Trading Platforms Sell Out

In a bizarrely designed document, looking like a mix betwaeevedding invitation and an
accident in a blue ink factory, leading online retaildrsazon eBayandPriceministerhave
sold out the interests of their consumers in a "menthna of understanding” with a range of
luxury goods and copyright groups. In return, they haveivede non-binding commitment
not to be sued by the rightsholders for twelve mdfiths

Under the agreement, the Internet platforms agree to red@onsibility "to assess the
completeness and validity of" reports from rightsholdefounterfeit goods being sold
through their services and, based on this extra-judiciate, not only to remove the listings
of the alleged counterfeit material but also to take ‘tdee measureagainst such sellers”*®.

Furthermore, for reasons that are not explicitly exigldj Internet platforms will receive lists
of words "commonly used for the purpose of offering for s#ieobvious' counterfeit
goodé™ which they will "take into consideratif®. Up to the limits imposed by data
protection law, "Internet Platforms commit to disclogppn request, relevant information
including the identity and contact details of alleged infrisgerd their user nani&s

On the other side, the rightsholders undertake to makeeses for personal information "in
good faithi® and in accordance with the law.

With regard to sellers who are adjudged by the online retailbave repeatedly broken the
law, the Internet platforms undertake to "implement anaresf deterrent repeat infringer
policies, according to their internal guidelif¥s including temporary or permanent
suspension of the seller. These deterrent measures la@artplemented taking into account
a number of factors, including the "apparent intent ofalleged infringer”. The policing by

the Internet platforms will, in turn, be policed by thghtsholders who, subject to data
protection law "commit to provide information to InterneqtRirms concerning those sellers
they believe to be repeat infringers and commit to providebtesdto Internet Platforms on

the effectiveness of Internet Platforms’ policies reimpg repeat infringers (e.g. if rights

owners feel that there has been a failure to take nesaagainst a repeat infringer).

In the entire document, which consists of 47 paragraphs, gost is devoted to the
enforcement of the law by law enforcement authorities

“5 http://ec.europa.eu/internal_market/iprenforcement/doecstrandum_04052011_en.pdf (1.10.2013)

“% see: ibid. (1.10.2013)

" see: ibid. (1.10.2013)

“8 see: ibid. (1.10.2013)

9 see: ibid.(1.10.2013)

*0 see: ibid. (1.10.2013)

* see: ibid. (1.10.2013)

*2 see: http://ec.europa.eu/internal_market/iprenforcementfdensorandum_04052011_en.pdf. (1.10.2013)
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A Discourse-Principle Approach to Network
Neutrality: A Model Framework and its Application

by Luca Belli and Matthijs van Bergen

The protection of network neutrality (“NN”) is a crucial challenge for current information
societies. The enshrinement of this all-important fpiecinto policy and legislation appears
necessary to foster an open Internet where users ake garticipants and not mere
consumers. Indeed, NN empowers Internet users allowingrbéonly to freely receive and
impart information but also to freely receive and impartovation. By contrast, in a non-
neutral Internet, the power to decide which kind of inn@vefind information should be
accessed and distributed by end-users, would primarily lie Mternet service providers.
Such centralised control over Internet traffic flows t@es potential to determine nefarious
consequences on media pluralism as well as on theatiaiulof innovation. Therefore, the
extent to which the NN principle is safeguarded and impleedeinés a direct impact on the
full enjoyment on human rights online and, thereforey ain the level of accomplishment of
democracy and self-determination in the various informagaareties.

One of the main purposes of the Dynamic Coalition on Networkriigy (DC NN) was to
elaborate a model legal framework on network neutraldywould enable innovation and be
consistent with international humaights standards, while also being ‘scalable’, which in
this context means being easily implemented and appliedsagdifferent legal systems. To
come to such a “Model Framework”, the DC NN has adopted a process, grounded on
openness, inclusion, transparency and participation. Tiigeawill first briefly describe the
Habermassian process that the DC NN has tried to putaice phnd will subsequently
highlight the result of such process and its concretacagppin, whose only aim is to protect
NN in an efficient fashion. Subsequently the Model Fram&wuill be presented and its
application elaborated.

A Discourse-Principle Approach

According to Jurgen Habermas’ discourse principle, the only norms that one can claim to be
valid are those meeting or having the possibility to meet the approval of all the
participants in a practical discourse. Hence, Habermas argues that norms’ legitimacy should
not be based on their “formal-semantic properties” but should be rather guaranteed by the
formal conditions that allow “rational will formation” through participation to this discourse™.

However, the philosopher acknowledges that, in spite wfsuphisticated can be the efforts
to achieve a consensual rule on a purely rational basisarhbeings’ lack of “perfect
knowledge” inexorably leaves them in a state of uncertainty regarding whether the rule they
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elaborate has truly been crafted according to the diseqrinciple. For this reason the most
suitable solution- or the one with the least hindrance, depending on the pbutw — is to
undertake a participatory process through which the elaboratithe rule is legitimised by
participants’ free contribution on an equal basis, in order to put in place “a cooperative search

for truth, where nothing coerces anyone except the force of the [most persuasive] argument”’.

To this latter extent Michael Froomkin has stressadl tiie achievement of the Habermasian
practical discourse depends on how closely the participanthis collaborative effort
manage to approach “an ideal in which (1) all voices in any way relevant get a hearing, (2)

the best arguments available to us given our presentodtet®wledge are brought to bear,
and (3) only the unforced force of the better argumentraléies the ‘yes’ and ‘no’
responses of the participants”. However, it is important to note that only in an ideand
particularly difficult to realise— situation it is possible to completely fulfil the
aforementioned conditions. Therefore, consideringthetical difficulties to realise an ideal
practical discourse, “something less than the “best” might be also be a practical discourse™”.

The Internet-standards elaboration process developedéméh standardisation bodies, such
as the Internet Engineering Task Force (IETF), carrdpeed to form such a near-fulfilment
of the practical-discourse conditions. This procesgpen to every Internet user and based on
the collaborative development of Requests for Commémisugh a transparent e-mail
interaction. The purpose of this continuous email exchange facilitate the participatory
process that leads to the crystallisation of “rough consensus” through the confrontation of
rational arguments. In this way, the proposed standardsoanmented and refined in order
to become draft-standards, ready to be adopted uniquely bynredstheir rational
efficiency.

A Net Neutrality Policy-Blueprint

It should be acknowledged that the participatory processaqulaice though open, inclusive
and transparent email interaction has the potentiainéke the Habermasian practical
discourse a (close) reality. Indeed, although mailingdebates have obvious benefits and
disadvantagésit cannot be denied that they can be utilised as a truetabenas, aimed at
facilitating a “rational-will formation” process, which may be a close approximation of the
Habermasian practical discourse.

Such a process is particularly beneficial to highlight pb&ential implications of Internet-
related policy-recommendations through an open dialogue,aflavging the elaboration of
“scalable and innovation-enabling”* policies. The Dynamic Coalition on Network Neutrality
(DC NN) has therefore been establishéd order to transpose the practical-discourse
approach that characterises Internet standardisabionetwork neutrality policy-making.
Indeed, the structure of the DC NN has intended to repratthecself-organised, bottom-up
and collaborative environment characterising Internmtekirdisation bodies. Particularly, the
creation of an open, inclusive and transparent discus$dfoqm has been considered as a
fundamental precondition in order to foster the conframabf rational arguments that is
needed to elaborate efficient solutions to safeguard netweukrality. Indeed, both the
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technical complexity of the NN debate and the large specof stakeholders, which are
involved in the direct and indirect provision of Internetmoounications, impose to analyse
this all-important issue through a participatory and mudtkeholder process.

The DC NN has tried to establish such a process and tlielM@amework on Network
Neutrality has been elaborated through exclusive e-maibitien over a two-month period.
The Dynamic Coalition mailing-list has been advertisedseveral websites and opened to
any interested stakeholder. Mailitig’s participants® are formally equal, although they can
be categorised in 5 stakeholders groups: governmental enpitieste-sector entities; non-
governmental organisations; technical community; and acad&haifing-list’s discussions
have been moderated by a coordinator and one “on-line vote” has been called for in order to
solve a terminology controversylastly, the mailing-list archives are freely accessitn
every Interet-user.

The first “draft model” has been elaborated utilising elements from two model laws,
submitted by Luca Belli and Matthijs van Bergen to the Multk8t@alder Dialogue on
Network Neutrality and Human Rights, a conference organiseéruhe auspices of the
Council of Europe, on 29-30 May 2013. Subsequently, two commeindpe the first one
lasting 30 days and the second one-h@ve been foreseen in order to reply to a “Request for
Comments” on the draft model and a third, informal comment-period has been established to
allow final remarks and objections.

The Model Framework on Network Neutrality is therefore tollaborative product of this
cooperative interaction and should be considered as a “policy blueprint” providing guidance
to national legislators on how to properly safeguard netweukrality. The adoption of this
model framework should be undertaken on a merely voluti@sis and exclusively driven
by the efficiency of this instrument.

The Model Framework on Network Neutrality and its Application

The main goal of the Model Framework is to help clarifying N debate and to present a
way forward. To this end, the first article of the Modehsat bridging a dialectic lacuna, by
precisely defining the network neutrality principle. Consegyemhe Model delineates the

limits of such a crucial principle as well as the critea@ording to which it should be

applied. Furthermore, the Model suggests an enforcemesttamism which seems essential
in order to implement network neutrality in an apprdgriashion.
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MODEL FRAMEWORK ON NETWORK NEUTRALITY

1) Network neutrality is the principle according to which Internet traffic shall be treated
equally, without discrimination, restriction or interference regardless of its sencdwpjast,

type or content, so that Internet users’ freedom of choice is not restricted by favouring or
disfavouring the transmission of Internet traffic associated with particular content, services,
applications, or devices.

2) In accordance with the network neutrality principle, Internet service providers shall
refrain from discriminating, restricting, or otherwise interfering with the transmission of
Internet traffic, unless such interference is strictly necessary and proportionate to:

a) give effect to a legislative provision or court order;

b) preserve the integrity and security of the network, services and the Internét users
terminal equipment;

c) prevent the transmission of unsolicited communications for direct marketing purposes
to Internet users who have given their prior consent to such restrictive measures;

d) comply with an explicit request from the subscriber, provided that this request is
given freely and is not incentivised by the Internet service provider or its commercial
partner;

e) mitigate the effects of temporary and exceptional network congestion, primarily by
means of application-agnostic measures or, when these measures do not prove
efficient, by means of application-specific measures.

3) The network neutrality principle shall apply to all Internet access services and Internet
transit services offered by ISPs, regardless of the underlying technology used to transmit
signals.

4) The network neutrality principle need not apply to specialised services. Internet service
providers should be allowed to offer specialised services in addition to Internet access
service, provided that such offerings are not to the detriment of Internet access senvices
their performance, affordability, or quality. Offerings to deliver specialised servicadds

be provided on a non-discriminatory basis and their adoption by Internet users should be
voluntary.

5) Subscribers of Internet access service have the right to receive and use aapdblic
globally unique Internet address.

6) Any techniques to inspect or analyse Internet traffic shall be in accordance with privacy
and data protection legislation. By default, such techniques should only examine header
information. The use of any technique which inspects or analyses the content of
communications should be reviewed by the relevant national data protection authority to
assess compliance with the applicable privacy and data protection obligations.

7) Internet service providers shall provide intelligible and transparent information with
regard to their traffic management practices and usage polices, notably with regard to the
coexistence of Internet access service and specialised services. When cepveailky is
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shared between Internet access services and specialised services, the ciitengdyw
network capacity is shared, shall be clearly stated.

8) The competent national regulatory authority shall:

a)

b)

c)

be mandated to regularly monitor and report on Internet traffic management
practices and usage polices, in order to ensure network neutrality, evaluate the
potential impact of the aforementioned practices and policies on fundamental rights,
ensure the provision of a sufficient quality of service and the allocation of a
satisfactory level of network capacity to the Internet. Reporting should be done in an
open and transparent fashion and reports shall be made freely available to the public;
put in place appropriate, clear, open and efficient procedures aimed at addressing
network neutrality complaints. To this end, all Internet users shall be entitled to make
use of such complaint procedures in front of the relevant authority;

respond to the complaints within a reasonable time and be able to use necessary
measures in order to sanction the breach of the network neutrality principle.

This authority must have the necessary resources to undertake the aforementioned duties
timely and effective manner.

9) Definitions

a)

b)

d)

f)

9)

h)

The “Internet” is the publicly accessible electronic communications network of
networks that use the Internet Protocol for communication with endpoints reachable,
directly or through network address translation, via a globally unique Internet
address.

The expression “Internet service provider” refers to any legal person that offers
Internet access service to the public or Internet transit service to another ISP.

The expession “Internet access service” refers to a publicly available electronic
communications service that provides connectivity to the Internet, and thereby
provides the ability to the subscriber or Internet user to receive and impart data from
and to the Internet, irrespective of the underlying technology used to transmit signals.
The expression ‘“Internet transit service” refers to the electronic communications
service that provides Internet connectivity between Internet service providers.

The expression “Internet traffic” refers to any flow of data packets transmitted
through the Internet, regardless of the application or device that generated it.

The expression ‘“specialised services” refers to electronic communications services

that are provided and operated within closed electronic communications networks
using the Internet Protocol, but not being part of the Internet. The expression “closed
electronic communications networks” refers to networks that rely on strict admission
control.

The expression “application-agnostic” refers to Internet traffic management
practices, measures and techniques that do not depend on the characteristics of
specific applications, content, services, devices and uses.

The expression “subscriber” refers to the natural or legal person who has entered

into an agreement with an Internet service provider to receive Internet access service.
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1) The expression “Internet user” refers to the natural or legal person who is using
Internet access service, and in that capacity has the freedom to impart and receive
information, and to use or offer applications and services through devices of their
choice. The Internet user may be the subscriber, or any person to whom the
subscriber has granted the right to use the Internet access service s/he receives. Any
legal person offering content and/or applications on the Internet is also an Internet

user.

The Application of the Model Framework

Article 1 of the Model first defines NN and subsequentlglaxs the aim of this principle.
NN is essentially a non-discrimination principle which agplio the transmission of Internet
traffic.

According to this principle, all Internet traffic is toe transmitted equally and without
discrimination, restriction or interference, regardletshe type or content of the traffic and
regardless of the identity of its sender or recipi@éherefore, it may be argued that NN plays
a pivotal role in enhancing freedom of choice, freedonexgression, privacy and self-
determination of all Internet users, while fostering meglaralism and economic

innovation:

In accordance with the network neutrality principle, ISRstmmanage Internet traffic in a
non-discriminatory fashion. A prime example of a noredisinatory transmission mode is
first-in, first-out, or “FIFO” transmission of Internet packets. Besides FIFO there is a
multitude of other queuing and transmission policies thatol@epend on the characteristics
of specific applications, content, services, devices useb. Net neutrality prescribes that
ISPs must in principle apply only such “application-agnostic”™* forms of Internet traffic
management (“ITM”), while any application-specific discrimination, restriction or
interference is only allowed if strictly necessarydad proportionate to any of the legitimate
aims listed in article 2. The application of article Iusld be put in place through the
following ‘five-step test’:

1) It should first be established whether or not anfetence, restriction or discrimination
has occurred. Any ITM that is not application-agnostmusth be deemed as a discrimination,
restriction or interference (in short: interference)

2) the second step is to determine whether the interfeiarngpeestion is prescribed by the
agreement between the ISP and its subscriber. If theeragré does not provide a
sufficiently foreseeable ground for the interferendejsi illegal. If the interference is
prescribed by the agreement, we proceed to step three;
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3) the third step consists in establishing whether thefémearce was applied for a legitimate
aim. The purpose of the ITM measure must correspond wiltaat one of the legitimate
aims, which are listed exhaustively in article 2, indertise.

4) the fourth step consists in determining if the measunedgsssary in an open, etwend
network. Can’t the problem be properly solved at the edges? If there is no valid reason to
implement a centralised measure to solve a specific gmgbthen the measure is not
consistent with the network neutrality principle.

5) the fifth step consists in assessing the proportignafitthe ITM measure. Notably, it
should be evaluated whether the benefit brought by thefispmeasure exceeds its possible
disadvantages and whether it is possible to utiliséferelnt, less discriminatory and possibly
more efficient measure in order to achieve the same perpo

Similar to the way the European Court of Human Rights (“ECtHR”) leaves a wider or smaller
margin of appreciation to member states in certaintgius national courts and regulatory
authorities can leave a wider or smaller margin f&*sl$ decide which ITM measures are
necessary and proportionate. When competition is stswmigching is easy and transparency
is optimal, courts and regulators can leave a wider imafgappreciation to ISPs. When the
technical community is divided with regard to the discrirtong nature of a particular ITM
measure, or about its efficiency or proportionalitye tmargin of appreciation can be left
wider as welf:

Article 2 delineates a limited number of legitimate aforsinterferences. In accordance with
indent a, an ISP is permitted to comply with a specifigslative provision or a court order
prescribing an interference.

Indent b provides that an interference may be justifie@c¢essary to safeguard the integrity
and security of the network, services and Internet users’ terminal equipment. As an example,
the blocking of (D)DOS traffic and malware can be mentione

Furthermore, it is important to note that in many Eurogasaadictions-at least in those
within the EU - it is forbidden to send unsolicited electronic communicatifamsdirect
marketing purposes, commonly referred to“gpam”.* Although the problem of spam can
also be dealt with at the ‘edge’, e.g. by filtering at the mail server, it may be considered
wasteful if all spam traffic, which is said to constitatsout 70-80 % of all e-mail trafficis
first delivered to the end-point, taking up network capaditythe process, only to be
discarded immediately after delivery. Therefore, filtgrilegal spam at the network level
forms a legitimate purpose. However, since filtering technigeays carry a risk of over-
blocking, the model requires the consent of the recesirascriber in order to put in place
spam filtering at the network level (which may be less @earand less precise, compared
with application-level filtering). In addition, although s@mt of the sending subscriber to
filter outgoing spam is not necessary (indeed, it seartikely that a spammer would ever
express it), article 2 indent ¢ requires that the leastrictive and least discriminatory
method that is still sufficiently effective, is used.
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If a subscriber wishes that certain application-spetiid measures be taken by the ISP, the
ISP may comply with such request, in accordance with inderFor example, this may
involve Internet access services where the ISP isatkpliequested to filter out material that
the subscriber objects to for religious reasons, or shabtti deemed as suitable for children.
Such filtering measures can also be performed at the eolgies,the Internet user prefers
that the ISP takes care of this task, and the ISPsoffés functionality, this should be
allowed. It is also conceivable that certain Internsérs may wish to prioritise traffic
relating to certain favourite applications. The impdemation of such an option in a way that
leaves the Internet user in sufficiently direct cohtrver what applications get priority and
when — i.e. not by picking a plan that is set for the entire camttarm— would be in
accordance with the model. ISPs and their commercrahgra may not, however, provide
any monetary or other incentives (such as discountgeritems) for Internet users to accept
or request discriminatory ITM measures.

Lastly, it should be noted that, in the event of tempyoaad exceptional network congestion,
it may be necessary to implement certain applicatjpetific measures, such as prioritising
traffic pertaining to real-time applications that are patérly sensitive to delay and jitter,
such as (video) calling or gaming, over less time-sensippdications, such as file sharing
and e-mail. Indene of article 2 leaves room for such interferences, kit axplicitly
underlines: application-agnostic measures should be udeelyifare sufficiently effective in
achieving the legitimate aim , whereas application-spegigasures can only be justified if
they prove more effective and/or efficient than any aWddl application-agnostic
alternatives.

The network neutrality principle should apply to both @iand wireless forms of Internet
access services, regardless of the technology used sonitasignals (e.g. Ethernet, WiFi, or
HDPA).

Importantly, article 2 gives no room for ‘pay-for-priority’ business models on the Internet.
The mere fact that some entities may be willing to ls for implementing certain
discriminations, restrictions or interferences, swsh prioritising, throttling or blocking
specific Internet traffic, does not constitute a keggite aim for such interferences. However,
such business models are not banmedtoto, for they may be implemented through
specialised services. Indeed, in accordance with articteednetwork neutrality principle
need not apply to specialised services, which may utilise tenet Protocol, but which are
offered on closed networks which are not part of themieteand utilise strict access control.
Examples of such services include certain IP-TV and Vetfices, often offered as a part of
a ‘triple play’ package, where the subscriber of Internet access service also receives a ‘set-
top’ box and digital home phones. We can also imagine certain e-health applications and
other types of applications that have particularly highuscrequirements (a good rule of
thumb is that anything connected to the Internet can be “hacked”), a high sensitivity to
latency and jitter and a sufficiently high value to jystifivestments in closed networks
providing specialised services besides the open Interndtelfuture we may expect to see
less IP-TV and VolIP services offered as specialised ssviecause many Internet access
services now offer sufficient bandwidth to enable on deimaal-time streaming of 1080p
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resolution HD content (content distribution networks laegpful here as well), and Skype,
Vonage and other Internet-based VolP-applications norrhaly better sound quality than
PSTN phone lines, while their quality can be consideredpeoable to specialised VolP-
services, unless they are being blocked or throttled, oeniétls an exceptionally high level
of congestion.

However, specialised services must not be offered in sughyathat would degrade the
guality of Internet access services below satisfacergl$ and, if capacity is shared between
Internet access services and specialised servicesSthamust clearly state this and the
criteria whereby this sharing takes place. To this extegylatory authorities have the ability
to set minimum requirements for the quality of Interneeas services.

In accordance with article 5 of the Model, all Internsers have the right to a public IP
address. A public IP address enables Internet users to leethaor passive consumers of
online content and applications, but to be equal participentdie exchange of ideas,

thoughts, information, services and applications online. fHgairement can be expected to
speed up adoption of IPv6 and reduce adoption of carrier-grade W#Adh may determine a

variety of problems such as transforming ‘big routers in big firewalls’".

Article 6 requires that any technique to inspect or analyret traffic shall be limited to
header information by default, and be reviewed by theastedata protection authority if the
contents of traffic are inspected or analysed.

Article 7 poses an obligation on ISPs to provide clear mé&bion about their traffic
management policies. In order to provide the required tramgpasasd information for users
to base their choices for particular Internet accswices on, ISPs must advertise the
minimum bandwidth allocated to the Internet access seo¥itiee subscriber during the peak
congestion levels on the ISPs network. This may belditian to the theoretical maximum
bandwidth levels which most ISPs currently advertise.with

Article 8 provides that regulatory authorities should hawficeent means and legal powers
to effectively enforce net neutrality. The competent autthanust regularly monitor and

report on the compliance with net neutrality. The reppgr BEREC on traffic management
practice$ could serve as a basis for such reporting, while the Madhitionally prescribes

that regulatory authorities must be properly equipped tesssst neutrality from a human
rights perspective.

Lastly, article 8(b) of the Model grants Internet uséne right to file net neutrality
infringement complaints with the regulatory authorgyeell as the competent court.
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Conclusion

by Luca Belli, Primavera de Filippi and Matthijs van Bergen

The Internet is a complex network of networks, wherembver of intermediaries contribute
to routing, transferring, and forwarding data-packets oftathout any obligation or
responsibility as regards the speed, performance, or qoassrvice.

NN is a principle requiring that data-packets be routed amdstmitted in a non-
discriminatory fashion, regardless of their type, contenigin or destination so that all
Internet communications be treated equally, save in warroircumscribed exceptional
cases. NN can be argued to be enshrined in the originadspphy of the Internet
community, grounded on the openness principle and transposesbbust and decentralised
network that allows the pursuit of universal accessibilitg @onnectivity. The Inteet
pioneers’ philosophy is reflected in the design of the Internet, based on end-to-end principle,
whereby the intelligence of the network should primarily batled at its edges. Such design
is not only technically robust and ‘scalable’; it also empowers end-users, rather than the
infrastructure operators. Indeed, the network neutrality pleds fundamental in order to
ascribe a proactive role to end-users who, thanks tallhimportant principle, are not mere
consumers, but rather active participants of a glodaneunity.

The technical evolution has delivered a variety of (mordes® intrusive) traffic management
measures, aimed at improving network operators’ capability to define the quality of the
service they provide to their user base. Furthermoreysbeof certain traffic management
technigues is sometimes even required by national legislan order fulfil some narrowly
circumscribed legitimate aims, by blocking access to illegatent.

However, the Report of the Dynamic Coalition on Network radityr highlights that
application-specific traffic management, allowing blogkiand/or filtering Internet-traffic
relating to specific content, applications, servicedeuices, holds promise to jeopardise the
open architecture of the Intet and to significantly impinge upon user’s fundamental rights,
such as the right to privacy and freedom of expressioncéietine implementation of
application-specific techniques should be allowed only if tipeysue legitimate aims
precisely defined by a strict legal framework, and if tlag sufficiently efficient and
proportionate. Furthermore, the ruéfaw principle demands an accurate framework
regulating the scope of any prohibition to access onlineureses and guaranteeing the
respect of the due-process principle in order to preveniiymsbuses.

The challenge in the NN debate is to establish the etdemhich Internet Service Providers
should be entitled to control or manage Internet traffiithout undermining the full
enjoyment of endrsers’ human rights or infringing upon the underlying principles necessary
for the preservation of an open and neutral Internet.
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The Dynamic Coalition on Network Neutrality has attemptedatkle this challenge and
elaborated a “policy blueprint” that aims at providing guidance to legislators on how to
safeguard NN in an efficient fashion. The Dynamic Coalitias tried to reproduce the open,
inclusive and transparent process that characterisedaberation of Internet standards and
protocols into a policy-making process. Indeed, such a 4stakkieholder and participatory
approach seems essential to craft ‘scalable’ policies that encourage innovation while
protecting human rights.

As any standards, the model framework offers a potemtialisn which is by no means the
only one. For this reason, the adoption of the mo@ehdéwork proposed by the Dynamic
Coalition should be undertaken on a merely voluntasidhand exclusively driven by the
efficiency of this instrument.
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