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Abstract: Wireless networks provide several advgegaover wired networks. They offer: a satisfactoapdwidth,
mobility, easy deployment in difficult areas, lotegm savings and the speed more and more higher.
However, they also have some disadvantages inddgasecurity, performances during re-authenticatio
execution of real-time applications and interfeeerftom other electromagnetic sources (Bluetooth,
microwave, etc.).

The existing solutions to reduce delays of Handamégrcellular are specific solutions to a partiul
network or manufacturer of this technology.

The main objective of this paper is to propose hawechanisms based on digital signatures to othain
latency re-authentication during Handover in Wissléccess Networks. Our infrastructure will be bese
trusted relationship between the heterogeneousssiqueints and the authentication servers, in oraler
allow the mobility anytime anywhere to any userd dne ubiquitous access to the Future Internetlewhi
ensuring the right level of security to both the eisers as well to the wireless networks.

In this context, the main issues are to resolve sis@mless Handover and the re-authentication during
mobility of station. By using a signed token in owrsted infrastructure, we achieve a unique auitestitin
and a fast re-authentication. Therefore, the reagqueghe authentication server are consideratyiitdid.

1 INTRODUCTION (MN) to another target Point of Attachment (PoA),
which offers a higher radio link quality.
Unlike the Global System for Mobile The Handover is a fundamental mechanism in

the inter-cellular communication; involving a sdt o
operations that allows the mobile station to change
In general, the process of handover is natively the POA without losing the connectivity and the
implemented in Mobile Station (MS), Base Station S€SSion. These operations generate several _stelps an
Controller (BSC) and Mobile Switching Center €VerY single step causes delays and has an impact o
(MSC). The handover process in GSM involves four the real-time applications such as Voice over IP
steps: the measurement, the request, the decistbn a (VoIP). . )
the execution of handover. The request of the The rest of this paper is structured as follows: In

handover is generated by the BSC, and the decisiodS€ction 2), we present an overview of the
is provided by the MSC. the other steps can be constraints and the causes of the inter-cellul&ayse
maintained by the BSC. and the impact of security on the Handover. In

(Section 3), we examine proprietary solutions and
improvements to the Wireless Local Area Networks
(WLAN) or IEEE 802.11 Standards (WLAN 1997).

Communications (GSM), the concepts of "Roaming
and Handover" represent different actions.

In wireless technologies, the Handover is a
process that represents a mobility of the mobildeno



We will analyze, (Section 4), the WLAN network. Indeed, the main constraint of VolIP is the
Standards and Authentication, Authorization and continuity of the flow so that there is no breakhe
Accounting Framework (AAA, 2000) which is based conversation (da Conceicdo et al., 2006), because
on Extensible Authentication Protocol (EAP 2004). human ear perceives a break of the voice greater
In (Section 5), we illustrate the advantages andthan 50 ms during a VolP communication.
properties of digital signature that allow privaayd
authenticity of a message, freshness against replay

attacks / anti-replay, non—repgdiation and anonymit 3 OQVERVIEW OF SOLUTIONS
(ISO 7498-2:1989). In (Section 6), we present our THAT IMPROVE HANDOVER

contribution which involves the use of asymmetric

cryptography to sign tokens after client ) o o

authentication, how this token save the contex of In real-time applications, it is important to reduc

user session and how the stations perform a fast rethe time of re-authentication and re-association

authentication during a Handover with this token? ~ during the Handover process while supporting
Finally, we present in (Section 7), a conclusion advanced security mechanisms.

and perspectives for future work.
Table 1: Effect of roaming on Packet loss (Exagbyco

from a Source: Bangolae et al. 2006, p.6)

2 INTERCELLULAR HANDOVER

Authentication | Average | Average Maximum
PROBLEMS method Roaming | Packet | Consecutive
time (ms) | Loss % | lost datagrams
2.1 DelaysDueto Technology |EEE (Average)
802.1X Protocol
Baseline — Full 525 1.8 53
Delays due to Handover have been for a long ggs 1% EAP

time a recognized problem in wireless networks. Authentication

Certain experimental studies (Mishra et al.,
2003) & (Velayos and Karlsson, 2004), attributed N
the delay in the IEEE 802.11 networks to the FastTransition) 42 0.2 6
following phases: scanning, re-initialisation, re-| Using802.11r
association and re-authentication, during which a
wireless station discovers neighboring access point Many enhancements have been made to the

According to (Zrelli and Shinoda, 2007), the use 802-11 standard (IEEE 802.11i), but it is not gasil
of EAP authentication causes significant delays 2daptable to the mobility of real-time applications
regarding the re-authentication phase. Indeed, the(Bangolae et al., 2006). Implementing a caching

EAP is a component of the AAA Framework to mechanism in 802.11i has not improved the time
secure and control access to different networks. roaming, it is around 350 milliseconds. This tinfe o

In this centralized Framework, the delays due to SWitching to a new AP is 7 times higher than the
the EAP protocol, during re-authentication phase of Maximum latency for VoIP (which is about 50 ms).

a mobile station can become a problem, especially i In (Table 1), it shows the average time roaming

the use of real-time applications. (525 ms) and packet loss (1.8%) using basic
When the mobile station moves to a new AP, it authentication 802.11i, especially when there is a

loses its attributes and continuity of the sessiom traffic load of the back-end (eg: Remote

must re-authenticate again with the centralized Authentication Dial In User Service) (RADIUS,
Framework. This process of the re-authentication 2000).

greatly increases latency during the Handover. The first solution developed to reduce the latency
in Handover is the Inter Access Point Protocol

2.2 Constraint of Real-Time (IAPP). Based on IAPP, the Institute of Electrical
Applications and Electronics Engineers (IEEE) in 2003 led to the

drafting of a "Trial-Use Recommended Practice"

VolIP is a real-time application, which imposes which presents the 802.11f (IAPP, 2003). The

itself as the main application to test the validify =~ deployment of this recommendation has been
the performance of Handover in the wireless virtually no communication. Despite this ratificati



the manufacturers have continuo implement thei
methods of Roaming in theirvireless network
technologies. It was amdoned il 2006 for variou:
reasons, in particular the verglow Handover
latency.

4 |EEE 802.1X /EAP AND AAA
FRAMEWORK

41 |EEE 802.1X

The Port Based Access Conl or IEEE 802.1X
protocol is developed by the [EE based on tk
control ports (IEEE 802.1X2001). It allows access
to a network after authenticatiifrom a wired o
wireless network. The main mponents of thi
mechanism are presented as foing:

= Supplicant: the syster that will be
authenticated (station: STA).

= Authentication Server (A): that manages
useraccounts (AAA Framewo, RADIUS).

= Authenticator: network edpment that play
the role of mediator betweethe STA (Acces:
Point, Switch ...) and AS.

EachAP shares a secret wittS, to enable ther
to perform mutual authenticati and establish
secure channel.

EAP Methods EAP Methods
EAP - EAP messages . EAP
EAP over WLAN E‘f‘:r
802X TR RADIUS
{ L
Association: N RADIUS
Supplicant
server

Station EAP Authenticator Authentication Server

LAN or other

=== Traffic allowed before authentication Network

=== Traffic authorized after authentication

Figure 1:802.1X architecture oawuthenticatio.

The STA also shares a set with the AS
usually it is anusername and peword, as the ST.
is not authenticated, 802.1X doaot allow it acces
to the network, only exchges related
authentication processes are red to the AS by th
AP. Once the STA is authenticd, the AP permit
the traffic related to this STA “Fige 1”.

4.2 |EEE 802.1i and EAP Protocol
IEEE 802.1X is basedn EAP authenticatio
methods that are specified he RF( 3748 standard
and respect the requireme of the standard RF
4017, in order to providemutual authenticatio
between a station (STA) 1d the local networ
There are two kinds of traffiEAP ‘Figure 1" :
= EAP over LAN (EAP0.) or EAP over WLAN
(EAPOW): EAP is transported in thes
specific frames betwe1 the Supplicant (ST#
and Authenticator (AP).
= EAP over RADIUS(EAPORADIUS): are the
frames transported bween the AP and the
authentication servel(AS). The dialogut
between both is a sine "re-encapsulation” of
EAP packets withoutnodifying the content
of the package by the>.

EAP is a transport protol for authentication. |
defines mechanisms for elanding authentication
between devices. In ordep get the access to
wireless network infrastruare, the STA must b
authenticated.

As shown in phase 0, "Rige 2"; the first step is,
of course, the association €11, of the STA to AF
which must be done ‘eviously at 802.1)
authentication phase.

EAP Over WLAN

EAP Over RADIUS

Re)Association (802.11

1 | EAP-Request.Identity

2 EAP-ResEonse.\dent\!l/

RADIUS-Access-Request

3 iation EAP Method : if success => Master Key(MK)

MSK MSK

— 3 L

Authentication Phase (1,2,3)

4 EAP Key Derivation : Derive a Master Session Key (MSK)

k RADIUS-Access.Accept(EAP.Succes) + MSK

EAP-Succes
& MSK Transfer to AP

Derivation of All
Hierarchical Keys

RADIUS-Access Reject (EAP.Failure) + MSK

4 EAP-Failure
Al — !

Figure 2:EAP Exchangs.

The authentication pha is then initiated vi
traffic (EAPOW):

= Phase 1. (EARequest.ldetity) sending a
request from the AP to theTA.



= Phase 2: (EARResponsddentity) is STA
response to the request, aiattaching a firs
identifier (EAP1D). This respore is retransmitd
to the RADIUS server via (E# Over Radius) in
the request (Access.Request).

= Phase 3: From this timethe second stac
begins exchanges that dep on the chose
authentication method (EAPLES, EAF-TTLS,
EAP-MD5, LEAP, etc.). Therere EAP message
(requests and responses) arcchanged betwee
the RADIUS server and the ‘A. If the STA is
authenticated, the AS and tISTA negotiate
Master Key (MK). This MK is)nly valid for this
session between the STA ane AS. The acce:
point plays only a passive relat the momer

= Phase 4: After successfuuthentication, th
STA ard the AS derive from th MK a secret ke
called "Master Session Key" (BK), during one o
the last messages sent by 1AS. This key it
known only by the client and tl server. The MSI
can be derived only by the clieand the A<

= Phase 5: At the end ofdhe exchanges A
indicates to the AP the succeof this procedur
with EAP-Success messagt Then, the AS
transfers the MSK to thAP in the Access.Accept
packet in the attributeMicrosoft Vendo-specific
RADIUS Attributes" (RFC 25481999 and (RFC
3078, 2001). Thidttribute comnains (MS-MPPE-
RECV-KEY), a session keyfor use by the
Microsoft Point-to-Pmt Encryption Protoco
(MPPE). This key is intendd for encrypting
packets received by thAuthenticator from the
remote STA. It is included iIlRADIUS-Access-
Accept packetsi-rom this momnt, the server he
no interaction and the exchan¢continue betwee
AP and STA. The AP takes cisions on acce!
control LAN instead of the serv.

= Phase 6: The MSK is us as the symmetri
key, which is valid only forthis session betwee
the STA and the AP. This synetric key will be
derived in three keys between: STA and the AF
using the protocol "4vay handhake". Especially
the Group Transcient Key (K) shared by al
stations connected to the samrP. It is nly used
to secure the Multicast and Bidcast in the Bas
Service Set (BSS). It is rened every time |
workstation disassociates frome AP

= Phase 7: All network traf: between the Al
and the STA is encrypted.

=  Phase 8: When the STA not authenticad,
the AS indicates to the APe failure of this
procedure with EARrRailure mesage

5 DIGITAL SIGNATURES

One of the main adwitages of asymmetr
cryptography is that it offerthe possibility of usin
digital sigratures. Accordin to 1SO 749-2, these
signatures are used torerify the following
properties: the authenticitof the author of a
electronic message, but alto ensure its integrit
and non repudiation.

The digital signature(Menezes et al., 200
Chapter 11proves to the repient of a mesage that
it has been signed by trauthor, because it
authentic and difficult to irate. It is not reusabl
and is an integral part of theocumen

The Asymmetric Cryptcraphy consists of tw
asymmetric keys (public /Hrrivate). The keys ai
mathematially related. Anencryption key and
decryption key are differe; one key cannot k
calculated from the other.

In general, one of the ks is public and know
by everyone. This key will k used by any person
encrypt a message. Thoriginal message
extremely difficult to find as it can only b
decrypted by the person w possesses the secc
secret key called the privatey

Alice{ Public Key } Alice{ Private Key}

&.i %

Bab Alica

Decrypted Text

Figure 3:Encryption and Decryion with an Asymmetri
Key.

The operation of asymetric encryption i
simple “Figure 3":Bob encypts the text using tt
public key of Alice. Alice ca decrypt the text wit
the associated key.

So it is possible t@ncrypt a messa¢ securely
with the public key,and ony the person with the
private key can decrypt it.

Figure 4:Digital Signeture.

The digital signature is e opposite priciple of
public key encryption “Figurd”.



Alice encrypts a message w her private key.
The result obtained can be decr:d by anyone witl
the associated public key. Thisnfirms that Alice
has signed the contenf this message. he cannot
repudiate it and can be verified h third party

When the document is volunous, it must b
first hashed into just few line3his process icalled
a message digest. Thehe messge digest must t
encryptedusing the private keyThe result is th
digital signature. This digital si@ture is appende
to the documenrdnd sent to the répient.

First, the recipient decrypts 2 digital signatur
(using public key) anabtains tle message dige:
Then, the recipienhashes the :ceived documer
into a new message digest. tlie two message
digests are the samthe recipiet knows that th
signed data has not been changed.

6 CONTRIBUTIONS

As mentioned above, in orde obtain an acce:
to a wreless network infrastrucre, theSTA must
be authenticated and must shthe MSK secret
with a PoA (an AP) “Figure 3"Therefore, the A!
has no role and exchanges conz between AP ar
STA. The AP makes decisions granting access
the LAN.

Our appoach consists to rev the MSK, share
between the STA and the P, in each r-
authentication to ensure the corlity of the sessio
of the STA.

6.1 Principleof Virtual ESS (VESS)

At the beginning of wirelss network, th
protocol exchanges between A and AP were
much simpler. The packet nurer, to establish
connection, was mainly of fo messages. Wit
secure standards, the number (essages increas
considerably.

Our contribution proposesenhancements
IEEE 802.11i standard, whichlows a staon to
switch faster and seamlessly frone AP to anothe
target. The idea is based on thened token with au
Asymmetric Cryptography to stablish a truste
infrastructure. This trusted infrstructure can b
considered as a wireless netw infrastructure of
the same ISP “Figure 5” arabnsisis of one or more
AS & AP.

In this large infrastructure oflistributed acces:
we use multiple AS to simplitmanagement ar
ensure the scalability of the infreucture

Each AS handles APsr a Basic Service S
(BSS), which are deploye on the private ke)
However, the public key ideployed only on AP«
We have restricted the deyment of asymmetri
keys only to AS and APs.

The private key is used sign the tokens afti
each authentication of th8TA. The sined token
saveghe context of a user ssiol and can contain in
particular: "Time-8&amps" (o limit the token ir
time), the message (EAP.ccess), and the MS
shared between the STA athe AP. For other use
this token may also contairBTA attributes,user
profile, etc.

Internet

Transition

Figure 5: Virtual ESSnfrastructure

These APs are interconcted by a Distributio
System (DS), usually is LA on which the APs ar
interconnected. These diffent BSS interconnecte
via a DS in the same L\ are called an ES
(Extended Service Set). ABSS is identified by a
ESSID.

The V.ESS is an extenn of the ESS. It play
the role of an approval aority. In this truste:
infrastructure, one of the "4" signs the token wit
the private key and the ¢/ decrypts it with th
public key.

In other words, when aTA is authenticateby
AS-1 in BSS-1 “Figure 5"this AS-1 signs a token
with attributes of the STAincluding the MSK
negotiated as seen in (SectibfiFigure 2” Phase 4),
and this token is sent via APto the STA.

When theSTA moves toAP-3 in BSS-3, it will
present the token. The °-3 will be able to
authenticate the STA, beca: it possesses the put
key of VESS infrastructurelt then decrypts the
token to retrieve all attributeparticularly the MSK.

Once the MSK isecoverd, it can be reused a
derived by AP-3 and STAas seen inSection 4
“Figure 2" Phase 6).



Remark 1:
We notice that the AS-2 in DS-2 is not involved

in this process of re-authentication because the re

authentication service has been delegated part@lly
the APs. This is to avoid the Back-End
authentication, and to simplify considerably the

number of authentication request between the Back-

End and the STA.

6.2 Usecase: (Re)-authentication
Processin VESS

We llustrate in “Figure 6” the authentication
process and, during mobility, the re-authentication
process of the STA in VESS infrastructure.

RADIUS

Server
AS-1

LA &
= “—___k=ff_9ve,h,“~

U Association (802.11) with AP-3

A
1 EAP-Request.Identity

EAP-Response. dentity

Phase (1,2,3)

1
y
|
A
I
i

Authentication

3 TP Wethod and|
1
_ug_u_g-_.__ummsmmmiﬂ WSKT|

EAP-Succes(K '[MSK,..J)

Made

i Token

Exchange %

Transfer of Signed
Token to AP

6
Derfvation of All

Hierarchical Keys K = private key

K =Public Key

><Ap-1

)
» EAPOuerWLAN |
e — EAP Ovar WLAN
e —

Target
AP3

" ReAssociation (802.11) with AP-3 A
0% 14

EAP-Req dbs: Token

EAP-Respnse Token

) | Token Decrypted

" ki sk = sk,
|

3

4
I

Figure 6: Virtual ESS: Approved Infrastructure.

= Scenario 1: STA authentication with AP-1
“Figure 6 (A)”

Phase 0: during this phase initialization and
association, STA and AP-1 negotiate the EAP
method with token signed.

Phase 1-2-3-4: authentication of STA and
negotiation of the secret key (MSK). In these pbase
nothing changes.

Phase 5: AS-1 signs the token containing
(attributes, user profile, "Time-stamps", message
EAP.Success and MSK) with the private key, and
transmits to the AP-1 the token signed in
Access.AcceptK?® =is private key,

Access.Accept(EAP.Success+MSK+K ~ 1{MSK...})

Then the AP-1 forwards the EAP.Success and
signed token packet to the STA:

EAP.Success+K " {MSK...}

Phase 6: the "4-way handshake" protocol, STA
and AP-1 derived from the MSK, a bunch of keys
used only in this session with AP-1.

Remark 2:

In this scenario, “Figure 6 (A)”, the exchanges
between the STA, AP-1 and AS-1 are almost
identical as in “Figure 2”. The only difference
consists in signing a token after the authenticatio
process of the STA. This signed token ensures
continuity of service and the session of the STA.

= Scenario 2: STA re-authentication with AP-3
“Figure 6 (B)”

In this scenario of mobility, the STA transits the
AP-1 to AP-3. Phase 0: during this phase re-
initialization and re-association, the STA and AP-3
negotiate the EAP method with token signed.

Phase 1-2: STA presents the signed token to the
AP-3. The AP-3 decrypts it, using the public key:
verifies the authenticity of the token and extrénet
MSK.

Phase 3: with the "4-way handshake" protocol,
AP-3 and STA proceed to the derivation of other
keys.

Phase 3: with the "4-way handshake" protocol,
AP-3 and STA proceed to the derivation of keys,
from the MSK.

The new derivated keyring is different from that
obtained with AP-1. This keyring will be used only
in this session with AP-3.

Remark 3:

In this scenario, the STA did not need to initiate
a re-authentication process with AS-2, but it was
meant only to present a signed token to the AP-3 to
be authenticated. With this delegation of the re-
authentication process to the AP-3, we avoided the
invocation of the AS-2, so we reduced sufficiently
the number of requests of EAP authentication;
therefore, the Handover latency will be also low.
The keys negotiation is done in four passes ingtant
and seamless.



6.1 Justification of our Approach

In comparison with other existing solutions
(IEEE 80211f, 802.11r, etc.), our approach is very

easy to implement, can use strong authentication

(asymmetric or symmetric cryptography) and does
not require many modifications of EAP
authentication methods. The implementation of our
EAP methods consists in modifying :

The beacon at the time of the negotiation of
the Robust Security Network Information

Element (RSN IE) to notify the client 802.1x

that wireless infrastructure supports the
negotiation of the tokens signed.

The requests of (re)-association: the STA
802.11 must notify its choice of security
policy by RSN IE included in these requests.

The Access.Accept method to sign the token
and transfer it to the STA and the AP.

7 CONCLUSION AND
PERSPECTIVES

This text describes the impact of security on the
mobility and session continuity. We have identified
the limitations of the EAP protocol in combination
with the AAA Framework. This standard is used in
the access control to different network technolsgie

Several stages of the Handover process can be

improved. In this paper, we proposed a fast
Handover scheme; taking into consideration only
delays in re-authentication during a transitiorthia
same VESS.

To do this, we identified our needs in terms of
security in relation to mobility. Thus we proposed
implement security components at the APs, to
delegate the re-authentication service to APs @ th
VESS infrastructure.

In our scheme, the AAA Framework is ignored
during the process of re-authentication. Therefore,
we use a signed token that ensures trust in theSVES
and manages mobility and continuity of the single
session of STA. This proposition can solve the
problem of intercellular delays (see Section Il A).

In the next step, our main focus will be to resolve
all technical barriers, evaluate the pertinencewf
approach to meet the constraints of real-time
applications. Finally, we propose improvements to
the EAP protocol and we implement the new
methods for managing virtual organizations with our
signed tokens.

REFERENCES & STANDARDS

Bangolae, S., Bell, C. & Qi, E., 2006, ‘Performantely
of fast BSS transition using IEEE 802.11r", IWCMC
'06 Proceedings of the 2006 international confexenc
on Wireless communications and mobile computing
pp. 737-742, 2006.

Da Conceicdo, AF., Li, J., Floréncioy, DA., & Kon,, F
2006, ‘Is IEEE 802.11 ready for VolP?’, Department
of Computer Science, Institute of Mathematics and
Statistics, University of Sao Paulo, Communication
and Collaboration Systems, Microsoft Research.

Menezes, AJ., Van Oorschot, PC., &Vanstone, SA0120
‘Handbook of Applied Cryptography’, Chapter 11,
CRC Press, Fifth Printing August 2001, freely
available at <http://cacr.uwaterloo.ca/hac/>.

Mishra, A., Shin, M., & Arbaugh, W., 2003, ‘An emigil
analysis of the IEEE 802.11 mac layer handoff
process’ SIGCOMM Comput. Commun. Rev., vol. 33,
no. 2, pp. 93-102, 2003.

Velayos, H., & Karlsson, G., 2004, ‘Techniques ¢duce
the IEEE 802.11b handoff time’ Tech. Rep., 20-24
June 2004.

Zrelli, S. & Shinoda, Y., 2007, ‘Experimental evafion
of EAP performance in roaming scenarios’, AINTEC
'07 Proceedings of the 3rd Asian conference on
Internet Engineering: Sustainable Internet, pp986-
2007.

AAA Authorization Framework, 2000, IETF RFC 2904,
August 2000, <http://tools.ietf.org/html/rfc2904>.

EAP, 2004, ‘Extensible Authentication Protocol’, TIE
RFC 3748, <http://tools.ietf.org/html/rfc3748>, Jun.
2004.

IAPP, 2003, IEEE std 802.11F-2003, ‘IEEE Trial-Use

Recommended Practice for Multi Vendor Access

Point Interoperability Via an Inter Access Point

Protocol (IAPP) Across Distribution Systems

Supporting IEEE 802.11 Operation’.

IEEE 802.1X, 2001, IEEE Std 802.1X, ‘Standards for
Local and Metropolitan Area Networks: Port Based
Access Control’, June 14, 2001.

ISO 7498-2, 1989, ‘Information processing systems -
Open Systems Interconnection--Basic Reference
Model’ Part 2: Security Architecture.

RADIUS, 2000, ‘Remote Authentication Dial In User
Service’, IETF Std RADIUS RFC 2865, June 2000,
<http://tools.ietf.org/html/rfc2865>.

RFC 2548, 1999, IETF RFC 2548, March 1999,
‘Microsoft Vendor-Specific RADIUS Attributes’,
<https://tools.ietf.org/html/rfc2548>.

RFC 3078, 2001, IETF RFC 3078, March 2001,
‘Microsoft  Point-To-Point  Encryption (MPPE)
Protocol’, <http://www.ietf.org/rfc/rfc3078.txt>.

WLAN, 1997, IEEE std 802.11, ‘WIRELESS LOCAL
AREA NETWORKS’, The Working Group for
WLAN Standards, <http://www.ieee802.0rg/11/>.



