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Online user's registration respecting privacy
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Abstract — The explosion of Internet concerns a lot of domam
from e-commerce to social networks. Various data,ncluding
personal data, are exchanged and stored in large tibases or
possibly in cloud storage, by numerous websites oonline
merchants. However, these service providers do natecessarily
propose a clear policy on their personal data colition and
storage. At the same time, users of the Internet ed to
understand how these recordings are being carriedub. In this
paper, a new solution is proposed for the registrén to a website
which helps the user to control his/her data. Thisdution is easy
to use, user centric and privacy compliant.
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. INTRODUCTION

In 10 years, the number of computers connected
increased by 10,000 to reach 10 million. Today, Blo¢-com
bubble exploded represents over 37 million usemgermhet
offers more and more possibilities and services Varous
applications, from social networks to e-commercemiost of
cases, Internet users must provide various perstai@ in
order to access a service of a web site. Thess kg possibly
stored without real control or time limitation. Maver, most
requested information is only used for market retesor
advertising purposes. The proliferation of persateth gives
even greater importance to the issue of privactherinternet.

Each country has its own legislation in terms df/qoy
protection. The United States protects young leteusers by
COPPA [8], consumers with the Gramm-Leach-Bliley [@¢
and medical information by HIPAA [4]. The Europednion
has the Directive 95/46 Data Protection [2]. FinalLanada
uses PIPEDA act for the protection of personal flath

Resolution 45/95 [1] adopted by the General Assgrobl
the United Nations provides, among other things,ghinciple
of data security. This principle ensures that appate
measures must be taken to protect computerized adpstizmst
natural and human risks. These risks can be undzelo
access, misuse of data and computer viruses. Howewme
must add to the data security the requirementseimg of
privacy. Three principles for this protection asvéloped:
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- Data minimization principle: Personal data disciesu
should be limited to adequate, relevant and non-
excessive data. It includes anonymity and unlinksbi
of data.

These two last principles are detailed in the pagoed
Deswarte Gambs concerning the French national itglezard
[22], and the PRIME project [21]. This latter atfems to
develop a framework for identity management in orte
protect the privacy. In addition, in November, 20%he
European Commission examined ways to strengthemldte
minimization principle. In addition, the Europeanrfimission
has started the PrimeLife project [23]. Its purpaséo allow
users to identify web sites which do not respeet tsers’
personal information. Consequently, in contrast Ntark

haéuckerberg‘s comments, privacy is not an outdabedept.

The access to web service begins by a first phdse o
registration. Users should provide various infoioratto the
service provider, SP. These access conditions gignéegin
by a valid email address, a user name and a passwor
associated with the web site. Additional personédrimation
are often expected or required, including perscaddress,
phone number, date of birth and favorite occupatiamd
leisures. In addition, the user usually needs tswen to a
guestion at the end of the questionnaire. He/Sh&t oheck or
uncheck the invisible box: "I agree to receive émith offers
selected for me by the SP and its partner." Howeweenable
the SP and its partners to select user's prefesertbese
providers use client's personal information antbfolthe user's
comings and goings on the site. Moreover, in mases, the
user's consent is not explicitly requested. Forrgta, French
sites automatically uncheck this box (opt-in comsemhereas
English sites prefer opt-out consent. Thus, ifuler does not
refuse these offers by unchecking the box, adwegtis-mails
are automatically sent to him.

After the enrollment, the second step is the chent
authentication with the couple login-password pvasly
chosen. This phase is also invasive in terms ofapyi
protection. Indeed, the client authenticates it fiwithout
proof of the SP authenticity and without convictiordeal with
this SP. Thus, the SP registers the client persaf@mation

- Data sensitivity principle: Handled personal data a in its database and can follow the client's naiogafor each
considered as sensitive, requiring a de-centralizedonnection.

structure for data storage.

Use of personal data for promotional offers or ptregious

- Data sovereignty principle: Personal data belongrto advertising messages is a strong problem for pyivac
individual, with a control and consent on how theseMoreover, users are rarely aware of the issuesimg of

data are used and for what purpose.

privacy when they disclose personal informationsBeal data



are "information relating to a natural person wh®mi can be
identified, directly or indirectly” [5] and must lpgotected. It is
therefore necessary to modify the recording prdsodor

existing websites. The sensitivity and the scofesuthorized
information to be disclosed must be limited, andrsisshould
be alerted on the use of these data.

Contribution . Most of publications focus on authentication architecture, the authentication

protocols on Internet or on a specific technolomprioving
privacy. This paper proposes a new enrollment soluvith a
service provider on Internet. The architecture mhes an ease
of recording using a form and an analyzer of accesslitions,
enhancing users' privacy. This approach respedts dtita
sovereignty, minimization and sensitivity principle

B. ldentity and authentication

An online service generally begins with an autheiitdn
and a secure connection between the client an8Rheebsite,
using a protocol such as SSL/TLS [28, 29]. Thistquol
involves the client trusting in the SP and is awafe&nown
published browser attacks [30, 31, 32]. In the pszo
is ensured by ngtro
authentication or zero knowledge authenticationenehs data
access control is based on the entity's identitistaf access
rights and the sensitivity of the protected infotima Multi-
factors authentication generally uses a passwoddaaemart
card. In some cases, an additional factor is adtieid. may be
a biometric factor, as in [15]. However, zero-knedde
authentication is easy to realize on a standarcpoaten. These

Organization. This paper beginS with a brief state of theprotoco|s can prove a given Va'ue’ for examp|e |dm']t|ty,

art concerning authentication, anonymity protoewid specific
web technologies. The new architecture is presant&gction
[l and Section IV. This solution is analyzed incBen V.

Il.  PRIVACY ENHANCING TECHNOLOGIES

In this section, we review some privacy concepsgduin
our architecture. To our knowledge, very few emnelht

without revealing it. The ISO/IEC 97/98 gives exgjili
mechanisms using the zero-knowledge principle C34ssical
zero knowledge authentication protocols are the-$ieamir
protocol [10] and the Schnorr protocol [20].

C. Anonymity and pseudonymity
Anonymity and pseudonymity preserve the users'apgiv

architectures have been proposed to date. The knowluring a connection to commercial sites. The FPRs<l

architectures generally allow to assure one priyaoperty but
never all important principles.

A.  Secific web technologies

Web-specific technologies exist to protect useess@nal
data. The P3P platform [12], for instance, allowsbsites to
express their practices in terms of privacy. Theaathge is
this format can be quickly obtained and interprebgduser
agents. These latter give the possibility to berimid of site
practices to clients. Users avoid the difficultta$ knowledge
concerning the privacy policies of all visited site
Unfortunately, although the P3P is consistent withlaws and
self-regulatory program, it does not provide a nami$m to
check site compliance with its policies. Similarig, order to
help consumers, IBM offers a risk and security ngamaent
infrastructure [13]. It allows users to manage rthegrsonal
information and control the privacy policies of ioel sites.

Numerous existing technologies concern social nedsvo
Diaspora [24], Peerson [25] and Safebook [26] aesples of
these architectures which allow to protect useata.dDiaspora
allows users to set up their own servers to hott déathout
need to bounce communications. However, Diasparaigs

(Privacy) of the Common Criteria establishes ségumiiteria
for information systems [14]. This class is comubsé four
requirements: anonymity, pseudonymity, unlinkapiliand
non-observability. These two first services, asl aslthe data
minimization principle are also discussed by Pfanm and
Hansen [18] and by Cameron [7]. These requiremesutsbe
used for identity management preserving privacy.e Th
anonymity ensures the user can access to informatithout
revealing his/her identity, whereas the pseudonymatjuires
the user is responsible for such use. There is raispent
assumed identity, namely the pseudonym. A singtsguemay
have many pseudonyms.

Consequently, in exceptional cases, the identity ba
retrieved by authorized persons. Many anonymity and
pseudonymity systems exist. For example, the Germca6]
requires their service providers to offer anonymoots
pseudonymous payment services for their users. h&not
famous example of anonymity system is the oniomtiag for
anonymous communications [19, 11].

Ill.  ENROLLMENT ARCHITECTURE BETWEEN CLIENT ANDSP

no support for encryption. Peerson is a peer-to-peed. Overview

infrastructure including encryption protocol in erdto users
keep control of their data. Moreover, the users gsa this
social network without Internet access. FinallyfeBaok does
not precise enough its policies. Jahid et al. if] [(hake a
critical study concerning privacy performance ofedh
infrastructures. Thus, they propose a new decégl
architecture for social networks. Unfortunately, ed@
architectures are often complex for ordinary pesson
Moreover, to our knowledge, no online registrawohitecture
enables to protect clients' personal informatiordisglosing a
minimum amount and respecting the data sensibilibus, in
the two following subsections, we describe the ssagy and
existing knowledge for our architecture.

The proposed architecture for registration onlieevise
provider is centered on user privacy. In using Hukution, the
users could easily enroll in revealing a minimumpefsonal
and sensitive data. The architecture ensures idet cloes not
provide personal information if he/she has not ioleth the SP
authentication. Thus, the client reveals neithefhigir data, nor
his/her desires. The client only provides the nemgs relevant
and adequate information for the transaction ireotd assure
the minimization, sensibility and sovereignty pipies. The
architecture is summarized in Fig. 1. This new rli
registration architecture involves four main actdhe user or
client, the service provider SP, the client's banll an advice
part or counselor, directly connected to the user.



Client
Request SP Certificate J®
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"+ Certificate
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Figure 1. The new enroliment architecture wherctieat is not registered.

The SP has a key pair whose public key is certifigdhe
payment scheme(s) it has contractualized with. Tarsficate
contains the following compulsory parameters:

» Its name which proves to the client that there BPa
with a valid certificate authority;

» Parameters describing the payment

challenge to the SP. The SP signs the challengeg uss
private key in order to prove ownership of the iieete and
this signed challenge is sent to the client. Thentlverifies the
SP signature using the SP public key. After the SP
authentication, the client takes into consideraervices and
access conditions. If he/she accepts them, hefshdssthe
fulfilled access conditions to the SP, with a ceupf
login/password for futures connections. If sensitiv personal
data are required, a mathematical proof of knowdedgonly
delivered for the SP. These data include the diatsrth and
the card number.

In case the client does not know the balance dhéis
account, or if he/she prefers to have a confirmatiiom
his/her bank, he/she may request a pre-authonzatio a
single operation, the client authenticates to kistrank and
requests a pre-authorization for a given amounte Th
authentication can be done by a traditional logiagword or
through a CAP reader [16]. If the authenticatiosuscessful,
the bank positively responds to the request by ldhgcthe
client's account balance for a given amount. Thusase the
client is not creditworthy, the client avoids pradivig
information to SP.

scheme As the next step, after having the SP authenticatiod

recognizing the SP and allowing to secure the éutur being sure to deal with the SP and to be solvéwet,client

payment (AmEX, VISA, MasterCard...);
e  Specific certificates parameters:
- Designation of the certification authority;
- Validation period;
- Name of the public key holder;
- ldentification of the signature algorithm ;
- ldentification of the encryption algorithm;

algorithms;
* A public key of an asymmetric keys pair;, Kd{SP);
» The name of certification authority;

authenticates to the SP thanks to his/her logisipas.
However, if the SP does not expect specific acceaslitions
and simply the authentication without disclosuhe, tlient can
use a zero-knownledge authentication protocol. Véendt
detail this possibility in the article. Indeed, @ity the SP
gives advantage to client records for statisticd adverts.
However, in order to respect the data sovereigribciple, the

Identification of the encryption and signature client is the one to decide on sending of the acceaditions.

Finally, if the client agrees, he/she sends theeszxc
conditions to the SP. This latter verifies this ament and
his/her proof of knowledge replacing the disclosofelate of

« The digital signature value. In our case, it is thebirth. If the access data are correct, the paymplease between

signature of a challenge sent by the Client.

As far as the counselor is concerned, it helputies to be
aware about dangers of the data disclosure anddetools
to protect the personal information. Thus, thisoad directly
related to the user, facilitates the client's psscand helps him
to bring into focus of the data sensitivity. Thieot can decide
to use these available options. The counselor zandifferent
roles: analyzer of access conditions, analyzeroofiitions of
usage, provider of proof of knowledge, identity mger or
electronic strong-box. The counselor is softwargailied on
the client’s computer.

B. The enrollment architecture

Enroliment takes place in different ways with moreess
options. Thus, the more options are used, the robeat's
privacy protection is assured. This section exgldale main
transactions between the SP and the client. Theusmand
optional possibilities given by the counselor ag¢ailed in the
next section. Firstly, the client browses on thésike and asks
the SP to be authenticated, using a
challenge/response protocol. The client sends aloran

actors can process.

Counselor Client

Sending Challenge.o
>

_ Sending Signature(Challenge)
&

: Verification Signature of SP

Sending Use Conditions
D L e T T T T R TR

Reading Use Conditions
o« Highlighted sensitive cond]’nons’

_ Sending Access Conditions
<

Analyzis Access Conditions
+ If date of birth requested: Generation proof of knowledg#
+ If prefilled form: Padding Access Conditions

Optidn 3J4, 5

Sending Access Conditions with intrusion levels

+ If date of birth requested: Sending proof of knowledge
+ 1f prefilled form: Sending prefilled Access Condition

Request Login/Password

OPUE'H 6 -<'" -ECreaI.icm Login/Password + Storage Login/Password
JSending LoginPasswordy,

r

EEEEEEEEEESEEEEEEESEEERES

traditional

Figure 2. The available transactions with the celars



IV.  ENHANCING PRIVACY WITH THE COUNSELOR

The counselor is an application on the client's mater,
managing and analyzing personal data exchange.clidrmt
decides to use the available options of the coonsels
summarized in Fig. 2.

Firstly, the counselor can play the role of signaterifier.
In this case, the client easily sends the challéagbe SP for
its authentication. Then, the counselor checksSfAesignature
of this challenge.

counselor, the client checks these conditions @rehtually
completes them).

Finally, in order to avoid the problem of forgotten
passwords, it is common to use the same coupleelenythe
multiple uses of the same couple cause troublagsociability
of data and identity theft. Thus, the client casoalise the
counselor as an identity manager. This actor gés®emne such
pair for each SP. Then, in the same way as the, fthese
couples are stored in a secure digital strong-@ixiously, in
a future connection to the SP, the couple allowesdient not

In the same way, as described previously, the tclierfO register again.

provides a proof of knowledge of personal datahasdate of
birth. The counselor takes responsibility for higof.

Secondly, the client can request an analysis of
conditions of usage. The counselor simply read lagtlights
important terms of the contract in terms of privaegtection.
This actor may also analyze access requirements
counselor then adds to each required informatianlevels of
intrusion in terms of privacy. These two actiorlewlthe client
to manage personal
disclosures.

Moreover, the client can pre-fill a form containinigta
which can be revealed. If this form exists, thersmlor uses it
to pre-fill the access conditions. The paddinghié form has
been guided by the counselor in order to know ¢ellof data
sensitivity. With the knowledge of the data sewditi and
authorized conditions, the choice is left to therdl to include
other information. For instance,
information with conditions such as:

loss;
The mailing address is only relevant in the case

home delivery. This requirement is that this adslres

must be provided at the end of the process;
The card number is stored only if the client reggiir
Otherwise, it is a real sensitive data;

The date of birth is not provided except when tient
requires. Otherwise, we prefer use a proof
knowledge;

An option is checked if the client accepts to reeei
advertisements or "newsletters".

Thus, in the case where the SP requests a congitgsent
in this form, it is not necessary to ask the clgenbnsent. This
method simplifies the connection to the websitetfa client.
However, if a requirement is not contained in thierf, or if it
contains a requirement (as in the mailing addreks)client's
consent is automatically requested.

One solution is to create a common form for all V@Eh
adequate, relevant and non-sensitive informatiooreldver, it
is possible to ensure the authenticity of the imiation
containing in the form. This latter must be signed a
certification authority. The client may, at any éinupdate this
document and return for signature to the certilicaiuthority.
This form is stored by the counselor in an eleétratrong-
box. Thus, once the access conditions pre-filled thg

the form can conta

The client's age if the access requires a minimgen a

V. ANALYSIS OF THE PROPOSED PROTOCOL

the The security of this architecture is linked to flessession
of a certificate by the SP, the different authettan
algorithm, as well as secure channels used for g#aobaction.

THhe counselor is able to securely generate ane slifferent
couples of login/password for each SP. Thus, tlee asoids
the data correlation problem in the case of a q@bedi

information and to minimize rtheidatabase, as well as theft of identity.

In addition, the proposed solution is entirely feed on the
client. The access conditions and conditions of ase
analyzed by the counselor. Then, a form can be Eetgpby
the client with the help of the counselor. A degoééntrusion
in terms of privacy is also indicated during thelgsis and the
padding of the form. Thus, the data sensitivityngiple is
respected.

The principle of minimization is also assured. Taa are
only disclosed after the SP authentication and fprob

An email address can be useful in the case of magsw creditworthiness. In addition, only relevant anctquhte data

are disclosed and a proof of knowledge is provitstead of
othe date of birth.

Finally, the client's consent is required at adlpst He/She
has the last word concerning his/her data. Conselyuehe
data sovereignty principle is also respected.

VI. CONCLUSION

of
The large amount of personal information storecéryice
providers in their databases requires protectiadh particular
attention given to privacy issues. The users' datapossibly
re-used for statistics and adverts and rarely densd in terms
of privacy protection.

This new architecture uses a pre-filled form,
reorganization of transactions and known cryptogi@pools,
such as certificates, proof of knowledge and auitetion
protocols. Furthermore, the counselor is able &y deveral
roles: signature verifier, analyzer of conditiomspvider of
proof of knowledge, identity manager or manageelettronic
strong-box. These options help users in their aggroand
make them aware of the data sensitivity. Thus ptioposition
offers a secure and easy-to-use solution respectireg
fundamental principles in terms of user's privacy.
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