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Preface

Welcome to NISK 2010, the third edition of the Norwegian Information
Security Conference. After the initial NISK conference in Agder and its
follow up in Trondheim, it will now take place in Gjøvik on the 23rd and
24th of November. As before the conference will take place in combination
with NIK and NOKOBIT. NISK2010 is sponsored by NISnet, the resource
network of Norwegian Information Security researchers funded by the
Norwegian Research Council.

This year we had 27 high quality submissions from 8 different institutes.
Of those one was withdrawn and one came in too late. The remaining 25
were reviewed by 2 members of the Program Committee each and from
their feedback 14 papers were selected for presentation. This means that
the acceptance rate of 56% is very close the the 58% from last year. All 14
papers will get a 30 minutes timeslot for presenting the ideas. Out of the 14
papers, 8 are authored or co-authored by PhD students and 1 is co-authored
by master students.

We are glad to announce that Dr. Mike Bond from the Computer
Laboratory at the University of Cambridge accepted the invitation as a
keynote speaker. The title of his presentation is Chip and Empiricism:
Breaking EMV, with proof. In May 2010 Mike Bond presented the
controversial paper Chip and PIN is broken, which he co-authored with
Steven J. Murdoch, Saar Drimer, and Ross Anderson, at USENIX Security.
The paper described how an EMV card can be used to make purchases
at Point-of-Sale without knowing the correct PIN. During the subsequent
publicity, demonstrations of the technique deployed against the live
banking system aired on various European television channels.

I would like to thank all the members of the Program Committee for
their valuable input in the reviewing process. Furthermore I would like to
thank the organizers of NIK, Erik Hjelmås and of NOKOBIT, Tom Røise
for the pleasant cooperation and last but certainly not least I would like to
thank Kari Lauritzen for all the help with the practical organization of the
three conferences.
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Abstract

In this paper, we present a concept of a trusted computing platform aimed
for mobile devices. Most of previous works on trusted computing platforms
were aimed for computers. The proposed method is based on the existence
of a secure element in the mobile, mobile OS virtualization and trusted
boot process. Such a platform is feasible and easy to implement if specific
requirements are respected.

1 Introduction

During the past years, the smartphone market has grown quite healthily. The first quarter
of 2010 confirms this trend with an increase of 48.7% from the same period in 2009 [1].
Many people have adopted this new type of device for communication and computing.
Their interest has grown beyond just managing a calendar and contacts. Smartphones are
now expected to be more useful in daily life. They are used to play games, access to the
internet, access to e-mails, take pictures or read and modify document.

As electronic transactions seem to become more and more popular, the demand for
smartphone applications enabling to purchase goods, to manage one’s bank account or
other types of transactions will inevitably grow. However, security requirements for these
type of applications are quite high and complicated to implement. Moreover, they require
limitations to the user-experience which make these measures quite unpopular among
users. Lack of freedom and control on devices is one of the reasons why users try to
jailbreak or root their phones.

The solution we describe in this paper enables to strengthen the security provided
by mobile Operating Systems (OS), to facilitate the implementation of security measures
without undermining user experience.

This paper breaks down into five parts. The first part presents the security require-
ments needed in operating systems to run sensitive applications as well as the current

This paper was presented at the NISK-2010 conference.
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features proposed by the most widespread OSs. In the second part, we explain what is
our solution to build trust and security in mobile phones. The third part gives an overview
of the components required to create such a trusted platform for handheld devices. The
fourth part presents the advantages of the proposed architecture. Finally, we conclude this
paper.

2 Security services and current implementation

In this part, we will describe security requirements for sensitive applications. We will also
have a look how these requirements are enforced in the most common mobile OSs.

Requirements

In information assurance models, five security services are required from the system:
availability, integrity, confidentiality, authentication and non-repudiation [2]. The two last
services are not taken into account in this paper. Indeed, we consider that these aspects
are related to the application’s usage. Thus, they should be managed at the application’s
level and not at the OS’s level.

In our context, availability means that no application will prevent another one from
carrying out its tasks. For example, it shouldn’t be possible for an application A to access
the memory allocated to an application B and erase the data needed by application B to
run. Confidentiality corresponds to the fact that only legitimate parties can read informa-
tion. Integrity corresponds to the fact that only legitimate parties can modify information.

Now that we have determined what properties are required from mobile phones to
protect sensitive applications, we are going to examine in the following section how these
properties are implemented in the most commonly available OSs.

Comparison between the implementation of security services in various
OSs

Three criteria have been chosen to evaluate the implementation of the security mentioned
above:

• Memory management. In order to provide integrity, availability and confidentiality,
memory should be protected.

• Cryptography. For confidentiality and integrity, cryptography should be supported
on the OS and cryptography tools should be available for third party application
developers.

• Permissions. In order to protect some sensitive APIs and functions which require
explicit authorization before being used, permissions are necessary.

Through table 1, we can see that security services are not implemented in the same
way in the different OSs. These different implementations also have different levels of
efficiency. We can see that most OSs have a technique to manage memory. However,
according to [3], the iPhone Os presents some lacks in this field. All these OSs provide
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cryptography tools to developers but only Windows Mobile OS supports device encryp-
tion. Windows Mobile OS has permission management like Symbian and Android but
it isn’t as fine-grained. As iPhone is a closed platform, the information concerning its
permission management policy has not been found.

Memory management Cryptography Persmissions
Symbian Processes are pro-

tected form one
another. Each of them
is given a private
space which cannot
be read by other
processes [4]

Cryptographic li-
braries and plug-ins
are available [5]

Sensitive actions can
be used if the process
has an access token
called capability. [5]

Windows Mobile
OS

The memory manage-
ment is based on vir-
tual memory [6]

Device encryption is
available. A cryptog-
raphy API is available
[6]

Three permissions
levels: privileged,
normal and blocked
[6]

iOS According to Apple
[7], applications are
sandboxed. Yet, ac-
cording to this analy-
sis [3], memory pages
are both writable and
readable and there are
no heap and stack ran-
domization

Encryption is sup-
ported and crypto-
graphic APIs are
available [7]

.

Android Processes are pro-
tected from each
other. Indeed, each
of them are run in
a different Dalvik
Virtual Machine and
have a specific User
IDentifier [8, 9, 10]

A cryptographic
API is available for
developers[11]

Permissions are avail-
able and users are in-
formed about the per-
missions at the ap-
plication’s installation
[8, 9, 10]

Table 1: Comparison between OSs

We can conclude that these OSs do not offer the same security guarantees. However,
although the security level required for sensitive applications such as conducting financial
transactions is quite high, these applications still need the services provided by operat-
ing systems. Indeed, these applications may need tools to manage peripherals, to use the
network to communicate with a distant merchant server for example or to use the user
interface to communicate with the user. The concept presented in the next section aims to
solve this problem.
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3 Our solution to build trust and security

In this part, we will first explain what assumptions were taken for this work and what are
virtualization and trusted boot. These elements are the key points of the architecture we
propose. Finally, we will present the solution we propose.

Assumptions

Sensitive applications such as payment applications, banking applications, ticketing ap-
plications or applications under subscription contain data and operations which need to
be protected.

We assume that mobile phones contain a secure element (SE) which provides security
and confidentiality support. We also assume that the most valuable assets of the Service
Providers (SP) such as cryptographic keys or sensitive operations are stored in the SE. We
consider in this work that the SE is trusted so we don’t examine attacks on this element.
We take into account attacks against the mobile and its OS. Confidential code theft (PIN
for example) can be performed in this way. There is also the possibility for a virus to make
a payment instead of the user. Another attack that can be carried out without attacking
the SE is to misguide the user by not displaying correct information. This corresponds
to the “what you see is what you pay” problem. These types of attacks do not exist for
traditional smart cards because service provider terminals can generally be trusted.

Virtualization

Virtualization is based on the use of virtual machine monitors, also called hypervisors.
Their role is to enable various operating systems to run on the device in the same time,
to monitor their execution and manage the necessary resources (peripherals, memory or
CPU for example )[12].

As we can see in figure 1, there are two types of virtualization [12]:

• Type 1 for which the hypervisor runs directly on bare software,

• Type 2 for which the hypervisor runs into a host OS.

Only the first type will be considered in this paper. We consider that for the second
type, the hypervisor’s security level depends on the host OS whose security level might
be difficult to quantify.

The hypervisor’s most important contribution for our solution is the complete isolation
of the various virtual machines. This will be used to create a secure part in the phone
where sensitive applications will run fearlessly.

Focus on trusted boot process

The aim of trusted boot process is to identify whether the platform on which the applica-
tion is run is sound or not. The platform’s status is determined from integrity measures
performed on different stages of the boot process. Various definitions of trusted boot such
as in the AEGIS platform [13] , the Terra platform [14], and in TCG specifications [15],
[16] use the nth level to measure the (n+1)th level’s integrity before launching it.
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(a) Type 1 (b) Type 2

Figure 1: Types of virtualization

A similar process is used in the architecture we propose. Its purpose is to make sure
that the secure part created with virtualization has not been compromised.

Principle

In section 2, we have seen that sensitive applications need the services of OSs but that na-
tive OSs with unknown and unsure applications present many risks. Our solution would
be to isolate sensitive applications in a minimalist OS with a strict policy and controlled
applications. For this, virtualization is necessary. This idea is close to the Terra platform
for trusted computing [14] and is aimed for mobile phones. However, unlike the Terra
platform, our approach doesn’t oblige application developers to create an Operating Sys-
tem dedicated to their applications.

Figure 2(a) represents the usual mobile architecture whether figure 2(b) represents our
architecture’s concept. The phone is partitioned into two independent parts. The first one
would contain a classical mobile OS. In this part, the user could be entirely free to do
whatever he wants and to install whatever application he wants. The second part would
be devoted to security-sensitive applications such as payment, electronic signature. . . It
could contain a minimalist OS which could be easy to certify, according to standards such
as Common Criteria, and on which a very strict security policy could be enforced.

Virtualization is the means which enables to implement this separation in the phone.
Yet, using virtualization does not guarantee that the secure part’s trusted OS has not been
modified or replaced and hence cannot be relied on any more. The integrity of the mo-
bile’s secure part has to be checked in order to avoid this problem. The way to overcome
this is to set up a secure boot process.

The proposed boot process, as seen in figure 3, is close to the trusted boot process
defined in TCG [15, 16], to the attestation process used on Terra platform [14], and to
the AEGIS bootstrap [13]. Our approach is based on two secret values, named R0 and
R1. R0 is related to the platform and is stored in a secure zone of the handheld device.
We assume that R0 can’t be read from outside holds. R1 is a reference value stored in a
secure element. It is generally considered that the SIM card is very secure and thus can
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(a) Without virtualization (b) With virtualization

Figure 2: Principle of the solution

be considered as the secure element in handheld devices. It corresponds to the value of R
at initial state. R is a work register which will contain a measurement of the OS in part
2, the hypervisor and the boot sequence. It is calculated during the boot process and will
enable to assess the integrity of the platform. As we can see in figure 3, the boot process
takes place according to the following steps:

• the BIOS sets R at R0 (we assume that the BIOS is immutable and may access to
R0),

• The BIOS computes M, a hash of the bootloader as well as a hash of R and M. This
latest result is stored in R. The BIOS will then launch the bootloader,

• Before loading the hypervisor, the bootloader computes M, which will now be a
hash of the hypervisor and update R with the hash of the previous R and M,

• Before loading OS2, the hypervisor would compute the new value of M and R the
same way than the previous levels did.

At the end of this boot sequence, R should be equal to R1, if and only if, the boot
sequence and some elements in the OS have not been modified. We consider that R is
somewhere in memory but can not be read by the external because we assume that the
only software attacks that could reveal R’s value would need to change the boot sequence
and thus would reveal a false value which would not be equal to R1. We also consider
that R can’t be computed directly from files in permanent memory because we assume
that R0 can’t be read from outside the device.

The aim of computing R is to perform a handshake between the SIM and the platform
and prove to the SIM that the platform is sound. Sending R directly to the SIM would
be insecure, because a man in the middle attack is possible between the SIM and the
platform. This issue can be solved by using some cryptographic tools. The figure 4
illustrates this sequence. First, the SIM generates a challenge X which is sent to the OS.
The OS ciphers the challenge X by using the AES protocol and R as the secret key. The
result, Y=AES(R,X) is sent back to the SIM. The SIM then compares Y with Z which is
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Figure 3: Trusted boot sequence

Figure 4: Handshake sequence

calculated by ciphering X with R1 as the secret key of the AES protocol. In this way, it is
impossible for a man in the middle to deduce any knowledge on the values R and R1.

We have presented this approach for a SIM, but it can be valid for any other type of
secure element.

If this procedure’s result indicates that the platform is unsound, the SIM can decide
to disable the application’s sensitive part which is in the SIM. This approach can be
compared to TCG’s trusted boot process which influences the key storage functionalities.
Table 3 shows the similarities between both approaches.

4 Platform requirements

In this part, we present the requirements related to the different components of the
platform. These requirements are necessary to make a viable trusted platform.
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Table 2: Comparison between TCG’s approach and the proposed one
TCG’s approach Proposed approach
Platform registers and function ”ex-
tend”

Hash computations and final handshake described
above

Predefined values for platform reg-
isters

Not covered here

Attestation function to prove plat-
form soundness

SIM is able to contain sensitive data and programs
securely and isolated from each others

Platform’s data protection SIM is able to contain sensitive data and programs
securely and isolated

Monotonic counters SIM is able to contain securely and isolated sensitive
data and programs, and permanent memory exist

Direct Anonymous Attestation SIM is able to contain sensitive data and programs,
with advanced cryptography, securely and isolated

Multi responsibility Global Platform is another way to cover this issue. All
new SIMs will contain GP features.

Requirements at the platform’s initial state

For the solution proposed to be viable, it is necessary to well define its initial state. It is
necessary to be sure that the bootloader, the hypervisor and the secure part’s OS are in a
trusted state. If this is not done, R1 will correspond to an unsafe state of the device and
the trusted boot will be null and void.

In order to achieve this, it would be necessary to certify the code of the bootloader,
the hypervisor and the OS by a third party.

Requirements related to the hypervisor

Telephony and texting services are the most important services for a handheld devices.
They should always be available, whether the user is using the secure virtual machine or
the insecure one. Thus, the hypervisor should enable the user to receive phone calls and
text messages on whatever part of the phone.

Mobile devices also have specific limitations such as battery management and
ressources. These limitations should also be taken into account in the hypervisor.

Requirements related to the Operating System for the secure part

In order to protect the sensitive applications in the secure part, it is necessary for the OS
used here to have a very strict security policy. In this OS, there should be a proper isolation
between applications. Sensitive APIs or functions should be protected. Moreover, only
sensitive and approved applications should be able to be installed in this part. Therefore,
certificate management should be supported by the OS and the code of the applications to
be installed in this part should be analyzed ans certified by a known third party.

As seen above, this OS should be certified by a third party. It would be interesting to
have a minimalist OS to simplify and shorten the certification process.
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This operating system should, like the hypervisor, be coded in a way that takes into
account the specific limitations of handheld devices. This is also true for the OS of the
insecure part.

Requirements for hardware support

As mentioned in [14], a secure User Interface is needed in this type of system. Indeed, we
could imagine an attack using an interface that would simulate the interface of the secure
part and would register the data entered by the user such as passwords for example. To
counter this type of attacks, additional hardware is necessary. We could for example have
a small light switching on when the user is on the secure OS. Other OSs should not be
able to access this lamp.

As seen in section 3, a trusted zone on the platform would also be useful to store the
value R0 which is the base of the trusted boot process. This zone could, for example,
be the trusted zone that exists in processors ARM 1176 [17]. This type of processor is
adapted for smartphones.

Requirements for the storage of R1 in the Secure Element

In mobile phones, the SE is generally the SIM card. Therefore, if the user of a trusted
device wishes to change his mobile to have a new trusted device without changing his
SIM card, there could be problems. Indeed, the value R1 stored in the SIM card would
not correspond to the integrity measurement of the new platform. Telephony functions
would still be possible because the user would still be able to access the insecure OS.
However, sensitive applications would be blocked. To solve this problem, there should be
a procedure which would enable the SE issuer to update R1 in the SE.

5 Advantages

This method presents some benefits. It is able to satisfy in the same time the user’s need
of freedom and some Service Providers’ need of security. Indeed, the user will be able
to do whatever he wants on part one without fearing any consequences on his sensitive
applications or data.

This method also facilitates security controls. Indeed, it will be easier and it will need
shorter time to certify the hypervisor, the secure partition and its OS, which are small and
well controlled, than an entire platform.

Another asset is that this platform doesn’t require much additional hardware. A se-
cure zone is needed for R0. This processor is already deployed on some smartphones
and can be deployed easily [17]. R1 has to be stored in a secure element too but this
secure element corresponds to the SIM card which is already available in the devices we
consider. The other type of hardware needed is something to assert that the user is in the
secure OS. We can see that most of the hardware necessary already exists. Therefore, this
architecture would be fast to be deployed on the market.
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6 Conclusion

In this article, we proposed an architecture to create a trusted computing platform for
mobiles. Its aim is to enhance security features proposed in mobiles today independently
from the OS used. It provides a strong isolation between sensitive applications and nor-
mal or malware applications. It also facilitates security controls and certifications needed
to assess that a platform is secure for specific sensitive applications. We have also seen
that particular requirements are necessary to create such a platform.

The proposed approach presents many advantages. It facilitates the establishment
of trust for users and Service Providers without needing new hardware such as a TPM
adapted for mobiles. This also implies that it would be easy and fast to be deployed on
the market. It also enables to ensure a certain level of security for Service Providers and
some freedom to users.

Further works will consist in defining a lifecycle management for R0 and R1 as well
as means to update them.
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