N

N

Parameterized Verification of Communicating Automata
under Context Bounds
Benedikt Bollig, Paul Gastin, Jana Schubert

» To cite this version:

Benedikt Bollig, Paul Gastin, Jana Schubert. Parameterized Verification of Communicating Automata
under Context Bounds. 8th Workshop on Reachability Problems in Computational Models (RP’14),
2014, Oxford, United Kingdom. pp.45-57. hal-00984421

HAL Id: hal-00984421
https://hal.science/hal-00984421

Submitted on 28 Apr 2014

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://hal.science/hal-00984421
https://hal.archives-ouvertes.fr

Parameterized Verification of Communicating
Automata under Context Bounds

Benedikt Bollig!, Paul Gastin', and Jana Schubert?

1 LSV, ENS Cachan & CNRS
2 Fakultéit fiir Informatik, TU Dresden

Abstract. We study the verification problem for parameterized commu-
nicating automata (PCA), in which processes synchronize via message
passing. A given PCA can be run on any topology of bounded degree
(such as pipelines, rings, or ranked trees), and communication may take
place between any two processes that are adjacent in the topology. Pa-
rameterized verification asks if there is a topology from a given topology
class that allows for an accepting run of the given PCA. In general, this
problem is undecidable even for synchronous communication and simple
pipeline topologies. We therefore consider context-bounded verification,
which restricts the behavior of each single process. For several variants of
context bounds, we show that parameterized verification over pipelines,
rings, and ranked trees is decidable. Our approach is automata-theoretic
and uniform. We introduce a notion of graph acceptor that identifies
those topologies allowing for an accepting run. Depending on the given
topology class, the topology acceptor can then be restricted, or adjusted,
so that the verification problem reduces to checking emptiness of finite
automata or tree automata.

1 Introduction

Communicating automata (CA) are a fundamental and well studied model of
parallel systems [7]. They consist of finite-state machines that exchange messages
over channels determined by a fixed and known communication topology. CA are
known to be Turing equivalent so that even basic problems of formal verification
such as reachability are undecidable. Therefore, modifications and restrictions
have been considered which bring back decidability. Reachability is decidable,
for example, when the analysis is restricted to executions with a fixed maximum
number of pending messages, or when channels are lossy [2].

In some contexts such as ad-hoc networks, multi-core programming, or com-
munication-protocol verification, assuming a fixed and known communication
topology is not appropriate. Lately, there has been a lot of (ongoing) research
in the area of parameterized verification |1}/3}8,|12], which aims to validate a
given system independently of the number of processes and the communication
topology. A lot of different models of such systems have been proposed (cf. |11]
for a recent survey). In this paper, we investigate the reachability problem for
parametrized communicating automata (PCAs). A PCA is a collection of finite



automata that can be plugged into any communication topology of bounded de-
gree. PCAs have recently been introduced to initiate a logical study of parame-
terized systems [5]. Their verification problem has not been considered. Roughly,
it can be stated as follows: Given a PCA and a regular set ¥ of pipeline, ring,
or tree topologies, is there a topology 7 € ¥ such that A has an accepting run
on 7?7 Here, “regular” means given by some finite automaton (for pipelines and
rings) or tree automaton (for tree topologies), which is part of the input. Note
that there is also a universal variant of that problem, and our decision procedures
will take care of that case as well.

We actually consider a restriction of PCAs with rendez-vous synchronization,
albeit distinguishing between send and receive events. This considerably simpli-
fies the presentation, but the overall approach can be extended to systems with
asynchronous bounded channels. Note that rendez-vous communication can also
be seen as an underapproximation of the latter.

While bounding the channel capacity or imposing rendez-vous communica-
tion bring back decidability of reachability for CA with fixed communication
topology, this is no longer true in the case of PCA. For various other (unde-
cidable) models of concurrent systems, decidability is achieved by introducing
a context (or “phase”) bound, limiting the part of the model simulating syn-
chronization or communication of concurrent processes [6,|13}/15}[16]. We adopt
the general approach, but introduce new definitions of contexts that are suitable
for our setting. An interface-context restricts communication of a process to one
neighbor in the topology (e.g., the left neighbor in the pipeline). Another con-
text type separates send from receive events while restricting reception to one
interface. Note that, in both cases, there may still be an unbounded number of
switches between two given threads.

We show that context-bounded parameterized verification is decidable: it is
PSPACE-complete for pipelines and rings, and EXPTIME-complete for ranked
trees. Our decidablity proof is automata-theoretic and uniform. We transform a
given PCA A, in several steps, into a graph acceptor that recognizes the set of
acyclic topologies allowing for an accepting run of 4. This solves our problem for
pipelines and trees. For rings, an additional adjustment is needed, which rules
out cyclic behaviors that the graph acceptor is not able to detect on its own.

Related Work. Parameterized verification can be classified into verification
of multithreaded programs running on a single core, and protocol verification.
Context-bounded verification for systems consisting of an unbounded number of
threads has already been considered [4l(14]. In [4], a model with process creation
is presented, in which a context switch is observed when an active thread is
interrupted and resumed. In [14], an unbounded number of threads are scheduled
in several rounds. In both cases, the context bound does not impose a bound
on the number of threads. However, every thread will be resumed and become
active a bounded number of times, which is not the case in our framework.

On the other hand, protocol verification is based on the concept of indepen-
dent (finite-state) processes communicating over a network-like structure. Due
to the absence of a global scheduler, the above context definition is not adequate



for protocol verification. A versatile framework for parameterized verification,
capturing rendez-vous communication in pipelines, rings, and trees, is presented
in [1]. The verification problem is phrased in terms of minimal bad configurations,
which does not necessitate context bounds. Motivated by ad-hoc networks, [§]
considers systems modeled by finite automata that communicate in a broadcast
or unicast manner. In the case of unicast communication, the recipient is chosen
nondeterministically from the set of neighbors, which is incomparable with the
unicast communication of PCAs. Direction-aware token-passing systems [3}/9}/10]
can be modeled in our framework as far as bounded-degree structures such as
rings are concerned. To the best of our knowledge, neither context bounds nor
the PCA model have been considered yet for protocol verification.

Outline. Section [2] recapitulates basic notions such as words and finite (tree)
automata. In Section [3] we introduce topologies, PCAs, and several context-
bounded verification problems. Section [ is the heart of our automata-theoretic
approach, where we first translate PCA into a sort of cellular automaton and,
in a second step, into topology acceptors. These constructions will be exploited,
in Section |5 to solve the parameterized verification problem for the classes of
pipelines, rings, and ranked trees. Missing proofs can be found in the appendix.

2 Preliminaries

For n € N, we set [n] := {1,...,n}. Let A be an alphabet, i.e., a nonempty finite
set. The set of finite words over A is denoted by A*, which includes the empty
word e. The concatenation of words wy,ws € A* is denoted by wy - wy or wy.ws.
Given an index set I and a tuple a = (a;);cr € A, we write al; to denote a;.

A finite automaton over A is a tuple B = (S,=>,, F') where S is the finite
set of states, ¢ € S is the initial state, F' C S is the set of final states, and — C
S x A x S is the transition relation. We write s == s’ instead of (s,a,s’) € =.
A run of Bon a word w =a;...a, € A* is a sequence sgs1 ...5s, € S* of states
such that sg = ¢ and s;_1 =i g foralli e [n]. The run is accepting if s,, € F.
Finally, the language of B is defined as L(B) := {w € A* | there is an accepting
run of B on w}.

For trees, we fix a (maximal) rank r € N. An r-tree over A is a pair (V, )
where V' is a nonempty finite prefix-closed subset of {1,...,r}*, and 7: V — A
is a labeling function. The set V is the set of nodes of the tree, and € is its
root. For w € V and [ € [r] with u.l € V, we say that w.l is the {-th child of u.
An r-tree automaton over A is a tuple B = (S, A, F) where S is the finite set
of states, F' C S is the set of final states, and A C S x A x (SW{L})" is the
transition relation. A run of B on an r-tree (V, ) is a mapping p : V — S such
that, for all u € V, (p(u), 7(u), (s1)icr)) € A where s; = p(u.l) if u.l € V, and
s = L if ul ¢ V. The run is accepting if p(¢) € F. By L(B), we denote the set
of r-trees accepted by B.
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3 Parameterized Communicating Automata

In this section, we introduce our model of a communicating system that can be
run on arbitrary topologies of bounded degree.

Topologies. A topology is a graph, whose nodes are connected via interfaces.
The idea is that each node runs a finite-state process (of type p,q,...). In Fig-
ure [I} for example, nodes are arranged in a pipeline, which allows a process to
communicate with a left and a right neighbor (if they exist). When a node u
emits a message m via its interface right, then m can be received by the neighbor
on the right of w, using interface left. Let N’ = {a,b,c,...} and P = {p,q,...}
be finite sets of interface names and process types, respectively.

Definition 1. A topology over N' and P is a tuple T = (V,v,7) where V is
the nonempty finite set of nodes (or processes), m : V. — P associates with
every node a process type, and v : V. x N' =V is a partial mapping. Intuitively,
v(u,a) = v means that the interface a of u points to v. We suppose that, for
alluw € V, there is at last one a € N such that v(u,a) is defined. Moreover, we
require that v(u,a) = v implies (1) u # v, (2) v(v,b) = u for some b € N, and
(3) v(u,a’) =" implies [a = a' iff v ="1"], for alla’ € N and v' € P.

We write u +2% v if v(u,a) = v and v(v,b) = u, and we write u — v if
u &b v for some a,b € N. We call T acyclic if the undirected graph (V, —)
is acyclic. This paper will focus on three topology classes:

Pipelines. A pipeline over a nonempty finite set P of process types is a topology
over N = {left, right} and P. It is of the form 7 = ({1,...,n},v,7), with n > 2,
such that v(i,right) = ¢ + 1 and v(i + 1,left) = ¢ for all ¢ € {1,...,n — 1},
and v(1, left) and v(n,right) are both undefined. A finite automaton B over P
can be seen as a pipeline recognizer. Indeed, a pipeline is uniquely given by
the sequence 7(1)...7(n) € P*. So, we let Ly;pe(B) denote the set of pipelines
({1,...,n},v,m) over P such that 7(1)...m(n) € L(B). Instead of B, we may
use a classical regular expression. An example pipeline is depicted in Figure [I}
It is uniquely given by the word pgpq.

Rings. A ring over P is a topology over N/ = {left,right} and P of the form
T = ({1,...,n},v,7), with n > 3, where v(i,right) = (i mod n) + 1 and



v((i mod n) + 1,left) = i for all i € [n]. Similarly to pipelines, a finite au-
tomaton B over P can be used as a ring recognizer: we let L,i,,(B) denote
the set of rings ({1,...,n},v,m) over P such that there is i € [n] satisfying
w(i)...m(n)w(1)...7w(i — 1) € L(B). This takes into account that, a priori, rings
do not have an “initial” node. Figure [2| depicts a ring with five nodes.

Trees. For r > 2, an r-tree topology over P is a topology 7 = (V,v, ) over
{father, childy, ..., child, } and P such that (V, 7) is an r-tree over P, v(g, father) is
undefined, and for allu € V and [ € [r], we have (1) u.l € V implies v(u, child;) =
u.l and v(u.l,father) = u, and (2) w.l ¢ V implies that v(u, child;) is undefined.
An r-tree automaton B over P can be seeen as a recognizer for tree topologies:
we write Ly (B) for the set of r-tree topologies (V, v, w) such that (V,7) € L(B).
A sample 2-tree topology is depicted in Figure [3]

The Automata Model. Next, we introduce our system model. As suggested
above, a parameterized communicating automaton is a collection of finite-state
processes whose actions refer to an interface. Unless stated otherwise, we assume
that N is a fized nonempty finite set of interface names (or, simply, interfaces).

Definition 2. A parameterized communicating automaton (PCA) over N is a
tuple A = (P, Msg, (Ap)pep) where P is a nonempty finite set of process types,
Msg is a nonempty finite set of messages, and A, is a finite automaton over
the set of actions X4 = {a!m, a?m |a € N and m € Msg}, for every p € P.

A pipeline PCA or ring PCA is a PCA over {left, right}. Moreover, for r > 2,
an r-tree PCA is a PCA over {father, childy, ..., child,}.

The idea is the following: When A is run on a topology (V, v, 7) with adjacent
processes u +>% v, then w runs a copy of Ax(u) and can emit a message m
through interface a by executing a!m. Process v receives the message if it is
ready to execute b?m. We assume that communication is by rendez-vous, i.e.,
messages are received instantaneously.

For convenience, we write X' instead of 3/4. Sometimes, we will even mention
X7 without any reference to A. However, notice that the alphabet depends on a
PCA (more precisely, on A and a set of messages). Let X\ := {alm | a € N and
m € Msg} and let Xy be defined accordingly. These sets are further refined to
Y and X7, containing only those actions that refer to interface a € N.

Semantics of PCAs. Let A = (P, Msg, (Ap)pep) be a PCA over N, with
Ay, = (Sp, =p, tp, Fp) for all p € P. The PCA A can be run on any topology
T = (V,v,7) over N and P. The semantics of A wrt. 7 is a finite automaton
[A]” = (S,=,1, F) over £7 C (¥ U {e})”. The alphabet 7 contains, for

all v +2% o' and m € Msg, the tuple (v,m,v"y := (0y)uecv where o, = alm,
oy = b?m, and o, = ¢ for all u € V \ {v,v'}. For W =7 ...7, € (X¥7)* and
u € V, we define the projection of W to uw as Wl,, := (v1|u) -+ - (Wn]u) € Z*.

For u € V, we write Ay, Su, =, tu; Fu for Az (), Sriu)s = n(u)s br(u)s Fr(u)s
respectively. The set of states of [A]7 is S = [l.cy Su, keeping track of the
local state of every process in the topology. Accordingly, the initial state is



t = (tu)uev, and the set of final states is ' =[], Fu. The transition relation
= C S x X7 x S is defined as follows. Let s = (84)ucy € S, 8 = (8! )uev € S,
and 0 = (0y)uey € £7. Then, s == &' if, for all u € V, we have that o, # ¢
implies s, =, s/, and ¢, = ¢ implies s, = s/,. The language of A wrt. T is

u’

defined as L(A,T) := L([A]7).

Ezxample 1. Consider the PCA A = (P, Msg, (A,, Ap, Ag, Az)) over the set of
interfaces N = {left, right}, where P = {p,p,q,q}, Msg = {m}, and the local
languages are given as follows:

L(A,) = {(right!m)} L(A,) = {(left?m)(right!m)}
L(Ap) = {(left?m)} L(A;) = {(right'm)(left?m)}

Let @ be the regular expression (¢ + ¢)*. For all pipelines 7 over P, we have
L(A,T)# 0 iff T € Lyipe((pQp)*). In particular, for n > 2 and the pipeline 7
given by pq"~2p, we have L(A,T) = {{1,m,2)(2,m,3)...{n — 1,m,n)}. When
we consider rings instead, the reasoning is less evident. Note that L(A,7) =0
for all T € Lying(¢*+q*): though two successive processes gq or g match locally,
meaning that an open send encounters an open receive, closing a sequence ¢" or
q" towards a ring is not possible due to the causal dependencies that are created.
In ¢", for example, the receive that remains open is always scheduled before the
remaining open send. Thus, matching both will create a cyclic dependency and
not lead to a valid run of A. However, pathologic dependencies are “resolved” in a
ring over {q, ¢} whenever it contains ¢g (which implies that there is also gg when
the ring is seen as a cyclic word). We actually have, for all rings 7 over P, that
LA, T)# 0 T € Lying(pQp)* + QqqQ). Detecting cyclic dependencies will
be one challenge when we tackle the verification problem for rings in Section [5

Context-Bounded Parameterized Emptiness. Next, we define several vari-
ants of contexts, which restrict the behavior of each process of a PCA. A word
w € X* is called an

— (s®r)-context if w € Xy U X7,

— (sl+4rl)-context if w € (X U Xp?)* for some a,b € N,
— (s®rl)-context if w € X} U X%, for some a € N, and
— intf-context if w € (X4 U Xy2)* for some a € N.

The case sldr (w € X¥ U X3 for some a € N) is symmetric to sérl, and we only
consider the latter. All results hold verbatim when we replace s®rl with s1&r.
Let k > 1 and t € {s®r,sl+rl sdrl,intf} be a context type. We say that
w € X* is (k,t)-bounded if there are wy,...,w, € X* such that w = wy -... wg
and w; is a t-context, for all ¢ € [k]. The set of all (k,t)-bounded words (over
a fixed ¥) is denoted by W ). For a PCA A = (P, Msg, (Ap)pep) and a
topology T = (V,v,7), we define L, (A, T) :={W € L(A,T) | W, € Wy
for all u € V}. Note that W(;, ; is a regular word language that is recognized
by a finite automaton B ;) whose number of states is linear in k and at most
quadratic in |[A| (but linear for the decidable cases of ). Let A’ be the PCA



PIPELINE-NONEMPTINESS(¢)

RING-NONEMPTINESS(t)

I. pipeline PCA A = (P, Msg, (Ap)per)
k > 1; finite automaton B over P

Q: L) (A, T) # 0 for some T € Lyipe(B) ?

I ring PCA A= (P> Msg, ('AP)PE"P)
k > 1; finite automaton B over P

Q: L,y (A, T) # 0 for some T € Lying(B) ?

TREE,-NONEMPTINESS(t) sérl intf

L r-tree PCA A= (P, Msg, (Ap)pep) pipelines PSPACE-c ~ PSPACE-c
k > 1; r-tree automaton B over P rings PSPACE-c PSPACE-c

Q: Lt)(A, T) # 0 for some T € Liree(B)? trees EXPTIME-¢c EXPTIME-c

Table 1. Context-bounded nonemptiness problems and summary of results

(P, Msg, (Ap X B(i1))per) where A, x By 4 is the classical product of two finite
automata. It is easy to see that L+ (A, T) = L(A’,T). This means that the
context-bound restriction can be built into the PCA.

Applying the definitions to the PCA A from Example (1} we have L(A,T) =
Li2ser1) (A, T) = L(g,intr) (A, T) for all topologies over {left, right} and {p, p, ¢, ¢}.

For t € {s®r,sl+rl,sdrl,intf}, we consider the problems listed in Table
Note that the context bound k is always part of the input. We assume that & is
encoded in unary. The table also gives a summary of the positive results of the
paper. For some context types, however, all problems are undecidable.

Theorem 1. All problems listed in Table are undecidable fort € {s®dr,sl+rl},
even when we restrict to one context for each process.

Proof (sketch). Figures 4| and [5| demonstrate how to generate grid-like struc-
tures of arbitrary height ¢ and width j, using only one context on each single
process. Figure[4] for example, visualizes an execution of the form

({1, m,1), 242, m1,2),3) -+ - (Gymya gy, + 1)) - (M), 2)(2, M2y, 3) -+ - (s gy, J + 1))

The idea is now to simulate a Turing machine, using the (unbounded) verti-
cal dimension to encode its tape, which changes along the (unbounded) horizon-
tal line. More precisely, the leftmost process generates a sequence of messages
(m(1,1),---,m,1)) that corresponds to the initial configuration with arbitrarily
many cells. Each further process may locally change that configuration while
passing it to its right neighbor, and so on. In the case of s®r, the transfer of a
configuration is sometimes accomplished by a receive context. Here, reception is
blocking if the messages coming from the right neighbor do not correspond to
the next configuration. Obviously, the encoding also works for rings as well as
for the (more general) trees. It is important to note that it does not matter if
the semantics is via rendez-vous (as it is our case) or asynchronous. a

4 From PCAs to Topology Acceptors

In this section, we lay the basis for a uniform approach to parameterized verifi-
cation under context bounds of type s®rl or intf. We first show that, assuming
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a context bound of type s®rl or intf, a given PCA can be simulated by a sort of
cellular automaton, which works similarly to PCAs but performs only a bounded
number of steps on each process. The idea is that single contexts are summarized
to one step of maximally |N|+ 1 processes. This transformation works for both
context types, with only minor differences.

In a further step, which is then independent of a context type, the cellu-
lar automaton is translated into a topology acceptor, which no longer has an
operational semantics but a “static” one: a run is a tiling of a topology with
transitions. When we restrict a topology acceptor to pipelines or tree topolo-
gies, we obtain a finite automaton or tree automaton, respectively. Thus, this
transformation solves our verification problems for tree and pipeline topologies.

Unfortunately, the topology acceptor is only guaranteed to be correct for
acyclic topologies. It may actually accept cyclic topologies that do not admit
an accepting run of the given PCA. Nevertheless, for the class of rings, we can
enrich a topology acceptor with additional information that helps keeping track
of interdependencies between contexts of different processes (cf. Example .
This will allow us to build a finite automaton recognizing the unfoldings of rings
having an accepting PCA run (Lemma (3)).

We explain the general idea by means of Figure [ Assume context type
s@rl, which is the more difficult case. The figure depicts an execution (in fact, a
set of “order“-equivalent executions) that is (3,s®rl) bounded. Processes 1, 2,
and 3 use three contexts, while 4 and 5 can do with a single one. The dotted
areas on a process line suggest that we actually consider an arbitrary number of
actions. Our aim is to aggregate these unboundedly many actions in a bounded
number of summaries Si so that a finite automaton can read the pipeline (i.e.,
the word pppqq) from left to right, while verifying that the summaries can be
glued together towards an accepting run of the given PCA.

As process 4 alternates between sending to 3 and sending to 5, its summaries
have to include the behavior of processes 3 and 5. A summary is then given by
a cell transition of the form s 2% §. Here, cell refers to pgq, which represents
an isomorphism type of a pipeline of length three. Moreover, s,s" € S, x S, x S,
denote how states evolve in that particular fragment within a bigger pipeline,
for example when executing all actions gathered in S5. Cells have bounded size
so that the set of cell transitions can be effectively computed and represented.

Now, the behavior of process 4 can only be captured when we use at least
two cell transitions (for S5 and S6). The reason is that receives of process 3
from 4 are interrupted by receives from process 2. Similarly, the receive con-
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text in the middle of process 3 will belong to two different summaries, as it is
“interrupted” by a context switch on process 2. The splitting is not unique, as
we could have merged S3 and S4. However, the total number of splits can be
bounded: a send (receive) context is split whenever the complementary receives
(sends, respectively) belong to distinct contexts. Thus, it is divided into at most
k-|N| summaries. As a result, any (k, s®rl)-bounded execution of a PCA is cap-
tured by a sequence of cell transitions such that each process is involved at most
k- (N2 +2[N| + 1) times (cf. appendix). This gives us a bounded abstraction
of a priori unbounded behaviors so that we can build a finite automaton that
guesses such an abstraction and, simultaneously, checks if it corresponds to an
accepting run of the PCA. A run of the finite automaton (topology acceptor in
the general case) is depicted in Figure [7/} We come back to it later.

Let us formalize these ideas. In the following, we do not restrict to pipelines,
so N is an arbitrary alphabet of interface names. A topology C = (V,v,7) is
called a cell if there is @ € V such that (1) for all u € V' \ {a}, we have & — u,
and (2) for all u,u’ € V'\ {a}, we do not have u — u’. We call @ a center of C.
Note that C is star-shaped, and we have |V| < |N|+ 1.

In the following, we define cell transitions to represent summaries. Let A =
(P, Msg, (Ap)pep) be a PCA over N, with A, = (Sp, =, tp, Fp). Moreover, let
C = (V,v,m) be a cell (over N and P). Suppose that [A]¢ = (S,=,¢, F) and
5,8 €S =[] ey Su- We let

— 5 S s i [V = 2 and L((S, =, s, {})) \ {e} #0;

— s —5pn ¢ if there are a center & € V of C and a word W € L((S, =, s, {s'}))
such that W|; € X" and W|, € X for all u € V' \ {a}. Thus, if C contains
at least three nodes, then there is a unique center, and this center “executes”
only send actions.

Next, we apply cell transitions on arbitrary topologies T = (V,v, ). For
t € {s®rl,intf}, we define a finite automaton (A)] = (S,==,t, F) where S, 1,
and F' are as in [[.A]]T. Moreover, =>; is a subset of S x I' x S, where I is the
set of sub-structures of T that are cells. For states s = (8 )yey and 8’ = (8)))yev
from S and a cell C € I' with set of nodes U C V, we let s =>; s’ if we have
both (su)uet ¢ (5,)ucr and s, = &, for all u € V \ U.



For K > 1, we define Ly ({A)]) to be the set of words W = C;...C, €
L({A)T) such that, for all u € V, we have |{i € [n] | u is a node of C;}| < K.

Lemma 1. Let t € {s®rl,intf}, k > 1, and K = k- (N> + 2|N| + 1). Let
A= (P, Msg, (Ap)pep) be a PCA such that L(Ap) € W4y for all p € P. Then,
for all topologies T (over N and P), we have L ((A)] ) # 0 iff L) (A, T) # 0.

Thus, the behavior of a context-bounded PCA can be faithfully represented
by a “cellular” automaton that performs a bounded number of transitions on
each process. The next step is to translate cellular automata into topology ac-
ceptors, which are similar to graph acceptors [18]. A run of a topology acceptor
is a covering of a topology with cell-shaped tilings.

Definition 3. A topology acceptor (TA), over N and P, is a pair G = (S, A)
where S is a finite set of states and A is a finite set of transitions. A transition
is a triple (C,u, p) where C = (V,v,7) is an isomorphism type of a cell, u € V
is a center of C, and p: V — S is a mapping.

Let T = (V,v,7) be a topology and v : V — S be a mapping. Given @ € V,
we denote by cell(T,u,y) the triple (C, @, p) where C is the cell induced in T by
the center % (the set of nodes of C being V' = {a}U{u €V | &+ u}), and p is
the restriction of v to V’. We say that v is a run of G on T if, for all uw € V, we
have that cell(T,u,v) € A. By L(G), we denote the set of topologies for which
there is a run. Note that there is no particular acceptance condition in a TA.

Lemma 2. Lett € {s®rl,intf} and k > 1. Let A be a PCA over N with process
types P. In exponential time, we can construct a TA G (of exponential size)
such that, for all acyclic topologies T (over N and P), we have T € L(G) iff
Loy (A T) # 0.

Proof. Let A = (P, Msg,(A,)pep) be the given PCA over N, with A, =
(Spy==p; tp, Fp). We will assume that the sets S, are pairwise disjoint. We also
assume that L(A,) € W, for all p € P. Recall that this can be achieved at
the expense of a linear blow-up in the size of A,,.

Note that there are |P| - ((JNV] - [P|) + 1)NI isomorphism types C = (V, v, )
of a cell. For each of them and all states s,s" € [[, .y Su of the finite automaton
[A]C, we first determine whether s -5, ¢/, as defined above. Once the C, s, s’ are
fixed, this check reduces to a reachability analysis that can be done in polynomial
time (since [N is fixed).

Now, we construct the desired TA G = (S, A) as follows. Set K = k- (JN|? +
2|N| 4+ 1). Recall that K is the bound that we imposed, in Lemma [} on the
number of local steps in the finite automaton (A)7 . A state from S is an alter-
nating sequence 6 = (s Iyoe 0 I sk ) where for some p € P we have
50 = lp, Sk € F, and all other states are also in S, and each 7; is either an
interface name 7; € NV, or a set of interface names ; C N, or €. The sequence 6
describes a summary of the run performed by 4 on some node u of the topology
(to which 6 is assigned in a run of G). We use 7; C N to describe a summary
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step s;_1 — s; of a cell C in which w is a center and communicates through
the interface names in 7;. We use 7; € A to indicate that u is taking part in a
summary step s;_1 Ty 5; of a cell C in which u is not the center and u commu-
nicates only through the interface name 7;. Inserting e-transitions allows us to
consider sequences of equal length, which somehow simplifies the presentation.
Hence, we assume that s;_1 = s; when 7; = €.

Let 0,0 € S be sequences with labels 71, ..., 7k and 79, ..., Tf, respectively.
We let fo(a,i) = |{¢ <i|a € 7 V a= 7} be the number of times interface
a € N was used up to transition ¢ in 6. Also, we say that § and ¢’ match on
a link ~22 if we have (1) fo(a, K) = for(b, K), (2) for all i € [K] with a € 7
there exists j € [K] with b = 7 and fy(a,i) = for(b, ), and (3) the symmetric
condition.

Transitions of G will check that the summary runs guessed locally at each
node are compatible. This is illustrated in Figure [7] showing a run of G that
corresponds to the PCA run in the adjoining figure. For simplicity, states are
omitted. Let C = (V,v,7) be a cell, 4 € V be a center of C, and p : V — S.
Then, (C, @, p) is a transition of G if the following hold:

(a) For all u € V, the states that occur in p(u) are all from Sy ().

(b) For all w € V and a,b € N such that @ 2% u in C, the sequences p(@) and
p(u) match on +2-2.
(c) For all i € [K] such that the i-th transition label of p(u) is ; € N, we

require that there is a sub-cell D = (V' v/, 7') of C, with center 4 and
dom(v/'(@)) = 7, and there is a transition s —; s’ where s = (s, )uey and
s’ = (s}, )uev’ are states from [], .. Su such that the following hold:
e the i-th transition of p(a) is sz —» s4, and
e for all a € 7;, there are u € V/ and b € N such that @ &2 ubin D and
there is j € [K] such that the j-th transition of p(u) is s, — s], and
fp(ﬂ)(aa Z) = fp(u)(bv.])

This concludes the construction of G. The correctness proof, which crucially
relies on Lemma [l can be found in the appendix. a

The above construction is only correct for acyclic topologies. Consider the
PCA from Example[l} Figure |§|illustrates that the corresponding TA G accepts
the ring 7 induced by gqqq, though we have L(A,T) = 0. The reason is that G
checks locally whether a run encodes a composition of cell transitions, without
retrieving cyclic dependencies that violate the run conditions of PCAs.

5 Context-Bounded Parameterized Verification

When we are only interested in pipelines, rings, or trees, a TA can be translated
to a finite automaton or, respectively, tree automaton, which is then checked for
emptiness. This allows us to apply the construction and ideas presented in the
previous section to context-bounded verification over trees, pipelines, and rings.
The case of rings, however, needs some additional subtle argument.
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Theorem 2. The problem TREE,-NONEMPTINESS(t) is EXPTIME-complete, for
all > 2 and t € {s®rl,intf}.

Proof. We first show the upper bound. By Lemma[2] we can transform an r-tree
PCA with set of process types P into a TA G over {father, childy, ..., child,} and
P of exponential size. It is standard to transform the TA G into a tree automaton
B (with polynomial blow up) such that, for all r-tree topologies T over P, we
have T € L(G) iff T € Lyee(B). As emptiness of tree automata is decidable in
polynomial time, this gives us an EXPTIME decision procedure.

The lower bound is by reduction from the intersection problem for binary-
tree automata, which is EXPTIME-complete [17]. Without loss of generality,
we assume here that tree automata accept only trees where the root and ev-
ery internal node have exactly two children. Given k£ > 1 and binary-tree au-
tomata By, ..., B, we construct, in polynomial time, a PCA A such that, for
all 2-tree topologies T, we have Logsan)(A, T) # 0 iff Lk ine) (A, T) # 0 iff
T € Liree(B1) N...N Lipee (Bi). The idea is that each internal node w in the tree
topology chooses transitions d1,...,d, of By, ..., By, respectively, that are ap-
plied at u. These transitions are sent to the children u.1 and u.2 of . When u.1
(or w.2) receives a transition d;, it immediately sends a corresponding transition
0! to its own children. This is why the PCA works with 2k and 3k contexts. O

Theorem 3. The problem PIPELINE-NONEMPTINESS(t) is PSPACE-complete,
for all t € {s®rl,intf}.

Proof. For the upper bound, we again use Lemmas (1| and |2, which allow us
to transform a PCA into a TA G. The latter, in turn, can be transformed into
a finite automaton (we perform a more sophisticated construction below for
rings). However, the construction has to be done “on-the-fly” so that it takes
only polynomial space. The pre-computation of the cell transitions s £, ¢ can
be done in polynomial time. Moreover, a single state of G is representable using
polynomial space. Clearly, checking if a sequence of at most three consecutive
states of G form a valid transition can be done in polynomial space. Putting all
that together, we obtain a PSPACE procedure.

The lower-bound proof is an adaptation of the lower-bound proof for Theo-
rem [2] but uses intersection of finite automata, which is PSPACE-complete. O

Theorem 4. The problem RING-NONEMPTINESS(t) is PSPACE-complete, for
all t € {s®rl,intf}.

The rest of this section is devoted to the proof of Theorem 4] Recall that we
cannot simply apply Lemma [2] since the constructed TA G is only guaranteed
to be correct when running on acyclic topologies. Consider the (2,s®rl)- and
(2, intf)-bounded PCA A from Example |l For simplicity, we suppose K = 2 (cf.
Lemma . Let T be the ring topology induced by qqqq. Though L(A,T) = 0,
there is a run of the associated TA G on 7, which is illustrated in Figure
Essentially, the run checks, locally, if two successive local executions fit together.
There is, by now, no mechanism that keeps track of the causal dependency
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left?m

right!m

qu D'I’Z qu

Dyq 0 Dyq o Dgg = Dgq 0 Dyq Fig.9. Dependence graphs (reduced,
Fig. 8. Topology acceptor on a ring without transitive closure)

between events created during a run. In particular, it does not record that the
gray-shaded left-event (which arised from a receive action) is scheduled before the
gray-shaded right-event (which arised from a send action). Thus, those events
cannot be matched, i.e., the run of G does not reflect a run of A. We will,
therefore, enrich G to obtain a decision procedure for rings.

To be able to infer dependencies from cell transitions, we slightly modify
the definition of s—C—>S@,1 s’: we require that there are a center u € V of C
and a word W € L((S,=,s,{s'})) such that (1) W|; € X and |V| = 2,
or (2) Wla € 5 (D Ziighe Zidee) 20 U S0 (g Db Zrigne) 21+ Condition (2)
guarantees that there are at least two direction switches in the sending phase of
. Note that Lemma [I] is still valid at the cost of a linear blow up of K.

The idea is now to add dependence graphs that keep track of the causal
dependencies between cell transitions. They arise naturally when we combine
the behavior of two processes in terms of states of G. For processes 1 and 2 in
Figure [8| we obtain the dependence graph D, depicted in Figure @ There are
two kinds of constraints, an undirected one representing synchronizations (the
thick gray lines), and a directed one for strict causality (depicted by arrows). The
effect of appending a further process of type ¢ can be computed as a composition
Dyq4 0 Dyq, which we obtain by merging the right side of the first graph with
the left side of the second, taking the transitive closure of the constraints, and
removing the middle nodes (in the figure, we represent the transitive closure by
a minimal set of constraints). Now, “closing” the pipeline ggqq towards a ring
corresponds to joining the left and right hand side of (Dyq)* = (Dyq)?, depicted
as join((Dgq)?) in Figure@ But this creates a cycle using at least one constraint of
type —, which has to be interpreted as a violation of the run condition of PCAs.
However, if the third process is of type ¢ (executing (rightlm)(left?m)), D, is
composed with Dgg, which results in D4 0Dgq. Closing the pipeline corresponds
to appending Dg,, which resolves the “bad” dependency and results in the graph
at the bottom right, whose join is harmless. Let us implement these ideas.

Lemma 3. Suppose t € {s®rl,intf} and k > 1. Let A be a ring PCA with
process types P. We can construct a finite automaton B over P of exponential
size such that, for all rings T over P, we have T € Luying(B) iff L4y (A, T) # 0.
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Proof. We start from the TA G = (S, A) over {left, right} and P that we obtain
according to the proof of Lemma [2l Recall that a state of G is a sequence sg —
51 2 ... 5 sk where K = 18k (due to the new definition of i>s@r1).

First, we introduce dependence graphs. Let 2 = {>y1,...,br}U{<, ..., <k}
A dependence graph is a graph D = (2, —,~) where —,~ C 2 x {2 with ~
symmetric. The composition Dy o Do of two graphs Dy = ({2, —1,~1) and Dy =
(§2, =2, ~2) is obtained as follows. In D7, we rename every <; into b;. Similarly, in
D5, rename every 1>; into b;. The composition is then defined as ({2, —, ~) where
— is the restriction of E* o (—1U—2) 0 E* to §2, where E = —1 U~y U—9 U,
and ~ is the restriction of (~; U ~g)" to £2. We also define a join operation
on dependence graphs D = ({2, —, ~) and let join(D) be the dependence graph
(02, =, ~U{(>, <), (<i,>;) | i € [K]}) (cf. Figure[9).

With a pair (0,6') € S x S, we now associate a dependence graph Dyg.
Suppose the labels of 6 are 7(,...,7x and the labels of the sequence 6’ are
T1,...,T). Then, we define Doy = (2, —,~) by — = {(>4,>;), (<;,<) | 1 <
i < j < K}and ~ = {(>,9), (q;,>) | (right € 7; or right = 7;) and (left €
7} or left = 77) and fy(right,i) = for(left, j)} (cf. Figures |8 and

Let us determine the finite automaton B over P such that 7 € L,y (B) iff
Ly (AT) # (), for all rings 7 over P. To allow for a modular construction,
we will actually build a finite automaton reading words over P x S. We define
B as the product of two finite automata. First, B,,, accepts those words w =
(p1,01) .. (Pn,0n) € (P x §)* of length n > 3 such that the mapping {1 —
01,...,n— 6,} is a run of G on the ring with set of nodes V = {1,...,n} that
is induced by p; ...py. As is the case for pipelines and trees, this construction is
easy and omitted. The second finite automaton, Bgep, checks the dependencies
that we create during a run. A state of Bgep is either ¢, or a triple (61,62, D)
where 61,65 € S denote the very first and, respectively, the last state of G that
were read so far (thus, 6; is invariant along a run), and D is a dependence
graph. Let w = (p1,0:)(p2,62) € (P x S)2. We have an initial transition ¢ ==
(01,02, Dg,0,). For simplicity, we hereby allow Bgep to read two letters at once.
Now, let 01,62 € S, (p,03) € P x S, and D be a dependence graph. Then, we
have a transition (6,602, D) gﬁ% (01,03, D o Dg,p,). Thus, the “last” state 6
is updated to A3, and the dependence graph is updated to the new dependency
created in terms of 3. Finally, (61,65, D) is a final state if join(D o Dy,g,) does
not have a cycle using edges in — U ~, and using — at least once. Intuitively,
this means that the pipeline can be closed towards a ring.

We now obtain B as the projection (to P) of the product Byyn X Bgep. One can
show that the dependence graphs faithfully represent the causal dependencies
created between the states of the TA assigned to the first and the last process
of a pipeline. Thus, the join allows us to verify if the pipeline can be closed. O

Proof (of Theorem . Like for pipelines, we perform the constructions given
in the proofs of Lemmas |2 and [3| on the fly. Since the graphs Dyy/, their compo-
sition, and their join can be computed in polynomial time, we still get a PSPACE
procedure. For the lower bound, we again exploit PSPACE-hardness of intersec-
tion of finite automata. The adaptation to rings is straightforward. O
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6

Conclusion

We showed that verification of PCAs running on pipelines, rings, and trees is
decidable under certain context bounds. Our approach also yields decidability
of all universal verification problems: Do all topologies accepted by a finite
(tree) automaton allow for an accepting run of the given PCA? This involves
complementation of finite (tree) automata. For future work, it will be worthwhile
to consider model checking against temporal logics, and automata models that
may run over topologies of unbounded degree such as stars and unranked trees.
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A Proof of Lemma [

Lemma 1. Let t € {s@rl,intf}, k > 1, and K = k- (N2 + 2|N| + 1). Let
A = (P, Msg, (Ap)pep) be a PCA such that L(A,) € W4 for allp € P. Then,
for all topologies T (over N and P), we have L ((A)] ) # 0 iff L) (A, T) # 0.

Proof. We only consider the more difficult case of context type s@rl. The case
intf follows the same lines (and we get a slightly better bound K = k+ (k- |NV])).
So let, in the following, ¢ = srl.

Let k > 1 and set K = k- (JN|> + 2|N| + 1). Let A = (P, Msg, (A,)pep)
be a PCA such that L(A,) € W, for all p € P. Moreover, fix a topology
T = (V,v,7) over N and P. The direction from cell transitions to PCA follows
easily from the definitions. We will show

LA T)#0 = Lg((A)])#0.

The rough idea is to consider an automata model that is able to execute both,
PCA transitions and cell transitions, and to transform, step by step, all PCA
transitions into cell transitions. To this aim, we define another finite automaton
(A)] = (S,=>U=,1, F) over X7 UT where S, =, ¢, and F are as in [.A]7
and =>; C S x I' x Sis as in (A)], i.e., I' is the set of substructures of 7 that
are cells.

For a word W = 71...7, € (X7 UTI')* and a node u € V, we define the
projection of W to u as (y1)|u -+ (Yn)|u € (X U{T})*. Here, for C € I', we let
Cl, = T if w is a node of C. Otherwise, C|, = e. The definition of contexts for
words w € (X' U {T})* is the same as for words over X with one difference: one
ocurrence of T is counted as one context. This naturally leads to an extended
definition of (¢,t)-boundedness for words from (X7 U I')*, for £ > 1. We let
L,t)((A)]) denote the set of (¢,t)-bounded words that are accepted by (A)7 .

An important property of L) (A, T), Le.+)((A)]), and L4 ((A)7 ) is that
they are closed under permutation of independent actions, which are executed by
distinct sets of processes. We say that two actions v,7" € X7 UI are independent
if loc(v)Nloc(v") = 0, where loc({u,m,v)) = {u,v} and loc(C) is the set of nodes
of C.

Now, suppose W € L (A, T), which implies W € L ) ((A){ ). Pick some
@ € V and a maximal, nonempty set I of positions in W that belong to (1) the
first send context of 4, and (2) a nonempty uninterrupted receive context for
each involved adjacent node of u.

Suppose that the receiving processes are U C V. Moreover, let C be the cell
induced by UU{a@} in T. By reordering of independent actions, W is equivalent
to some word W' = v1...7, € L4 ((A)]) such that, for some i < j, the
infix «;...~; corresponds to the word induced by the positions I selected in
W. Let s081...5, € S* be an accepting run of (A)7 on W’. It follows from
the definitions that s;_1 =c>t s;. Thus, sp...s;_15;...8, is an accepting run of
(A)] on W =~1...7%-1Cjt1-..7n- Note that W” is (k+1,t)-bounded, since
we possibly split the send context and some receive contexts into two. Now, we
choose the next send context on @ and so on. When there are no more send
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contexts on @, then we found a word in L((.A)]) whose projection to @ consists
of at most k + k - || contexts. Moreover, in the projection of each neighbor
of 4, we created at most as many (i.e., k + k - [N|) new contexts. We now pick
another node @ and so on, until all actions from X7 were transformed into cell
transitions and we end up in a word W € L((A)] ) N I'*. Putting everything
together, we obtain that W is (K, t)-bounded for

K=k+ & -IN)+(N|-(k+k-IN])) =k - (NP> +2N|+1).

The first summand in the term following K is for “old” contexts, the second
summand is for new send contexts, and the third one for new receive contexts
(this is why we have a factor |[N]). Finally, since W consists of letters from I’
only, we have W € L ((A)]). O

B Correctness Proof for Lemma [2|

Let K = k- (IN|?> + 2[N| + 1). By Lemma 1} it suffices to show that, for all
acyclic topologies 7 over N and P, we have T € L(G) iff Lx({A)]) # 0.
Assume (A)] = (S,==,¢, F), and let T = (V,v,7) be an acyclic topology.

We first show the direction “<=". Let W = C;...C, € Lg({A)]) and
suppose £ = sos; . . .S, is an accepting run of (A)] on W. For every i € [n], we
fix a center u; of C;. Let us determine arun~y:V — Sof Gon T. For u € V, we
define y(u) = (sg = 51 = ... 5 sg) as follows. First, sy = t,,. Suppose that
s; is the j-th state in s ...s, such that u is a node of C; = (V',v/, 7). Then,
we let s; = s;|,. Moreover, 7; = a if v'(u,a) = @;. Finally, 7; = dom(v'(u)) if
u = ;. The sequences are filled up to length K by e-labels and repeating the
last local state, respectively.

We show that v is a run of G on T by verifying that, for every u € V|,
the tuple (C,u, p) := cell(T,u,) is a transition of G. Note that (C,u, p) has to
fulfill the properties (a)—(c) in the definition of A. Properties (a) and (b) follow
directly from the definition of +. For (c), the argument goes as follows: for all
i € [K] such that the i-th transition label of p(u) is 7, C N, there is j € [n]
such that 7; was induced by C;. Thus, there is a sub-cell D of C; as required in
property (c).

Now, we show “=". Let 7:V — &S be a run of G on 7. This implies that,
for every u € V and every i € [K] such that the i-th transition label of v(u) is
T(u,i) © N, there is a sub-cell D, ;) fulfilling (c) in the definition of G. Without
loss of generality, we assume that all e-labels in y(u) are scheduled at the end.

Let D be the set of these sub-cells D(u)i)ﬂ Moreover, let g : D x V — [K] be
a partial mapping that associates with every node v of D, ;) the corresponding
transition j in y(v). This mapping is well-defined, as for every n € [K], § € S,
and a € NV, there is at most one step j in 6 such that fy(a,j) =n and 7; = a.

3 We rather deal with a multiset. Several sub-cells may be identical, but we will still
distinguish them. In other words, when we write D, ;), we actually mean (u, %), but
we identify the pair with a cell, since it is convenient.
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Let C C D x DD be defined as the least strict preorder satisfying Dy, ;y C Dy j)
whenever Dy, ;) and Dy, jy share a node v’ such that g(D,,q),v") < 9(Dy ), v")-
The restriction to acyclic topologies guarantees that (D, ) is actually a (strict)
partial-order relation. Let W = C;...C,, be a linearization of (D,C). By in-
duction, we will show that W € L({A)7), which directly implies that W €
L ((A)T). As there cannot be a D € D such that D C C;, we have g(C1,v) = 1
for all v in C;. Let s(y) dengte the state in y(u) reached after the i-th step.
Then, there is a transition ¢t =%; (s, )uecy in (A)] where

. S(u,1) if uis a node of Cy
“ Ly otherwise

Now, assume that we constructed, for a strict prefix Cy...Cp of W, a sequence

of transitions in (A)] of the form ¢ S, 2, (Su)uev. By definition of
(D, C) and the assumption that W is a linearization, we have s, = 5, ;) for all
nodes u of Cpyr1 and j = g(Cypy1,u) — 1. This implies that there is a transition

Co .
(Su)uecv =, (81, )uev with

g {s(uyj/) if uin Cpyq and j' = g(Cpp1,u)

v Su otherwise.

Obviously, after treating W completely, we end up in a final state of (A)7 , which
proves W € L({A)]). We deduce Lx ({A)]) # 0.
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