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Abstract. Online social networks have become an important part of the
online activities on the web and one of the most influencing media. Un-
constrained by physical spaces, online social networks offer to web users
new interesting means to communicate, interact, and socialize. While
these networks make frequent data sharing and inter-user communica-
tions instantly possible, privacy-related issues are their obvious much
discussed immediate consequences. Although the notion of privacy may
take different forms, the ultimate challenge is how to prevent privacy
invasion when much personal information is available. In this context,
we address privacy-related issues by resorting to social network analysis
and link mining techniques. We first describe the fundamental of social
networks, their common representations, and the main motivations as-
sociated with their use. Afterwards, we particularly show how privacy
attacks can build on social network analysis and link mining techniques
to reveal user-sensitive information. The chapter concludes with a discus-
sion of some open challenges to address in future privacy-related works.

Keywords: Social Networks, Privacy, Social Network Analysis, Link Mining,
Knowledge Discovery, Social Network Representation;

1 Introduction

For the past few years, online social networks experienced an exponential growth
in the number of their users and in the huge amount of available information.
Many online social networks like Facebook?, LinkedIn?, Google+°, and Twitter®
offer to web users new interesting means to communicate and interact. In real-
ity, information available on these networks commonly describes persons along
with their personal information (e.g., what they like, where do they live, who
they know, etc.) and interactions (e.g., with who they exchange messages, what
comments they post, how often they update their personal status, etc.).

3 http://www.facebook.com
4 http://www.linkedin.com
® https://plus.google.com/
S http://www.twitter.com



With the proliferation of online social networks, information sharing on these
networks is gaining an ever-increasing importance. Obviously, online social net-
works have found ingenious ways to collect data as users socialize. Not surpris-
ingly, when socializing users communicate, interact, and tend to freely reveal
personal information in line with their perceptions and preferences. To control
the access to this personal information and to enforce its protection, online so-
cial networks promote the use of a number of built-in control mechanisms [1] [2].
However, social network users often fail to fully protect their profiles and per-
sonal data from undesirable forms of access as it has been revealed by previous
studies [3] [4] [5] [6]. This is due to the limited efficiency of the provided con-
trol mechanisms [1] [6] [7] and to the users’ misconceptions about the networks’
composition, the visibility of their profiles, and their misunderstandings of the
privacy risks [3] [8].

As a result, more and more accessible personal information is available online,
and yet, though the risk of security breaches and data exposures are manifold,
adequate tools and efficient solutions are still missing. Social network users,
overwhelmed with information, struggle to properly maintain privacy over their
data to meet their actual expectations. However, social network users are not
security experts and do not fully control their data. It is even hard to handle
privacy threats as privacy breaches become numerous when dealing with per-
sonal information posted over years, across many online social networks, and
shared with different types of contacts (e.g., colleagues, relatives, friends, etc.).
In addition, existing privacy settings are relatively complicated to be correctly
managed by users [6] [5], online social networks may suffer from design conflicts
issues (security and privacy vs. usability and sociability) [9], and may inten-
tionally or accidentally leak users’ information to unauthorized entities or third
parties [10]. Consequently, it is vital to protect the tremendous amount of infor-
mation from all sorts of attacks that may compromise users’ privacy, invade their
security, or disclose their data to unauthorized parties. Therefore, providing ef-
fortless mechanisms for social network users allowing them to control and reduce
the potential exposure of their private information is of valuable importance.

With the huge number of social network users, it is therefore complex to delin-
eate the concept of privacy. Privacy is a topic that received a lot of attention and
has different facets [9] [11] [12] [13]. However, on online social networks some key
characteristics that underly privacy are commonly identified [13]. Among these
concepts anonymity, unlinkability, and unobservability are the most interesting.
Firstly, anonymity ensures that an attacker cannot sufficiently identify a user
within a set of users. Secondly, unlinkability refers to the incapacity of an at-
tacker to distinguish whether two or more items of interest are related or not.
Thirdly, unobservability protects a user’s activity so that an attacker or a third
party cannot tell whether a resource or service is being used. Today, those are
the most common users’ privacy concerns.

In this chapter, we discuss privacy on social networks which is one of the
most intriguing social networks’ challenges. We argue that in order for a system
to provide optimal privacy, its underlying algorithms must understand the char-



acteristics of social networks and their associated analysis techniques. We also
focus on the importance of social network data and explain how network analysis
and data mining techniques [14] [15], useful in understanding users’ behaviors
and networks’ characteristics, can become a source of privacy risk. On social
networks, privacy concerns seem to be world-wide challenges for users, and thus
novel privacy protection techniques must provide clear answers to a multitude
of questions surrounding privacy:

— What are the most adequate analysis tools to use when dealing with specific
privacy concerns?

— To which extent social networks’ users behaviors are comparable to real-
world persons’ behavior and how to avoid that?

— How to prevent unwanted information leakage, data exploitation, and infor-
mation linkage?

— What are the most important elements in order to protect users’ privacy
(e.g., type of data exchanged, relationship types, networks structures, etc.)?

This chapter is structured as follows. We begin by defining the fundamental
concepts of social networks in Section 2. We then focus on online social networks
in Section 3 and we describe the main components of these networks as well as
the main motivations associated with their use. This is followed by a description
of the appropriate ways to represent social networks in Section 4 where we par-
ticularly highlight the graph-based representation. In Section 5, we discuss the
challenges and opportunities related to the availability of social network data,
its protection, its analysis, and list some privacy protection techniques. We then
present social network analysis in Section 6, a particularly important research
area to study networks. We describe its most commonly used measures and their
associated privacy threats. In Section 7, we detail link mining and its different
tasks that are also used to analyze networks while emphasizing on social network
links. We highlight the characteristics of the various link mining tasks and show
their derived privacy threats. In Section 8, we present some open challenges yet
to be addressed in future privacy-related systems before concluding this chapter
in Section 9.

2 What is a Social Network?

Networks have been used to model many systems of interest such as the World
Wide Web [16], computer networks [17], biochemical networks [18], diffusion
networks [19], and social networks [20]. Each of these networks is a structure that
consists of a set of actors representing, for instance, web pages on the World Wide
Web or persons in a social network, connected together by relations, representing
links between web pages or friendships between persons. Besides these structural
properties (actors and relations), Wasserman and Faust [14] identified a number
of fundamental concepts like ties, dyads, triads, subgroups, and groups, that
characterize networks. For the purpose of this work, we start by detailing the
concepts of actors, relations, and ties, the building blocks of social networks,
before illustrating their use in online social networks (Section 3).



Definition 1 An actor is a social entity that interacts with other entities not
only to maintain existing relations but also to establish new ones. On social
networks, the concept of actors can refer to various types of entities such as
persons, groups, and organizations.

Actors interact with each other through a variety of meaningful relations that
denote different patterns of communication. Relations like friendship, collabora-
tion, and alliance can vary across time, applications, or in terms of the involved
actors [21]. Consequently, there are two main categories of networks that can be
identified based on the type of actors, one-mode networks and two-mode net-
works [22]. While one-mode networks have a single type of actors, two-mode
networks, also called bipartite, are networks with two types of actors. For in-
stance, social networks modeling friendship between actors are an example of
one-mode networks whereas those concerned with group memberships or atten-
dance at events are two-mode networks.

Definition 2 A relation represents a connection from one actor to another one.
A relation, also called relationship, plays an important role when studying the
structure of social networks and the interactions among their actors. A rela-
tionship is characterized by various features such as its content, direction, and
strength.

The relationship types have been addressed in several studies. Borgatti et al.
[23] distinguished between four basic types of relationships: similarities, social
relations, interactions, and flows. For instance, these relationships can express
memberships (e.g., same club), kinships (e.g., mother of), affections (e.g., likes),
interactions (e.g., talked to), and flows (e.g., flow of information), among others.
Relationships on social networks can be directed or undirected. Depending on
their content, relationships may (or may not) have a specific direction. While
relationships such as “marriage” and “friendship” are undirected, other relation-
ships such as “parent of” or “fan of” are directed. Social network relationships
can also differ in strength. Usually, the strength can be estimated in a variety
of ways using information about the actors, their interaction activities, or the
correlation between them as the most common indicators [21] [24] [25].

Definition 3 A tie is the set of all relationships that exist between two actors.
It is tightly connected to the concept of relationship as it aggregates the different
types of relationships that exist between two actors. Just like relationships, ties
also vary in terms of their content, direction, and strength.

Actors can be connected either with one relationship exclusively (e.g., employ-
ees of the same company) or with many relationships (e.g., employees of the
same company and members of a sport club at the same time). Consequently,
pairs of actors who maintain more than a single relationship are said to have
a tie [26] [27]. While each individual relationship within a tie carries its own
content and direction, the strength of a tie depends on many factors such as



the number of relationships that actors maintain, the reciprocity of these rela-
tionships, and their duration. Granovetter [28] distinguished between strong and
weak ties on the basis of the time actors spend together, their intimacy, and the
emotional intensity of the existing relationships. Generally, weak ties are infre-
quently maintained with little interactions among actors (e.g., between distant
acquaintances). Strong ties link similar actors, such as close friends, whose social
circles tightly overlap with each other. Often, actors with strong ties that main-
tain many kinds of relations tend to communicate frequently with each other
and use different channels of communication [29].

The previously defined concepts (actors, relations, and ties) are particularly
important to understand and to study social networks. Besides the fact that
social networks are made of several components, online social networks can also
hold different types of data and can have various representations as detailed in
the next sections.

3 Online Social Networks

Interactions between actors and offline communications between persons have
always been central in the study of social networks [30] [31] [32]. Many stud-
ies investigated ties between friends and relatives in order to understand why
actors provide different types of social support [30], how social networks are
formed, persist and disappear [31], and what methods are appropriate in order
to estimate the size of personal communication networks [32]. More recently, the
impact of social-based technologies on users, and particularly the influence of on-
line social networks, is becoming the major source of contemporary fascination
and controversy [27] [33] [34]. A number of studies shed the light on different
research directions like the implications of online social networks on individual
connectivity [35], the capacity of technology to override cognitive limits in or-
der to socialize with larger groups [36], and the challenge to maintain a balance
between security, privacy, usability, and sociability on online social networks
[9] [12]. Our focus in this chapter is on the privacy aspects of social networks,
where research has primarily aimed to protect social network users with their
profiles and relationships. In the following, we first highlight the main motiva-
tions associated with social networks’ use and show some relevant statistics. We
then describe the concepts of social network users, user profiles, and social rela-
tionships specifically in the context of online social networks. Note that in the
following, we refer to social networks and online social networks interchangeably.

3.1 Motivations and Use

Social networks and content-sharing sites with social networking functionalities
have become an important part of the online activities on the web and one of the
most influencing media. Facebook, LinkedIn, Twitter, MySpace’, Flickr®, and

" http://www.myspace.com/
8 http://www.flickr.com/



Youtube? are among the most popular online social networks. These networks
are attracting an ever-increasing number of users, many of whom are interested
in establishing new connections, maintaining existing relations, and using the
various social networks’ services. Facebook, for instance, reported to have one
billion monthly active users'® that are uploading more than 250 million photos
every day. On Twitter, 8 terabytes of data is generated on Twitter per day'!.
Another study published by Nielsen'? on social networking reported that social
networks and blogs dominate the time that users spend on the web and now
account for nearly 20% of the total time spent online on personal computers and
30% of online time on mobile devices such as smartphones and tablets. With the
huge number of users and the tremendous amount of shared data, such social
networks will indisputably shape the future of online communication.

A large and growing body of literature has investigated the influence of using
social networks on users’ interactions [37] [38], gratifications [39] [40], self-estime
[41] [42], and sharing practices [43] [44]. Recent studies examined the use of
social networks, the behaviors that surround online interactions, and the benefits
perceived by social network users [45] [46] [47] [48]. The findings of these studies
show that the motivations for using social networks are numerous. They indicate
that the enjoyment is the most influential factor [49], followed by the users’
interest to frequently interact with their real-world life friends [50], and the
founded users’ belief that social networks improve the efficiency of their shared
information to enforce existing connections and to connect with new users [51].

3.2 Social Network Users

While many definitions exist for the term social network [52] [53] [54], all of them
are centered around social network users. First, these users create a personal pro-
file which usually contains identifying information (e.g., name, age, photos, etc.)
and captures users’ interests (e.g., joining groups, liking brands, etc.). After-
wards, users start to socialize by interacting with other network members using
a wide variety of communication tools offered by different social networks. In
reality, each social network offers particular services and functionalities to tar-
get a well-defined community in the real world. Many of these available services
are designed to help foster information sharing [55], bridge online and offline
connections to enforce interactions [56], provide instant information help [46],
and enable users to derive a variety of uses and gratifications from these sites
[39]. To make use of the provided functionalities and to stay tuned with their
related members, users create several accounts on various social networks where
they disclose personal information with varying degrees of sensitivity [57]. Per-
sonal information available on these networks commonly describes users and
their interactions, along with their published data.

9 http://www.youtube.com/

10 https: / /www.facebook.com/press/info.php?statistics, accessed 01 October 2012

Y http://www.information-management.com/issues/21_5/big-data-is-scaling-bi-and-
analytics-10021093-1.html, accessed 01 October 2012

'2 http://blog.nielsen.com /nielsenwire/social /2012/



3.3 User Profiles

Information about each social network user is maintained in a user profile which
contains a number of attributes related to the demographics of users, their per-
sonal and professional addresses, their interests and preferences, as well as dif-
ferent types of user-generated contents (e.g., posts, photos, videos, etc.) [58]
[59]. Prior studies have noted the importance of user profiles to shape users’
personalities, identities, and behaviors on social networks [7] [41] [42]. These
studies showed that among the disclosed attributes such as personal information
and user-generated contents, photos and status updates have higher preferences
for users. User profiles also store the contact lists that consist of various inter-
personal relationships as discussed in the following. Currently, social network
sites do not all adopt the same user profile attributes’ representation. Different
technologies provide users with an extensive list of attributes to describe their
profiles such as:

— RDFa'?: standing for Resource Description Framework - in - attributes, is
a W3C recommendation used to embed semantic into XHTML. RDFa is
a thin layer of markup that can be added to web pages and make them
more understandable for machines as well as for persons. RDFa provides a
consistent syntax and big expressivity by proposing an integration of the
RDF triple concept (subject, predicate, attribute) with the flexible XHTML
language, which is used by web browsers.

— Microformats'4: are little pieces of structured information embedded into
XHTML documents. They transform documents to machine-readable se-
mantic data such as contact details, social relationships, event information,
etc. Currently, different microformats exist for different needs such as hCard
used to describe persons, companies, and organizations with a limited set of
elements representing business cards, calendars for events (e.g., hCalendar),
decentralized tagging (e.g., rel-tag), etc.

— XFN'5: standing for XHTML Friends Network, represents 18 human rela-
tionships with a set of values and gives the possibility to authors, for example,
to indicate which of the weblogs they read belong to friends they have met.

— FOAF!6: standing for Friend Of A Friend, is a machine-readable seman-
tic vocabulary describing persons, their relationships, and activities. FOAF
documents are written in XML syntax and adopt the conventions of the Re-
source Description Framework (RDF)!7. Among the many representations,
FOAF is considered as the richest vocabulary to use in terms of describing
users’ profiles and has currently become a widely accepted standard [60].
FOAF defines a set of attributes, grouped into categories as shown in Fig-
ure 1. A sample FOAF profile is illustrated in Figure 2.

13 http:/ /www.w3.org/MarkUp/2009 /rdfa-for-html-authors
' http://microformats.org

!5 http://gmpg.org/xfn

16 http://xmlns.com/foaf/spec

' http://www.w3.org/RDF



FOAF Core Social Web
Agent nick
Person mbox
name homepage
title weblog
img openid
depiction (depicts) jabberID
familyName mbox_shalsum
givenName interest
knows topic_interest
based_near topic (page)
age workplaceHomepage
made (maker) workInfoHomepage
primaryTopic (primaryTopicOf) schoolHomepage
Project publications
Organization currentProject
Group pastProject
member account
Document OnlineAccount
Image accountName
accountServiceHomepage
PersonalProfileDocument
tipjar
shal
thumbnail
logo

Fig. 1. Main FOAF attributes grouped into categories: FOAF Core and Social Web.

3.4 Social Relationships

While myriad social networks’ services assist users to find new contacts and es-
tablish new connections (e.g., friend suggestion systems through locations [61],
based on interactions [21], etc.), users get connected to different types of con-
tacts such as friends, relatives, colleagues, and strangers. Nevertheless, social
relationship types between users and their contacts are rarely identified neither
by the users nor by the existing social network sites [62] [63] [64]. This diver-
sity, yet the different levels of social closeness between users and their contacts,
entails an increasing need to analyze social interactions for better relationship
(and consequently privacy) management. Currently, users are often provided
with an exclusive and default relationship type connecting them to each of their
contacts within a single social network site. However, it is common that so-
cial network users initiate connections with other contacts without any prior
offline connection [65]. On Facebook, for instance, these contacts are known
as friends even though social network users do not particularly know or trust
them. Consequently, many privacy-related concerns are raised in terms of iden-
tity disclosure, information sharing, access control, etc. [9]. The default social
relationship(s) among the users of a number of famous social networks, along
with other information, can be found in Table 1. Given the diverse sources of
social relationships, further research is needed to better understand the privacy
needs of users as more friendships continue to be forged and maintained with



<foaf: Person>

<foaf:name>Alexandre William</foaf:name>

<foaf:fir stname>Alexandr e</foaf:fir sstname>
<foaf:family_name>William</foaf:family_name>
<foaf:mbox rdf:resour cecaw@somesite.com/>
<foaf:homepage rdf:resour ce=http://per sonalsite.com/aw/>
<foaf:wor kplaceHomepage r df:resour ce=http://wor kaddr ess.com/>
<foaf:img>www.xyz.com/alex/photog/alex.j pg</foaf:img>
<foaf:interest>Paris, Software, |nternet</foaf:interest>
<foaf:knows><foaf: Per son>

<foaf:mbox rdf:resour ce=contactl@somesite.com />
<rdfs:seeAlso rdf:resour ce=http://contact1.net/foaf.r df./>
</foaf: Per son></foaf:knows>

<foaf:knows><foaf: Per son>

<foaf:mbox rdf:resour ce=contact2@somesite.com />
</foaf:Per son></foaf:knows>

</foaf:Person>

Fig. 2. Sample FOAF document.

online and offline contacts. The structure of the networks, the user-generated
content, the level of interaction, as well as other dimensions, can also be used to
analyze users’ behaviors and understand their privacy needs. Next, we address
in detail the structural representation of social networks.

4 How to Represent a Social Network?

Finding an appropriate representation that can facilitate efficient and accurate
interpretation of network data is an important step in social network studies.
Just as graphs are a set of interconnected nodes, social networks are built on the
foundation of actors interconnected through relationships. The use of graphs is a
powerful visual tool and a formal means to represent social networks as detailed
in this section.

4.1 Why Graphs?

There are many notations to represent social networks: algebraic notations, ma-
trices, and graphs. A sample algebraic notation, a matrix representation, and a
graph are illustrated in Figure 4.2. Depending on the data to be processed, the
notation whose representation best fits the social network to describe is typically
selected. But, there are well-known limits to the extent to which social networks
can be formalized using matrices or algebraic notations to be recalled here. First,
social networks hold valued relations and user-related attributes that algebraic
notations cannot handle. Second, matrices are mostly efficient for small networks.



Table 1. Famous social networks with their main focus, default relationship(s), and

the relationship’s direction

. Default Relationshi
Social Network Focus Relationship(s)|Direction ’
Facebook General Use Friendship Symmetrical
Contact and op-
Flickr Photo-Sharing|tionally Friend | Symmetrical
or Family
Friends, Family,
Google+ General Use |Acquaintances Symmetrical
and Following
LinkedIn Professional Business Symmetrical
MySpace General Use Friendship Symmetrical
Twitter Microblogging |Follower-Followee| Asymmetrical
Youtube Video-Sharing| Subscribed-to | Asymmetrical

Consequently, due to the large size of social networks, matrices are not the most
appropriate way to represent these networks. Note that to represent a social net-
work using matrices, a two-way matrix, also called sociomatrix, can be used. A
sociomatrix consists of rows and columns that denote social actors, and numbers
or symbols in cells that denote existing relationships. Thus, graph-based repre-
sentations are by far the most common form for modeling social networks [14]
[66] [67]. Graphically representing social networks facilitates the understanding,
labeling, and modeling of many properties of these networks (e.g., friendships
networks with labeled actors and relationships). Hence, graphs can represent var-
ious social data properties and their attributes while handling large real-world
networks. Beside an adequate vocabulary to denote structural properties, graph-
based representations have shown their mathematical reliability as well as their
capacity to prove theorems for different social structural properties [14]. More
details about the advantages and drawbacks of each representation are provided
in Table 2.

4.2 Graph Representation

Graphs are usually used to represent networks in different fields such as biology,
sociology, and computer science [68]. Graphs consist of nodes to represent actors,
and edges to represent relationships. The terms nodes and objects are usually
used to denote actors. Likewise, edges may also be called links, or relationships.
Nodes with multiple edges are used to represent ties related pairs of actors with
more than one relationship.

More formally, a graph, G = (V, E), consists of a set of nodes, V, and a set
of edges, F. The number of elements in V and E are respectively denoted as
n = ||[V||, the number of nodes, and m = ||E||, the number of edges. The ith
node, v;, is usually referred to by its order 7 in the set V. Note that E consists



Table 2. Social network representations: advantages and drawbacks

Representation Advantages Drawbacks
- Useful for multi-
relational networks as
they can easily denote the
combination of relations

- Efficient for small net-|- Not a best choice for

- Cannot handle valued
relations and user-related
attributes

Algebraic notations

Matrices works large social networks
- Fasy to denotes ties be-| Difficult to use when net-
tween a set of actors (a .
. . work data contain infor-
matrix for each relation- . .
. mation on attributes
ship)
- Handle large social net-|- Scalable visualization
works techniques are needed
- Provi ich - .
Graphs Y Y graphs have to be used to

cial networks (labels, val-
ues, weights, etc.)

- Provide mathematical
operations that can be
used to quantify struc-
tural properties and prove
graph-based theorems

represent valued relations

of a finite set of relationships that is built from all relationships R;, R;+1, ..,
Ry, where k is the total number of relationships linking the pairs of actors. A
subgraph G’ = (V’, E’) of G = (V, E) is a graph such that V' C V and E’ C
E. To represent different forms of data and to model the structural properties
of social networks, graphs can have their edges and nodes labeled or unlabeled,
directed or undirected, weighted or unweighted as explained in what follows.

Directed and Undirected Graphs In an undirected graph, the order of the
connected vertices of an edge is not important. We refer to each link by a couple
of nodes ¢ and j such as e(%, j) or e;;, 7 and j are the end-nodes of the link.
A directed graph is defined by a set of nodes and a set of directed edges. The
order of the two nodes is important: e;; denotes the link from 7 to j, and e;;
# ej;. To graphically indicate the direction of the links, directed edges are de-
picted by arrows. Depending on the nature of the relationship (asymmetric or
symmetric), social network graphs can be undirected or directed. In fact, social
networks can be modeled as undirected graphs when relationships between ac-
tors are mutual (e.g., symmetric relationships on Facebook where e;; or e;; both
denote a friendship link between user 7 and user j). Social networks can also be
modeled as directed graphs when relationships are not bidirectional (e.g., asym-
metric relationships on Twitter where e;; stands for user 7 is following user j).



Graph Representation Matrix Representation

Algebraic Notation
x(2)(R(3) =1

T x(3)(R(2) =1

Node| 1 3 4 5
1/0 0|01
2|0 05D|1 1
3|091jo|1]0
4101|101
5|1 oO|1/|0

(a) Graph, Matrix and Algebraic notation sample
case to represent social network actors and their re-

lationships
O G OMC
<r
4 (4
g)) . Undirected (c) Directed Graph
rap

(d) Labeled Di- (e) Weighted Di-
rected Graph rected Graph

Fig. 3. A social network representation using a graph, its related matrix, and a sample
algebraic notation (a), an undirected graph (b), a directed graph (c), a labeled graph
(d), and a weighted graph (e) with n = 5 nodes and m = 6 links.



Figure 4.2 and Figure 4.2 show respectively a representation of an undirected
and a directed graph, both with n = 5 and m = 6. Directed links are important
to evaluate the role of actors in a social network. They are key factors in mea-
suring the centrality of actors in a social network. An interesting research work
conducted by Brams et al. [69] described how to transform undirected graphs
to directed ones in order to explore additional information about the networks’
structure. This transformation is an important step in understanding the flow
of influence in the context of terrorist networks. In another study, Morselli et al.
[70] investigated and compared the structure of criminal and terrorist networks.
The authors used links to compute a number of measures such as degree, be-
tweenness, and centrality measures. These measures are used in order to discover
the organizational hierarchy and to identify central and powerful criminal and
terrorist actors. We detail these measures in Section 6.

Labeled and Unlabeled Graphs Labels are important since they can identify
the type of relationships between social network actors. When graphs are labeled,
this means that a label is used to indicate the type of link that characterizes
the relationship between the connected labeled nodes. Note that labeled graphs
are considered to be signed graphs whenever their edges are labeled with either
a + or a -. For example, a signed graph can be used to model the inferred
trust or distrust relationships in online social networks [71]. Figure 4.2 shows
a labeled graph where the relationship type between linked actors is indicated.
On social networks, relationship can be used to organize contacts based on their
relationship types. This is useful in different situations such as improving face
clustering and annotation of personal photo collections [72], organizing friends
into social circles [62] [64], and enforcing access control [73]. Relationship-based
access control is highly interesting in order to enable users to manage and fine-
tune their privacy settings.

Weighted and Unweighted Graphs Weights represent the strength of rela-
tionships between social network actors. When graphs are weighted, this means
that their edges are assigned with a numerical weight, w, that can provide various
indications such as link capacity, link strength, level of interaction, or similarity
between the connected nodes (e.g., the number of messages that actors have
exchanged, the number of common friends, etc.). Figure 4.2 shows a weighted
graph (on a scale of 0 to 10) where the numeric values are assigned to the links
and indicate the level of interaction between social network’s actors. One way
to characterize relationships is by computing their strength. On social networks,
link strength is highly correlated with the level of interaction between users. Link
strength can be used to model different levels of friendship where high weights
represent “close friends” and low weights represent “acquaintances”. Xiang et al.
[74] estimated the link strength from interaction activities (e.g., communication,
tagging, etc.) and user similarities. Stutzman et al. [75] argued that link strength
can be used to reduce the burden of manually specifying privacy settings for each
contact within a user’s social network. They proposed an automated grouping of



users based on many criteria where link strength is highlighted as one of the most
commonly considered factors. More recently, another research explored a more
specific aspect related to the predictive capacity of link strength to generalize
from one social network to another [25]. Typically, link strength is primarily used
to build intelligent systems that can favor interactions with strong ties without
missing interesting activities derived by weak ties. Specifically, this interesting
study showed that the link strength model captured in one social network can
be generalized to another network, one in which it did not train.

To sum up, structural characteristics of a graph are a key aspect for social
networks as they can be used to analyze the activity and to understand the
behaviors of social network users. In most cases, networks of interconnected users
are mainly represented by graphs, while graphs resulting from users’ activity are
usually referred to as the activity graphs. The activity captured within social
networks is between users (the nodes) sharing various directed or undirected
relationships (the links) and different levels of interactions (strong and weak
ties). In this regard, these characteristics can be used to identify well-connected,
central, and influential users. This would give more visibility and understanding
for the network analyzer but at the same time this can possibly reveal additional
and sensitive information about the users, thus raising privacy concerns. In the
next section, we discuss a number of challenges and opportunities related to the
use of social networks from a user perspective.

5 Social Network Data: Opportunities and Challenges

Social networks have become an important platform for connecting users, sharing
information, and a valuable source of social network data. Thus, the availability
of such data represents an opportunity for people to study and analyze these
networks. However, the various sources of data on social networks are not only
perceived as sets of values and repositories of knowledge; rather their availability
becomes a form of threat as they can be exploited by attackers to disclose various
sensitive information (e.g., identities, attributes, locations, etc.). In this section,
we focus on social network data and address the challenges related to how data
is collected, what data is collected, how data is protected, and we list a number
of existing techniques used to protect the privacy of social networks users.

5.1 How Data is Collected?

Traditionally, most of social network data were collected through questionnaires
in order to study networks. These studies conducted face-to-face interviews [30],
telephone surveys [76], or computer-based questionnaires [31]. To construct so-
cial networks using questionnaires, participants may spend a burdensome and
unrealistic amount of time and effort in answering questions that can be diffi-
cult or repetitive. In addition, during the questionnaires participants may forget
some relevant information or misinterpret questions. Consequently, such conven-
tional methods have many limitations from different points of view related to
scalability, subjectivity, inconsistency, error handling issues, etc. [77].



Today, the picture has changed. The use of electronic data extraction meth-
ods has been beneficial in collecting relevant network data, and their success
spread to various domains such as hyperlink networks on the web [78], biochem-
ical networks [18], and email messages archives [79]. In order to study social
networks, novel techniques have been developed as well as adapted measures
so to collect relevant data collections [80] [81] [24] [82] . Marin et al. [82] high-
lighted the importance of the type of networks and the type of relationships in
the process of collecting network data. In their study, the authors considered two
important dimensions along which network data vary: whole vs. egocentric net-
works, and one-mode vs. two-mode networks. Note that the difference between
one-mode networks and two-mode networks is explained in Section 2. As for the
difference between whole and egocentric networks, it can be simply explained by
noting that the egocentric networks privilege the study of one focal node (the
ego) rather than considering all the nodes of the network as in the whole network
analysis [14]. Many social network systems have been developed to collect, built,
and analyze data from the web such as the Referral Web [80], Flink [81], and
Polyphonet [24] or from online social networks such as Twitter [83], Flickr [84],
and Facebook [85]. Currently, social networks allow users to exchange various
types of information, including messages, photos, and comments. Many stud-
ies have shown that social network users are highly motivated to interact with
their contacts and to share personal information [43] [37] [38] [41] [42] [44]. As
a matter of fact, social networks provide new possibilities to collect data more
efficiently and cost-effectively.

5.2 What Data is Collected?

There are many types of social network data that can be collected from vari-
ous sources on the web (i.e., different social network sites) and extracted from
the daily activities and interactions between users. In this context, Schneier [86]
proposed a taxonomy of social data that we further develop into two main cat-
egories:

1. Explicit data: is the set of explicit information that is provided by social
network users or the data that is embedded in the provided information, i.e.,
metadata embedded in photos. Explicit information may include different
forms of data such as text messages, photos, or videos. In this category,
social network users actively participate in the creation of information.

(a) Service data: is the set of data that a user provides to the social network
to create her account such as the user’s name, date of birth, country, etc.

(b) Disclosed data: is what the user posts on her social network profile.
This might include comments, posted photos, posted entries, captions,
shared links, etc.

(¢) Entrusted data: is what the user posts on other users’ profiles. This
might include comments, captions, shared links, etc.

(d) Incidental data: is what other social network users post about the user.
It might include posted photos, comments, notes, etc.



2. Implicit data: is the set of information that is not explicitly provided by
social network users. However, social networks or third parties can use the set
of explicit data to infer more information about the user. Inferring implicit
data is founded on the analysis of the users’ behaviors or derived from one
or more user-provided information. For instance, it is possible to predict the
characteristics of relationships between a number of users by examining the
different aspects related to the patterns of communication between users
(e.g., text messages, published photos, number of common friends, etc.) [87]
[62]. Consequently, in this category social network users are considered to
be passive since the inferred information is extracted from prior activities or
previously posted data.

(a) Behavioral data: is the data inferred from the user’s behaviors. Social
networks can collect information about the user’s habits by tracking the
patterns of activities of the user and consequently analyzing the user’s
behavior. Inferred behavioral data can reveal various information such
as what the user usually do on the social networks, with whom the user
usually interacts, and in what news topics the user is interested. Social
networks collect such information by analyzing the articles that the user
reads, the posts that the user publishes, the game that the user plays on
social networks, etc.

(b) Derived data: is the data about the user that can be inferred from
all other data. It is not related to the habit of the user. For example,
the IP address can be used to infer the users’ actual location. The de-
rived data can also be inferred from the combination of two (or more)
information. For example, if a significant number of contacts live in one
city, one can say that the social network user might live there as well.
In this case, social networks or third parties must have access to two
information in order to infer the derived data (the contacts of a user as
the first information and their corresponding hometown as the second
information).

5.3 How Data is Protected on Social Networks?

Privacy on social networks is a complex concept which involves major challenges
[2] [9]. A recent research in [1] addressed the topic of privacy settings on social
networks and particularly investigated the privacy settings of Facebook. The
results of this study show that privacy settings matched users’ expectations in
only 37% of the time and up to 39% when the users modified the default privacy
settings [1]. The authors concluded that there is a big disparity between the de-
sired and actual privacy settings and calls for new tools to manage privacy. This
conclusion is in line with another study where social network users considered
that the privacy settings are effective to manage threats coming from outside
their social circles [6]. However, the same users experienced increasing concerns
when it comes to sharing content with members of their social circle. Similar
results were also identified when investigating privacy concerns and mechanisms
surrounding tagged photos on social networks [7]. In the case of photos, the



central point behind the users’ priorities associated privacy concerns with iden-
tity and impression management. In most of the time, social network users were
worried of seeing an unwanted photo of them online or being tagged on an un-
flattering photo. All of these studies indicate that the existing privacy systems
as well as their designs must be improved to better address threats and meet
users’ expectations.

5.4 Are Existing Privacy Protection Techniques Useful?

Privacy is closely related to network anonymization [88] [89] [90], privacy preser-
vation [91] [92] [93] [94], and access control [73] [95] [96]. Nowadays, these conven-
tional techniques have several disadvantages when it comes to protecting privacy
of social network users.

Definition 4 Network anonymization consists to manipulate the network’s in-
formation in order to make the process of nodes’ identification difficult for at-
tackers.

This can be achieved by modifying and removing all the attributes of the nodes
in the network. However, anonymizing a network is often not enough to protect
privacy since many attacks can apply de-anonymization techniques to re-identify
nodes and their hidden attributes [88] [89] [90]. Attackers can use another release
of the network to process the anonymized network in order to re-identify the
protected nodes and consequently reveal sensitive information. As stated earlier,
various sources of information are available on the web (e.g., users with accounts
on different social networks, personal blogs, etc.) and thus many sources can be
used as a background knowledge by the attackers. The structure of the social
network and the background knowledge can be exploited by the attackers and
consequently expose users to privacy issues. This is usually possible by using
a variety of information such as the total number of contacts, the number of
common contacts, and the relationship strength.

Definition 5 Privacy preservation focuses on protecting sensitive information
primarily through using techniques such as hiding sensitive attributes, hiding
users’ identities, modifying data, and randomizing values.

Several efforts have been extensively investigating the protection of sensitive in-
formation using privacy preservation techniques [91] [92]. Besides the fact that
privacy preservation has been most successful in dealing with relational data [93],
privacy on social network is a confluence of several factors that when combined
can lead to infer the original value of the sensitive information. All users’ activ-
ities, relationships, and shared content can be potentially monitored, recorded,
and analyzed by attackers. Consequently, a hidden attribute on a user’s profile
can still be inferred accurately. For instance, it is possible to predict the home
address of a user by analyzing the geographical place of the most frequent up-
dates posted at night or on the weekend [97]. Another study derived the user’s



location given the known location of the user’s friends [98]. Similarly, the avail-
ability of metadata embedded within shared content (e.g., GPS location, date,
time, and device name embedded in photos) as well as the use of location-based
services (e.g., Foursquare'®, Facebook, etc.) can significantly raise privacy con-
cerns and complicate the task of protection [99]. Moreover, failing to provide an
optimal identity protection can lead to disclose other sensitive information such
as the type of relationships among users [94].

Definition 6 Access control mechanisms seek to secure the access to sensitive
information without explicit authorization by implementing appropriate access
control mechanisms.

On social networks, there is a growing interest in implementing access control
systems but very little work has been done in these directions. Notably, social
network users strive to reduce the inefficiency of current privacy systems and
look forward to enforce their privacy protection. Several access control systems
have been proposed, including:

— Attribute-based access control [100]: the systems in this category grant or
deny access based on the user’s attributes. An attribute or a set of attributes
form the digital credential and may contain attributes such as age, citizen-
ship, employment, group membership, or credit status.

— Multimedia-based access control [101]: the multimedia-based systems tend to
integrate multimedia objects in the decision process. Multimedia objects can
yield valuable information sensed from multimedia devices about the users
and their context (e.g., user’s surrounding, moves, gestures, people nearby,
etc.).

— Purpose-based access control [102]: the purpose-based systems grant access
to certain data with conditions. The notion of condition determines the ac-
cess purpose in a dynamic manner. Such access control systems integrate the
purpose of the access in the decision process and consequently dynamically
associate the purpose with the requested data objects.

— Relationship-based access control [73] [95] [96]: the approaches in this cat-
egory are designed to enforce users’ privacy and enable users to tune their
privacy settings by controlling access based on the type of relationship.
For instance, the access to a specific content is authorized only for the
user’s colleagues, family members, etc. However, these existing works assume
that relationship labels are provided with social networks. Consequently,
relationship-based access control can be rarely implemented since relation-
ship types are often missing [63] [62] [64].

5.5 Discussion

In the context of social networks, there are many challenges to overcome such as
networks design and architecture, active user population and network dynamics,
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user interactions, user behavior, and most importantly privacy issues [103]. To
improve users’ experience while protecting their personal information is a chal-
lenge that requires adequate methods capable to analyse the different types of
data, to explore the different components of social networks, and to understand
the social interactions between users. As discussed in this section, the risk of
disclosing private, personal and potentially sensitive information is serious since
social network users lack of appropriate means to efficiently control and easily
protect their published data.

In the following, we show how attackers can resort to various techniques in
order to reveal sensitive information. We mainly investigate privacy concerns
that are derived from social network analysis [14] and link mining techniques
[15]. Our classification inspiration draws from the literature of both techniques
and illustrates the privacy threats associated to common social network analysis
measures and link mining tasks. We start by introducing social network analysis
and link mining before detailing their corresponding privacy threats in Section 6
and Section 7, respectively.

6 Social Network Analysis: Measures and Threats

Over the past years, there has been a surge of interest in social network analysis,
with works ranging from exploiting networks’ structures to examining actors’
roles and their interaction patterns [14]. Understanding the characteristics of
social networks, namely information related to structure, is of considerable im-
portance to deal with privacy issues, and hence social network analysis presently
attracting widespread interests. In this section, we briefly trace the history of
social network analysis, provide an overview of its most common measures, and
discuss where and how social network analysis has been used in the context of
social networks’ privacy.

6.1 Development and Measures

Social network analysis has a well-established tradition in psychology and in so-
cial sciences [66]. Since the beginning of the 20th century, several social network
analysis studies - primarily in educational and developmental psychology - have
been conducted to study characteristics of groups (e.g., structure, formation,
behavior, etc.) and social ties (e.g., influence, interaction, companionship, etc.)
[104] [105] [106]. Drawing inspiration from these previous works, modern social
network analysis emerged as interdisciplinary field with contributions from vari-
ous areas of study such as sociology, anthropology, and mathematics [107] [108].
Concerned with the structural analysis of social interactions, modern social net-
work analysis developed new models to study the fundamental properties of di-
verse theoretical and real-world networks [109]. The small-world model [110] and
the scale-free model [111], useful in describing very large networks, are among
the most important models that emerged from these efforts.



Social network analysis has been used in different application domains such
as email communication networks [87], learning networks [29], epidemiology net-
works [112], terrorist networks [70], and online social networks [113]. These works
tried to answer a handful of questions such as how highly an actor is connected
within a network? Who are the most influential actors in a network? How cen-
tral is an actor within a network? To capture the importance of actors within
a network, a number of measures have been proposed in the literature [114]. A
commonly accepted measure is the centrality measure.

Definition 7 Centrality consists of giving an importance order to the actors of
a graph by using their connectivity within the network.

Several structure-based metrics have been proposed to compute the centrality of
an actor within a network, such as degree, closeness, and betweenness centrality
[115]. Table 3 summarizes the characteristics of these structure-based centrality
measures.

Table 3. Main centrality measures and their characteristics

Centrality Measure Characteristic
Deoree Measures how much an actor is highly connected
& to other actors within a network
Computes the length of paths from an actor to
Closeness .
other actors in the network
Measures the extent to which an actor lies on the
Betweenness
paths between other actors

In what follows, we explain each of these metrics in details:

— Degree Centrality: Measures how much an actor is highly connected to
other actors within a network. Degree centrality is a local measure since
its value is computed by considering the number of links of an actor to
other actors directly adjacent to it. A high degree centrality denotes the
importance of an actor and gives an indication about potentially influential
actors in the network. With a high degree of centrality, actors in social
networks serve as hubs and as major channels of information in a network.
Degree centrality, Cp, of an actor, v;, can be computed as follows [115]:

n

Cp(vi) = Za(vi,vj) (1)

i=1

where n is the total number of actors in the social network, a(v;,v;) =
1 if and only if v; and an actor, v, are connected by an edge; otherwise
a(v;,v;) = 0.



— Closeness Centrality: Computes the length of paths from an actor to
other actors in the network. By measuring how close an actor is to all other
actors, closeness centrality is also known as the median problem or the ser-
vice facility location problem. Actors with small length path are considered
more important in the network than those with high length path. Closeness
centrality, C¢, of an actor, v;, can be computed as follows [115]:

Cc(vi) = nil (2)
d(’Ui, Uj)

N.
I

where n is the total number of actors in the social network, d(v;,v;) is the
geodesic distance from actor v; to another actor v;.

— Betweenness Centrality: Measures the extent to which an actor lies on
the paths between other actors. It denotes the number of times an actor
needs to pass via a given actor to reach another one, and thus represents the
probability that an actor is involved into any communication between two
other actors. Actors with high betweenness centrality facilitate the flow of
information as they form critical bridges between other actors or groups of
actors. Such central actors control the spread of information between groups
of non-adjacent actors. Betweenness centrality, Cp, of an actor, v;, can be
computed as follows [115]:

gik(ni) .
CB(UZ.):ZZ# i FjFEk (3)
i< & ik
where n is the total number of actors in the social network, Cg(v;) is the
betweenness centrality for actor v; and g, is the number of geodesics linking
actors v; and vy that also pass through actor v;.

As shown in Figure 4, different central actor(s) in a network can be identified
using each of these structural measures (degree, closeness, and betweenness).

In the following, we present how social network analysis and its related
structure-based measures have been used in the context of social networks’ pri-
vacy and list some related privacy threats.

6.2 Privacy Threats

The availability of social network data has attracted the interest of the academic
community, third-party advertisers, and governmental services for the purpose
of data analysis. Anonymizing these networks before their release is important
to enforce privacy but only hiding the identity of the users or removing all their
attributes from their profiles does not always guarantee privacy. An attacker
can potentially infer the true identities of the targeted users by referring to the
structure of the network and by using a background knowledge [93].

Exploiting structural information with anonymized networks adds a new
privacy-related dimension to consider and a large number of theoretical investi-
gations and practical applications have been conducted on social networks [89]



(c) Betweenness Degree

Fig. 4. A network shaped as a kite graph where each centrality measure yields a differ-
ent central actor: degree centrality (D), closeness centrality (F and G), and betweenness
centrality (H).



[90] [116] [117]. Anonymizing social network data is much more challenging than
anonymizing relational data [93]. As stated earlier, social networks can be rep-
resented as graphs and thus the social network data can then pre-processed and
analyzed via social network analysis measures.

There has been much recent interest to study anonymized networks when an
attacker has background information about the network structure [118] [119] [88].
The authors in [118] described a family of attacks based on the structural infor-
mation of the network. In the first type of attacks, the active attacks, attackers
were able to modify the network prior to its release and can potentially construct
highly distinguishable subgraphs by inserting nodes and edges to the network.
Passive attacks, the other type of attacks, are launched after the anonymized
network is published and without inserting new nodes or edges. As observed in
[119], the extent to which an individual can be distinguished using graphical po-
sition depends on the structural similarity of actors in a network network and the
background information an attacker can obtain. More specifically, the structural
information is closely related to the degrees of the nodes and their neighbors
in a network. In the same line of research, the authors in [88] pointed out that
the degree of a node in a graph, among other structural characteristics, can,
to a large extent, distinguish the node from other nodes. Consequently, attack-
ers can greatly benefit from structural characteristics of networks that become
identifying attributes. An interesting work presented in [120] where the attacks
aimed to re-built the network from disparate pieces of information in order to
gain more information and better visibility before launching the attacks. The
attack consisted in acquiring information about local neighborhoods of different
users in the network. Such attack is feasible and its effectiveness depends on the
underlying social graph and the degree distribution of its nodes as detailed in
the study [120]. The authors concluded that any social network that wishes to
enforce the privacy of its users should take great care in decreasing the vulnera-
bility of its interface, i.e. by not displaying the exact number of connections that
each users has.

To sum up, social network analysis provides a set of measures that are used
extensively to study networks’ characteristics and users’ behaviors. Though the
study of social network is valuable to lot of people, there is serious risk of privacy
concerns. Privacy attacks can take advantage of social network analysis to infer
further knowledge about social network users using structural information. In
addition, the proliferation of online social networks has resulted in huge amounts
of available network data. It’s quite challenging to protect users’ privacy as
many sources of background knowledge are widely available on the web. This
is particularly true since the majority of social network users are not privacy
experts. It is therefore a necessity that social networks enforce users privacy by
protecting not only their data but also their established relationships. Moreover,
it is highly desirable that social networks implement more flexible and more
secure web interfaces. This would greatly benefit users to intuitively configure
their privacy settings. At the same time, this would make more difficult for



attackers to use search interfaces, Application Programming Interface (API), or
users’ connections in order to easily collect user-related information.

7 Link Mining: Tasks and Threats

Owing to the popularity of World Wide Web, the increase of computational
power and performance, and the higher capacity to gather and analyze data,
large-scale social networks studies are flourishing, spilling over all traditional
disciplinary boundaries for social networks. Link mining studies, with their
objective to efficiently discover valuable and inherent information from large
databases, are highly related to privacy preservation [121]. While centrality mea-
sures are widely used in social network analysis [14], link mining techniques rely
on recent advances in data mining and often put emphasis on the links between
social network actors [15]. In the following, we start by presenting the various
link mining tasks before describing relevant privacy threats related to each task.

7.1 Development and Tasks

Taking into account the links between social network actors, various data min-
ing techniques [122] have contributed in the emergence of a new area commonly
named link mining, where links that exhibit rich patterns are central in extract-
ing hidden knowledge from available data. Link analysis, relational learning, web
mining, and graph mining are among the most widely used techniques in link
mining [15] [122]. By building predictive models (predicting attributes’ values)
or descriptive models (extracting interesting patterns), link mining can be re-
garded as data mining applied on social networks where links play a key role.
Not only networks’ links can be used to discover prominent actors within a net-
work, but also to reveal uncovered information related to identities, classes, and
relationships between actors. In the following, we detail all the tasks that link
mining embodies as presented in [15]:

1. Node-related Approaches:

(a) Link-based Node Ranking [123] [124] [125] [126]: The objective
of link-based node ranking is to prioritize corresponding nodes based
on their measured importance. In link mining, centrality measures (e.g.,
degree, closeness, betweenness, etc.) are used to rank the nodes by ex-
ploiting the network structure.

(b) Link-based Node Classification [127] [128] [129] [130]: The link-
based node classification task classifies the nodes of a network to a finite
set of categories. This type of classification is not only based on nodes’
attributes but also on their links to other nodes and on the attributes of
these linked nodes.

(¢) Link-based Node Clustering [131] [132]: Node clustering, also called
group detection, is another well-studied link mining task. Its objective is
to identify similar nodes and group them together without predefining



the clusters. Any two nodes, members of the same cluster, are more
similar to each other than to any other node in a different cluster. They
represent communities where the level of interaction or communication
(emails, messages, collaborations, etc.) between nodes of the same cluster
is higher than with any node in another cluster.

(d) Link-based Node Identification [133] [134] [135] [57]: Link-based
node identification, or entity resolution, aims at finding correspondences
between nodes of distinct networks given that the nodes that have dif-
ferent identifiers may refer to the same real-world entity. In this case,
these nodes form a matched entity pair.

2. Link-related Approaches:

(a) Link Prediction [136] [137] [138] [139] [140]: Link prediction, or
link existence prediction, is the task of inferring the existence of a link
between two nodes, based on the properties of the nodes. While link pre-
diction in static networks aims at inferring missing links and facilitating
the task of link formation, link prediction in dynamic networks consists
of predicting the snapshot of links at a future time.

(b) Link Type Prediction [62] [141]: Unlike link prediction, where the
aim is to predict the existence of a link between two nodes at a partic-
ular time, link type prediction aims to identify the type of an existing
link (e.g., the type of relationship between two actors). In this task, it
is assumed that the existence of a link between the nodes is already
confirmed.

3. Graph-related Approaches:

(a) Subgraph Discovery [142] [143]: Subgraph discovery is a link mining
task that detects similar substructures in pairs of graphs. Its aim is to
find the set of subgraphs that are similar among the underlying graphs.

(b) Graph Classification [144] [145]: Graph classification aims at classi-
fying an entire graph with respect to a specific category. Independently
classifying each node in a large graph is a tedious task, sometimes in-
feasible, and may ignore useful information available from other nodes.
Rather than trying to label each node within a graph, collective classifi-
cation learns and infers labels of linked nodes together.

(¢) Graph-based Generative Models [146] [147]: Generative models
for graphs try to understand the characteristics of networks. Given an
input network, generative models can produce a new network similar
to the input one. They can model the structure similarities and the
data distribution correctly. They are used to model the mechanisms of
networks growth and evolution, and to generate networks with realistic
properties given few parameters. Studying generative models for graphs
is becoming increasingly important, in particular when temporal metrics
are considered (e.g., a social network that evolves over time).

As shown in Table 4, link mining techniques have been applied on various
networks. Primarily the focus of most link mining approaches has been directed
towards the bibliographic [123] [127] [136], biological [129] [135] [138] [144] [147]



[143], and social networks [139] [126] [57] [62] [132] [145] [140] [146]. On these
networks, a number of node-related, link-related, and graph-related link mining
tasks has been used. Meanwhile, on criminal [131], epidemiology [130], finan-
cial [124], and linked data networks [141] [125] [128], node-related techniques
have been used. As for link-related approaches, they also examined the data
management [133], digital libraries [137], and lexical networks [134]. Besides the
biological [143] [144] [147] and social networks [145] [146], graph-related tasks
have been applied also on software behavior networks [142]. In the following, we
detail a number of privacy threats related to each of the mentioned link mining
task.

Table 4. A summary of link mining tasks applied on different types of networks

Node- |Link- Graph-
Network type related |related |related
Criminal [131] v
Epidemiology [130] v
Financial [124] v
Linked data [141] [125] [128] v
Database management [133] v
Digital libraries [137] v
Lexical [134] v
Software behavior [142] v
Bibliographic [123] [127] [136] v v
Biological [129] [135] [138] [144] [147] v v v
[143]
Social [139] [126] [57] [62] [132] [145]
[140] [146] v v v

7.2 Privacy Threats

Users concerns regarding privacy of personal information are rising in the light
of the recent link mining advances. We describe in the following how each link
mining task can be exploited by attackers or malicious users. Table 5 lists a
number of approaches that may use link mining to compromise users’ privacy.

Node-related Threats Social network users have strong expectations of pri-
vacy [118] [148]. Tracing users’ interactions and reconstructing details of their
behaviors are commonly unappreciated. However, link-based node ranking can
be used to measure the influence and the importance of social network users.
Exploiting the structure of the network makes it possible to infer meaningful rela-
tionships and quantify the interactions between social network users. Identifying



influential users, who are capable of stimulating other users, is of considerable
importance in many scenarios [149]. With the huge number of social network
users, link-based node ranking has been applied in many areas such as mar-
keting [150], diffusion of information [151], governmental intelligence-gathering
tasks [152].

The privacy implications of link-based node classification and link-based node
clustering can reveal sensitive information such as membership to a particular
group or a political party. Node classification and node clustering have been
mainly used in the area of computer security. Their extend goes far beyond
the simple case of social networks and targeted advertising to reach critical
applications such as terrorist networks. Besides the typical profile attributes,
users’ activities and interactions over time are among the most important sources
of information [153]. These online activities and interactions come in many guises
such as establishing connections, exchanging messages, and publishing photos.

Link-based node classification can be a source of privacy threat. Prior studies
have shown that communities are usually formed around users who share certain
interests [154] [155]. Mislove et al. [156] have also reported that social network
users are often friends with users who share their attributes. By combining the
network graph structure with the fraction of available information, it is pos-
sible to infer the value of missing or hidden attributes. For instance, in many
situations, some social network users would like to keep private their political
affiliations because of privacy concerns. However, node classification techniques
can easily infer a user’s political affiliation by referring to her contacts and by
using, for instance, available information revealing that the user participated in
events hosted by a particular political party (e.g., electoral campaigns, debates,
etc.) [157].

Link-based node clustering techniques are also a potential source of privacy
threat. They are used to group users having the same type of activities, in-
terested in the same hobbies, or seek the same kind of services. Although the
user’s personal interests are hidden, node clustering techniques can be used to
reveal these information using for example some undirect data such as group
memberships. In fact, it is possible to extract general groups’ interests and then
attribute them to users that are members of these groups. In addition, social
network groups can be described based on their members’ profiles [158]. This
example of node clustering is one illustrative example among many that raise
users’ privacy concerns in social network [159] [160].

Social network users create several accounts on various sites where they dis-
close personal and professional information [57]. Link-based node identification
can be used to associate a user profile to a real-world entity (person). Such
profile-entity mapping leads to an identity disclosure problem whenever the user
would like to keep her social network profile private or hidden. Furthermore,
identity disclosure often cause attribute disclosure. Attribute disclosure occurs
when sensitive information such as real name, address, and sexual orientation
are revealed. In these types of privacy threat, the attacker might have access



to an external knowledge and can use explicit identifiers or quasi-identifiers to
reveal the identity of an anonymized user [161] [88].

Link-related Threats Link prediction can raise privacy concerns when the
predicted link is between users who would like to keep their relationship pri-
vate. In many cases, the link can be considered as the sensitive information
to keep protected. Hiding its existence can be valuable in many real life situ-
ations to prevent user-associated sensitive information from being disclosed to
third parties [94], to recommend accurately social links without disclosing sensi-
tive information about users’ contacts [162], to ensure web browsing anonymity
[163]. More interestingly, a recent work shows the possibility to infer whether two
non-members friends of a social network member (user) are friends themselves.
The obtained results show a high rate of prediction success and is based only on
information extracted from the friendship and email contact information of the
social network members.

Link type prediction attacks can reveal the sensitive type of an existence rela-
tionship between two users although these users would like to keep this informa-
tion private. Unlike link prediction, link type prediction is concerned in keeping
private the type of the relationship (not the existence) between two users. This
type of attack is also known as link re-identification. This occurs when an at-
tacker is able to identity the type of a sensitive relationship or communication
between two users [121]. The type of link between two users can be used to reveal
much more information than just the existence of a relationship. Heatherly et
al. used link types to classify unknown nodes as terrorist or non-terrorist [164].
In addition, link types can improve the classification accuracy when an attacker
attempt to identify information related to personal interests, physical location,
political affiliations, etc. For instance, friendship links are more important than
professional links to infer personal interests (e.g., political affiliations, religious
beliefs, etc.) particularly if a significant number of friends publicly display on
their profiles such personal or sensitive information.

Graph-related Threats Attacks based on subgraph discovery attempt to ac-
quire new information about an anonymized network using structural subgraph
queries. Subgraph queries are useful to efficiently find similar structures in large
social networks using two main types of attacks: passive and active attacks [89]
[90]. In both types of attacks, structural information is used to reveal the true
identities of the targeted users [118]. Consequently subgraph discovery attacks
can be used to compromise the privacy of users and their contacts by raising
identity and social link disclosure problems [12].

Graph classification which consists at classifying jointly a large number of in-
terconnected nodes in a graph is one interesting aspect of collective classification
[15]. In the context of social networks, a number of studies have revealed that
users tend to establish friendship ties with other users who have similar inter-
ests [154] [155]. This tendency can cover a wide number of sensitive information,
such as race and ethnicity, age, religion, education, occupation, etc., which are all



personal attributes. Social network users can set the visibility of their attribute
profiles, but this may not be enough to keep private their sensitive information
because group memberships and friendship relationships in many cases remain
visible and hence can be used to infer private information [165] [159]. In addition,
information from the users’ contacts can also be extracted from contacts who
are not much concerned about securing their personal information or interact.
For instance, it is possible to construct automatically users’ profiles or infer the
values of missing attributes as it is shown in [166] where the authors describe
a user profiling approach in social networks. Likewise, other privacy attacks are
described in [159] where a mixture of public and private user profiles are used to
predict the private attributes of users by applying collective classification which
aims at learning and inferring class labels of linked nodes together.

Understanding the structure and evolution of social networks over time have
gained much attention recently, especially with many graph-based generative
models [167] [168] [169]. The potential of these approaches to study network
evolution and group formation is appealing and, as a consequence, the insights
provided by these methods are highly interesting: How networks and group are
formed? Why and when users join groups? Which groups will grow rapidly? At
the same time, the consequences are rather severe for users’ privacy when these
approaches are misused. For instance, the authors in [168] address the problem
of modeling social network generation and demonstrate the capacity of their
generative model to reveal that users are joining groups for various reasons and
that friendship with other group members is only one of these reasons. In an-
other work [64], the author propose a generative model for friendships in social
circles using a combination of both network and profile information. This model
can automatically identify users’ social circles (e.g., contacts who are friends,
contacts from the same hometown, contacts from the same college) and predict
to which circles a new contact should be assigned.

Table 5. Link mining tasks and their corresponding implications

Technique Application and Threat
Link-based node ranking 149] [150] [151] [152]
Link-based node classification  |[156] [157]

[

[

Link-based node clustering [158] [159] [160]

Link-based node identification |[57] [161] [88]

Link prediction [94] [162] [163]
[
[
[
[

Link type prediction 121] [164]
Subgraph discovery 89] [90] [118] [12]
Graph classification 165] [159] [166]
Generative models 168] [64]

To conclude, link mining techniques can be used to infer new information
about the users and consequently pose serious privacy concerns. This can take



many forms within the different link mining tasks. In node-related tasks attack-
ers can compromise users’ privacy by exploring the structure of social networks,
identifying key users, combining information about the network structure with
the fraction of publicly available information, investigating group memberships,
and associating users’ profiles to their corresponding real-world entities. In link-
related tasks, attackers can invade users’ privacy by predicting link existence
between users who would like to keep their relationship private, and revealing
the type of a sensitive relationship between users. In graph-related tasks, attack-
ers can violate users’ privacy by re-identifying users of two similar structures (an
anonymized network and a background of knowledge), classifying jointly a large
number of interconnected nodes, extracting information from contacts with pub-
lic profiles, and seeking to retrieve insights from the study of network evolution
and group formation. Concerned about privacy implications, social network users
are increasingly interested in solutions that enforce individual privacy and pro-
tect sensitive information. Next, we discuss some open challenges that future
social network solutions must take into account.

8 Open Challenges

As information sharing is gaining a great deal of attention among social networks
users, privacy on these sites is one of the most intriguing social networks’ chal-
lenges [9]. Data on social networks usually open up questions related to users’
privacy and data management. Privacy concerns vary significantly across these
networks due to the open nature of how data is displayed and controlled by each
site. In the following, we present some of the key challenges to consider in future
privacy protection approaches.

8.1 Relationship Discovery and Management

Currently, social networks let users manage and control their privacy settings.
However, they typically do so in terms of contact identities or manually grouped
lists of contacts. Controlling access to own resources is driven more by rela-
tionships that social network users share with their contacts such as colleagues,
relatives, friends, etc. Treating all their contacts in the same way, without dif-
ferentiating one user from another, is an unsafe and restrictive practice. For
instance, a user might want to:

1. Prevent her relatives from viewing content posted by her friends,

2. Prevent her relatives from connecting, posting comments, and communicat-
ing with her colleagues,

3. Share some data and interact with some members of their social network
but not with all of them.

Unfortunately, relationship types between a user and her contacts are often
missing [36]. Although some social network sites provide the possibility to define



manually how a user knows each of her contacts, most of the time this option is
skipped by social network users and only the link existence is indicated [170].

Relationship discovery and management is one of the key challenges
that are closely related to privacy topics. On social networks where relationships
multiply rapidly and evolve over time, relationship-based management mecha-
nisms play a major role in enforcing and facilitating privacy-related settings.
This involves mechanisms that let social network users protect their personal in-
formation by only granting access to some contacts (e.g., friends) while denying
the access to other contacts (e.g., colleagues). Social network users are facing
different kinds of misuse cases regarding their privacy due to the lack of effi-
cient access control models. While relationship-based access control mechanisms
seems highly interesting, such approaches are rarely implemented since relation-
ship types on social networks remain unlabeled. Recently, the problem of missing
relationship types in social networks has been investigated in [62] [64] where a
number of relationship discovery approaches are described. Such relationship-
related capacities seem to be promising when approaching privacy issues, and
social networks should explicitly consider them in their privacy settings far more
than they currently do.

8.2 Multimedia Content and Metadata

Sharing and controlling access to published information has become an integral
part of users’ every day lives. Apparently, users are cautious about the informa-
tion they reveal online in terms of [171]:

1. Degree of identifiability (pseudonyms/real names),
2. Type of information (school name, hobbies, interests, etc.),
3. Visibility of information (who can view user’s profile).

At the same time, the number of created accounts on various sites and the
volume of data available on social networks are exponentially growing at an in-
credible rate, going beyond social network users’ ability to easily interact and
manage their data. In addition, users are unaware of the risks associated with
the disclosed information since they cannot fully control who can use these in-
formation and for what purposes [172].

Managing multimedia content and their metadata is another chal-
lenge for social network users. This particular privacy challenge is raised by the
increasingly growing number of multimedia objects uploaded on social networks.
For instance, 250 million photos are uploaded on Facebook!? every day. However,
photos can be used to identify persons (e.g., facial recognition), as well as to infer
additional information through available metadata (e.g., GPS location, data and
time, device name, etc.). Personal photos published on social networks may be
used for inappropriate purposes related to users’ private life, friends, work infor-
mation, habits, etc. For example, employers who want to justify a decision to fire

19 https: / /www.facebook.com/press/info.php?statistics, accessed 01 October 2012



an employee or to check the backgrounds of potential employee. Similarly, users’
friends or the friends of their friends who are interested to know more about
the past of a person or infer new information more than what the users chose
to share with them (list of friends, physical location, political affiliation, sexual
orientation, etc.). More importantly, such available information when associated
with other profile content, may be used by family members, friends, or colleagues
to check information related to sexuality, relationship status, location, or details
of personal problems that owners might consider embarrassing if it was widely
known [173].

It is therefore obvious that unauthorized users or parties must not be able to
link between the various user’s activities in order to infer further information.
Hiding the link between multiple actions is essential to prevent attackers to
reconstruct user’s profile. This aspect is essentially related to the unlinkability
privacy requirement. Novel approaches must ensure that private data must be
protected and no useful information can be leaked through the analysis of user’s
activities.

8.3 Social Media Preservation

There is no doubt that social networks sites can yield much more information
from users’ data such as selling insights from mined data for targeted adver-
tising purposes [174], predicting relationships from social behavior data useful
in understanding topics discussed between users and their personalities [153],
and falsifying identities for criminal and terrorist groups [175]. At any time and
often without users’ knowledge, social networks can mine, copy, or archive per-
sonal information. Personal data can be mined and used to reveal information
about users’ private lives, their social relationships, or additional information
that users would like to keep private. Unaware of an old posted information or a
previously added online contact, an uncountable number of social network users
went through bad experiences that affected their life.

Dynamically protecting sensitive information of the archived users’
data is another privacy challenge on social networks. Social network sites have
complete control over users’ data and may intentionally or accidentally leak its
content to unauthorized entities or third parties. A fundamental privacy con-
cern for users is that social network providers and third-parties may potentially
access and aggregate personal information from the users’ archived data [176]
[10] [177]. However, the social network users’ perception of privacy goes beyond
hiding information from being viewed by their contacts. It also involves mecha-
nisms that enforce privacy and ensure that personal archived information is not
misused. And if information is leaked, even though appropriate mechanisms were
implemented, an enforced privacy must be able to guarantee that no personal
information is revealed to unauthorized entities. This privacy aspect underlies
the unobservability aspect of privacy. While many social networks provide var-
ious forms of access control mechanisms to restrict who can view a published
information, they do not provide any form of protection regarding the possibility
that archived information can be misused and consequently analyzed to reveal



sensitive information. To date, none of these concerns has been successfully in-
tegrated into users’ privacy settings, and the privacy-related issues derived from
social media preservation have been largely left unexplored.

8.4 Social Digital Ecosystem

Along with the previously mentioned privacy challenges, future social networks
must shed the lights on the real needs and expectations of their users. So far,
social network providers set the boundaries within which users can socialize,
share information, accept data ownership rights, permission policies, as well as
other critical issues. Current social networks dictate such rules rather than letting
their users set up their own rules for data sharing and ownerships to promote
data decentralization and to go beyond the walled garden of the current social
network sites.

Shifting social networks toward an ecosystem model is the challenge
for the new generation of social networks. In essence, an ecosystem is an en-
vironment made of entities that interact within the system, maintain the sys-
tem stable, are committed to ensure mutual respect, and can benefit from each
other’s participation [178]. Shifting the future forms of social networks toward
an ecosystem environment would enable users to set their own preferences and
to use the system more effectively. These preferences are initially the same for
all social network users. After joining an ecosystem, users are free to personalize
these preferences as they wish. One aspect of these settings is related to the
privacy of the users who can design their privacy strategies as they wish. This
would ensure a better protection level since all the social ecosystem are enforced
to accept the gold rule that englobes the system’s stability, the mutual respect,
and the positive participation of the users.

9 Conclusion

This chapter has presented a global overview about privacy on social networks.
While it is complex to give a precise definition of privacy as it is engorged
with various and distinct meanings, understanding the characteristics of social
networks would certainly contribute positively to the design of more adequate
privacy protection approaches.

As stated earlier, by analyzing social networks’ structure and content it is
possible to infer further knowledge which may go beyond what the users want
to disclose. In light of this, we reviewed various social network analysis measures
and link mining techniques then we derived their associated privacy threats.
Particularly, we have shown the importance of taking into consideration these
techniques and the usefulness to integrate them in future privacy-related sys-
tems. Novel approaches must be able to cope with the various privacy challenges
such as trust and privacy management, risks and threats of social networking,
traceability analysis, user profiling and related risks, ethical conflicts in social



networks as well as the moral implications, relationship management and discov-
ery, anonymity preserving, social terrorism, social network-based access control,
and abnormal activities on social networks.

Of all social network challenges, privacy protections is crucial for both users
and social networks. Failing to provide an optimal privacy protection may have
undesirable consequences on the popularity of such social networks and on the
amount of information that social network users are willing to share. It is there-
fore up to social network sites to provide their users with a variety of support
tools that align with users’ perceptions of privacy such as enhanced relationship
management capacities, intuitive interfaces, fine-grained access control, secure
online data storage, and media preservation solutions.
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