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Abstract—This paper presents a new silicon physical
unclonable function (PUF) based on a transient effect
ring oscillator (TERO). The proposed PUF has state of
the art PUF characteristics with a good ratio of PUF
response variability to response length. Unlike RO-PUF,
it is not sensitive to the locking phenomenon, which
challenges the use of ring oscillators for the design of
both PUF and TRNG. The nove architecture using
differential structures guarantees high stability of the
TERO-PUF. The area of the TERO-PUF is relatively
high, but is still comparable with other PUF designs.
However, since the same piece of hardware can be used
for both PUF and random number generation, the
proposed principle offers an interesting low area mixed
solution.

Index Terms—PUF, TRNG, oscillatory metastability.

|. INTRODUCTION

The continuous increase in the number
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[9]. Similar results were obtained ii(] when the
target was specificalflRO-PUF. These works clearly
challenge the use of ring oscillators for TRNG and
PUF design. Depending on the security requirement
[2], first, ring oscillators have to be completely
independent. Second, the frequency of the ring
oscillator has to be hidden. Because of electromagnetic
attacksthese requirements are no longer guaranteed.

In this article, we propose a new PUF structure that
exploits the oscillatory metastability of cross-coupled
elements. Entropy extraction is based the mean
number of oscillation cyclesThis PUFis based on
transient effect ring oscillator (TERO) cells and it is
called TERO-PUF. It is not sensitive to locking
phenomean because the oscillation frequency is not
taken into account during the entropy extraction
process. Oscillator independence is not required for
skcurity.

publications on silicon physical unclonable functions TERCs were originally proposed for TRNG
(PUFs) highlights the scientific and practical interestdesigns 11]. Although TRNGs and PUFs extract

Numerous silicon PUF structures have already begndomness from the same piece of hardware, the
proposed although only a few basic principles arsource of randomness exploited in the two primitives is
known one can use the race of delays between tvepy different: TRNGs use continuous réiahe
symmetrical delay lines (arbiter PUF [1]), frequengsindom phenomena that occur when the device is
mismatch in multiple ring-oscillators (RO-PUF [2, 3]yunning, while PUFs use random phenomena that occur
metastability ofa couple of cross-coupled elemenisnly once - during the manufacturing process. As
(SRAM-PUF [4] and butterfly PUF [$]and a mixture described in 12], combining PUF and TRNGn the
of a chain of configurable delay lines ardring same primitive could be cheaper than implementing the
oscillator (Loop-PUF [6]). two structures independently Although  our
Recent characterization of PUF architecturegperimental results showed that the proposed TERO-
shovedthat RO-PUF was the best candidate for FP®AIF structure can also provide a random bitstrékis,
and ASIC implementation [1, 2]. Indeed, RO-PUF hpaper focuses onlyon TERO-PUF design and
very good statistical properties (output bias, intreqaracteristics.
unigueness and steadiness) when impleeatint both The proposed TERO-PUF was tbton nine
FPGA and ASIC. Howevenne major constraint mustAL TERA DE1 boards featuring Cyclone-Il FPGA. For
be satisfied: the ring oscillators must be completelych FPGA, four placements were used.
independenitsStill, it is possible to change the working The paper is organized as follows: In Sectioand
conditions of the ring oscillators to make theM, we describe TERO cell behavior and TERO-PUF
dependent. A phenomenon of locking of the riagchitecture and design. In Section 1V, we present the
oscillators then can occur. This locking phenomenggperimental resultof FPGA implementation ofa
was highlighted by Bochard et al.in 2010 by TERO-PUF Finally, in SectionV, we compare the
manipulating the supply voltage of tiD-based true characteristics of the main known PUF principles and
random number generator (TRNG].[More recently, the proposed TERO-PUHANn Section VI, we draw
Bayon et al. used electromagnetic fault injection 4eme conclusions.
change the behavior of ring oscillators embedded in
FPGA [§. They also used an electromagnetic channel |l. TEROLOOP ARCHITECTURE AND BEHAVIOR

to collect information such as oscillator frequency and The TERO loop is composed of an SR flip-flop:
the physical location of the oscillator inside the chigo AND gates and an even number of inverters



(usually two but the loop can be extended by usiaddition, the final logic levelcan also differ, {0’ or
more inverters in order to extend the oscillations).), as shown in Fig. 2.

According to [L3-14], the TERO loop usean SRAlip-
flop with oscillatory metastability by connecting tBe
and R inputs of theSRflip-flop to the ctrl signal

. : ctrl
Figure 1 shows the TERO loop architecture. b
TERO loop ,S,#l 8 RS S — —_— —
v"‘\: RN Sy final stable logic level 1’
S#Z Temporary oscillations |
ctrl . From—
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Fig. 2 .Electrical behavior of the two TERO loops

Fig. 1. TERO loop structure.

The rising edge of thectrl signal (the loop lll. TERO-PUFDESIGN
stimulation signal) causes transitory oscillations in tAeExtraction of the process variation entropy

loop if thg two following con.d.itions are fulfilledLf]: As explaired previously, the behavior of the TERO
the circuit must have a positive feedback andRI |oop depend®n variations in the production process
time constant (defined by the parasitic resistance WQEVO ways; both the final stable state of Bisignal
capacity) must be shorter than the total delay of (a{j or ‘1°) and the number of temporary oscillations
logic elements involved in the loop. In theory, if thgat depend on it. Clearly, both phenomena can be
loop is ideally symmetrical, oscillations never stogsed as a source of entropy to generat®UF
However, the circuit usually only oscillates for a Sh‘?gsponse. The PUF challenge can be genetstede
time after which the oscillations stop due to intrins,i%ing edge of thetrl signal.
asymmetry Td defined in [L1]. This behavior is  \ye first tested the number of stable end levels
commonly named oscillatory metastabili§3{14] or ,.4 <1’ of the S signal for all possible TERO loop
metastability of oscillations. Thé&d factor representsplacements in ninAL TERA DE1 boards featuring the
the time difference between the time delays of befpoc20 device. As each TERO loop uses one Cyclone
halves of the loop. . Il LAB, we implemented 1172 TERO loops in each
The authors in J1] claim that the number ofgevice For all 10548 TERO loops tested in the nine
temporary oscillations is inversely proportional to theds we obtained the following resuitéhe output
size of Td. They also claim that the avera@d value signals fell to the stabldogic level ‘0’ in 40.3% of
of a well balanced TERO loop is related to randqpe casesto level ‘1’ in 30.7% of the cases, and was
contributions to gate delays, which originate [fhstable (oscillating) in 29.0% of the cases. This
semiconductor intrinsic noise. In this way, the numRgigjjating state is a major drawback when using the
of oscillations is significantly affected by randofina state of the output signdlas a PUF response.
circuit noise, so the number of oscillations varies at the \we assume that in some cases (roughly a third of
end of successive stimulation intervals. On the othgs TERO loops implementpdd is quite small due to
hand, general perturbations (eig.the power supply) random symmetry of process variatipmsid similar
do not significantly affect th&d parameter because ofagyits were reportech [15]. Unlike [15], we thus
the “differential” behavior of the loop. conclude that final state of the output sigBatannot

Unlike the structure in1[l], which uses XOR andpe ysed as a sourcef the entropy from the
AND gatesto control the loop, our architectutees manufacturing process.

AND gates and inverterto stimulate the oscillatory Next, we measured the number of oscillations of
metastable state. Accordingly, the loop used is smajjgs output signab. We used 8-bit countsto measue
than in [11]. _ _ the number of temporary oscillations. We chose a low
_ Figure 2 shows the input signaiti{) and output speedctrl signal (390 KHz) to clearly distinguish
signals Ga, Si) of two TERO loops implemented iremporarily oscillating loops from those that were
an ALTERA Cyclone-ll FPGA. Each TERO 100p igermanently unstable. As before, 10 548 TERO loops
implemented in one logic array block (LAB). In Fig. Zyere tested. The number of oscillations was measured
the ctrl signal controlling the loop #1 and #2 is forcegl® times for each loapin all the experiments,
to ‘1’ for 2.5 ps (its frequency is 200 kHz).sAtemporarily oscillating signals did not oscillate more
explaired above the rising edgeof the ctrl signal than 255 periods and an 8-bit counter was
causes temporary oscillations of t&, and $. consequently sufficient. In‘2measurements, for each
signals. As illustrated in Fig. 2, the number @dmporarily unstable TERO loop, the number of
oscillations is not the same in the two signals. dgcillations was normally distributed. According to the



central limit theorem, the distribution of the number sfructures can result in considerable additional costs,
oscillations is due to the sum of many independespecially if large TERO-PUF responses are needed.
random variables. Clearly, the mean value of tfAike differential structure of the proposed TERO-PUF
distribution is related to the characteristidghe chip takes this constraint into account. Figure 3 depicts
which is determined by variations in the TERO-PUF architecturdt is based on a set of pairs of

manufacturing process and can thus serve asel@mentary TERO loops extended by a binary
entropy sourcedr the PUF response. The standaagynchronous 8-bit counter with a 26-bit accumulator
deviation of the distribution is due to electronic noiseand an 18-bit shift register to measure the mean value

According to our experimental results, the lastthe number of oscillations.
significant bits (LSBs) of the 8-bit counter are not To end the design of TERO-PUF, selection of some
stable because of the electronic noise in the dewédinal bits (subtraction results) has to be made by
(they are used as an entropy source for the TRNG). statistical characterization. Following section presents

The most significant bits (MSBs) varieg¢haracterization metrics used for PUF.
significantly from one TERO loop to another, a o .
their mean valuesvere pretty stable during the'® ng'PUF characterization metrics
measurements in one TERO loop. Next, the statistical Three metrics are used for the PUF intra- and inter-
properties of these bitsere observedo characterize device characterization [2, 16]: bias, intra-device
the proposed TERO-PUF. variation and inter-device variation.

In the case of oscillating TERO loops, we observed Bias is evaluated by measuring the bit bias of the
that the mean number of oscillations of sigBavas PUF ID. This parameter is equal to the percentage of
stable in all PUF cells, but differed in all of them. As‘@’ in the PUF ID.
consequence, the same MSBs can be used as a PUmRtra-device variation (also calledreliability [2]
response. By using the mean number of oscillatioBssteadiness [16]) quantifies changes at the output of a
the TERO-PUF uses both stable and unstable TERGF function over many measurements. Since we did
loops. not have enough chips at our disposal for well founded

i statistical evaluation, we considered four PUF
B. TERO-PUF architecture implementations in the same chip as four realizations

According to the previous section, the TERO-PWF the same PUF in different devices. Ambit
should exploit the mean number of oscillations of theference respons®’* was estimated from chipand
output signal of the TERO loop. The proposed TERRlacementPL in normal operating conditions, usually
PUF uses TERO I(_)ops and also n_eeds binary counggraveraging samplé¥’Z (where y is the-th sample
and the circuitry aimed at computing the mean Valye 055 rement oF). The intra-device variation

of oscillations of each TERO loop. Since the f|rst step., was estimated as the average intra-chip Hamming
of our research was focused on observing P I’F

N~ L D 1 I fi for the chi
statistical parameters, the PUF circuitry was nofc,tancelél ) overl samples defined for the chiias
optimized for area: we decided to use the same counter ., 1 up(rP;RP") .
size (8 bits) and to make™measurements of the Xim =Ty, X 100% @)
number of oscillations to ensure the precision of the
measurements required for PUF characterization. same PUF implementation (one of four PUF

Using a differential structure is customary wh acements or one of nine devices) and this Hamming

noise perturbations n elecironic systems h_ave to_o?ﬁance is consequently called the intra-de¥d&e A
reduced. However, implementation of differentia
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Fig. 3. TERO-PUF architecture.



lower intra-deviceHD (close to 0%) results in a more 1IV. TERO-PUFHARDWARE IMPLEMENTATION AND
stable PUF response. CHARACTERIZATION

Inter-device variation (also calleduniqueness [2, 14 characterize intra- and inter-device variation
16]) shows to what extent IDs generated by the PUR{R TERO-PUF response, we placed four identdal
different devices are unique. Average between—dewi_%p TERO-PUFs 126bit, 189-bit or 252-bit IP in
HD of the PUF ID is an estimate of the uniquene§se) described in the previous section in all available
property. With two different chipsu and v, and ppgas. Figure 4 depicts the architecture of the design

responsesRyj, and Ryj respectively, the averaggmplemented in nine ALTERA Cyclone I FPGA
between-device variatiod™ for a set ofm chips is devices.

defined as (2)

FSM

1 HD(RPL EPL) control | Finitestate SRAM
UPL = moY N Y 2% 100% ok Mahne  ooF setect 128x4x252-bit
m(m-1)x y
vEU 25, riw
WhereR," is an estimated reference ID of chip ouput datdd— out

64-L oop TERO-PUF #2
64-Loop TERO-PUF #3

with PUF placementPL. In normal operating
conditions, it is estimated by averaging sampig.
Expression (2) includes all possible pair-wisBs 64-Loop TERO-PUF #4 [
amongm distinct chips tested. For a truly random PUF ALETRA Cyclonell FPGA
gg(t;ut, the between-device variation should be close toFig_ 4. FPGA Implementation of fot64-loop TERO-PUFs.
0.
D. Selection of output bits in TERO-PUF (PLEZ;:h _TERS'PF(J:';)Wan tlezséed forl foirlngc\?vments
. . . - =4), nine chipsi€9) an sampley . We
We evaluated the bias and intra-device Var'at'onté'%ted PUF responses in normal operating conditions

each of the 8-bit results of subtraction with tgg :
. . } a = 28°C and nominal Vcore = 1.5V). The frequency
following experimental setup: 64 TERO loops, thectrl signal was 50 MHz.

subtractions, 4 placements, 9 boards, and 128 samples The mean value of intra-device variationthe
by measurement. Table | lists the average values for all implemented TERO-PUF with 126-bit ID was

subtraction results. equal to 173%, meaning that the average intra-
device Hamming distance was less than 2.2 bits

I input data

TABLE |. EVALUATION OF BIAS AND INTRA-DEVICE VARIATION OF

SUBTRACTIONS-BIT OUTPUTSFORTERO-PUF from a 126-bit ID.
_ Usedin — The mean value of intra-device variatiomthe
Bias (%) V';‘rtg’t‘;gr?’(';f) TERO-PUF implemented TERO-PUF with 189-bit ID was
response equal to 2.07%, meaning that the average intra-
g@: ZZ gjg i; y:z device Hamming distance was less than 3.9 bits
| . . H
Bit #5 52.3 2.7 m)z:ly be from a 189-bit ID. . . -
Bit #4 517 28 may be — The mean value of intra-device variationthe
Bit #3 51.6 9.1 no implemented TERO-PUF with 252-bit ID was
Bit #2 51.8 17.2 no equal to 2.75%, meaning that the average intra-
Bit #1 52.7 30.1 no device Hamming distance was less than 7.0 bits
Bit #0 50.3 39.5 no from a 252-bit ID.

. . ) ) Figure 5 shows the histograms of TERO-PUF intra-

The two most significant bits of the shift registefsjce variation obtained experimentally with 126-bit
output are always selected as a TERO-PUF TeSPOfISR, 5.4), 189-bit (Fig. 5-b) and 252-bit (Fig. 5-)s.
since they have a very low |_ntra-deV|ce vangtlon { e results show the good stability of the TERO-PUF
than 29%). However, according to Table I, instead @k, onse over time. Nevertheless, it is clear that an
using only two bits, the threer four most significant 5y itional error-correcting algorithm will be required if
bits could be used and still give acceptable resultsydn. ors are to be completely avoided.
this case, a stronger error correcting system has t0 b&o mean valuesf inter-device variation in the

used. ) . implemented TERO-PUF were respectively 48.07%,
As a consequence, TERO architecture is ful¥ 9995 and 49.279% for 126-bit, 189-bit and 252-bit
scalable; using 64 elementary TERO lO,ODS’ thg TERBs. This is close enough to the ideal value (50%) and
P.UF can generate a response Of_ 126 bit, 189 bit or. 92fhus suitable for most applications where device
bit 1D, when using 2, 3 or 4 bits of the subtraction,ienication is needed. Figure 6 shows histograms of

result. In _the fO”OWiF‘g section we present SOMger anq intra-device ID variation in TERO-PUF for
hardware implementation results of a 64-Loop TER{{z three |D sizes (126-bit ID: Fig. 6-a, 189-bit ID: Fig.
PUF withanID size ranging from 126 bits to 252 bits 6-b, 252-bit ID: Fig. 6-c). For each case, the two

histograms are clearly separated.
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Figure 6 shows that the bigger the ID, the better tifethe response. The main drawback of TERO-PUF is

inter-device variation. The same result candnnd in the
Table Il which gives a summary of the Bbp TERO- Nevertheless,

PUF statistical characterization.

TABLE Il. CHARACTERISTICS OF64-LOOPTERO-PUF
PUF ID Intra-device Inter-device | Cyclone-l|
size (bits) | variation (%) | variation (%) LABs

126 1.73 48.07

189 2.07 48.99 416

252 2.75 49.27

V. DISCUSSION

amount of hardware resources occupied.
the hardware resources presented in
Table Il are obtained without any optimization effort.
We assume that it would be possible to significantly
decrease the number of resources used by the TERO-
PUF by optimizing area during design. Moreover, with
the same number of TERO loops, more independent
pairs could be selected, with the aim of extracting more
entropy from the same hardware. Optimization of the
entropy extraction will be one of our future objectives.

TABLE lll. COMPARISON OF PUF CHARACTERISTICS

In t_h|s sect!(_)n, we compare the_ propo_sed TERO- niradevice T Tnier-device :
PUF with the silicon PUF described in previous works variation variation PUFb'_'tDsze
Table IV lists the intra-device variation, inter-device (%) (%) (bits)
variation and ID-size of published and new PUFss Arbiter 37.125 38 1

i BUF [1] T

not possible to compare the area and hardwac
resources needed by different desjgnscause most RO[;UF 1.0 40 1
published designs use different technologies amgzay: :
optimization strategies. PUF [4] 3.7-10.5 50 data size

As can be seen in Table Ill, the proposed TEROButterfly 6.0 45 1
PUF significantly enhances the PUF design space. LikBUF [5] '
RO-PUF, TERO-PUF is appropriate for FPGALoop-PUF 1.3 -50 3
. . ; [6]
implementation. Moreover, TERO-PUF is fully ~ERG-
scalable. It has low intra-device variation and large size p ;¢ 17 48 126
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