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Abstract—Today, the IPTV technology is emerging as a new coept for delivering and accessing audiovisual semés over IP

networks. The IPTV services promise to change radatly the way we consume the video content by intragting content interactivity
and adaptation. To allow the transmission of IPTV ervices on wired and wireless networks, differentssues should be overcome
regarding scalability, QoS provisioning, security garanty, and terminals heterogeneity. In the majorty of today deployed IPTV
architectures, security and QoS mechanisms are magad separately. Although, these two aspects are lidy coupled since they
influence the performance of each other. Thus, Qo8nd security constitute two needs that have to bearefully and tightly managed
and not tackled separately. In this context, we hav proposed a complete end-to-end architecture forrpviding IPTV services. This
architecture enables managing end-to-end QoS andasity, while addressing other issues such as therminal heterogeneity.

Thus, in this paper, we describe the proposed IPTdrchitecture which is composed of two segments: theore network and the access
network. Then, we detail the different mechanisms tich allow us to manage simultaneously the QoS arttie security for the IPTV
streams delivered to heterogeneous mobile terminal®erformances evaluation demonstrates the importare of the joint management
of security and QoS.

Index Terms— IPTV, end-to-end QoS, end-to-end security, servidevel negotiation, MPEG-21 adaptation, cross-layesidaptation.

I. INTRODUCTION
The increased resources in IP networks duringabiyears is allowing the emergence of severaluRimnedia services such as
audio/video streaming, television using IPTV, tdepy using Voice over IP (VoIP), etc. The large [dgments of these real-
time services are very challenging since they megand-to-end Quality of Service (QoS), as welkesurity. In fact, security
could be guaranteed between two communication eirdgpby employing security mechanisms and progcdlhereas, QoS
could be enabled locally, in each domain, by the afsa QoS model such as IntServ and DiffServ, extdnded to the end-to-
end level.
On the other hand, the 802.11 technology [1] issa®red actually as a serious alternative to thredviethernet network in the
last mile connection. Several advantages offerethtsytechnology (rapid deployment, cost effecte®s) mobile connection,
etc.) have allowed to monopolize the network mankdew years. This monopolization is consolidabgdthe augmentation of
bandwidth in the recent standards 802.11g [2], BD2[3] and the multiplication of access terminatpiipped with 802.11
interfaces (webcam, hard drives, and audio handset)
In the majority of today deployed architecture,uség and QoS mechanisms are not managed togetiere rather separately
implemented and managed. Although, both mechansmsightly coupled since they influence the perfance of each other.

Enabling security has a great impact on the Qo%. iftpact can be expressed in terms of overheads|laws:



- Processor activitysecurity mechanisms and features require sigmfiprocessing power that may alter the performaitiee
streaming server and/or the player.

- Memory usagesecurity requires maintaining an important cohfex storing and retrieving security information.

- Network traffic enabling security leads to an increase in netwaKic that should be taken into considerationewlQoS
mechanisms are negotiated between the communicatidipoints.

- Delay and latencyit is the most obvious performance degradatiow, its effect on QoS is related to an increaseeciaydand
latency when security is enabled. This impact (gdhas to be taken into consideration for QoS ratjoh.

For some cases, it is very difficult to find commivadeoffs between security mechanisms and Qo®npeshces for delay
sensitive applications such as IPTV and video sineg. Research activity on this domain consideesg&curity orthogonal to
QoS since both of them are separately managed.

Thus, in this paper, we define an end-to-end IPTahitecture that demonstrates the tight managewfeahd-to-end QoS and
security. In our proposed architecture, the trassion path for IPTV streams is divided in two maragnt segments: the core
network and the wireless access network. To eng@ghfemanagement of end-to-end QoS and securitgifterent IPTV stream
to mobile users, we consider the service offerimgbioth segments. For the first segment, a sefeig should be established
for IPTV service transport over the core networkihg both security and QoS constraints. This sergkould be negotiated
through the different implied domains. The QoS aedurity for the access segment (wireless accesgong is ensured
according to the user and terminal profiles andabdipy [4]. In fact, the heterogeneity of userrténal in the wireless access
network in terms of hardware and software systepalgéities requires service adaptation to ensur8 @ud security continuity
while maintaining an acceptable level of user pgezkquality.

The reminder of this paper is organized as follsection 2 describes some related works on sergia# juarantee at the core
network as well as at the wireless access networkection 3, we describe the proposed architeatitbe IPTV streaming.
Section 4 gives more details on the tight managéme@oS and security for the core network. SecBaetails the use of user
and terminal profiles to ensure IPTV service adémtaover the wireless access network. The ladi@econcludes the paper

and highlights some perspectives of this work.

II. RELATED WORKS

Multimedia service delivery (e.g. IPTV) for mobleterogeneous users and terminals requires guasaintéerms of end-to-end
QoS and security. In this section, we review dédfgrmechanisms used to enable both QoS and sedtirdy, we introduce the
process of service level negotiation which is usenly for IP core network, and then we describeent mechanisms and
concepts that emerged recently to allow the tragsiom of real-time multimedia services on wirelassess networks with QoS
and security support.

Service offering in the core network is definedotigh a Service Level Agreement (SLA) which is atraot between the
Service Provider (SP) and the Service Consumetiemtc The technical parameters of this SLA congtitthe Service Level
Specification (SLS) and covers different aspectsragnwhich QoS, security, and mobility. To guararaeeend-to-end service
level, the managers of the different domains intplie a service offer must agree on these paramekbrss, several protocols
were proposed in order to allow dynamic serviceleegotiation such as QoS-NSLP (QoS NSIS Signalaygr Protocol) [5],
COPS-SLS (Common Open Policy Service) [6], QoS-G8RPS Generic Signaling Layer Protocol) [7] and IS{Dynamic
Service Negotiation Protocol) [8]. Unlike these toamls which ensure only QoS negotiation, we hangpgsed recently the
SLNP (Service Level Negotiation Protocol) prototiwdt allows associating both QoS and security patars in the negotiated

service level [9].



During multimedia service delivery, the stream roayss several domains where QoS is locally guasantising QoS models.
To ensure end-to-end QoS and security, SLNP is tgednable communication end-points to select Qo8& security
mechanisms and algorithms.

In the core network, the multimedia streams casdmired at different levels: application, transpometwork. The application
can provide security services by implementing tbain security mechanisms. At the transport levetuBe Real-time Transport
Protocol (SRTP) [10] and/or Datagram Transport kkayecurity (DTLS) [11] can be used. At the netwéalel IP Security
(IPSec) [12] is suitable for securing IP commuri@ag by authenticating and encrypting each |IP packa data stream.

In the context of services and networks convergeadee IP technology, the 802.11 access netwoake o overcome many
challenges to allow a reliable, secure and universzess to IP services.

The reliability is mainly related to QoS which ramsan issue in the wireless network, especialiytie IP multimedia services.
In fact, the intrinsic characteristics of radio wapropagation (reflection, attenuation, interfeemcetc.) lead to signal fading
that can be fast or slow [13]. The signal fadinfgets the performance of wireless transmissioreims of bandwidth, loss,
delay and jitter. If the QoS in core network wasl@ly investigated by the research community dutiglast years, the QoS in
the access network is still a challenge. The Qofhiglast segment should be maintained not onthatlP layer but over all
network layers. During the last years, many QoShaeisms have been defined over all the network$aye

At the Physical layer, different techniques areleitpd to enhance the rate and to minimize thedaigading. The adaptive
modulation [14] is one of theses techniques, whigs to find a trade-off between the physical &atd the transmission quality.
Another technique to increase the transmissiomliity is the channel diversity which consistssend many times the same
information by using frequential, spatial, or temgdauplication [15].

The 802.11 MAC layer introduces also some mechanigimminimize the unreliability of the physical &ysuch as the
retransmission, the RTS/CTS messages, and the ératgtion. Moreover, the QoS mechanisms have beedirced in 802.11e
standard published in 2005 [16]. The most importaathanism in this new standard is the Access Gagg(AC) provided by
EDCA (Enhanced Distributed Channel Access). In,fdiet EDCA defines 4 categories for backgroundt bésrt, video, and
voice class of traffic. Each category has its owreas priority and channel occupation.

At the Network layer, there are mainly three Qo&hdectures defined by the IETF: (1) Integratedvi®er (IntServ) which
performs the resource allocation for the networ&ashs (2) Differentiated Service (DiffServ) whickfides a classes of service
at IP layer with different QoS characteristics §8j the MPLS architecture that allows a better ngtwnanagement.

At the transport layer, a new congestion contrgbathms more adapted for multimedia streams haem [proposed. Moreover,
to satisfy the characteristics of real-time streamm new transport protocols have been defined: PQQatagram Congestion
Control Protocol) and SCTP (Stream Control TransiisProtocol).

Finally, the application layer has covered all teehniques that allow the multimedia applicationféage: the bandwidth
variations (transcoding, scalable video coding,) etise packets losses (error resilience videormpdnterleaving, Forward error
correction, Automatic Repeat reQuest), and theydedaiations (jitter) by using a reception buffer.

However, to assure QoS continuity, an optimal magbietween application QoS, IP QoS and the linkll@oS is needed. The
inter-layer communications become crucial. For thigpose, the cross-layer paradigm has emergedthgte surpass the layer
isolation and to allow the higher layer to face wieeless channel variation. The ultimate goal mfss-layer is to increase the
communications between adjacent and non-adjacgeitslan order to enhance the transmission perfoceghir] [18].

Security issue is another aspect that should beintbe wireless access network. Always in the@pficross-layer paradigm,
the security can be enabled at different levelshaf TCP/IP stack. In fact, the application couldséhats own security

mechanisms such WSS (Web Service Secure) [19] feb Bervices applications, or can use some existitgg The IPSec
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protocol [12] provides security services at thewmek layer using two mechanisms: Authentication ¢twa(AH) [20] and
Encapsulating Security Payload (ESP) [21]. Anotisaample is the TLS (Transport Layer Security) pcotd22] that operates
at the transport layer in order to secure TCP baggdications, and its adaptation for the UDP basees: DTLS [11]. At the
transport layer, we have also SRTP which enablegrisey RTP based applications such as IPTV stregin@®m the other hand,
the communication can be transparently secureldeatiata link layer using one of the Wi-Fi secuntgchanisms such as WEP
(Wired Equivalent Privacy), WPA (Wifi Protected Asss) or WPA2 (802.11i).

Thus, the level of the transmission security shdadddetermined taking into consideration the déffersecurity characteristics
of the other levels as well as the impact of trmiggy on QoS.

Table 1 illustrates some of the wide-used secpridgocols that can be applied to real-time tradfich as IPTV. Each security

protocol has a particular impact on the QoS ofdnaitted traffic.

Security protocol Authentication — Integrity Confidentiality Anti-replay
IPSec-AH HMAC-SHA1-96, AES-XCBC-MAC-9§ Sequence number (Optional)
(Network level) HMAC-MD5-96, etc.

IPSec-ESP HMAC-SHA1-96, AES-XCBC-MAC-9¢3DES-CBC, AES-CBC, DES-CBC, etc. Sequence numbpti¢al)
(Network level) HMAC-MD5-96, etc.

DTLS MD5, SHA1 AES, DES, 3DES, R(-40, R(4-128, IDES|Sequence number (Au
(Transport level) Fortezza, etc.

SRTF HMAC-SHA1 AES-CM, AES-f8M Sequence number (Au
(Application / Transport level)

Table.1l. Security services and used algorithms

The last issue that has to be overcome is the duseeity of access terminals in order to providenaversal access for IP
services, especially for multimedia services. Tissue has introduced a new concept called UMA (bhsial Multimedia
Access) that aims to provide a universal acce#silfdlr multimedia content any where, any time arsihg any access terminal.
The service adaptation represents the key soltti@oncretize this concept and to customize theaimetlia content according
to different parameters (terminal, user and acoe$work). To fulfil the adaptation need, the MPEGstandards [23] which
aims to define a common framework for multimediivéey and consumption, dedicates the part-7 [dllecl DIA (Digital Item
Adaptation), to normalize the adaptation operatitinis important to notice that DIA doesn't defittee adaptations techniques,
but it defines tools that help to perform adaptatibhese tools are defined using XML schemas [R4{ allow generating XML
descriptions for different entities. The UED (Usdgjevironment Description) is the most importantl imoDIA. It describes the
user environment which is very important to perfdire adaptation. This environment includes: useratteristics, terminal
capabilities, networks characteristics and natemaironment characteristics.

In the next section, we present IPTV architecthet takes into consideration all technological agppresented in this section.

Ill.  PROPOSEDARCHITECTURE
The IPTV services are still an open issue in noigadbn bodies: ITU-T with IPTV FG (Focus Group)daBTSI with its recent
drafts DVB-IPI. In 2006, the IPTV FG group has poepd a definition for IPTV as multimedia servicexluding
television/video/audio/text/graphics/data deliveoe@r managed IP networks to provide the requiesellof QoS/QoE (Quality
of Experience), security, interactivity and relidii[25].
From this definition, we propose in this paper ad-&-end architecture to transmit IPTV for hetemogous and mobile users

connected over 802.11 wireless access networkspidposed architecture provides a management giat@ssures an end-to-
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802.11 Access Netwark

Domain Domain
Manager Manager

Figure.1. Global architecture of IPTV streaming plaform

end QoS and security for the IPTV streams. Figuitustrates the proposed overall architecture whig divided in two
segments: the core network and the access netivoik separation is motivated by the need to mae#gsently each segment
independently since each one has its own charstitsrand capabilities.

The core network is a high speed wired IP netwarmosed of many independent domains. Each domaraisgged by one
entity called DM (Domain Manager). The DM communésaactively with its network entities in orderensure the QoS and
the security in its domain. Moreover, the DM sugp@n inter-domain service negotiation to assureratito-end service level.
The core network includes two main entities: the(C8ntent Server or TV Head-end) and the AG (Adamtagateway). The
CS is in charge of providing IPTV from digital TWdadcast network to IP network. This latter canDMB-T for terrestrial
network, DVB-S for satellite network or DVB-C foable network. To avoid the duplication of TV stresaim the core network,
the CS transmits the IPTV streams using multidgath IPTV stream is sent in independent multicesty

The multicast IPTV streams are received by the A@layed at the boundary of the wireless accessarnktw

The main functionality of the AG is to adapt th@\Pmulticast service to LoD (Live on Demand) seevidhus, a particular end
user should request the AG to get a specific IPTT¥asn that is transmitted in unicast. This wouldwalcustomizing QoS and
security of the IPTV stream according to the clienvironment and to avoid useless transmissioniielegss network when
there is no receiver for IPTV service.

The AG functionalities are decomposed in three phiasegotiation, initialisation, and operationahgébs.

During the initialisation phase, QoS is negotiatexnn the AG point to the CS head-end. The QoS ratjon is based on a
cascade model in which the local DM of the AG atitis the negotiation process with other DM, byrtgkinto consideration
both QoS and security requirements.

Once the negotiated parameters regarding QoS andityeare determined (i.e. video traffic mappimgoi QoS classes and
security level), the initialisation phase startsdbipwing the AG to retrieve the IPTV multicasteams from the CS head-end.
During this phase, the AG is ready to receive ueguest for IPTV streams. The operational phagéssiden the first request
arrives to the AG. During this phase, the AG perfertwo adaptations: before transmitting the IPThéan and during the
transmission. Before the transmission, the IPT¥astr is adapted according to the client profile Whectransmitted to the AG
within the request. The adaptation performed by @8ers both the QoS and security. For instancejdmtain the IPTV QoS
for a client connected with phone, the video refmtushould be decreased, and security mechanismidinot introduce extra

overhead that can not be supported by the capabflithe terminal. Moreover, if the phone doesupgort the security protocol
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at IP level (IPSec), the AG should assure the #gdar the IPTV stream using others protocols preésat others layers (SRTP
or DTLS at transport layer, security at applicatiemel). During the transmission, the AG performess-layer adaptations to
preserve the IPTV QoS. Indeed, the network QoSmpeters can change during the transmission esped@lla wireless
network. Therefore, the AG should adapt the IPT¥anh according to the network variations by allayicross-layer
communications. For instance, if the available bédth in the wireless network decreases at the layer, the AG should
reduce the rate of the IPTV stream using tranggattrthe application layer.

In the next section, we detail the functioning tod oroposed architecture for each segment. Indhe etwork, we present the
service level negotiation cross-domains that emathle horizontal tight management of QoS and sgcuit the access wireless

network, we describe protocols and profiles usethbyAG to customize the IPTV service accordintheterminal capabilities.

IV. SERVICE LEVEL NEGOTIATION IN THE CORENETWORK
In the core network, the IPTV streaming servicedsesome guarantees in terms of end-to-end QoS exwtity. These
guarantees would be provided using the servicel leggotiation which is ensured by a negotiationtgeol. In our IPTV
architecture, we defined the SLNP (Service Levegdimtion Protocol) protocol which enables the tigianagement of QoS
and security. SLNP allows the simultaneous nedotiaif QoS and security while taking into accourd problems arising from

this association, i.e. security overheads.

A. SLNPDEFINITION
The SLNP protocol was proposed first in [26] in erdo enable end-to-end QoS negotiation in a sedfra management
environment. Then, security aspects were introdirceke service level negotiation in [9]. In thiager we define how SLNP is
used in IPTV service delivery. In fact, using SLNP client is able to negotiate a service level whk different domain
managers (at least one) implied in the communinatiwain. The SLNP protocol employs Web Servicebrtelogy in order to
provide interoperability between the different nigion actors/parts. To satisfy the negotiatioquieements, six types of
messages are used in the SLNP negotiation process:
- NEGOTIATE message enables requesting the estaldishaf a service level,
- REVISION message proposes an alternative to theemggd service level,
- RESPONSE message allows to accept or reject asequan offer,
- MODIFY message is used to request changing andlrestablished service level,
- NOTIFY message is used to inform about changeesaurces availability or the non respect of a serigvel,
- RELEASE message allows ending a service level dyreatablished.
These messages contain an SLS element which chazastthe negotiated service level. Since SLNR dgeb Services, the
structures of the SLS element as well as thoséefdifferent messages are described using XML Sahémthe following

section, we describe the structure of SLS elemguiiehailing the different contained parameters.

B. SLSSTRUCTURE
The SLS element transported in SLNP messages refdhe negotiated service level for various comitations (e.g. TolP,

VoD, IPTV, etc.) and conforms to the defined XMlhema shown in Figure.2.



These parameters can be classified in three typeS: parameters, security parameters and the panantbat are common to
QoS and security. The parameters which are commoseturity and QoS include: SLS Identifier, Traffaentification,
Negotiation Parameters (Mode, Renegotiation Inteavad Reliability (Mean Down Time, Mean Time Tojér). Then, QoS
Parameters contain Scope, Service Schedule, PerficeanGuarantee (Bandwidth, Jitter, Delay, Loss )R&@escription and
Traffic Conformance (Token Bucket, etc.), and fipadExcess Treatment. The ‘Performance Guarantesrneht could be
considered as the most important QoS parameteubedtactually describes the end-to-end QoS tlilbberguaranteed by the
SLS established after a SLNP negotiation. The @o8lldescribed by this element is independent®fQbS models (DiffServ,
IntServ, 802.11e, etc.). End-to-end QoS guarargeteducted from different local offers proposedelgh domain managers
participating in the negotiation. Indeed, each CaRibute is made of a requested part indicating gfobal value to be
guaranteed and an offered part updated by diffemegbtiation participants according to their looffier. For example, the
delayRequestegart of the delay attribute represents the enertb-delay requested by the client, while tiebayOffredpart
corresponds to the sum of the different transitagelensured by the different domains. The QoS Rateam element is
mandatory because the negotiation must at leasecos the QoS. If the service level also inclugesisty, then security impact

on QoS must be estimated and considered in thdiaggp.

—( slsld _( scape )
—( flowld )
SRaaRz 2pe5s,
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integrity
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confidentiality

Figure.2. XML Schema for the negotiated SLS

In order to control the security impact on QoS, pvepose to tightly manage QoS and security in otddake into account
security overheads in the QoS offer. Thus, the 8k§otiated with SLNP contains a Security Parametlsent which is
composed of: Scope and Security Protocol. We tatethis scope can be different from the one sgekih QoS parameters. In
fact, in a QoS context, the scope made of ingredsegress indicates the two communication end-pd@ty. content server and
adaptation gateway). Whereas from a security pafiiew, they can constitute the peers of an IPssmurity association (e.g.
CS and AG or security gateways to which theseiestére connected to). The second element enablesting a security
protocol (IPSec, TLS/DTLS, SRTP, etc.) for whicket of parameters are negotiated.

C. SLNPPROCESSING
The SLNP protocol could be used for service levagjatiation across one or more domains constitutiegcore network. This
negotiation aims to establish an SLS which enablessiring end-to-end QoS and security for an entinéticast group. In this
section, we describe the negotiation process thrahg example given in Figure.3. In this example SLS negotiation
involves the managers of the different domains (D@M2 and DM3), the content server (CS), and theous adaptation
gateways (AG1, AG2 and AG3).



We note that QoS and security levels depend onlherprovided IPTV service. Thus, each AG which tsaa join a multicast
group should contact the CS to know the parameffetfse SLS to negotiate with the different domamslved in the transport
of the requested IPTV service. In the provided exaniFigure.3), the SLS corresponding to the IPEWie, transported from
the CS to the different AGs, is defined through $h& summarized in Table 2.

QoS level Security level
Delay = 1000 ms Confidentiality = Yes - High
Jitter = 500 ms Integrity = Yes — High
Loss rate =5 % Anti-replay = Yes
Bandwidth = 2500 Kbit/s

Table.2. QoS and Security levels for the considerd®TV service

The SLS negotiation in the core network is perfatrae shown in Figure.4. First, the AG1 contacts@seto know the SLS
parameters that should characterize the delivePdd/ Iservice. Then, it can initiate the negotiation sending a Negotiate
message to the manager of its domain (DM1). Td ttés request (Negotiate), the DM1 must interaithuts RMF (Resource
Management Function) to obtain information on th@eSQdelay, bandwidth, etc.), that can be locallferafd to the IPTV
streams, as well as the characteristics (suppattgatithms and protocols, performances, etc.) dtiea that have to perform
security treatments. If the SLS requested by thel A&n not be satisfied in the first domain (D1gnrha negative response
(Response-Nack) is returned to the AG1. Othervagegsitive response is returned to this AGL. T®lves the creation of a
multicast group (MG) and the recording of the cgpanding SLS in the SR (SLS Registries) of DM1.aljnsecurity and QoS
guarantees can be enabled by configuring the coadeantities.

Now, if the AG2 wants to join the MG, it must alsteract with the CS to know the characteristicshaf SLS to negotiate.
Then, the negotiation is initiated by sending auesqf (Negotiate) to the manager of its domain (DM&der asking the RMF,
the DM2 may reject the request or forward it to Diffier updating it according to its local offer (®and security). Indeed, the

request of the AG2 may be rejected if, for examfle,required bandwidth or the needed securityices\vfor the IPTV service

Figure.3. Example of the SLS negotiation for a muitast group



can not be ensured over the second domain D2. Witterthe request of the AG2 (Negotiate) is forveardo DM1. This last
can decide to allow or not AG2 to join MG. In faBiM1 knows the service offer characterizing the \WP3ervice delivery
between the CS and the boundaries of the first dgraa well as the offer proposed on the secondailom

If we consider, for example, the delay parametemtthe negotiation entity DM2 has to calculateshm of transmission delay
on D1 and D2 and that resulting from security opens. After that, if the total delay is greateamhthe delay characterizing the
IPTV service (1000 ms), then DM1 may refuse theiest|of AG2. When the end-to-end service offem(fl6S to AG2) meets
the requirements of the IPTV service, the AG2 retjie accepted and a positive response (Resporgeisiceturned to AG2
via DM2, which must, therefore, record the SLS drich it is engaged. Thus, the AG2 is added to thd#ticast group and the
SLS already registered at the DM1 must be updatéditoduce AG2 among the AGs receiving the IPTMa@mh. Finally, QoS
and security can be configured at the second domain

When the AG3 (belonging to the third domain) havgotn the MG in order to receive the IPTV servitlee negotiation will be
performed in the same manner as described abowseWws, the decision is taken, this time, at DM30OM2. When the
negotiation succeeds, the SLS corresponding tdMtBemust be registered in the SR of DM3, and updatdose of DM1 and
DM2.

When an AG wants to quit the multicast group, itstnsend a Release request which will be treatethbymanager of its
domain. In fact, if this domain is involved in ttransport of the IPTV service for only this AG, thihe corresponding SLS is
deleted from the SR of this domain and the reseresdurces in this domain can be released. We thatethe other DMs

implied in the IPTV multicast must be informed bigt quit in order to update their records on th& 8k the MG.

[ ==smcoennncnnniconnsseaaab S5 LS characteritics-qscs-sssececcmcaaaacccccaap
Phase 1 )
Negotiat
AG1 joins the
multicast group 4r Response Ack
G}lil?esponse Nack
- mm e e eee=a S LS characteritics - - ---mmmemmsfre e e
Phase 2
Negaotiat
AGZ Joins the
multicast group s

Response-Ack

Response
Response-Nack——— Nack

Figure.4. Message Sequence Chart of the SLS negéitia in the core network



From this example, we can see the importance ofislieeof the SLNP protocol in the core network. SL&Rbles ensuring an
end-to-end service level covering simultaneouslg@ad security for the different AGs belonging tmalticast group. In fact,

the sum of the QoS local offers of the differentm@dins involved in the transport of the IPTV serviceist meet the QoS
required by this service. As for security, each domtarrying the IPTV service must provide secusigyvices that satisfy the
needs of the IPTV service. We note that the layewhich security can be implemented may vary frame domain to another
(IPSec, DTLS or SRTP), but the provided securitystraatisfy the required level; i.e. security seegi¢confidentiality, integrity,

non-replay, etc.) and the level of each servicghthinean or low).

Therefore, security impact on QoS parameters ssatekay resulting from cryptographic operations@hmunication ends and
extra bandwidth needed for the added headers wi#dtimated and taken into account when negoti®iog. To demonstrate
the security impact on QoS parameters, we haveiatal the delay and jitter for a UDP transmissisimg 4 security policies
resumed in Table 3. The experimentations were arieduon reel testbed using two systems having déingescharacteristics
(IBM systems, Pentium 1V, 2.4 GHZ).

Policy Characteristics
P1 No security
P2 IPSec, AH, Integrity=HMAC-SHA1-96
P3 IPSec, ESP, Integrity=HMAC-SHA1-96, Confideritjgd AES-CBC.
P4 DTLS, Integrity=SHA1, Confidentiality=AES

Table.3. Security policies used in impact evaluatio

The experimental conditions were extremely conttblsince the two systems have performed only tipcapion that ensures
the transmission and the reception of UDP streamaddition, the wired network connecting the twateyns was over-
provisioned (the bandwidth in the network is gredéttean the UDP throughput) and there is no otheasts in the network.

Figure.5 illustrates the security services impactdelay and jitter measurements. We notice cletiryt security services
(integrity and/or confidentiality), provided thraughe use of IPSec and DTLS, increase the del&yD® transmission as well
as jitter. For example, we note that the delayothticed by security processing varies between 27 &fo of the transmission

total time. This also depends on used security ar@sms: IPSec-AH, IPSec-ESP or DTLS.
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Figure.5. Security impact on QoS parameters (delagnd jitter for an UDP traffic

D. SERVICE CUSTOMIZATIONIN THE ACCESSNETWORK
As mentioned before, the AG is deployed at thero@gg of wireless access network. It transformsrttudticast IPTV service

on LoD service for heterogeneous mobile clients.
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To reach this objective, the AG, shown in Figurer&ludes a new audio/video transmission systenedas cross-layer
interactions, called XLAVS (Cross Layer Adaptived€d Streaming). This new system interacts withtredl network layers
(application, transport, network and access link)the AG as well as the receiving terminal to detee the optimal
configuration which improves the transmission perfance. The optimal configuration includes audigéa customization at

the application level and the QoS setting and nrappier all the layers.

MPEG-21 UED Terminal
User Terminal i
roceiver
F N
XLAVS
P Audio/vidéo L
Cross-Layer Adaptation Application

Decision Point
XLDP

»
[ |

Monitoring/ Transport
Tuning

Monitoring/ Network
i Tuning

Monitoring/ 802.11 Link
Tuning

Figure.6. AG Architecture

The XLAVS (Cross-layer Adaptive Video streamingpmsed on cross-layer integrated approach thatitseantop-down and a
bottom-up communications between network layerss Biows, firstly, to translate the QoS requiremseof the transmitted
stream into network metrics at network and linkelgyand secondly, to reflect, at the applicatiorelethe dynamic changes of
the underlying network.

The added value of our system XLAVS is the cergadion in one module, called XLDP (Cross Layer Bexi Point), all the
information concerning the AG state and all theiglens concerning the adaptations. Figure.6 scheasathis centralization
that aims to coordinate all the actions of the esys{configurations and adjustments) in order tanage the transmission of
IPTV streams in the network managed by the AG. XbAVS incorporates two other major modules to epstire IPTV QoS:
The adapter module which allows a real-time tradsctor audio/video streams and The FEC (ForwardrE@orrection)
module to add redundancy at the application levelnable the receiver to reconstruct lost packets.

In what follows, we will detail only the adaptatiperformed before the stream transmission. Inded&en a client requests a
stream, this last is adapted according to the tchesfile. The performed adaptation is based onMIREG-21 DIA tools, mainly
on Usage Environment Description (UED). The UEDatigsion covers all characteristics of the clieimt.our framework, we
focus on user preferences, terminal capabilitia$ metwork characteristics. However, all these abueationed parameters
described by UED are only related to QoS and thargég parameters are not considered. The secpaitgmeters are important
since the AG should know the security technologppsuted by the client environment according to teahcapability. To
overcome this issue, we enhance the UED with sgcpairameters. Figure.7 illustrates the XML scherhan UED with main

elements. The QoS parameters are presented wittotedand security parameters with green.
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The terminal capabilities includes 4 parts: theiafyideo decoding capabilities for terminal (codédrate, frame rate), the
display capability (display resolution), the audiotput capabilities (sampling frequency, numbecladinnels) and finally the
security capabilities which enumerate the differgadurity protocols supported by terminal (IPse€L®, etc.) and algorithms
which can be used for provided security servicesdnh protocol (Integrity and confidentiality).

The network characteristics include the networkatély and network condition. The network capalildescribes static
attributes of network such as maximum rate, avelaggeratio. It defines also the security protocalpported by network at link
layer such as WEP, WPA or WPA2, since in our aethitre we focus on 802.11 wireless networks. Régagrthe network
condition, the parameters describe the dynamic\hetaof network, for instance, the rate variatithre instantaneous loss ratio,
delay and jitter.

The UED should be transmitted to the AG from cliethien this latter requests a specific IPTV strebmmour architecture, we
use RTSP (Real Time Streaming Protocol) [28] whschefined specially to control video streamingse@s. However, RTSP
protocol doesn’t provide means for clients to stmair profiles i.e. the UED description. In fact,RTSP architecture, the server
provides a static video content described with $8&ssion Description Protocol). The client receivesSDP and if it doesn’t
support the configuration proposed by the serberréquest fails.

In our architecture, we propose to modify the REB€hitecture to allow the UED transmission. The ification is illustrated
in Figure.8 that details the RTSP requests/respoasehanged between the client and the AG.
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Figure.7. XML Schema for the UED
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The UED document is transmitted in the DESCRIBEIesq body from the client to the AG. First, the Agecifies QoS and
security parameters for the session. Then, it geegra new SDP according to the new parametersammits the new SDP in
the response body of DESCRIBE request. At this tpdire security is not configured because the sesisi not yet created
(Figure.8).

Thus, to avoid the useless security configuratiorthie case where the session is not created, theityeparameters are
configured after the SETUP request/response. Findike client can transmit the PLAY request to reeean adapted and

secured IPTV stream.
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Figure.8. RTSP exchanged messages

V. CONCLUSION
In this paper, we have presented a new IPTV deglipdatform that provides mobile users with custoediZPTV service via
WLAN 802.11 access network. In particular, we hpuesented mechanisms used by the IPTV architetdupeovide the tight
management of QoS and security for IPTV servicesy dwo different segments of the IPTV transmisspath. In fact, we
described how the SLNP protocol enables the seneieel negotiation for end-to-end QoS and secugifiarantees across
heterogeneous domains composing the core netwdin, Twe detailed the use of the MPEG-21 part-7dstahto guarantee
tight management of QoS and security to mobile ézethe IPTV delivery. The described results ithase that security and
QoS are mutually related to each other and cammotplemented orthogonally.
The implementation of the mechanisms allowing igattmanagement of QoS and security on our IPT\{fqlan is nearly
finished. Then, the next objective is to evaluheieal performances of the management processciallp the time needed for
the establishment of an end-to-end service level.
Since a domain manager could be implied in severgbtiation processes in the same time, we willuata the scalability of
the SLNP negotiation performed in the core netwtiris also planned to study the scalability of #daptation achieved at an

adaptation gateway which have to adapt IPTV strefama set of heterogeneous terminals.
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