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Abstract— The use of contracts in component-based
development is a well-established approach. Howevérere exists
a wide range of views as to the nature of the corscts that are
necessary to support safety-critical systems dev@iment,
assurance and certification. Different standards ad projects
have tried to reduce ambiguity and propose the begiractice in
this area. In this paper we present work that moveone step
further forward with the creation of a methodology and
grammar that incorporates encompasses and helps stture
current models of ‘safety contracts’.

Keywords— component; certification, contracts, gramar

l. INTRODUCTION

As systems become increasingly complex and digatbu
development becomes increasingly commonplace, thase
been greater interest in component-based and coib@aed
approaches to system development and assurangarafiel
with this, certification standards are increasingiypporting the
the notion of modular (component) certificationr Example,
DO-297 [1] addresses this topic in the context afdoiar
avionics and the concept of SEooC (safety elememtod
context) has been introduced in the new automotafety
standard ISO 26262 [2]. These new concepts areasy to
apply. Ruiz et al [10] has previously described diféculties
faced by industry when attempting to apply the SEooncept
(particularly with respect to managing assumptio@jntract
based approaches can help structure and managetihiées
associated with compositional certification. .

Il.  TECHNICAL APPROACHES

A number of different technical approaches to amitr
specification have been studied. Each of them &lfyidocuses
on solving one objective. There are some identifiedsons
behind formalizing contracts such as [11]:

¢ Avoid human errors
e Support for validation or checking

¢ Interoperability between different suppliers

« Facilitate the integration of the components within

the system
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The following table shows some of the approachesadly
explored for improving the definition of contracts:

TABLE I. DIFFERENTCONTRACT TECHNICAL APPROACHES

Approach Description Ref

Specification of a formal meta-modeling
language for design contracts. It provides
information about components behaviour,[3]
variables and interfaces but not the
implementation
Specification of a formalization of safety cases.
Safety argumentation can be logical deductipn,
probabilistic, expert judgement or historical[12]
experience. Formalizing some elements
supports precision and cheching methods
The ‘Rich Component’ Metamodel focuses pn
the integration of component-based design| by
the use of contracts from different [6]
perspectives: such as operational actors;
functions, logical components or technigal
components.
In different domains there have been initiatives
to define a reference architecture with an open
APl e.g. AUTOSAR. These reference 7]
architectures can be decomposed into diffe er[gs]
components. The integration of these
components is implementation independent
and is aided by well-defined interfaces

Formal
language

Metamodel

Reference
architecture

Properties

modelling Formal and structured property modelling . [8]

Definition of a generic pattern for safety case
contracts. They propose the GSN notation as

way to structure agreements between sa et;Tr‘9 ]
case modules.

All of these approaches try to solve parts the wimioblem
from different perspectives. Some approaches, siscthose
that concentrate on defining reference architestui@us on
design standardization and component integratitimerahan
certification. (Although an argument can be madat tiney
may reduce the costs of certification through distaing
standardized interfaces.)

Pattern

I1l.  HIGH LEVEL GUIDANCE

Different assurance and certification standards ehav
addressed the problem of component-based assurance
different ways. Here, we focus especially on thm@es and



automotive domains. In the automotive domain,
introduction of the Safety Element of Context (SEpo
together with the standard ISO 26262 [2] has op¢hedioor
to modular approaches regarding functional safetyn

example of a safety-oriented ‘contract’ can be sgehSO

26262 [2], where the term Development Interfaceeg&gnent
(DIA) is used to defines the procedures and respitities

allocated within distributed developments for iterasd

elements. In the DIA the supplier should exchanggh the

customer information such as: feedback about aisfli
completeness, consistency, etc.; technological tdtioins,

behaviour models, incl. fault models, feedback albowndary
between the component and its environment.

In the avionics domain we can find similar requiesns
with respect to module and application reuse witinIMA
(Integrated Modular Avionics) platform. In DO-2971][
(amongst other requirements) it is required thatitétions,
assumptions, etc. are documented and a usage damalisis
performance to ensure that any component is beinged in
the a way that is compatible with the original desntent.

thehow users may systematically assure safety of thgstem

while integrating components. In order to do it prepose the
definition of a BNF (Backus Normal Form or BackustiX
Form) grammar. In this structure we will take imttcount the
different views of contracts. AC 20-148 states ,tHatentify
any installation, safety, operational, functioral performance
concern”. We organise our contract grammar aroumesbet
aspects to help identify such concerns. Fenn @)@ses to use
argumentation not only on safety cases but alscsafety
contracts, so our grammar should support argunientat
Rusby [13] has previous identified different typexf
argumentation. These types can be used to helpderextra
structure to the argumentation aspects of the agnggrammar.

One of the benefits of formalizing safety contraetd be
the possibly of tool support for checking or getiatp
contracts. We are using Xtext [14] as the technpldg
implement our grammar and be able to interoperétte ather
future tools. Moreover, with the provision of a idefl
grammar for safety contracts we will be able to psup
validation of contracts (e.g. helping identify imeplete

I - contracts).
Other aerospace avionics guidelines such as AC4204] )
concerning reusable software components indicateittorder
to reuse components, stakeholders must identify any ACKNOWLEDGMENT

installation, safety, operational, functional andrfprmance
possible concerns. Developers need to state cléaelyDO-

178B objectives that are fully and partially addest, and how
compliance has been achieved. They need to stel\ckhe
failure conditions, safety features, protection hasism,

architecture limitations, software levels, intedapecification
and the process for certification. AC 20-170 [5]fimies

incremental acceptance as, “A process for obtairdregit

toward approval and certification by accepting iodiihg that
an IMA module, and/or off-aircraft IMA system corigd with

specific requirements. This incremental acceptasadivided

into tasks. Credit granted for individual tasks teitrites to the
overall certification goal.” This definition impke that the
process in which the system assurance is perfoisedso

important. At every stage some form of recogniticn
submitted in relation which a compliance data pgekalhe
process is divided into 6 tasks:
Application acceptance; IMA system acceptance, rAftc
integration of IMA system, Change and reuse of neslwr
applications. Reuse can be done at Task 1and R leve

IV. COMPARISONS

Our on-going work addresses the challenge of iateyy
the existing approaches described in the previeasas. In
doing this, we hope to improve consistency of apphoacross
and reduce uncertainty as to the necessary coasmes in
safety-oriented contract specification and manageme

Guidelines from the standards offer the best prestiand
interpretations of the standards in order to comyith certain
requirements. Those best practices can be modeltad the
different technical approaches and impact on théhadelogy
for the system development. Different technical suees can
be put into place in order to assure the corredt @mplete
following of the guidance and practices.

In our approach we propose to formalized contridctsugh
an well defined and structured contract ‘grammarstipport

Module acceptance;

The research leading to these results has recéiveling
from the FP7 programme under grant agreement n91239
(OPENCOSS) and n°608945 (Safe Adapt)
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