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Abstract— Development of safety-critical software is 
constrained by the requirements of numerous standards and 
recommendations. In consequence, the development costs and 
time are considerably higher. In order to deliver high quality 
products faster and at lower cost safety-critical software 
developers may look for more efficient approaches and in 
particular the agile development practices are considered as a 
promising alternative. In this text we describe our research 
towards introducing agile practices into critical software 
development processes  
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I. PROBLEM STATEMENT 

The need to deliver high quality systems, faster and at 
lower cost in comparison to competitors encouraged 
companies to look for more efficient solutions [1], [2]. Agile 
methodologies are known to successfully address these issues 
for non-critical projects. Presumably agile practices can 
reduce both cost and time to market when applied to safety-
critical projects as well. While benefits can be significant, the 
main concern are quality and safety assurance. Plan-driven 
methodologies adequately address these objectives and have 
been integrated into the safety lifecycle for a long time. A 
growing body of evidence demonstrates that agile practices 
with their flexibility and the potential for shortening the 
development time and lowering the development costs could 
be complemented by more disciplined approach and therefore 
bring the best of the two worlds together [3], [4], [5], [6], [7], 
[8]. In particular, the challenge is to find an effective way of 
introducing agile practices into the critical software 
development process while ensuring that the level of 
assurance required by the corresponding domain specific 
standards is sufficient from the regulatory and system 
certification viewpoints. A mechanism for maintaining such 
control over the critical (agile) software development process 
could result in an explicit assurance (safety) case which 
integrates the assurance requirements with the arguments and 
evidence demonstrating that the requirements are satisfactorily 
implemented. Providing a methodological framework and 
tools for building, maintaining and assessing such assurance 
cases for the software development processes could help 
safety-critical software developers (in particular SMEs) to 
streamline their processes with agile practices and to maintain 

conformance with safety standards and certification 
requirements. 

II. OBJECTIVES  

The main goal of the research is to develop a 
comprehensive solution that would help safety-critical software 
developers to incorporate agile practices in the most profitable 
way while meeting the safety requirements imposed by 
standards and certification bodies. In particular, we are 
interested in a solution that provides for incremental 
development of an assurances case in paralel to the progress of 
the software development process which would make the 
assurances case a sort of „side effect‟ of the software 
development. 

Although we want the solution to be as generic as possible, we 
decided to focus on  medical software domain. Medical devices 
are becoming increasingly software intensive and the market of 
suppliers as well as clients is growing rapidly. Health related 
electronic devices find their use in hospitals, homes, 
pharmaceutical companies and in many contexts has safety 
relevance. Most of such products need to be compliant with 
appropriate the related standards (e.g. GAMP [9], ISO 13485 
[10], IEC 62304 [11] ) and explicit assurance cases for medical 
devices are expected to be required by the relevant regulatory 
bodies. 

III. METHODOLOGY 

 First, a literature review has been performed together with 
the review of the recommended, currently applied practices of 
critical software development and the review of currently used 
agile software development practices.  

To better understand the risks related to application of the agile 
practices in critical software development processes we plan to 
perform a series of case studies with the involvement of 
software engineers. During these case studies the participants 
are requested to analyze and assess risks related to the agile 
practices and to propose the ways of controlling these risks. 
The case studies are bound by target system and its 
environment  (the common insulin pump example has been 
selected for that purpose) and by the process context of 
software development (here, we concentrate on Scrum and 
Extreme Programming). 

To represent the constraints imposed by the relevant standards 
and recommendations and to incrementally construct a related 



assurance case we will use the TRUST-IT methodology [12] 
and in particular its application scenario related to standards 
conformance [13], [14] and the related platform of services 
[15]. Referring to standards and the present good practices we 
will develop a set of argumentation patterns that will also 
reflect the knowledge on risk mitigation related to the agile 
development practices acquired during the case studies. In 
order to justify each pattern we will prepare complementary 
meta-arguments. We described these ideas in more detail in 
[16], [17].  

Upon completion of the planned case studies we will analyze 
the results and determine which of the agile practices raise 
most doubt when applied in safety critical projects and thus 
require extended evidence when building assurance arguments.  

Alongside the case studies we will prepare templates for meta-
arguments as well selected assurance argument patterns, for 
software development processes which incorporate agile 
practices, both presented in NOR-STA tool [15]. 

The complete method is planned to be a subject of validation 
with active participation of stakeholders and experts. Our aim 
is to establish cooperation with medical software developing 
companies to provide a satisfactory validation context. 

IV. EXPECTED RESULTS 

 The results of this research will be delivered as a set of 
argument patterns justified by associated meta-arguments 
supporting introduction of agile practices into critical software 
development and the related models of business processes 
explaining how the argument patterns are to be used to 
incrementally develop an assurance case for the resulting 
software. These results will be packaged on the top of the 
NOR-STA platform of generic services supporting application 
of evidence based argumentation [15]. 

V. PRESENT STATE 

The research described in this paper is an ongoing project. 
To date we carried out two case studies in 2012 (CS1) and 
2013 (CS2) with the goal to investigate how junior software 
engineers identify and assess risks associated with applying 
selected agile practices to critical software development and 
what are their suggestions concerning risk mitigation. The 
results of the CS1 can be found in [16] and [17]. We plan to 
carry out workshops for more advanced practitioners in the 
nearest future as a continuation of the case studies. 
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