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Abstract. Before using a digital system, it is necessary to evaluate it according
to different parameters. Lately trust emerged as a momentous aspect of evalua-
tion. Evaluating trust in a system is a complex issue that becomes more challeng-
ing when systems use distributed architectures. In a previous work, we proposed
SOCIOTRUST, a trust model that is based on probability theory to evaluate trust
in a system for an activity. In SOCIOTRUST, trust values are considered as the
probability, by which a trustor believes that a trustee behaves as expected. A
limitation of using traditional probability is that users cannot express their uncer-
tainties about some actors of their activity. In real situations, not everyone is in
possession of all the necessary information to provide a dogmatic opinion about
something or someone. Subjective logic thus emerged to facilitate the expression
of trust as a subjective opinion with degrees of uncertainty. In this paper, we pro-
pose SUBJECTIVETRUST, a graph-based trust model to evaluate trust in a system
for an activity using subjective logic. The distinctive features of our proposal
are (i) user’s uncertainties are taken into account in trust evaluation and (ii) be-
sides taking into account the trust in the different entities the user depends on to
perform an activity, it takes into consideration the architecture of the system to
determine its trust level.

1 Introduction

When users need to choose a system to perform an activity, they are faced with a lot
of available options. To choose a system, they evaluate it considering many criteria:
functionality, ease of use, QoS, economical aspects, efc. Trust is also a key factor of
choice [14,18]. However, evaluating this trustworthiness is a challenging issue due to
the system complexity. We argue that studying trust in the separate entities that compose
a system does not give a picture of how trustworthy a system is as a whole. Indeed, the
trust in a system depends on its architecture, more precisely, on the way the entities
which the users depends on to do their activities, are organized.

Trust has been widely studied in several aspects of daily life [4,5,6,20,22]. In the
trust management community, graph-based trust [7,8,12,13,15,16,17] is a way to derive
trust that has been used a lot recently. The main idea in graph-based trust is to estimate
two levels of granularity so-called trust in a path and trust in a graph or a target node
in the graph [1].

SOCIOTRUST [3] is a graph-based trust model, based on probability theory, to eval-
uate trust in a system for an activity. In SOCIOTRUST, trust values are considered as the
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probability by which a trustor believes that a trustee behaves as expected. A limitation
of SOCIOTRUST is that users cannot express their uncertainties about a proposition. In
real situations, no one is in possession of all the necessary information to provide a
dogmatic opinion.

Subjective logic [11] is suitable for dealing with trust because trust can be ex-
pressed as subjective opinions with degrees of uncertainty. In this study, we extend
SOCIOTRUST to use subjective logic. The main contribution of this paper is propos-
ing a generic method, named SUBJECTIVETRUST, for evaluating trust in a system for
an activity. The system definition is based on SOCIOPATH [2] which allows to model
the architecture of a system by taking into account entities of the social and the digital
world involved in an activity. To focus on the trust in the system, the SOCIOPATH model
is abstracted in a graph-based view. Levels of trust are then defined for each node in the
graph. By combining trust values, we are able to estimate two different granularities of
trust, namely, trust in a path and trust in a system, both for an activity to be performed
by a person.

This paper is organized as follows. Section 2 gives a quick overview of subjective
logic and SOCIOPATH. In Section 3, we propose SUBJECTIVETRUST for evaluating
trust in a system for an activity using subjective logic. Section 4 presents the experi-
ments that validate the proposed approach. Section 5 presents some related works be-
fore concluding in Section 6.

2 Background and preliminaries

2.1 Overview of subjective logic

A lot of trust metrics has been proposed to evaluate trust like binary [9], simple [7]
or probabilistic metrics [3]. In previous metrics, a given person can not express her
ignorance or her degree of uncertainty. In another words, she cannot say “I do not
know” or “I am not sure”. In real world situations, no one can determine an absolute
certainty about a proposition. This philosophical idea leads researchers to look for a
mathematical formalism that can express the uncertainty.

Subjective logic [11], which is an extension of classical probability, is a good can-
didate to solve this problem. Subjective logic is a probabilistic logic that uses opinions
as input and output variables. Opinions explicitly express uncertainty about probability
values, and can express degrees of ignorance about a subject matter such as trust. In the
terminology of subjective logic, an opinion held by an individual P about a proposition
x is the ordered quadruple O, = (by,d;,u,,a,) where b, (belief) is the belief that
the x is true, d, (disbelief) is the belief that the x is false, and u, (uncertainty) is the
amount of uncommitted belief, b, d, u, € [0..1] and b, + d; + u, = 1. The last value
a; € [0..1] is called the base rate, it is the priori probability in the absence of evidence
and is used for computing an opinion’s probability expectation value that can be deter-
mined as E(O,) = b, + a,u,. More precisely, a, determines how uncertainty shall
contribute to the probability expectation value (O, ). The latter can be interpreted as
a probability measure indicating how x is expected to behave in the future.

An opinion O, can be defined as a point in the triangle shown in Figure 1(a). The
belief axis b,, the disbelief axis d, and the uncertainty axis u, run from the middle
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Fig. 1. Opinion triangle [11]

point of one edge to the opposite corner. In Figure 1(b), the horizontal bottom line
between the belief and disbelief corners represents opinion’s probability expectation
E(O,,). The base rate is represented as a point on the probability axis. The line joining
the top corner of the triangle and the base rate point is called the director. The value
E(0O,) is formed by projecting the opinion point onto the probability axis in parallel to
the base rate director line. For instance, in Figure 1, the point O, represents the opinion
O, =(04,0.1,0.5,0.6) and E(O,) = 0.7.

In subjective logic, a mapping between the opinion parameters and the number of
positive and negative observations is provided [11,12,13]. Let r and s express the num-
ber of positive and negative past observations about x respectively, then an opinion
about x can be determined as:

- _r — 2bg
bx T r4s+2 r= 2udL

_ _s _ 2d.
dy = rgte ST (1
Uz = T7s73 1=0b, +d, +u,

Subjective Logic is directly compatible with traditional mathematical frameworks
as we show in the following:

— if b = 1 is equivalent to binary logic TRUE,
— if d = 1 is equivalent to binary logic FALSE,
— if b+ d = 1is equivalent to a traditional probability,

if b 4+ d < 1 expresses degrees of uncertainty, b + d = 0 expresses total uncertainty.

2.2 Operators in subjective logic

In subjective logic, a set of standard logical operations like the conjunction and dis-
junction, and non-standard logical operations like the consensus and the discounting
are defined to combine the opinions. In this section, we present the most important
operators in subjective logic.
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— Conjunction operator: the conjunction operator represents the opinion of a person
toward several propositions. Let OF = (b2, dE ul’ af’) be P’s opinion about x
and OP (bP dP P a? , ) be P’s opinion about y, Of Ay Tepresents P’s opinion

about both x and y and can be calculated with the following relations:

bfAy beP
P p p dey dP + dP deP
O NOy = Ogpy = ub, = bPuP +uPbP —l—uf P @
v ug P—‘y—bPu}yaP—i-uPaly’LLPaP
aP _ x x x Ty Yy
Ay T bP P+ufb5+upu5
E(0; AOy) = E(O;,) = E(0;)E(0y) 3)

— Disjunction operator: the disjunction operator represents the opinion of a person
toward one of the propositions or any union of them. Let O = (b2 df ul’ al)

.L ’ .L

be P’s opinion about = and OP (bfj, dl u P P) be P’s opinion about ¥, Ofvy
represents P’s opinion about x or y or both and can be calculated with the following

relations:

b, = b + b — bPBF
db,, = deP
OP\/OP oF Y _ e PP PP 4)
z avy =\ Ugpyy = dy Uy +ug dy + ug uy
oP = upa +u a, —bpupa biufaf—ufafufai
zVy u}?+up bPuﬁ’—biuf—ufuP

E(0F v O}) = E(0F,,) = E(OF) + E(O]) - E(©OD)E©L) ()

— Discounting operator: the discounting operator represents the transitivity of the
opinions. Let OF = (b5, d5,uE,ak) be P’s opinion about B’s advice, and
OF = (bB,dB u B aB) be B’s opinion about z, OFP=0L ® OF represents P’s
opinion about x as aresult of B’s advice to P:

o
dw = dew
=dp +up +

PB _ B
a, = a,

O =0E 208 = bouB (6)

— Consensus operator: the consensus operator represents the consensus of the opin-
ions of different persons. Let 02 = (b2, d4, u#, a?) be A’s opinion about x, and
OZ = (bB,dB,uB,aB) be B’s opinion about 1 , OA B=02 @ OP represents the
opinion of an 1mag1nary person [A, B] about z .

pAB _ bAuB £pByA

x A+uB_uAuB
JAB (iAué_i_dBLAX

AB _ A B __ T T uftuB—udub

0.7 =0, 00, = B T (7

Uy = u§+uBquuB
CLA’B ul ay +uBaA—(a +a, Byu fuf
T uf+ubl— 2u’f‘uB
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It is important to mention that conjunction and disjunction are commutative and
associative.
P P _ AP P
O, NO, =0, NO,

orvofl=0vof
(0L nofynol =o0f n(of nob)
(o volyvol =0l v(©]vol)

But the conjunction over the disjunction is not distributive. This is due to the fact
that opinions must be assumed to be independent, whereas distribution always in-
troduces an element of dependence.

OL N(O] v OL) #(0F NOF) Vv (0L nOT)

For the same reason, the discounting over the consensus is not distributive.
P P P P P P P
0, ® (0, ®0,)# (0, ®0,)® (0, ®0;)

Let us now present an overview of SOCIOPATH.

2.3 Overview of SOCIOPATH

The SOCIOPATH meta-model [2] allows to describe a system in terms of the entities
that exist in (i) the social world", where persons own physical resources and data, and
in (ii) the digital world, where instances of data (including application programs) are
stored and artifacts (software) are running. SOCIOPATH also allows to describe the
relations between the different entities of the two worlds. Figure 2 shows a graphical
representation of SOCTIOPATH. Enriched with deduction rules, the SOCIOPATH meta-
model allows to underline and discover chains of access relations between artifacts, and
control relations between persons and digital resources in a system. The main concepts
defined in SOCIOPATH are:

— minimal path (0); a list that begins from an actor, ends with a data instance and
contains artifacts in between. Between each two consecutive elements in this list,
there is a relation access. A minimal path describes a straight way an actor achieves
an activity without passing by cycles.

— activity (w); a task like editing a document by a user, where some restrictions are
considered to impose the presence of particular elements in the path. For instance, if
auser wants to read a . doc document, she must use an artifact that can understand
this type of document (e.g., Microsoft Word or LibreOffice Writer).

Each artifact in a path is controlled by at least one person and supported by at
least one physical resource. In SOCIOPATH, the persons who control an artifact are the
persons who own a physical resource that supports the artifact or who own some data
represented by a data instance that supports the artifact (the providers).

! The words in italic in this section refer to keywords of Figure 2, describing the SOCIOPATH
meta-model [2].
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Fig. 2. Graphical view of SOCIOPATH as a UML class diagram.

Figure 3 presents a graphical representation of a simple system drawn by apply-
ing SOCIOPATH. Consider that a person John wants to achieve the activity “accessing
the document toto using GoogleDocs”. In the social world, the person John owns
some Data, a PC and an iPad. Microsoft, Google and Apple are moral persons
who provide resources and artifacts. Renater, Orange and SFR are French telco com-
panies. John’s iPad is connected to SFR Servers and Renater Servers as well as
John’s PC is connected to Orange Servers. On the other hand, in the digital world, the
operating system Windows is running on John’s PC. Windows supports IExplorer.
John’s iPad supports the running i0S, which supports the application Safari. John’s
data are represented in the digital world by the document t ot o which is supported by
the physical resources owned by Google. For sake of simplicity, we consider Google
Cloud as the storage system used by the application GoogleDocs. By applying the
SOCIOPATH rules on this example, we obtain the relations of access and control shown
in Figure 3 where John has the following minimal paths to access toto:

o1 ={John, Windows, IExplorer, ADSL Network, Google Cloud, GoogleDocs, toto}.
oo ={John, i0S, Safari, SFR Network, Google Cloud, GoogleDocs, toto}.

o3 ={John, i0S, Safari, Professional Network, Google Cloud, GoogleDocs, toto}.

For sake of simplicity, in the current paper we voluntary limit the digital activities
to those that can be represented using a straight path. We do not consider activities that
need multiple paths in parallel to be achieved. Of course, an activity can be achieved
through several paths and each path represents a different way to perform it. Most of
the popular activities can be illustrated this way like connecting to a search engine, con-
sulting a web page, publishing a picture, editing a document, efc. In the next sections,
“accessing a document” embodies our illustrative activity.

3
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Fig. 3. Graphical representation of a system for the activity “John accesses a document toto on
GoogleDoc” using SOCIOPATH.

3 Inferring trust in a system for an activity

In order to evaluate the trust level of a particular user in a system for a particular activity,
we first obtain a coarse-grained view of the system, from a SOCIOPATH model, as a
weighted directed acyclic graph (WDAG) (cf. Section 3.1). This graph represents the
system allowed to perform the digital activity of the user. We then apply subjective
logic on this graph to obtain the user’s trust in a system for an activity achieved through
the different paths in the graph (c¢f. Section 3.2).

3.1 A SOCIOPATH model as a weighted directed acyclic graph

We simplify the representation of SOCIOPATH by using only access and control rela-
tions derived from SOCIOPATH rules. We combine an artifact, the set of persons control-
ling it and the set of physical resources supporting it in one unique component. These
merged components are represented by nodes in a WDAG. Moreover, edges in this
WDAG represent the relations access. A user achieves an activity by passing through
several successive access relations of the graph, so-called a path?. Each node is associ-
ated with the user’s opinion about this node. To summarize, a system that enable a user
to achieve an activity w can be formally modeled as a tuple:

o p =< Ny, Ay, w, > where:

w: the activity the user wants to achieve.

P: the user who wants to achieve an activity.

— N, the set of usable nodes in a system for an activity. Each node aggregates one
artifact, the persons who control it and the physical resources that support it.

- A, € N, x N: the set of edges in a system. From the rules of SOCIOPATH and

the aggregation we made for a node, our WDAG exhibits only the relation access.

2 If there is no ambiguity, we denote a minimal path through the WDAG by simply a path o.
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Fig. 4. The activity “John accesses a document toto on GoogleDoc” as a WDAG.

- w, : N = ([0,1],]0,1], [0, 1],[0,1]): a function that assigns to each node an opin-
ion. In this paper, an opinion about a node N is denoted by w for simplicity.

Figure 4 shows the same system presented in Figure 3 as a merged WDAG where each
node represents an artifact with all additional informations as physical resources it de-
pends on and persons who control it and each edge represents the relation accesses. The
associated values on the node represents John’s opinion about this node. The paths that
enable John to access toto become: o1 ={A, C, E, H, I}; o2 ={7, C, F, H,
1}; o3 ={B, D, G, H, I}.

3.2 SUBJECTIVETRUST: an approach to infer trust in a system with subjective
logic

Trust can be modeled through a graph that contains a source node and a target node
and intermediates nodes. The edges in the graph represent the relations between nodes.
Trust values are usually associated to the graph’s node or edges. Trust evaluation in
graph-based trust models has three phases:

— Trust evaluation in a node: the evaluation of a node’s trust value differs from one
person to another. There are several ways to construct this trust level. We can figure
out different objective and subjective factors that impact this trust level like the
reputation or the personal experience with this node. In this paper, we depend on
the user’s local binary observations of a node to build the user’s trust in a node (c.f.
Section 3.2.1).

— Trust evaluation in a path: this phase is based on concatenating the node’s/edge’s
trust value along a path between a source and a target (c.f. Section 3.2.2).

— Trust evaluation in a graph: this phase is based on aggregating the different path’s
trust values in the graph (c.f. Section 3.2.3).

The main problem that faces this type of trust evaluation is the common nodes/edges
between paths. Since the trust evaluation is firstly based on concatenation the trust value
along a path then aggregating the trust value of all paths, the trust values of the com-
mon nodes/edges between paths are multi-counted which leads to non-accurate result
in evaluating trust [12,13].

In our approach, we propose several methods which are based on graph simplifi-
cation and edge splitting to obtain a graph that has independent paths to resolve the
previous problem (c.f. Section 3.2.3-2).
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3.2.1 Opinion about a node: opinion about a node depends on user’s negative or
positive observations r, s and is computed by Relations 1. Since our work focuses on
local trust, local observations are considered. A trust survey shown in Appendix A.6
allows to collect the users’ observations in order to build an opinion about a node.
The proposed questions in this survey collect information about the user’s usage of a
node to estimate the uncertainty . The negative observations of using a node is also
demanded to estimate the value of d for a node. The value of b is computed by the
relationb =1 — d — u.

3.2.2 Opinion about a path: after building an opinion about a node, an opinion
about a path that contains several nodes can be computed. If a person needs to achieve
an activity through a path, she needs to pass by all the nodes composing this path.
Hence, an opinion about a path is the opinion of all the nodes composing this path.

The conjunction operator in subjective logic represents the opinion of a person about
several propositions. If O = (bL,dZ,ul,al) is P’s opinion about z and O}’ =
(b}, dl’ ul’ al’) is P’s opinion about y, OL,, represents P’s opinion about both x
and y. Thus, the conjunction operator is the appropriate operator to compute an opinion
about a path from the opinions about the nodes.

Let 0 = {Ni,Na,...,N,} be a path that enables a user P to achieve an
activity. P’s opinion about the nodes {N;};c[1., for an activity are denoted by
On, = (bn,,dn,,un;,an,). P’s opinion about the path ¢ for achieving an activity,
denoted by O, = (b,,ds, us,a,) can be derived by the conjunction of P’s opinions
about {N;}ic(1.n]- Oo={n,....N,} = NON, }ie[1..n)- Given the following relations
from [11];

buny = bub,
duny = do + dy — dpd,

Ugny = Dptly + Ugby + Uz
a _ bruyaytbyugartuzazuyay
TAYy — Doty +Ugby+uzty

Ox/\y =

We obtain the following generalization:

bom(Ny. N} = ONN ey = i1 O
Qo= {Ny . Nn} = AN Yiepr. g = L~ Tlima (1 —divy)
Oo={N1....Nn} = | Uo={Ny,...,Np} = UNNiYien..n) = [T, oy, +uny) = TT= (b)) @
_ _ o OGNy +un an) TS (On;)
As={Ny,..., Nn} = OA{N;}ici1.n] = =, Cn, Tun,) 11— (n,)

The proofs of Relations 8 in Appendix A.1 and the verifications of the relations: b, +
de +us = 1,0 < b, <1,0<d, <1,0< uy < land 0 < a, < 1 are in
Appendix A.1.1.

3.2.3 Opinion about a system after building an opinion about a path, an opinion
about a system that contains several paths can be built. An opinion about a system is
the opinion of a person about one of the paths or any union of them.

The disjunction operator in subjective logic represents the opinion of a person in

one proposition or several. If OF = (bF, dZ, ul ,al’) is P’s opinion about - and O} =
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(b, df,uf,al’) is P’s opinion about y, OL,, represents P’s opinion about z or y or
both. Thus, the disjunction operator is the appropriate operator to evaluate an opinion
about a system. In the following, we show how to build an opinion about a system when
(i) there are not common nodes between paths and (i) there are some common nodes
between paths.

1. Opinion about a system having independent paths:
Let {01, 09,...,0m} be the paths that enable a user P to achieve an activity.
The user opinion about the paths {o;}ic[1..m) for an activity are denoted by
Os, = (bs;,ds,, U, , s, ). The user opinion about the system « for achieving the
activity, denoted by O, = (ba, dw, Ua, 6o ) can be derived by the disjunction of P’s
opinions about {7 }ic[1..m]- Oa = V{Og, }ic[1..m]- Given the following relations
from [11];

bavy = by + by — buby

dyvy = dgdy

Ugvy = AUy + Updy + Ugly

Ug Qg FUy Gy —bpUy Gy —byUy Gy —Ur Az Uyay
Ug Uy —brUy —byUz —Ug Uy

OrVy =

az\/y -
We obtain the following generalization:

bafoy.om} = byio;y =1 = T2y (1= bo;)
da:{ﬂ ----- om} — d\/{‘ff,} =10, do;

Oa={o1.om} = | Uam{oy...om} = W{ey} = 21 (do; + uo;) =TT, (doy) ©
_ _ 24 (do; +uo) —TI72 4 (do; +uo; —uo; ac;)
Ga={oy,....om} = W{o;} = TI7 (Ao, Tuo, ) — 1112 (doy)

The proofs of relations 9 are in Appendix A.2 and the verifications of the relations:
bo +do +ua=1,0<b, <1,0<dy<1,0<u,<1land0 < a, < 1 arein
Appendix A.2.1.

2. Opinion about a system having dependent paths:
In subjective logic the disjunction is not distributive over the conjunction, ie. we
have O, A (Oy V O;) # (Oy A Oy) V (Oy A O). Then when there are common
nodes between paths, the Relations 8, 9 can not be applied directly. In order to apply
subjective logic for evaluating trust in a system, we propose to transform a graph
having dependent paths to a graph having independent paths. Once this transforma-
tion is made, we can apply the Relations 8, 9. Three methods are proposed:

— Method 1 (M1): this method is achieved by simplifying a graph with common

nodes between paths into a graph having only independent paths. This is made
by removing the dependent paths which have high value of uncertainty as pro-
posed in [13]. The principle of this method focuses on maximizing certainty,
and not on deriving the most positive or negative trust value.
An issue of of M1 is that the graph simplification cause information loss. To
minimize the loss of information, we propose other methods that are based
on splitting common nodes into several nodes to obtain a graph that contains
independent paths as follows.
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Fig. 5. Graph transformation using node splitting.

Method 2 (M2): this method is achieved by splitting a dependent node into
several different nodes as illustrated in Figure 5. The left side of this figure
shows an example of a graph that has dependent paths. The source node is
S and the target node is T, the dependent paths are: o1 = {A, B,C},00 =
{A,E,F}, 03 ={D, E, F'}. The common nodes are A, E and F. For instance,
A is a common node between o1 and o5. A is split into A, Ay where A; €
= {Al1,B,C} and Ay € o, = {A2,E,F} in the new graph, so is the
case for the nodes E and F'. The right part of Figure 5 shows the new graph
after splitting the common nodes. The new graph contains the paths o] =
{Al,B,C}, 0b, = {A2,E1,F1} and o}, = {D, E2, F2}.
Node splitting should be followed by opinion splitting. In M2, we keep the
same opinion associated to the original node on the split nodes. This method
is based on the idea that the new produced path o’ maintains the same opinion
of the original path . For instance, if A is a common node between o and o
and the opinion about A is O 4, we split the node A into A; € o] and Ay € o)
in a new graph, and the opinion about A; and A; remains the same of A, that
is O4. In this case O,, = 001 and O,, = Ogé. This method is formalized in
Algorithm 1.

Find all the paths 0;.;¢[1..,) for an activity w performed by a person P
foreach 0;.i¢[1..n) do

end

foreach Nj.;ci2. .iengtn(s;)—1) € 0i do
ifNj € Ok:k+#j then
Create a node N
Replace N; by N, in o
Initialize On;,,, < On;
end
end

Algorithm 1: M2 algorithm.

Method 3 (M3): this method follows the process of M2 in splitting dependent
nodes to obtain a graph that has independent paths as shown in Figure 5. In
order to maintain the opinion about a system, we split the opinion on the de-



pendent node into independent opinions, such that when they are disjunct, they
produce the original opinion. Formally speaking, if the node A is in common
between o7 and o and the opinion about it is O 4, A is split into A; € ¢} and
As € o and the opinion O 4 is also split into O 4, and O 4, where O 4, and
O 4, satisty the following relations: O4, = O4, and O4, V O4, = O4. The
following are the obtained split opinion in two cases, the case of splitting an

opinion into two independent opinions and the case of splitting an opinion into
n independent opinions.

e Splitting a dependent opinion into two independent opinions:

bA1 \/bA2 =by bA1 = bA2
/\{OAI\/OA2=OA PN da, Vda, =da /\ da, = da,
OAIZOA2 uUA, VUp, = U UA, = UA,

ap, Vap, =ayg ap, = aa,

ba, —ba, =1 —/T—ba
da, =da, =+/da

U, =Up, = Vda+ug—da (10)
Tba— VI ba—
@4, =0, = < \/2A+UA—/?/£AuA

e Splitting a dependent opinion into n independent opinions:

/\ OAl\/OAQ\/...\/OAn:OA PN
Op,=0p,=...= O,

bAl\/bAQ\/...\/bAn:bA bAlszQZ...:bAn
dAl\/dAg\/...\/dAHZdA/\ dAIZdAQZ...ZdAn
=
uUp, VUuga V... Vug, =us U, = UA2 = ... = U4,
as, Vap V... Vay, =aap aq, = Qa2 =...=aa,
1
bA1=bA2=...=bAnZl—(l—bA)"
1
das =dps = ... =da, = dj .
1 1
UAlZUAQZ...:UAn:(dA"_;UzA)"_dﬁ ) an
A1 — Qp2 — ... IG/A” — (1_bA)R_(1_bA_aAuA);

T T
(datua)m —dan

The proofs of Relations 10 and 11 are in Appendix A.3. M3 is formalized in
Algorithm 2.

In the following, we evaluate our approach with several experiments.

4 Experimental evaluation

Evaluating this proposal faces multiple issues. First, the variations that we focus on for
studying our approach is the percentage of dependent nodes or the percentage of de-
pendent paths in a graph. Thus studying our approach on one single graph is not that
useful, each graph has its own topology and its own characteristics that can not been

Nagham Alhadad®, Yann Busnel?, Patricia Serrano-Alvarado?, Philippe Lamarre?
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Find all the paths 0.;¢[1..) for an activity w performed by a person PP
foreach 0;.ic(1..n) do
foreach N;.ic(2..iength(o;)—1] € 0i do
if Nj € Ok:k+#j then
Create a node Vi
Replace N; by N, in o
Ony,, < opinion resulted from Relations 11
end

end
end
Algorithm 2: M3 algorithm.

generalized on one single graph. Second, the proposed methods are approximate meth-
ods for evaluating trust in a system. There is not a referenced method to be compared
with the proposed methods. Third, subjective logic is relatively new, there are not yet
circulating opinions that we can extract to test our approach on a real case study.

To overcome the previous difficulties, we decide to treat them one by one on sepa-
rated experiments that have the following objectives:

— Comparing the proposed methods.
— Evaluating the accuracy of the proposed methods.
— Confronting this approach with real users.

Next sections present the different experiments, their results, analysis and how we
deal with previous difficulties.

4.1 Comparing M1, M2, M3

In order to compare the different graph transformation methods, we conducted exper-
iments on several simple graphs having different topologies (see Table I). Besides the
topology, these graphs vary in the percentage of dependent nodes and dependent paths
they have.

To make this comparison, random opinions O = (by, dn, un, an) are associated
to each node, and the opinion’s probability expectation value of the graph, E(O,) =
bo + aq U, is computed using the methods M1, M2, M3. This step is repeated 50 times
for each graph where each time represents random opinions of a person towards the
different nodes the compose the graph. Table 2 shows the obtained results.

Conclusion of the first experiment: all methods have the same probability expectation
value E(O,) when the graph has independent paths (o). The difference between the
methods becomes more clear when the percentage of the dependent nodes or paths
increases. M2 is much more optimist than M3 and M1, it always give higher opinion’s
probability expectation than the ones given by M3 or M 1. The mathematical proofs that
M2 is more optimisic than M3 and M1 are in Appendices A.4, A.5. In general M1, M2
and M3 show the same behavior, when the £/(O,,) increases in one method it increases
in the other methods, and vice versa.
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Table 1: Graphs that have different topologies.

4.2 Studying the accuracy of M1, M2, M3

The three methods of SUBJECTIVETRUST are approximate methods. Comparing these
methods to each other does not show which of them is the most accurate. In order
to evaluate their accuracy, we propose to compare this approach to the SOCIOTRUST
approach proposed in [3]. However, the building component in the latter approach is a
single value that represents a node’s trust value. In M1, M2,M3, the building component
is a node’s opinion On = (by, dn,un, an). Thus, such a comparison is not possible
directly.

Subjective logic returns back to traditional probability when b+d = 1 such that u =
0, i.e. the value of uncertainty is equal to 0. When u = 0, the operations in subjective
logic are directly compatible with the operations of the traditional probability. In this
case the value of E(O) = b+ au = b corresponds to the value of probability.

Since SOCIOTRUST is based on probability theory, the results obtained by applying
subjective logic should be equal to the obtained results using probability theory if u = 0.
SOCIOTRUST is a proposition that has no approximations, thus we can evaluate the
accuracy of these methods by choosing v = 0 and compare the value of b, = E(O,)
resulted from applying the three methods of SUBJECTIVETRUST to the system’s trust
value obtained by applying SOCIOTRUST.

The experiments are conducted on the graphs shown in Table 1. Random opinions
On = (bn,dn,0,ay) are associated to each node, and opinion’s probability expecta-
tion of the graph E(O,) = by + aqta = by is computed. This step is repeated 10000
times for each graph. For simplicity, the notations T', T'y1, Tare, Tars respectively de-
note system’s trust value resulting from applying SOCIOTRUST and system’s opinion
probability expectation resulting from applying M1, M2 and M3. Table 3 shows the
results of comparing system’s opinion probability expectation 7 s1,1 2,13 and the
trust value 7' resulting of using probability theory on the graphs shown in Table 1. The
values of T' — Ths1, T' — Thro, T — Thrs are computed and the average of these values
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Table 2: Different graphs and their value of E(O,,) for 50 persons using the three meth-
ods M1, M2 and M3.
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2 (T=Twm1) > (T=Trm2) 3(T—Tms)
10000 ) 10000 ) 10000
the methods of SUBJECTIVETRUST.

are computed as an indication of the accuracy of

Conclusion of the second experiment: in the graph that has independent paths «;, all
results are equal as expected. M2 is the method that gives the closest results to the results
obtained by applying probability theory, which is an indication that this method gives
the nearest result to the exact result. M2 is more optimistic than the probability theory,
its results is always higher than the obtained results in probability theory. M2 shows a
high accuracy, between 0 (in a graph that has total independent nodes and paths) and
0.078327 (in a graph that has 100% dependent nodes and 100% dependent paths).

M1, M3 are more pessimistic than the probability theory, their results are always
lower than the obtained results in probability theory. The accuracy of M1 is between 0
(in a graph that has total independent nodes and paths) and 0.12486 (in a graph that has
100% dependent nodes and 100% dependent paths). The accuracy of M3 is between 0
(in a graph that has total independent nodes and paths) and 0.20546 (in a graph that has
100% dependent nodes and 100% dependent paths).

The system’s trust value obtained by using probability theory is always between the
system’s opinion probability expectation value obtained by M2 and M1, or by M2 and
M3.

4.3 Social evaluation: a real case

In order to study our approach on a real case study, we need the following data: a real
system modeled by using SOCIOPATH and real opinions held by real users who use the
entities of the system.

We modeled a subpart of the LINA research laboratory system?® using SOCIOPATH.
We applied the rules of SOCIOPATH on this system for the activity “a user accesses
a document toto that is stored on the SVN server of LINA”. Figure 8 presents the
WDAG for this activity, with renamed nodes A, B,C, D, E, F, G for privacy issues.
For sack of clarity, we simplify this graph as much as possible.

O-QQ,
O T0C
o

Fig. 6. LINA’s WDAG for the activity “accessing a document toto on the SVN”.

Since subjective logic is relatively new, users are not used to build an opinion di-
rectly using this logic. We build this opinion ourselves from users’ positive or negative

3 https://www.lina.univ-nantes.fr/
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observations. Since our work focuses on local trust, local observations are considered.
To do that, the survey introduced in Appendix A.6 helps us to collect the observations
of LINA users about the nodes. A local opinion in each entity is built for each user, few
examples are shown in Appendix A.6 as well. The opinion and the opinion’s probabil-
ity expectation of the system are then computed using M2 for each user. The results are
shown in Table 4.

Conclusion of the third experiment: in this experiment, depending on the local obser-
vations, opinions in the nodes are built and a local opinion in a system is computed. We
asked each user for a feedback about their opinion in the nodes and in the system. LINA
users were satisfied of the obtained results whereas, in [3], some users were not satisfied
of the results. In the latter approach, when users do not have enough knowledge about a
node, they vote with the value 0.5, which are considered for them as neutral value. That
led to incorrect data that gave a false trust value in a system. In SUBJECTIVETRUST,
uncertainties are expressed for the opinions in the nodes and computing an opinion in a
system is made considering these uncertainties. That shows that, in uncertain environ-
ment, it is more suitable to use subjective logic than other metrics for trust evaluations.
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5 Related work

This paper proposes an approach to evaluate the system trust value for an activity as a
combination of several trust values through a graph. This work is principally related to
the trust propagation problem in social networks [10,21].

Usually, a social network is represented as a graph where the nodes are persons and
the edges reflect the trust relations between these persons. The values associated to the
edges represent the values of trust between these persons. Trust propagation problem
in social network focuses on finding a trust value toward a defined person or resource
through the multiple paths that relate the trustor with the trustee.

In our work, a system for an activity is represented by a graph where the nodes
are the entities that compose the system and the edges are the relations of access be-
tween the nodes. The relationship of trust are the directed relations applied from the
source node, which is the user who achieves an activity, towards the nodes that build
the system. The graph-based trust models in social network aim to propagate trust be-
tween two nodes in a graph, whereas the objective of our work is evaluating trust in the
whole graph that reflects the activity achieved through it. Figure 7 shows the difference
between a trust graph in a social network and our work.

(O—() ) ®\
®<@—.@i\®t®

——>» Trust relationships in a social network — Trust relationships in a SocioTrust

Fig. 7. Difference between trust relationships in a social network and SOCIOPATH.

A lot of metrics have been proposed to propagate trust through a social network like
binary metrics [9] or simple metrics (average, weighted average, etc.) [7,19] or proba-
bilistic metrics [3,17], subjective logic is also used for the trust propagation problem as
a type of probabilistic metrics [12,13]. In [12,13], the graph-based trust model is divided
into two phases, trust propagation through a path and trust propagation through a graph.
In the first phase, the proposed methods focus on the transitivity of trust, the methods in
the second phase focus on the consensus of trust through the multiple paths. Our work
converges with these works in the phases of evaluating trust through a graph, but it
diverges in the proposed formalisms and algorithms in the two phases due to the differ-
ences in the trust relationships represented in the graph, see Figure 7 and the different
objective of our work. That imposes us to propose different relations and algorithms
and not straightly adopted what exists in this domain.
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6 Conclusion and perspectives

This paper presents a graph-based trust model to evaluate user’s trust in a system for
an activity using subjective logic. The problem of dependent paths in evaluating trust
using a weighted directed acyclic graph is illustrated and some methods are proposed to
resolve this problem, all by using subjective logic. Some experiments are conducted to
validate the proposed methods and a real case study is made to confront this approach
to real users. The limitation of this approach that the proposed methods are approximate
methods. The way that has been proposed to evaluate their accuracy is limited, because
it is made for the case where the value of uncertainty is equal to 0.

In this paper, building an opinion about a node is based on the user’s binary obser-
vations towards this node, either positive or negative observation. In future works, we
plan to use a degree of strength for the observations. Thus, they should be represented
as a range of discrete values, in this case, a user observation is a value that belongs to a
discrete interval like [0..10]. This imposes using a different mapping function between
the observation and the opinion parameters.
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A Appendix

A.1 Opinion about a path (mathematical proof):

bany = Db,
dupy = dy + dy — dydy

Ugny = oy + Ughy + Uzty
batyay+byUs s +UsAzUyay
bety+ugby+uguy

Ow/\y =

Axpny =

ba:{th,Nn} = b/\{Ni}q,e[l..n] = H?:l b7{LV1
o _ ) o=ty = ANy = LTl (B —dy)
=N Nnk T U Ny, NG} = YA N e = L1 (O, +un) — TTimy (bw,)

— _ ?:1(171\’1'+uN¢aNi)_H?:1(bNi)
Qo={N1,....Nn} = CA\{Ni}tici.n) = ~[I1_, (bn, Fun,) —11_1 (bn,)

1. The mathematical proof of the relation b, :
Lemma 1. bCf:{Nl,-<~7Nn} = b/\{Ni}ie[l.,n] = H?:l bNi

Proof. We prove by induction that, forall n € Z,

n

b/\{Ni}iG[l..n] = H b,

Base case. When n = 2:
2
by, aNa = b, b, = [ [ o,
i=1

Induction step. Let £ € ZT be given and suppose that Lemma 1 is true for n = k.
Then

k k+1
b/\{Ni}ie[l..k+1] = b{/\{Ni}ie[l..k]}/\Nk+1 = HbNika+l = H b,
=1 =1

Thus, Lemma 1 holds for n = k + 1. By the principle of induction, Lemma 1 is
true foralln € Z+. O
O

2. The mathematical proof of the relation d,:
Lemma 2. dg:{Nl)_“,Nn} = d/\{Ni}q‘,e[l,_n] =1- H?:l (1 — dNi)

Proof. We prove by induction that, foralln € ZT,

n

d/\{Ni}i€[l.,n] =1- H (1 —dn;)

i=1



24 Nagham Alhadad®, Yann Busnel?, Patricia Serrano-Alvarado?, Philippe Lamarre?

Base case. When n = 2:

dny AN, = dn, +dn, — dnydn,
=1- (1 — dN2 — le + lesz)

=1- (1 - le)(]- - sz)

i=1

Induction step. Let § € Z* be given and suppose that Lemma 2 is true for n = k.
Then

d/\{Ni}i,e[l..k+1] = d{/\{Ni}ie[l..k]}/\Nk+1

= d/\{Ni}ie[l..k] + de+1 - d/\{N'i}ie[l..k]de+l

k k
= |}—H(1-dN) +de+1_ ll_H(l_dNi)] de+1
=1 =1
k k
= H 1—dN +de+1 de+1 +de+1H(1_sz)
1=1 =1
k k
=1-JJ(0—dn) +dn,, (1 —dn,)
=1 =1
k
[H 1*dN de+1]
=1
k+1

H (1—dy,)
=1

Thus, Lemma 2 holds for n = k + 1. By the principle of induction, Lemma 2 is
true foralln € Z+. O
O
3. The mathematical proof of the relation w, :

Lemma 3. u,—(n, . N,} = UA(N.}icp.m = Uizt (0N +un,) = T2, (b))

Proof. We prove by induction that, foralln € ZT,

UA{N:}icii.m) = H(bNi JruNi,) - H(bN )
=1

i=1
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Base case. When n = 2:

uNl/\Nz = leuNz + uNle2 + uNluNZ
=bn,un, + un, by, + uN, UN, + 0N, DN, — by, DN,
= (le + uNl)(bNZ + uNz) - lesz

_ H(bNi +un,) = [[®x)

i=1

Induction step. Let £ € Z T be given and suppose that Lemma 3 is true for n = k.
Then

UN{N:}icin meny = Y{A{Ni}icp. k) }ANk+1

= b/\{Ni}iG[l..k]uNk+1 + u/\{Ni}ie[l..k]kaJrl T UA{N:}icp. ) UNksa

k k k
= [H bN1‘| UNy 41 + H(bI\E + qu‘,) - H(qu)‘| ka-+1
i=1
k
H(bN7 + uNi) - H(le)] UNy 41

B

i=1 i=1
+
=1 =1

<.

k k k
= H bNiuNk+1 + H(sz + uNi)ka+1 - H(bNi)ka+1
=1 i=1 i=1
k k
+ H(le + uNi)uNk+1 - H(bNi)uNk+1
i=1 i=1
k k+1
= [H(sz +uNi) (ka-H + uNk+1) - H(b]\’l)
i=1 i=1
k+1 k+1
= (bJ\h + U’Ni) - H(sz)
=1 =1

Thus, Lemma 3 holds for n = k£ + 1. By the principle of induction, Lemma 3 is
true foralln € Z7. O
O

4. The mathematical proof of the relation a,:

_ _ I, (O, +unan, ) =TT, (bn;)
Lemmad. a,_(n, .. N} = OA{NiYicnn = T, (bn, tun, ) —T1, (bn,)

Proof. We prove by induction that, forall n € Z+,

a _ HZL:l(sz + uNia’N'i) — H:L:l(le)
A L (o + ) = T (o)
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Base case. When n = 2:

bn,uN,aN, + BN, UN, AN, + UN, AN, UN, AN,
AN, ANy, =

by un, + un, by, +un, un,

(leuNzaN2 + bN2uN1aN1 + UN, AN, UN, AN, + lebN2) - lesz

UN; ANo
(le + uNla’Nl)(sz + uNzaNz) — (lesz)
uN1/\N2
_ H?:l(bNi + uNia’Ni) - szzl(bNL)
H?:l(bNi + uNl) - H?:l (sz)

Induction step. Let k € Z™T be given and suppose that Lemma 4 is true for n = k.
Then

NN Vi kg1 = MHAMNYigp, k) A N4 =

bALN e m) "Nt ONip1 T 0N UA LN Y e OA N Y ) T AN Y e CA N Y. Y N1 PN

OALN: Yiem. b WNkt1 T UA N e g Ok T AN e YNk

We denote the numerator with «y, and the denominator with £.

7
ON{N:Yien. ke — B

Y= OAIN; Y ienn ) UNE11 W1 T ONE L UAN Y e g AN e

UNMN e m MY e ) UV B+ N

&
v= |:H bNi:| UNp 11 AN

[ [T, (b, +un;an,) — T15, (b,)
+ _E(bN +un;) — H(bN )} [ T, (b~ + un,) — 15, (bw,) DNyt

[T [Tisy (b, + unsan,) = T ()
+ H(bz\f +un;) — H(bN )} [ H§=1E\;N7~, +]:LN:\)I—H,]L-€=1(;7N:\), UNpy1 @NE

Li=1 =1

E

k k

Y= {H bNiuNk+laNk+1:| + |:H(bNi +un;an;) — H(bNi)] b1

i=1 i=1 i=1

>

k

+ (bn; +un;an;) — H(bNi):| UNp413Ng 11
i=1

s
Il
-

k k k
v= {H bNiuNk+1aNk+1:| + |:H(bNi + un;an;) - H(bN@)] [ka-+1 +uNk+1aNk+1]
i=1 = i=1
k K
Y= {H N'uNk+laNk+1:| + |:H(bNi +uNiaNi):| [ka+1 +uNk+1aNk+1]
i=1 i=1

k
=TI~ [ka+1 + “Nk+1‘“\’k+1]
i=1
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k k

k k41
= {H bNiuNk+1aNk+1:| + I:H(bNi + uNia‘Ni):| - H(bNi)ka+1 - H(bNi)uNk+1aNk+1
i=1 i=1

i=1 i=1

B= bA{Ni}ie[l,,k]“Nk-H + Un{Ni}ie1..k] bNyiq +u/\{Ni}ie[1,,k]uNk+1

&
B = |:H bNi:| UNpyqy T

1

e
+

k+1

(b, +uNiaNi):| - H(bNi)
i=1

1

k Kk
H(bNi, +un;) — H(bNi)] ka+1
i=1 i=1

k

(bN +un;) — H(bN1):| UNp

=1

+
—
Ly

s
Il
H

b ung g + H(bNi +un)oNny g — H(bNi)ka+1
i=1 i=1

I
—

T
- i

(bn; +uny)ungy — H(bNi)uNk+1

.
I

k41

1

k
B (bn,; + uNi):| (bNpq FuNp ) — TG~
=1 i=1
1

k2

Il
> —_—

k+1

H(bN +un;) - H(bN)

[HkJrl(bN +un,an, )} _ Hkﬂ(bz\r )

Hk-i—l(bN + up, ) Hk-i—l(bN )

Thus, Lemma 4 holds for n = k + 1. By the principle of induction, Lemma 4 is
true foralln € Z7. O

0
AA{NiYien. k41 — 8-

O

A.1.1 Verifications: in this section we verify the following relations:

0<b,=[I" bn, <1

0<da:1;H?:1(1*dNi) <%

0<u, = Il:[[Z:1((le + uNig th(:l(l;NJ <1
_ IS, (ntun;ang )T, by,

0<a,= le(bN'i+uNi)7H?:1(;)Ni) <1

b +ds +u, =1

Lemma5. 0 <b, =[] by, <1
Proof.
Vie[l.n]:0<by, <1
The multiplications of several values between 0 and 1 is between 0 and 1 =

n

O<HbNi<1:>0<b,,<1
=1
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Lemma6. 0<d, =1— H?Zl (1—dn,) <1
Proof.

Vie[l.n]:
0<dn, <1=
1>1—-dy, >0=

n

1>]][(0-dy)>0=
i=1
n

0<1-J[-dn)<1=

=1
0<d, <1
O

Lemma?7. 0 < u, = Hzlzl(sz + uNz) — H:‘L:l(bNi) <1
Proof. The left side:

Vie[l.n]:uy, >0=
by, +un, > bn, =

n

H(bNL + uNi) >
i=1

H(sz + uNi) -
i=1

Us >0

(bN1> =

.

h
Il
—

—=

(le) >0=

3

I
-

The right side:

Vie[l.n]: by, +un, <1=

n

H(bNL + uNi) <l=

i=1

[T~ +un) = JJon) <1=
i=1 i=1

Ug

<1
O

_ T, (N, +un,an,) -1, (bN,)
Lemma 8. 0 < a, = T O, Fun,) o TT (bv,) <1

Proof. The left side:

Vi e [1.n] :

by, +un,an; > by, = [[;2; by, +unan,) —[[i=, (bn,) >0 5 =
b, +un, > by, = [1i2, (b, +un,) = T2 (bn,) > 0
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H;Lzl(sz + uNiaN'i) B H:L:l sz) S0=a. >0
H?:l(bNi + U’Ni) - H?:l(sz‘)

The right side:

Vie[l.n]:0<an, <1=
un,an;, < Un;, =

le. +un,an, < bNi +un, =
n

H(bNi +un,an,) < H(bNi +un,) =

=1 i=1
[0~ +unan) = []0x) < [[On, +un) = [[On.) =
=1 1=1 =1 =1
H?:é(sz + uNiaNi) - 1;[;1:1(61\&) <1=

[Lizi (b, +un,) — [ (On,)

ay, <1

O

Lemma?9. b, + d, + us

I
—

Proof. i
ba = ;L:l le
de =1-T[, (1 —dn,) =
Uo = H?:l(bNi + uNi) - H;L:l(bNi)
n n n

H (1 - sz) + H(bNi + U’Ni) - H(bNL)

i=1 =1 =1
n

n
bo +do + g = [ [ b, +1—
=1

by +do + Uy = Hle +1- H (sz + uNi) + H(b]\h + U’Ni) - H(le)
=1 =1

i=1 i=1

be +dy +us =1

29
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A.2 Opinion about a system (mathematical proof):

brvy = by + by — by,

o _ ) devy=dsd, N
VY T Ugyy = dplly + Updy + Uz Uy
Uz Or Uy Gy —bpUyay —byUg Gy — Uz Az Uyay
aw\/y -

UgFUy —bg Uy —by Uy —Ugp Uy

ba:{m,mﬂm} = bV{m} =1- HL (1 - bai)

o . da:{al,...,om} = dV{U,-} = H%l dcn, m
a={o1n0m} T\ Ua—{o1,.00m} T UNW{o,} = Hi:l(dﬂi + ug,) — Hi:l(dm‘)
— — ;Ll(dﬁi +u07;)_1_[;’;1(d0i FUo; —Us; oy
Ga={o1,om} = W{oi} = 17, (o o) 117, (doy)
1. The mathematical proof of the relation b,:
Lemma 10. ba:{01;~~70'nl.} = bv{Ui}ie[l..m] =1- HZL (1 —10q,)
Proof. We prove by induction that, for all m € Z7,
bV{Ui}ie[l,.m] =1- H (1 - bo’i) (12)
i=1

Base case. When m = 2:

bal\/ng = b(72 + bal - bol b0'2
=1—(1=byy, — by, +bs,bs,)

=1- (1 _bUl)(l _bUz)

=1-JJa-b,)

i=1

Induction step. Let k¥ € Z* be given and suppose that Lemma 10 is true for
m = k. Then
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bv{ai}ie[l.,k+1] = bV{{”i}ie[l..k]}V0k+1

= b{o'i}ie[l..k] + 0oy — b{o'i}ie[l..k] boyir

k k
= ll_H(l_bUi) +b0k+1 - ll _H(l_bUi)] b0k+1

i=1 i=1
k k
=1- H (1 =bs,) + borir = bowiy T boyiy H (1 —bs,)
=1 i=1
k k
=1 _H(l_bai)+b0k+1H(1_b0i)
i=1 i=1
k
=1- |;r[ (1 - bU'i) [1 - b0k+1]
i=1
k+1
=1- H (1 - bffz')

N
Il
-

Thus, Lemma 10 holds for m = k + 1. By the principle of induction, Lemma 10 is
true forallm € Z*. O
O

. The mathematical proof of the relation d:
Lemma 11. da:{gl ’’’’’ om} — d\/{gi} = HZ’;l dai
Proof. We prove by induction that, for all m € Z7,

m

d\/{Uz‘}a‘,e[l..m] = H dUi
i=1

Base case. When m = 2:
dal\/oz = d01d0'2 = Hd(71

Induction step. Let k¥ € Z* be given and suppose that Lemma 11 is true for
m = k. Then

k k+1
dv{o'i}ie[l,.k+l] = dv{{ai}ie[l,.k]}\/o’lﬁ»l = dv{{o"i}ie[l.‘k]}d”k‘#»l = Hd“id“kﬂ = H do,
i=1

i=1
Thus, Lemma 11 holds for m = k + 1. By the principle of induction, Lemma 11 is
true forallm € Z+. 0

O
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3. The mathematical proof of the relation u:
Lemma 12. Ua={o1,....om} = U\{o;} = H;r;l(dmt + Uo,) — Hzil(d”i)

Proof. We prove by induction that, for all m € Z7,

UN{oi}icn..m) = H do; + Uo;) H
i=1

=1
Base case. When m = 2:
UgiVoy = dal Ugy + Ugy d0'2 + U, Ugy

= do'lucTQ +u0‘1d0'2 +u0'1u0'2 +d0'1d0'2 - da'ldo'g
= (doy + Uo,)(doy + Usy) — dgydo,

= [T +ue) - T]@)

Induction step. Let ¥ € Z* be given and suppose that Lemma 12 is true for
m = k. Then

Uv{citicn.. vt — WV{{oi}tien..u}Voria

= d{m}ie[l,.k] Uor T U o} icpn Aoy + Ufoi}icr..my Yokt

k k k
- [H dai] Uoyr + | [ [ (o, + o) — H(dm)] oy,

i=1 =1

k
(do'i, + qu‘,) - H(dﬂz)] u0k+1

ﬁ
Eol |
-

+
1 i=1
k k
dﬂ¢u0k+1 + H(dﬂi + uo'i)d”k+1 - H(dﬂi)d0k+1
i=1 i=1
k

+ H(d + U‘U )u0k+] - H(dgi)uak+1

i=1 i=1

-~
Il

I
;

— >
I

=

k k+1
[H do-7 + Uo—, d0k+1 + ua’k+1) - H(d‘77)
i=1 i=1

k+1 k+1
= H(dai +uai) - H(dm)
i=1 i=1

Thus, Lemma 12 holds for m = k + 1. By the principle of induction, Lemma 12 is
true forallm € Z+. 0
O
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4. The mathematical proof of the relation a:

[T, (do; +uo, ) —TTi%, (do; +uo;, —Uo, ac,)
[172: (do; +uo, ) -T2, (doy)

Proof. We prove by induction that, forall m € Z7,
a _ HZL (dai + um) - H:'il(dm + Uy, — Uof;aai)
Vied T2, (do, + 1) — [T, (do,)

Base case. When m = 2:

Lemma 13. o, =

Ug, Og; + Ugy gy — b01u02a02 — b02u01a01 — Uy 0oy Ugy Aoy

Ug, + Usy — Doy Uoy — boylUo, — U, Us,y

aalng -

We denote the numerator with -y, and the denominator with 5.

Qg v = 1
g1VOo2 ﬁ
Y = Uy Qg + Ugy Gy — b01u02a02 - b0'2u0'1a0'1 — Ug, 0oy Uy Goy
= (1 - b01 - b02 + bdlbdz) - (1 - bUl - b02 + b01b62)
+ ual aal + u0'2a(72 - b(71 urrg al72 - bngual aa'l - ual aol urrg a(TQ
= (1 - bUl - bUz + b01b02) - (1 - b01 - bUz + bUlbUQ
— Ugy Aoy — Uoy Aoy + b01u02a02 + bUzuUlaffl + u01a01u02a02)
= (1 - bUl)(l - b02) - (1 - bt‘fl — Uoy G0y — b0'2 + b01b62 + b02u01a0’1
- uazaaz + boluazaaz + uo’1 a01u02a02)
= (1 - bUI)(l - bUz)
[(1-
(1 - bal)(l - b02) - [(1 - bUl - uUla’Ul)(]‘ - b02 - u02a02)]
(doy + Uy ) (doy + Ugy) = [(doy + Uy — Ug 5y ) (doy + Uy — Ugyoy)]
2

2
= H(do'i + uUi) - H(dUi + Ug; — uaiaai)

i=1 i=1

B =g, + Ugy = boyUgy — boylio, — Ug, U,
= Uy + Ugy — (1 - ddl - U‘Jl)uffz - (1 - dUz - uUz)u01 = Ug, Ugy
- d01u0’2 + U, Ugy + da’zuﬂ'l + Ugy Uy — Ugy Ugy
=do Uy, + oy, + UgyUg,

= uo'l/\og

2 2
= H(dfn‘ + ufn‘) - H(dm)
i=1 i=1

Y H?:1(dcn + Uy, ) — H?:1(dm + Uy, — Ug, O, )
aaleg - B - 2

H?:l(dcn + o) — [ 121 (do;)

33

bUl - uUla’Ul) - bUz(l - bUl - uUlaUI) - uUza‘Uz(l - bUl - U‘Glafnﬂ
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Induction step. Let k& € Z7T be given and suppose that Lemma 13 is true for
m = k. Then

_ _7.
Ov{oitien. vs1] — W{{otien. m}Vor = B :
V= Woitien.. ) YHoitien. F Ugyy 1 Qogyy — b{di}ie[l..k] Ugp i1 Aoy i
—-b

o1 W o tien. oy Moiticn.. ) — Woiticn. . Moitiepn. k) Yok @orga

p= U{oi}ien..n + Uoyyy — b{Ui}ie[L.k]uUkJrl - b0k+1u{ai}ie[1.,k] T Woiticn. o Yok
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Y = UalGa F+ Uoy 1 G0y g ~ ballog G0y — Doyt Uala — UaGaloy 1 0oy

k k H;C:l(d(,.—}-u(,.)— l."zl(d,,.+u(,.—u(,.a(,.):|
= do. +Ug, ) — do. i i i i i i i
{I;[l( i T uay) g( )H 5 (doy +toy) — [T, (doy)

k
1-T]@=bs,)
i=1

k k k k
i1 (doy +ue,) =TI (do; + Us; — Us,05;)
7b”k+1 |:I |(d’-"i +uai) _ | I(dai):| |: 1 [ - i 1 i [ i [
i=1

tUop 1Gopyy —

:| Uopi1 %okt

i=1 iz1(do; +ue;) — Hf:l(ddi)

ﬁ(d )] {H?zl(dﬂ Ftg;) =TTy (do; + gy — Uy a0,)
' le(doi +ug,) — le(dgi)

k
T Uopyq oy |:H(d‘7i +uo;) —

i=1 i=1

k k
v = {H(dai +ugy) = [[(do; + uo, — uaiaai)}
i=1 i=1

k

T UopyqQopyq — |:1 - H 1- b”i):| Uopi1 %0k
i=1

k k
—bopiy {H(df’i + o) = H(dai + o, — “f’z‘a%‘):|

i=1 1=1

k k
T UopyqGopqr |:H(d‘7i + uo;) — H(d"’i tUoy — "%‘a%‘)j|
i=1 i=1
k

k
= |:H(dai +ug,) — H(dai + g, — uaiaoi)} [1 —bopiq — uak+1aak+lj|
=1

i=1

2

k
tUop 0oy |:1 -1+ H (1- bf"i):|
i=1

k k
Y= |:H(d”z + uai) - H(d”z + Uo; — Uo; Ao, ):| [dak+1 + uak+1 - u”k+1a”k+1:|
i=1 i=1

i=1

&
+ Uoy g oy [H (do; + uai)}

i=1

[k 1 k1
V= H(dgi +uoy) [d0k+1 tUopy — “0k+1a%+1] - |:H(d071 +uo; — u”iaai):|
Li=1 ]

N .
+ [H (do; + o) | Uop 1oy y

i=1

[k 7 k41
7= H(df’i + ;) [d%-u + “f’k+1] - |:H(d°'i +uo; — “fn‘“ai):|
Li=1 _ i=1

i=1

[k+1 k+1
v=|I1We; +ua)| = | [T(o; + 1o, —usac,)
i=1
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B=ta+uoy, , —ba uok+1 —boj i Ua — Ualloy,

.
(d +ua)—H(d ) +uak+l—{1—]’[(1—bﬂi)}u%+l

i=1

Il
n:w

k
- b0k+1 |:H(d +uo;) = H(dai):| [H(daZ +uo;) — H(do' )] Uop 41

=1 =1
k
(daZJruo )7H(doi) tUop g — Uopyq T

1 =1 d i

B =

=n
.

(doj + uo;)Uoy 4y
1

Li

k
- [1 —dopyy — udk+1] {1:[1(‘1% + uo;) H(d }
[k

. )
B=|T]do; +uo,) — _H(dm

Li=

:r

(do; +uo; oy g + H(d LTI

i=1 i=1

k

c k
= [1=doyyy = tor] {H(da, + uo,) - H(dai)} + 1o toyy
i=1

i=1 i=1

k k
= T]do; +uo;) — [T(do)
i=1 i=1

k k k
- [1 —doyyy — u"k+l] H(d + uo; [1 —doyyy ““k+1] H(d”i) + H(d"z‘)"%+1
i1 i=1 i=1

k k
B=TTo; + o) [ =1+ doyyy +uopyy ]| = [T(do) [L =14 doyy +tuoyyy = tayy]

=1 i=1

s.

k
(do; + uo;) [df'k+1 + u”k+1} - H(d"i) [d0k+1]

i=1

e

s
Il
R

e
+
-

k+1

(do; +uo;) = [] (do;)
i=1

1

o
It

T

[Hfill (doi + uo"i):| B [Hfi—ll (dU'i + Uoy — ugiaoi)}
av{c; i€[l..k+1] -
Vieen i = 3 1) (do, +uo,) — T1E (do,)

Thus, Lemma 13 holds for m = k + 1. By the principle of induction, Lemma 13 is
true forallm € Z+. 0O

O

A.2.1 Verifications: in this section we verify the following relations:

0<ba—1*Hl 1 (1=b,) <1

0<do=1["do, <1

0<Ua:H;n1(dol+um)_nzil(d0i><1
T2 (do; +ue,) —TTi%4 (do; +uo; o, a0;)

0<aq= T (o Fe )11 (4o

bo +do +u, =1

<1

Lemmal4. 0 <b, =1-[[", (1 —b,,) <1
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Proof.
Vi€ [1..m] :
0<b,;, <1=
1>1-0b,, >0=
1>]][(1=b,)>0=

=1
o<1-JJ1-b,)<1=
=1

0<by <1

O

Lemma15. 0 <d, =[[",d,, <1
Proof.
Vie[l.m]:0<d,, <1

The multiplication of several values between 0 and 1 is between 0 and 1 =

0<[]do. <1=0<da<1
i=1
(|
Lemma 16. 0 < uy = [[/~,(do, + us,) — [[1n,(ds;) < 1
Proof. The left side:

Vie[l.m]:uy, >0=
do; + Uy, > dy, =

m

H(doi + Ug,) > H(dm) =

i=1 i=1

ﬁ(df’i + Ug,) — ﬁ(da'i) >0=
i=1 -

Uq >0
The right side:

Vie[l.m]:dy, + s, <1=

H(dgi +u<7i) < 1=

i=1

=

(dﬂi +u0i) - H(ddz) <l=
i=1

—

<1

S .
o

37
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O

_ 1L (do; tuo, ) -T2 (do; +Uo; —Uo, ag;)
Lemma17. 0 < a, = 1 (do Fus )~ (ds ) <1

Proof. The left side:

Vie[l.m]:

Aoy + U, > Aoy + Ug;, — Uo, 05y = [[1nq (do; + Uo,) — [ (dos + Uy — Upsa0,) >0 p =

Aoy + Uy > doy, = [0 (doy + uo,) — [Ty (doy) > 0

[ (do; + uo,) — TTiZ (doy + o, — uo,a0,)
Hzll(dm +Uq,) — Hzll(dm)

Ao = >0

The right side:
Vie[l.m]:0<ay <1=
Uy, — Ug,; Og; > 0=

Ao, + Ug; — Ug; G5, > do, =

m

H(d,” + Ug, — Ug, A,y > ﬁ(dni) =
i=1 ;
m

— 1o + to, =t 00,y < — H i)

i=1 =1

(do;, +Ug; — Ug,Og,) < — H(dgi) =

.:13

i=1
H(dgz +Uy,) — H(d + Uy, — Ug, O, ) H dy, + Uo,) H(d
i=1 i=1 i=1 i=1
Hm= (do, + Uo;) — Hz 1(d07 + Uy, — Uy, Uo,) <1
HiZI(d("i + ’U’Ui) - H?il(dm)
O
O
Lemmal8. b, +d, +u, =1
Proof.
by =1 —H;ll (1 —bs,)
da = HZZI dUi =
Ua = Hz 1(d<7Z + Ug,) — H;i1(dai)
bOé + dOé + U = 1- H (1 - bﬂ;) =+ HdUi + H(do'i, + qu‘,) - H(dﬂz)
=1 3 ] 1=1

m m m

b + do + Uy =1 — H(dm + Uy,) +Hdm +H dy, + Ug,) — H(dm)

i=1 i=1 i=1 i=1
bo +do +u, =1
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A.3 Relations of M3 (mathematical proof):

— The case of splitting a dependent opinion into two independent opinions:
bAl\/bAZZbA bA1:bA2 bA1:bA2:1*Vl*bA
dA1VdA2=dA /\ ClAlsz2 N dA1:dA2: Vda
U, VUg, = U UA, = UA, UAlzuAgzvdAﬂLUA*\/dA

— _ T—ba—/1—ba—
aAl \/ aA2 B G‘A aAl o aA2 aAl = aA2 = \/ \/QAJI\’/UAflj/%AuA
13)
— The case of splitting a dependent opinion into n independent opinions:
bAl\/bAQ\/...\/bAn:bA bAlszQZ...:bAn
dAl\/dAg\/...\/dAHZdA /\ dAIZdAQ— —dAn
Ua, VUua2 V... Vugs, =us UA, = Up2 = ... = U4,
aa, VageV...Vay, =anp aA, = QA2 =...=aa,
1
bai =bas=...=0a, :17(171)14)"
da1 =daz=...=da, =dj}
1 (14)
uAlzuAQZ...:uA":(dA—i—}LA)"—dA .
a1 = Qa2 = ...=Qaa, = (A=ba)n —(1-ba—asua)n

T T
(datua)n —dam

In the following sections we denote O4 = (ba,da,ua,a4) with O4 = (b,d, u, a) for
simplicity.

A.3.1 The mathematical proof of Relations 13:

1. The mathematical proof of the relation b in case of splitting a node into two inde-
pendent nodes:

Lemma 19. (ba; Vbao =b) A (ba1 = baz) = b, =ba, =1—+1—0
Proof.

bar Vbaz =b=

bar +baz —barbaz = b=

bar +bar —barbar =b=

b2, —2ba1 +b=0
This is an equation from the second degree

A=4—-4b=4(1-b)>0=

bai = baz = @ = 1+/(1-b) > 1(refused)

2-2/1—b
mlzmuzg——jg——l:1f 1-1b)

0<bar=bas=1—+/(1-0) <1 [(accepted solution)
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2. The mathematical proof of the relation d in case of splitting a node into two inde-

pendent nodes:

Lemma 20. (da1 V daz =d) A (da1 = das) = da, =da, = Vd

Proof.
darVdas =d=
dardas =d =
4, =d=
day = das = —Vd < O(refused)
day = daz = Vd
0<da =day=Vd<1 (accepted solution)
O O

The mathematical proof of the relation « in case of splitting a node into two inde-
pendent nodes:

Lemma 21. (UAl Vupe = U) A (uAl = UAQ) = UA, = Up, = \/d+u7 \/&
Proof.

ual VUpgs = U =

datuaz + dasuar +uatuas = u =
daruar +daruar +uaiua =u=
2ds1ua1 + u1241 =u=

uil +2dg1uq1 —u=0=
u?41+2\/guA1 —u=0=

This is an equation from the second degree

A=4d+4u=4(d+u)>0=
UAl = UAz = _2\/&_22 aru)_ —Vd —\/(d+u) < O(refused)
_2\/g+22\/(d+u):_\/g+\/m

UAl = UA2 =
0<ug=uas =—Vd++/(d+u) <1 (accepted solution)
O O

4. The mathematical proof of the relation a in case of splitting a node into 2 indepen-

dent nodes:

Lemma 22. (aa1Vaas =a)A(aa1 = aaz) = aa, = aa, = —Vl’fd’T Ll:ja’““

3
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Proof.

aa1 Vapge =a=
UA,QA, —|—u,42a,42 - bAlquaA2 - bAzuAlaA] —UA, QA UA,QA,

—a=
Ua, +ua, — bAl UA, — bA2 UA; — UAUA,

Up, 04, +Up QA — bAluAla’Al - bAluAla’Al —UA,04,UA, 04, =
U, +ua, —ba,ua, —ba,ua, —ua ua,
[2 — 2ba,]ua, an, —u? a?
A" A
1 14A,; A

2
2uA1 — 2bA1uA1 — uAl

2[1 — (1 - /(A = b)][-Vd + /(d+waa, — [-Vd+ /(d+u)]%d?,

2A[—vd+ /([d+u)] — 2[1 — /(1T = b)][-Vd + /( d+u [—Vd + /(d + u)]?

2[\/(d+ w)][-Vd+ /(d +u)]as, — [-Vd+/(d+u

v+ (d+u)][272[1—,/(d+u f+,/d+u -7
2[\/(d + w)|aa, — [-Vd + \/(d+u)] )a%,

[2—2[1—\/W —Va+ Jdrtu)]
_\/(ClTaA1+2\/m]a‘A1:a:>
2¢/(d+u)] + [Vd — /(d + u)]
—\/M]ailm[m% [V(d+u) + Vda =
—V(d+u)dd, +2[V/(d+ u)aa, — [V(d+u)+Vda=0=

This is an equation from the second degree

A=4(d+u) — 4Vd — /(d+ w)][-/([d+ u) — Vd]a
A =4d+ 4u+4[d — d — ula

A =4[d+ u — ua)
A=4[1—-b— ua
o — s — =2[/(d+w)] +2/(1 — b — ua)
—/(d+u)]
VA —0)]+ ({1 —b—ua)
= dT ) —vd > 1(refused)
=2[y/(d+w)] —2/(1 = b — ua)
-/ (d+u)]
_ WA=B - VT =b=w)
V(d+w - Vd
AN e BV e e

< 1 (accepted solution
(d+u) — Vd| ( )

Al = QA2 =

=a0=
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A.3.2 The mathematical proof of Relations 14: Relations 14 can be proved by
induction. In this section, we will limit ourselves to verfying the following relations.

bAl\/bAQ\/...\/bAn:b
0<1—(1-b)7" <1
dAl\/dAQ\/---\/dAn:d
0<dr <1

Ua, VUup, V... VUuyg, =Uu

bA,; +dA,~ +up, = 1

Lemma 23. b4 Vbao2 V... Vba, =b

Proof.
From Relations 9 :byga,; =1—T[i; (1 —ba,)
1
From Relations 13 :ba, =1— (1 —b)"
bypagy =1-J[A -1 -1 -b")
i=1
= 1
1Tl -nh
i=1
—1-(1-b)
=0
O O
Lemma24. 0<1— (1—b)" <1
Proof.
0<b<1l=>
0<1-bv<1=>
0<(1-b)7" <1=
0<1-(1-b)"<1
O O

Lemma 25. dy, Vda, V... Vda, =d

Proof.

i

{me Relations 9 : dyyga,y = [[}_; da N

From Relations 13 :da, = d=
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dyiay =] d
i=1
=d
(]
Lemma26. 0 < dw < 1
Proof.
0<d<1l=
<dv <1
O

Lemma 27. ua, Vua, V...Vus, =u

Proof.
From Relations 9 : uy/ga,3 = H?Zl(dAi +ug,) — H?:l(dAi)
da, =dn
From Relations 13 : Ai 1 1 -
uA; = (d—l—u)" —dn
2 1 1 1 - 1
uyay = [JI(d") + (d+w)> —d=))] - []d~
i=1 i=1
i=1 i=1
=d+u—d
=u
O

Lemma 28. 0 < (d+u)% —dn <1

Proof. The left side:
d<d+4+u=
dn < (d+u) =
0< (d+u)™ —dn

The right side:
d+u=1-5b

43
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0<b<1l=
d+u<l=
(d+u)™ <1=
(d+u)™ <1+dv =
(d+u)" —dn <1=
u<l1
O O

Lemma29. a4, Vaa,V...Vaas, =a

Proof.
From Relations 9 : uV{Az} = H’?:lgdAi + qu’, )17 H?:l(qu)
_ (1=b)n—(1—b—au)n
T T N
From Relations 13 : o1
da, =dn
ug, = (d+u)" —dn
1 1
H?:1(d% + ((d+ u)% - d%)) - ?:1[(d% +((d+ u)% - d%) _ ((d+u)% _ d%)((l—b)n—(#m
ayv{A;} = T : . . (dfu)n —dn
[T (dn + ((d+u)w —dw)) — [17_, (dn)
n 1 n 1 1 1
ayiay = i@+ 0" “ it wr = (1 =b)7 = (A =b-au)r)]
S n L n 1
i=1 (d + ’LL) "= lel(d}l)
n 1 n 1
I )t~ TT[0 - b au)7]
[T (@+uw)™ — H?:1(d%)
n 1 n 1
_ [, =0 =TL=,[(1 = b—au)"]
[T (d+uw)™ =TT, (d7)
=a
D O
Lemma 30. 0 S ap, = (1—6)5—(i—b—fu)ﬁ é 1
(d+u)n —dn
Proof. (d+u)% —dv = uAO0 < u < 1. Thus, we just have o prove that:

0<(1—- b)% —(1-b- au)% < 1 with the condition that u # 0

The left side:
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0<a<iINO<u<l=0<au<l=>
1-b6>1—b—au=
(1=b)7">(1—b—au)"
(1—=b)" —(1—b—au)"

3=

3=

=
>0
The right side:

btau=E(0)=0<btau<1=1>1—(btau) >0=1> (1—b—au)" >0

0<b<1=1>1-b0>0=1>(1—b)7" >0

The substraction of two values that are less than one is less than one =

3=
3=

1=-b)r—-(1=-b—au)~ <1
O 0
Lemma31. by, +dy, +ua, =1
Proof.
ba,=1—(1—-0)n
da, =dvw =
= (d+ ) —dw
btd+u=1—(1—b)w +ds + (d+u)" —dr
=1—(d+u)" +dv +(d+u)7" —dn
=1
O 0

A4 Comparing M1 to M2

Let m be the number of paths in a graph « that have some common nodes between the
paths. if we follow the M2, and we denote the opinion about & by O, (M2), we have:

b (M2) =byoy =1 - [IiZ, (1 -b5,)

da(M2) = dy (s = [I;~, do,
Oa(M2) = 3 4 (M2) = uygory = [17) (Ao, +tts,) — [T (ds)
H:Z (ddi+uai)7ng (d0i+uai7uc’i‘lai)
aa(M2) = ay{o,} = == (do s ) 1175 (dor)

If we follow M1, and we denote the opinion toward o by O, (M 1), we have:

l
ba(M1) = by (o) =1~ 1[ics (1 = o)
da(Ml) = d\/{oi} = Hi—1 dm
Oy(M1) = ) r ' l
(M1) Ua(M1) = uy (s} = le‘:l(dﬂi + Um)’* [Tizi(do,)
[Tici (do; tuo, ) —TTicy (do; +uo; —Uo; a0,)
aa(Ml) = aV{Uz‘} = : é:l(dai“!‘uai;_nézl(dm‘,)



46 Nagham Alhadad®, Yann Busnel?, Patricia Serrano-Alvarado?, Philippe Lamarre®

In this section, we show that M2 is more optimistic than M1 by proving the following
relations:

1. Comparing b,, in M1 and M2:
ba(M2) =1- H:11 (1 - bm)
ba(M1) =1~ T;-, (1~ bs)

Lemma 32. b, (M1) < b,(M2)

Proof. m > [ because M1 is based on deleting uncertain paths thus the number
of paths in M2 is greater than M 1. The opinions about the remaining paths are the
same because in M2, the split nodes have the same opinion of the original node.

(m>DA0<1—by <1)=

(1_b01‘,)§ (1_b07:):>

=1

s
I
—

O
O
2. Comparing d, in M1 and M2:
da(Mz) = HZZ1 do,
do(M1) = Hé:l do,
Lemma 33. d,(M2) < d,(M1)
Proof.
m>)A(0<d,, <1)=
m l
Hdm < Hdm =
i=1 i=1
da(M2) < do(M1)
O
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3. Comparing F(O,,) in M1 and M2:
E(O,) = b, + azuy,
From [11]: E(O, V y) = E(Og) + E(Oy) — E(O,)E(Oy) =
E(Oa) = E(Oy(o,y) =1 -[;Z, (1 = E(Oy,))

Lemma 34. E(O,(M1)) < E(Oy(M?2))
Proof.

A.5 Comparing M2 to M3

In this section, we show that M2 is more optimistic than M3 by proving the following
relations:

ba(M2) > by(M3)
do(M2) < dy(M3)
E(Oa(M2)) 2 E(Oa(M3))
To prove the previous relations, it is enough to prove that ba,, d4,, F(O4,) associ-
ated to the split node A1 from the original node A in M3 satisfy the following relations:

ba, =1—vT—ba < by
da, =Vda>da
E(Oa,) =ba, +ua,an, =1 —+/1—=ba+[Vda+ua—da| 1753;+J;33%AuA]
=1—1—-ba—aaua < E(O4) =ba+asua
1. Comparing b, in M2 and M3:
Lemma35. 1 —+/1—by <by
Proof.

0<1-bp<1=
V1—ba>1—by=
1—+/1—bag<bsy=

ba (M3) < ba(M?2)
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2. Comparing d, in M2 and M3:
Lemma 36. /d4 > da

Proof.

0<da<1=

Vda>da=

do(M3) = da(M2)

3. Comparing E(O,,) in M2 and M3:
Lemma37. 1 — /1 —ba —asua <bsg+asua
Proof.

0<bsa+apus<1=
V1—ba—asus>1—bsg—agus =
1—/1—bg—aaug <bsg+asusg =

Eo,(M3) < Eo,(M2)
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A.6 Proposed Survey

Opinion about a node depends on user’s negative or positive observations 7, s and is
computed by Relations 1. Since our work focuses on local trust, local observations are
considered. This survey allows to collect the users’ observations in order to build an
opinion about a node. The proposed questions in this survey collect information about
the user’s usage of a node to estimate the uncertainty u. The negative observations of
using a node is also demanded to estimate the value of d for a node. The value of b is
computed by the relationb =1 — d — u.

A node in the graph represents an artifact which is controlled by persons and is
supported by physical resources.

In the following, we show the proposed survey that helps to build an opinion about
each node.

1. Have you ever used Node N?
- Yes
- No
If the answer is “No” we conclude that the user’s opinion about this node is
(0,0,1,0.5).
If the answer of Question 1 is “Yes”:
2. At which frequency do you use Node N?
— Everyday
— From time to time
If the answer is “Everyday” we conclude that the u = 0 since the user is used
to use the node.
If the answer of Question 2 is “From time to time”:
3. More precisely, how many times have you used Node N?
— 1time = u = 0.67
2 times = u = 0.5
3 times = u = 0.4
Around 5 times = u = 0.28
Around 10 times = u = 0.17
Around 20 times = u = 0.09
Around 50 times = u = 0.04
Around 100 times = v = 0.02
— More than 100 times = u = 0
The answer of this questions allow to conclude the value of u from the relation
u = 2/(total observations+2) in subjective logic.
By the end of these questions we conclude the value of u, now we need to conclude
d or b. Since users remember their negative observations more than their positive
ones, the following questions are launched:
If the answer of Question 2 is “From time to time” or “Everyday’:
4. Have you ever had a problem with the Node N?
- Yes
- No
If the answer is “No” we conclude that the d = 0 since the user has not
negative observations.
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If the answer of Question 4 is “Yes” and the answer of Question 2 is “Everyday”:
5. How much do you estimate that you had problems with this node comparing to the
total times you use this node (the answer should be given as a percentage)?
The given value is the value of d
If the answer of Question 4 is “Yes” and the answer of Question 2 is “From time to
time”’:
6. How many times you had a problem with the node N?

. _ the value given by Question 4
d can be computed from the relation d = ((The value given by Question 3)72))

By the end of these questions we have the value of d and uw = b can be computed
from the relationb=1—d — u

We modeled a subpart of the LINA research laboratory system* using SOCIOPATH.
We applied the rules of SOCIOPATH on this system for the activity “a user accesses
a document toto that is stored on the SVN server of LINA”. Figure 8 presents the
WDAG for this activity, with renamed nodes A, B,C, D, E, F, G for privacy issues.
For sack of clarity, we simplify this graph as much as possible.
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Fig. 8. LINA’s WDAG for the activity “accessing a document tot o on the SVN”

20 members of LINA participated and answered these questions for each node. The
value of a is equal to 0.5 for each node since it is a prior probability in the absence of
the evidence. For instance, P; answers the questions about GG as following:

— Question 1: Yes.

— Question 2: From time to time.

— Question 3: Around 10 times = u = 0.17.
— Question4: No=d=0= b= 0.83.

Thus, O¢ = (0.83,0,0.17,0.5) for P;.
Another example is the opinion of P about G. P;( answers the questions about G
as following:

— Question 1: Yes.

— Question 2: Everyday = u = 0.

— Question 4: Yes.

— Question 5: 20% = d = 0.2 = b = 0.8.

Thus, Og = (0.8,0.2,0,0.5) for Pyg.

* https://www.lina.univ-nantes.fr/



