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Abstract. As computer and network security threats become more so-
phisticated and the number of service dependencies is increasing, optimal
response decision is becoming a challenging task for security administra-
tors. They should deploy and implement proper network security policy
enforcement mechanisms in order to apply the appropriate countermea-
sures and defense strategy.

In this paper, we propose a novel modeling framework which considers
the service dependencies while identifying and selecting the appropriate
Policy Enforcement Points during an intrusion response process. First,
we present the security implications of the service dependencies that have
been developed in the literature. Second, we give an overview of Colored
Petri Nets (CPN) and Hierarchical CPN (HCPN) and its application on
network security. Third, we specify our Service Dependencies-aware Pol-
icy Enforcement Framework which is based on the application of HCPN.
Finally and to illustrate the advantage of our approach, we present a
webmail application use case with the integration of different Policy En-
forcement Points.

1 Introduction

As computer and network security threats are becoming more sophisticated as
described in [I] and the number of service dependencies is increasing, optimal
response decision is becoming a challenging task for security administrators. Ap-
plying appropriate countermeasures and defense strategy implies the deployment
of proper network security policy enforcement while taking into account service
dependencies and their different interactions. Most of the current automated
Intrusion Response Systems (IRS)s are based on the risk assessment and the
cost-sensitive analysis as detailed in [2H4]. They are still suffering from several
drawbacks as described in [5]. Usually, they provide isolated response applied in
a single Policy Enforcement Point (PEP) of the Information System.

The lack of formal representation of the interaction between service depen-
dencies and policy enforcement mechanisms is a motivation for our proposed
approach. Moreover, there is still a gap between service dependencies, attack
graphs and policy enforcement reaction decisions. Thus, our main objective is
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to design and develop new strategies to optimize policy enforcement response
decision against single alert first, then, multiple alerts.

We propose to extend the existing service dependency model by including a
clear and explicit representation of policy enforcement mechanisms (Firewalls,
User Directories, ...). We consider the service architecture and its dependen-
cies in order to explore several enforcement possibilities in a response decision.
Contrary to the majority of research which consider the security as a service, we
distinguish between a service component and a security component. By doing
so, we aim at giving a clear representation of PEPs in the service dependencies
model. In fact, in the existing Service Dependency Models, as described in [6[7],
the interaction between two dependent services is only constrained by the pres-
ence of required privileges. This hides the concrete and explicit presence of PEPs
in the dependencies model.

Therefore, we propose to deploy Hierarchical Colored Petri Nets (HCPN)
by introducing the notion of substitution transitions to represent PEPs. Each
PEP is characterized by its enforcement capabilities. We model these capabilities
by specifying the substitution transition functions. In this paper, we propose a
novel modelling framework which considers service dependencies while select-
ing appropriate PEPs in an intrusion response process. First, we present the
security implications of the service dependencies that have been developed in
the literature. We also detail the definition of Policy Enforcement and Access
Control. Second, we give an overview of deploying Colored Petri Nets (CPN) as
well as Hierarchical CPN (HCPN) and motivations to apply this latter in net-
work security issues. Third, we specify our Service Dependencies-aware Policy
Enforcement Framework which is based on the application of the HCPN. Last
but not least in order to illustrate the advantage of our approach, we present a
webmail application use case with the integration of different Policy Enforcement
Points.

2 Policy Enforcement Point Definition

According to [8], the Policy Decision Points (PDPs) process Access Control poli-
cies, along with other data such as network state information, and take policy
decisions regarding what policies should be enforced and how this will happen.
These policies are sent as configuration data to the appropriate Policy Enforce-
ment Points (PEPs), which reside on the managed devices and are responsible
for installing and enforcing them.

The concept of PEP was also introduced in [9] as an entity that performs
access control by making decisions requests and enforcing authorization decisions
by the PDP. Referring to the latest version of [9], the PEP comes in many forms.
It can be part of a remote-access gateway, part of a web server or email user-
agent, etc. In [I0], the PEP is defined as the most security critical component,
which protects the resources and enforces the PDP’s decision. Generally, the
PDP and the PEP are combined to control access and enforce the security policy.

In [TT], authors specifies that the logical level integration allows the enforce-
ment of policies through a PEP. Usually, in applications where multiple archi-
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tecture is layered, the PEP is located between the presentation layer and the
logical layer, intercepting the calls, using the controls, and in case the invoca-
tion is authorized, it can be executed.

3 Service Dependencies Model and Security Implications

Recently, the application of service dependencies in the response decision process
is gaining an expanding interest, [6[7,[12,[13]. As mentioned in [6], the high
number of service dependencies increases the challenge of response decision and
policy enforcement. Therefore, authors propose to use service dependencies as
frames for attack impact and response costs evaluation.

In [I2], authors present in depth explanation about the use of service depen-
dency to enforce policy-based response. They propose to find the best suitable
set of PEPs capable of applying a response that has been already selected. Au-
thors define the PEP capability as the ability of the PEP to apply a security
rule on a specific set of subjects, actions and objects.

In [7], authors demonstrate how service dependencies have security implications
and extend the work presented in [I2]. First, they consider that a service is a set
of components C;. A simple service model is composed of connected components.
The basic model Mg of the service S is defined by Mg = {(C;, PC;,SC;)},i €
{1...n}}. PC; and SC; are respectively the providers of resources to C; and the
subscribers of resources provided by C;. This model is extended by adding (1) the
privileges granted to the service Pr¢, (2) the credentials accredited to this service
Cre and (3) the trust it has regarding other privileges and /or credentials T'r¢. This
modelling approach links dependent services by defining these sets: providers and
subscribers and required privileges of each service.

The proposed model has been used in order to assist the administrators in
selecting the appropriate Policy Enforcement Point (PEP). Authors does not for-
mally define this latter -PEP- and consider each service as a PEP having limited
access control capabilities. But, this approach does not allow us to dynamically
and automatically identify PEPs capable to implement a proper response deci-
sion.

In [I3], authors combines service dependency graphs with attack graphs in
order to enable security analysts to make more informed decisions. According
to them, there is a gap between system components and service dependencies
graphs and attack graphs. Therefore, they propose to combine attack and de-
pendency graphs to provide security analysts with a better picture of the cyber
situation.

4 Colored Petri Nets: Definitions and Related Works

4.1 Brief Definition of Petri Nets

Petri Nets formalism was introduced by C. A. Petri in 1962, [T4] for the math-
ematical representation of discrete distributed systems. Known also place/tran-
sition nets, it graphically depicts the structure of systems as a direct bipartite
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graph with annotations. Places and transitions are respectively denoted by cir-
cles and rectangles. Directed edges (arcs) connect places to transitions and vice
versa. A transition can be fired only if the input place(s) have the required
number of tokens.

4.2 Colored Petri Nets: CPNs and Hierarchical CPNs

Colored Petri Nets (CPNs) are an extension of original Petri Nets. Contrary to or-
dinary Petri Net which do not define types for tokens and modules, using CPNs,
we are able to assign tokens with different data value called token colors. Moreover,
connections between places and transitions are labeled by a color function. These
CPN additional features allows us to model more complex and large systems. How-
ever, both Petri Nets and CPNs do not ensure modularity modelling of such sys-
tems with multi level and heterogeneous activities. Hierarchical CPNs have been
proposed to answer to such modelling requirements. HCPNs make the modelling
of distributed systems and different level of abstraction feasible. Similar to modu-
lar programming, HCPNs is composed of smaller CPNs (called subpage) that are
represented in the upper net (called superpage) by substitution transitions. Due
to space limitation, we invite the reader to refer to reference [15] and [16] to get
more details about the CPNs and HCPNs formalism.

CPNs and HCPNs are used in a wide variety of application domains [17],
for instance distributed systems [I8], information systems, communication pro-
tocols, security protocols [I9H2I], data networks, security policy enforcement
mechanisms [22], attack modeling [23], etc.

In [24], HCPNs verify and analyze Web Service Composition. CPNs have been
also applied to model service dependencies as described in [25]. Authors model
service privileges by CPN tokens. A dependency between two services will be
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then satisfied if and only if all the required privileges exist in the input places
(the dependant service), see figure[Il

The resulting model represents both services and PEP without distinction;
since authors confound service and PEP. This modeling approach has some
drawbacks regarding the representation of the service and the policy enforce-
ment capabilities of the monitored systems.

5 Service Dependency-Aware Policy Enforcement
Framework

In this section, we first define the concepts that are deployed in the proposed
framework. Then, we describe the main components of our proposed framework.

5.1 Definitions

Service. A service is an implementation of an interface which provides resources
to its users. We define a service as a tuple composed of the following attributes:

— Name: the name identifying the service

Service-ID: service identifier.

— Description: brief functional description of the service

— A-SD (Service Dependency) List: a list of the antecedent service(s) on which
the service depends

D-SD List: a list of the dependent service(s) which depend on the service

Attack and Threat Context. An attack is a potential malicious event de-
tected by an IDS. Usually attacks are only discernible in terms of IDS alerts. In
addition, this definition of attack makes it interchangeable with the IDS alert.
Thus, we will not always explicitly state that an attack is represented by the
alerts. We also assume that Intrusion Detection Systems and Alert Correlation
techniques provide us with clear identification of the attack.

Each attack is characterized by the following attributes respecting the Intru-
sion Detection Message Exchange Format IDMEF [20]:

CreateTime: The time when the attack is detected.

— Source: The source attribute includes information about the attacker. It can

be a tuple of { IP address, Port, protocol }

Target: The target includes information about the exploited entity. It can

be a tuple of { IP address, Port, protocol, service, User }

— Classification: The attack type. Usually, it refers to the exploited vulnera-
bility.

— Assessment: impact assessment, action, confidence.

Threat context are used referring to these alert attributes and respecting the
Or-BAC formalism as described in [26]. For each detected attack, a new threat
context is activated. Our proposed framework performs while considering this
context.
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Policy Enforcement Point. We define each PEP by the following attributes:

— Role Set (RS): The set of subjects that can be controlled and protected by
the PEP. Referring to this set, we are able to identify if the PEP is capable
to counter a detected threat with a specific enforcement action or not.

— Activity Set (AS): The set of activities that the PEP can analyze and miti-
gate in case of attack.

— View Set (VS): The set of objects that can be protected by the PEP.

We identify these sets referring to the configuration of the PEP. This latter
is represented by the set of configured rules which are usually represented as
follows:

rule : Conditions — Decision(s) (1)

Decision(s) is an instance from the set of elementary decisions {d1, d2,ds, ..., dp}
when Conditions on Subject, Objects and Actions are satisfied.

5.2 Proposed Framework

Our proposed approach supports reasoning about the global optimality of a
chosen set of responses and their application points (PEPs). Global optimality
means that a response decision must take into account the fact that there exist
dependencies between different services and different PEPs capable of enforcing
the same mitigation decision.

In a first stage, we propose to extend the existing service dependency CPN
model as described in [7L[I2] by including a clear representation of policy en-
forcement mechanisms. In fact, we should be aware of the service architecture
and its dependencies in order to explore possibilities to enforce the response
decision at different points. Contrary to the approach proposed in [6}7,12,[25],
we distinguish service components and a PEPs. By doing so, we give an explicit
representation of PEPs in the service dependencies model as described in figure
Bl In fact, in the existing Service Dependency model, the activation of a tran-
sition between two services is constrained by the existence of specific tokens as
explained earlier. This hides the concrete and explicit presence of PEP in the ser-
vice dependencies model. Thus, analyzing potential attack paths to a particular
service while including the PEPs becomes challenging using such service depen-
dencies framework. Therefore, we propose to deploy HCPNs by introducing the
notion of substitution transitions to represent the PEPs. Figure 2l presents an
overview of the proposed approach. Each substitution transition is mapped to a
PEP capability as defined earlier by defining the ML functions using CPN tool.

6 Illustrative Example: Enforced E-Mail Application

To demonstrate the usability of our proposed framework, we consider the case
of a simple network offering three main services: Webmail application, Inter-
net Message Access Protocol (IMAP) and Post Office Protocol (POP). In order
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Fig. 3. Use Case: webmail application

to offer the e-mail service to the client, dependencies between webmail appli-
cation, IMAP and POP services have to be satisfied. This is enforced by the
deployment of proper PEPs that are in our case: the LDAP (Lightweight Direc-
tory Access Protocol) server, the NFS (Network File System) and the Network
Firewall. The firewall monitors the access to the webmail server at the network
level. The LDAP controls access to user accounts and the NFS is capable to
control the access to the requested files. Each described PEP has its proper
access control capabilities that are mapped to appropriate functions in the sub-
stitution transitions (labelled boxes). We implement our framework using the
CPN Tools simulator, [27]. The use case is illustrated in Figure Bl Each PEP has
its corresponding subpage (referenced by labelled boxes: FW-PEP, LDAP-PEP
and NFS-PEP) which implement the capability functions. These functions sup-
port the security administrator in selecting the appropriate PEP by identifying
whether the PEP is capable to mitigate the detected attack.

7 Conclusions and Future Works

In this paper, we propose to integrate Policy Enforcement Point in the ser-
vice dependencies model in a well presented framework. A significant benefit of



320 Y.B. Mustapha and H. Debar

deploying HCPN in our proposed framework is to provide the security adminis-
trator with a clear representation of service dependencies and their interactions
with Policy Enforcement Points. This support the administrator in detecting
which security constraints are violated to access a set of dependent services. The
proposed framework is capable to dynamically assist the response process in
selecting the Policy Enforcement Points capable of applying dynamic response
rules. At present, we are focusing on formally modeling and developing PEP ca-
pability functions in order to detect the most appropriate PEPs that are capable
to mitigate a detected attacks.
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