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Vehicular networks are used to coordinate actions among vehicles in traffic by the use of wireless transceivers. Unfortunately, the wireless communication among vehicles is vulnerable to security threats that may lead to very serious safety hazards. In this work we propose a viable solution for coping with Man-in-the-Middle attacks. To the best of our knowledge, this is the first work that propose to certify both the public key and out-of-band sense-able attributes to enable mutual authentication of the communicating vehicles. Vehicle owners are bound to preprocess (periodically) a certificate for both a public key and a list of fixed unchangeable attributes of the vehicle.
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Introduction

Security is a major concern in vehicular network where on one hand the wireless, ad-hoc and mobile communication imply security threats, and on the other hand requires perfectly reliable communication, as errors have immediate hazardous implications [START_REF] Scarfone | [END_REF]. While vehicles move in a predictable road topology, maneuvering among the vehicles is somewhat unpredictable. For example, the vehicle ordering is changed dynamically along the road. Applications for vehicular networks: Gaining on road safety and efficient traffic management are two prime goals in the use of vehicular networks. Smart vehicles may exchange information concerning road scenario with each other to help manage the traffic and to address safety concerns [START_REF] Gerla | Vehicular networks and the future of the mobile internet[END_REF]. For example, a notification on the occurrence Partially supported by Rita Altura Trust Chair in Computer Sciences, Lynne and William Frankel Center for Computer Sciences, Israel Science Foundation (grant number 428/11). The work of Michael Segal has been supported by General Motors Corporation. secret session key with the Mercedes-Benz that carries the license number l 2 . At this point v 3 which is a Toyota with license number l 3 intercepts and sends its public key as if it belongs to the Mercedes-Benz that carries the license number l 2 . Now, v 1 can verify that the received public key (of v 3 pretending to be v 2 ) has been legally produced by the CA, and may fooled to establish a secret session key with v 3 . Thus, v 1 confirms the public key authenticity but cannot be sure whether it just verified a Mercedes-Benz with license number l 2 or a Toyota that pretends to be a Mercedes-Benz with license number l 2 . To avoid such a design that is sensitive to MitM attacks we suggest to certify both the public key and the attribute together in a monolithic fashion. This is possible by having the certified linked fixed attributes together with the public key.

Public key infrastructure has a severe disadvantage when coping with MitM attacks not only in the scope of vehicle networks. Even when the certificate authority (CA) signs the public key, the public key owner should be identified by out-of-band means to cope with signed certificate thefts [START_REF] Oppliger | Certification authorities under attack: A plea for certificate legitimation[END_REF]. We propose a solution that employs vehicles fixed attribute based certification mechanism to correctly identify the neighboring vehicles. The periodic licensing routine can serve as an important ingredient of our scheme. Our method has the benefit of interacting with the CA only during preprocessing stages, rather than during the real-time secret session key establishment procedure. The certified attributes may be visually verified by a camera, microphone, wireless transceiver fingerprint identification [START_REF] Desmond | Identifying unique devices through wireless fingerprinting[END_REF], and/or other sensing devices which will feed the received data to, say, machine learning based classifier that will approve that indeed the attributes in the certificate match the sensed attributes of the vehicle. Visual identification may imply a better authentication of the transmission source in comparison with noise and/or transceiver fingerprint. Therefore, the trust level in the information communicated by a neighbor, and the type of actions taken according to the information received from the neighbor, may depend on the current set of attributes verified by out-of-band means.

Our solution relies on the CA approval that the public key was originated by the CA, and that the public key belongs to the vehicle with the coupled signed attributes. Given such certified public key and vehicle attributes, we are able to establish a secret session key with neighboring authenticated vehicle using only two communication rounds. Once the session key is established vehicles can securely exchange messages.

The paper is organized into four sections. Next, subsection highlights the related work regarding security threats, mitigating man-in-the-middle attacks, entity authentication and out-of-band channel authentication. In Section 2 a detailed description of the proposed work has been given. In Section 3 we discuss properties of our proposition in relation to security provided by other key establishment protocols. Section 4 highlights the transport layer security handshake with certified attributes. The last Section 5 concludes the discussion on the proposed scheme. Proofs are omitted from this extended abstract.

Related Work.

In what follows, we describe in more details the related work, concerning vehicle networks threats, the state of art for mitigating MitM attacks. Then we describe existing entity authentication schemes, and in particular, the use of group coordination and distance maintenance.

Vehicle networks threats: Autonomous wireless connection among vehicles imposes serious security threats such as eavesdropping [START_REF] Rivest | How to expose an eavesdropper[END_REF], identity spoofing [START_REF] Chandrasekaran | Detecting identity spoofs in ieee 802.11e wireless networks[END_REF][START_REF] Ren | A novel dynamic user authentication scheme[END_REF], sybil attack [START_REF] Martins | Wireless sensor network attacks and security mechanisms: A short survey[END_REF], wormhole attack [START_REF] Nagrath | Wormhole attacks in wireless ad-hoc networks and their counter measurements: A survey[END_REF], replay attack [START_REF] Xiao | Security services and enhancements in the ieee 802.15.4 wireless sensor networks[END_REF], message content tempering [START_REF] Capkun | Integrity codes: Message integrity protection and authentication over insecure channels[END_REF], impersonation [START_REF] Barbeau | Detecting impersonation attacks in future wireless and mobile networks[END_REF], denial of service attack (DoS) [START_REF] Abumansoor | Preventing a dos threat in vehicular ad-hoc networks using adaptive group beaconing[END_REF] and man-in-the-middle attack [START_REF] Kgler | man in the middle attacks on bluetooth[END_REF]. Mitigating Man-in-the-Middle attacks: Global System for Mobile Communication (GSM) is one of the most popular standards. Unfortunately, it uses only one sided authentication between the mobile station and the coupled base station [START_REF]Global System for Mobile Communications[END_REF]. Universal Mobile Telecommunication Standard (UMTS) improves over the security loopholes in GSM. It includes a mutual authentication and integrity protection mechanism but is still vulnerable to MitM attacks [START_REF] Tsay | A vulnerability in the umts and lte authentication and key agreement protocols[END_REF].

MitM and DoS attack analysis for Session Initiation Protocol (SIP) is shown in [START_REF] Chen | Research on man-in-the-middle denial of service attack in sip voip[END_REF], using a triangle communication model between SIP user agent and server. This work presents an analysis on the attack possibility, but does not offer any solution to the problem in hand. The interconnection between 3G and wireless LAN is vulnerable to MitM attacks by influencing the gateway nodes [START_REF] Zhang | A man-in-the-middle attack on 3g-wlan interworking[END_REF]. According to [START_REF] Komu | Spin-based verification of authentication protocols in wimax networks[END_REF] mobile host and base station shares a secret cryptographic functions and mutually raises a challenge-response string, prior to employing the original Diffie-Hellman key exchange scheme [START_REF] Diffie | New directions in cryptography[END_REF]. Thus, mobile host replies with a cryptographic response and Subscriber Station Identifier (SSI) to base station, but it does not verify any of the unchangeable attributes of the intended subscriber. This way a base station, capable of verifying a unique SSI connection, may not confirm the authentic owner of the SSI connection. Entity authentication: There has been a great research activity in the scope of cryptographic solutions [START_REF] Papadimitratos | Secure vehicular communication systems: Design and architecture[END_REF] for entity authentication. A security scheme for sensor networks, called TESLA has been proposed in [START_REF] Perrig | The tesla broadcast authentication protocol[END_REF]. TESLA is based on delayed authentication with self-authenticating key chains. TESLA yields a time consuming authentication mechanism (as the messages received on a timeline, can be authenticated, only after receiving the immediate next message over the same timeline). Although, chances are less but still a man-in-the-middle can intercept through weak hash collisions and fake delayed key. An improvement TESLA++ has been suggested in [START_REF] Studer | Flexible, extensible, and efficient vanet authentication[END_REF], as an adapted variation of delayed authentication. A combination of TESLA++ and digital signature provides Denial of Service (DoS) attack resilience and non-repudiation respectively. The drawback with this approach is that message digest and corresponding message (with self-authenticating key) is transmitted separately to the receiver. Thus, man-in-the-middle may step in, as it does not follow the fixed attribute based verification.

Raya and Haubaux [START_REF] Raya | The security of vanets[END_REF][START_REF] Raya | Securing vehicular ad-hoc networks[END_REF] proposed that each vehicle contains a set of anonymous public/private key pairs, while these public keys have been certified by CA. The certificates are short lived and therefore needs to be confirmed with a Certificate Revocation List (CRL) before the use. The drawback with this approach is that road-side infrastructure is required to provide the most updated CRL. A man-in-the-middle attack resistant key agreement technique for peer to peer wireless networks appears in [START_REF] Cagalj | Key agreement in peer-to-peer wireless networks[END_REF] where primary mutual authentication is done before the original Diffie-Hellman key exchange. This primary authentication step could be secret digest comparison, e.g., through visual or verbal contact, distance bounding or integrity codes. A man-in-the-middle can intercept because the proximity awareness, visual and verbal signals are computed by the device and verified by the user; while in our case it is already certified by CA and then user verifies it again. The secure communication scheme in [START_REF] Wang | A novel secure communication scheme in vehicular ad-hoc networks[END_REF] is enhancement over the Raya and Haubaux scheme, in that certified public key is exchanged and further used to setup a secret session key as well as group key. Here, the attacker can pretend to be some other vehicle, by replaying the certificates and there exists no other means to verify that this vehicle is not the actual owner of the certificate.

There exists a few one round protocols that ensures weak forward secrecy [START_REF] Krawczyk | Hmqv: A high-performance secure diffie-hellman protocol[END_REF] providing Forward Secrecy only when the adversary is not active in the session. These works also proves impossibility for establishing strong forward security when using only one round. One round protocols are based on a simultaneous interaction between the sender and receiver. However, one way protocol with strong secrecy exists in [START_REF] Jeong | One-round protocols for two-party authenticated key exchange[END_REF][START_REF] Gennaro | Okamoto-tanaka revisited: Fully authenticated diffie-hellman with minimal overhead[END_REF][START_REF] Boyd | On forward secrecy in one-round key exchange[END_REF]. They have assumed that the ephemeral secret keys are exchanged between the peer parties while the adversary is not allowed to extract any of these ephemeral secret keys.

Our work is the first that demonstrates the utility of out of band identification using coupled public key and fixed verifiable attributes. We ensure the countermeasures against the man-in-the-middle attack in two (sequential) rounds of communication.

Out-of-band channel authentication:

There have been great efforts to utilize various auxiliary out-of-band channels for entity authentication. The notion of pre shared secret over a limited contact channel has been raised in [START_REF] Stajano | The resurrecting duckling: Security issues for ubiquitous computing[END_REF]. A method shown in [START_REF] Holmquist | Smart-its friends: A technique for users to easily establish connections between smart artefacts[END_REF][START_REF] Mayrhofer | Shake well before use: Authentication based on accelerometer data[END_REF] suggests that a common movement pattern can help mutually authenticate two individual wireless devices driven by single user. In [START_REF] Smetters | Talking to strangers: Authentication in ad-hoc wireless networks[END_REF] a pre-authentication phase is required before the original public key is exchanged and confirmed over the insecure wireless channel. Pre-authentication channel is a limited scope channel to share limited information, still it inherits the same vulnerability as wireless channel have. In this scheme there may be cases when a vehicle is not sure that it received data from whom it should receive. In our scheme we do it in reverse first wireless channel authentication and then verification over out-of-band channel, and that too certified by CA during preprocessing.

Another work in [START_REF] Mccune | Seeing-is-believing: Using camera phones for human-verifiable authentication[END_REF] presents a visual out-of-band channel. A device can display a two dimensional barcode that encodes commitment data, hence, a camera equipped device can receive and confirm this commitment data with the public key. Unfortunately the attacker can still capture and/or fabricate the visible commitment data, as it is not certified with the public key. The approach in [START_REF] Goodrich | Loud and clear: Human-verifiable authentication based on audio[END_REF] is based on acoustic signals, using audio-visual and audio-audio channels to verify the commitment data. In the former a digest of the public key is exchanged by vocalizing the sentence and comparing with a display on the other device, while the later compares vocalized sentences on both devices. In a recent work [START_REF] Saxena | Secure device pairing based on a visual channel[END_REF], Light Emitting Diode (LED) blinks and the time gap between those blinks has been used to convey the digest on the public key. Also, a combination of audio-visual out-of-band channel has been proposed in [START_REF] Prasad | Efficient device pairing using human-comparable synchronized audiovisual patterns[END_REF], that uses beeps and LED blinks in a combination to convey the commitment data. The proposed method is less effective because the public key and the out-of-band information are not certified and therefore man-in-the-middle can learn the out-of-band information and replay it. The approach in [START_REF] Mayrhofer | Spontaneous mobile device authentication based on sensor data[END_REF] suggests the use of spatial reference authentication, which is dynamic and can be manipulated by the man-in-the-middle. Also, the visual laser authentication can be ambiguous due to the equipment and the foggy weather condition unlike our scheme that relies on static sense-able attributes coupled with the public key.

2 Out-of-band Sense-able Certified Attributes for Mitigating Man-in-the Middle Attacks

We suggest mitigating man-in-the-middle attacks by coupling out-of-(the wireless)-band verifiable attributes. Vehicles are authenticated using digitally signed certificates and out-of-band verifiable attributes. For example, these attributes may include visual information that can be verified by input from a camera when there exists line-of-sight, including the identification of the driving license number, brand, color and texture, and even the driver faces if the owner wants to restrict the drivers that may drive the vehicle. Other attributes may be verified by other sensing devices, such as microphone for noise. Our approach does not require any communication with the certificate authority or the road side units, while actually authenticating vehicles on the move. The only interaction with the CA is during a preprocessing stage, which is mandatory to possess a certificate. The certificate holds a public-key and unchangeable (or rarely changeable) attributes of the vehicle signed by the CA. These out-of-band sense-able vehicular attributes should be sensed by other vehicles and checked in real-time. Note that the procedure to check these vehicular attributes may be given as part of the certified information. Our scheme is a viable solution to combat the man-in-the-middle attacks, as it utilizes a separate sense-able out-of-band channel to authenticate the unchanged vehicular attributes. The certificate can be updated and restored on each periodical inspection or in the rare case of attribute change. Thus, saving time and communication overhead in the authentication process, as well as avoiding a CA communication bottleneck, obtaining a scheme suitable for emergency and safety critical applications. Detailed description of the solution appears in the next section.

In the proposed scheme vehicles carry digitally signed certificate Cert from CA, see Figure 1 for a possible structure of such a certificate. The pseudo-code description of the secret key establishment procedure appears in Figure 2. In the procedure we use P K to denote the public key, SK to denote the private key, key r is the obtained shared secret session key, H is the shared hashing algorithm and || denotes the appended string value. Note that the + sign denotes a predetermined symmetric composition and accordingly continuous zero bits are padded between the two cipher components. Hence, the cipher components linked with + are verified against the cipher component value as well as the symmetric zero composition between these components.

We assume that the CA established a certificate in the form of Attribute S + P ublickey S ||E SK CA (H(Attribute S +P ublickey S )) for each party. These certificates are used to establish a (randomly chosen) shared key, key r . The shared key key r can then be used to communicate encrypted information from the sender to the receiver and back. One way to do this is to use key r as a seed for producing the same pseudo-random sequence by both the sender and the receiver. Then XOR-ing the actual sensitive information to be communicated with the bits of the obtained pseudo-random sequence. Next, we describe in detail the involved entities, and their part in the procedure for establishing a session key. Certificate Authority: The list of CAs with their public keys P K CA may be supplied as an integral part of the transceiver system of the vehicle, similar to the way browsers are equipped with a list of CAs public keys. Only registered vehicles are allowed to communicate on the road. Digital signatures E SK CA (H(Attribute sender + P ublic key sender )) represent the hash of public key and attributes encrypted with the CA secret key SK CA . The digital certificate works as an approval over the public key and the out-of-band verifiable attributes of the vehicle. The CA can update or renew a certificate, upon a need, or when the current certificate expires. Vehicular Attributes: Vehicles incorporate various sensors to capture useful primitive from the neighborhood. Each vehicle is bound to a set of primitives yielding a unique identity to that vehicle. Vehicles identity encloses a tuple comprised of attributes such as license number, public key, distinct visual attributes and other out-of-band sense-able attributes, extending the basic set of attributes required according to ISO 3779 and 3780 standard [START_REF]wireless networks[END_REF]. These out-of-band sense-able attributes are captured through customized device connections such as camera, microphone, cellular communication and satellite (GPS system). In addition, we suggest to identify the wireless communication itself, rather than the contents sent by the wireless communication, this is done by the certified transceiver fingerprints. Thus, the transceiver must be removed from the original vehicle and possibly be reinstalled in attackers vehicle to launch the attack. Verifying each of the attributes by out-of-band channel implies certain trust level in the identity of the communicating party, which in turn implies the possible actions taken based on the received information from the partially or fully authenticated communicating party. Thus, a vehicle can perceive the surroundings from driver's perspective using vision with a sense of texture, acoustic signals, and the digital certificate. A combination of these primitives is different for every vehicle, the unique license number observed by the camera, the outlook of the vehicle including specific equipment, or specific visual marks such as specific color repair marks, unique license number, outlook of the vehicle, manufacturer's logo, engine acoustics classification signals. During the communication vehicles continuously exchange the geographic coordinates that can be certified as being received from the certified GPS device, according to the device unchangeable identification number. Here the attacker has to physically remove the GPS device from the original vehicle in order to act on its behalf. Therefore, a certified GPS device number attached with the current GPS location, velocity and direction justifies high certainty, together with other cross-verified attributes, such as the visual attributes, on the vehicle identity.

We next outline the arguments for the safety assurance implied by our scheme. The proposed approach is resistant to man-in-the-middle attack. The CA public key is conveyed to vehicles in secure settings. CA receives the request for the certificate deliverance and only the intended recipient will get the certificate Cert from CA. An attempt to manipulate the certificate Cert S contents, in order to replace the attributes to fit the attacker vehicle attributes or the public key, will be detected as the digital signature E P K CA (H(Attribute S + P ublic key S )) yields an impossibility to modify a certificate or to produce a totally new one. Receiver R decrypts the digital signature using the CA pubic key P K CA and confirms the validity. Thus, any verifiable certificate has been originated by the CA and therefore the attributes coupled with a certain public key uniquely characterize the vehicle.

After the mutual authentication is done through a signed public key verification, coupled with the fixed sense-able attributes, a session key is to be established. A random string key r is generated at the receiver R and is sent along with the certificate Cert R , in response to sender S request for certificate Cert R . As the key r can be replaced by a MitM, S needs to authenticate the origin of key r . Moreover, an attacker can manipulate the random string in between thus, it requires to ensure the integrity. First, R encrypts the key r and Sequence N umber S using S public key P ublic key S , i.e. E P ublic key S (key r + Sequence N umber S ) so that only S can decrypt the random string using corresponding secret key SK S . Thus, the confidentiality is ensured as only intended receiver can decrypt the key r as D SK S [E P ublic key S (key r + Sequence N umber S )]. In order to verify this key r with the digital signature, a hashing algorithm H is applied that produces a hashed key string H(key r + Sequence N umber S ). Second, a digital signature, i.e. E P ublic key S (E SK R (H(key r + Sequence N umber S ))) is attached with the encrypted random string E P ublic key S (key r +SequenceN umber S ). Thus, integrity is maintained as only R can generate these signature. Similarly, only S can retrieve the H(key r + Sequence N umber S ) from the signature using secret key SK S and P ublic key R as D SK S (D P ublic key R (H(key r + Sequence N umber S ))). Next, the H(key r + Sequence N umber S ) from digital signature is compared with the hashed key string generated locally. If both hashed key strings are same then key r is accepted as a session key. Note that the signed and encrypted key r and Sequence N umber can not be used as part of a replay attack, however, such usage will be detected by the sender and the receiver as the actual value of key r is not revealed to the attacker. The use of synchronized date-time and signed association of the date-time can avoid even such unsuccessful attack attempts. 

AKE Protocols and Out-of-Band Sensible Attributes Authentication

Many Authenticated Key Exchange protocols (AKE), that allow two parties to authenticate each other and to establish a secret key via a public communication channel, have been proposed over the past years addressing various adversary models and possible attacks [START_REF] Krawczyk | HMQV: A high-performance secure Diffie-Hellman protocol[END_REF][START_REF] Law | An efficient protocol for authenticated key agreement[END_REF][START_REF] Krawczyk | Sigma: The 'sign-and-mac' approach to authenticated Diffie-Hellman and its use in the ike-protocols[END_REF][START_REF] Lamacchia | Stronger security of authenticated key exchange[END_REF][START_REF] Lee | Authenticated key exchange secure under the computational Diffie-Hellman assumption[END_REF][START_REF] Lauter | Security analysis of kea authenticated key exchange protocol[END_REF]. Informally, as it is stated in [START_REF] Krawczyk | Sigma: The 'sign-and-mac' approach to authenticated Diffie-Hellman and its use in the ike-protocols[END_REF], AKE protocols should guarantee the following requirements: Authentication -each party identifies its peer within the session; Consistency -if two honest parties A, B, establish a common session key K, then A believes it communicates with B, and B believes it communicates with A; Secrecy -if a session is established between two honest peers then no adversary should learn any information about the resultant session key.

Usually the above requirements are more formally described by detailed scenarios that involves resistance to the following attacks: Basic KE security is defined via so called KE experiment in which an adversary that controls a communication channel should not be able to distinguish the session key established between parties from a random value. Forward Secrecy (FS) property guarantees that a session key derived from a set of long-term public and private keys will not be compromised if one of the (long-term) private keys is compromised in the future. So it says that an adversary who corrupted one of the parties (learns the long-term secret key), should not be able to learn session keys of past sessions executed by that party. Known Session Key Attack resilience provides that an adversary who learns a session key should be unable to learn other session keys.

Additionally, authentication in AKE protocols implies resistance to various misidentification threats: Unknown Key-Share Attacks resilience prevents an adversary to cause the situation whereby a party (say A), after protocol completion, believes she shares a key with B, and although this is in fact the case, B mistakenly believes the key is shared with a party E (other then A). Key Compromise Impersonation (KCI) resilience provides that an adversary who learns a long-term secret key of some party (say A) should be unable to share a session key with A by impersonation as other party to A, although obviously it can impersonate A to any other party. Extended Key Compromise Impersonation (E-KCI) resilience. In regular AKE protocols parties use additional random parameters (called ephemeral keys), such as ephemeral Diffie-Hellman keys, coined e.g. for the purpose of session initialization. An adversary who learns both: a long-term secret key, and an ephemeral key of some party (say A), should be unable to share a session key with A by impersonation as other party to A. Ephemeral Key Compromise Impersonation (ECI) resilience. An adversary who learns only an ephemeral key of some party (say A) should be unable to share a session key with A by impersonation as other party to A.

In this paper we focus on specific AKE scenarios for securing the communication of vehicles via out-of-band sensible attributes. We assume that:

1. a sender and a recipient use specialized devices for recognizing out-of-band sensible attributes. 2. these devices can precisely pick the peer vehicle, and can accompany a regular (say radio communication) channel. 3. the out-of-band sensible attributes can identify a vehicle uniquely.

If the above mentioned assumptions does not hold, the protocol from Figure 2 can be a subject of impersonation repetition attacks, and does not fulfill FS feature, as it is outlined below. Impersonation Repetition attack -version 1: any adversary A that is within the radio range of a sender S (with Attribute S ) and a recipient R (with Attribute R ), and that once recorded a valid transcript (including certificate of S) between them, can initialize future communication from S. Although A cannot decipher responses from R, the attack could be used to make R thinking that S wants to communicate. Moreover R can use such an initialized session to send some valid but unwanted messages to S. (see Figure 3). Impersonation Repetition attack - version 2: This attack is more powerful. An adversary A, that once recorded a valid transcript between a sender S (with Attribute S ) and a recipient R (with Attribute R ), can simulate future answers (steps 2a, 2b) for the same recipient R (or for any other recipients R' -that has similar attributes Attribute R ) challenged by S. Adversary A simply sends back messages previously recorded in steps 2a, 2b (see Figure 4). Thus, after S finishes protocol in accepting state, it thinks it partnered with the intended R, and starts to decrypt subsequent messages encrypted with the established key. Although, in this repetition attack, A does not learn the session key, after acquiring the first message from S the adversary A can send back previously recorded answers from R to S, finishing protocol. Subsequently A can continue with sending previously recorded ciphertexts encrypted with the previous session key. Such ciphertexts would be accepted as valid, and decrypted by S. If the protocol was run only for authentication purposes (peers do not want to communicate further, which we do not consider here), the attack itself is a serious threat, e.g. in the case where S is a police car that monitors the speed of other cars and wants to identify the recipient. Improvements Against Impersonation Attacks. In the case of the proposed protocol we can simply protect against impersonation attack version 1 in the following way: a sender S encrypts an acknowledgment of the second message it gets from R with the session key and sends at the beginning of the transmission through the encrypted channel. For the protection against the impersonation attack version 2 a sender S sends (in the first step) to R a concatenation Cert S |N once S , where N once S is a unique random challenge coined for that session by S. Then the cryptograms answered by R in the second step should include the same N ounce S , which subsequently should be verified by S.

Forward Secrecy (FS): This is the protection of past session keys in spite of the compromise of long-term secrets. If the attacker somehow learns the long-term secret information held by a party (the party is controlled by the attacker, and referred to as corrupted), it is required that session keys, produced (and erased from memory) before the party corruption happened, will remain secure (i.e. no information on these keys should be learned by the attacker). Obviously our protocol does not fulfill FS. If the attacker records transcripts and then corrupts the party S (got its private keys), then the previous session keys key r are exposed and transcripts can be deciphered. Improvements for FS. We can improve our protocol for FS by setting: N ounce S = g α , responded key r = g β , for some random ephemeral keys α , and β. Then the session key would be derived from the value g αβ , computed independently on both sides.

Obviously one can also utilize some three rounds protocols, instead of our two rounds protocol, protocols previously discussed in literature, that do not require a predefined knowledge of peers identity. The idea of out-of-band sense-able attributes can be incorporated into them without undermining their security. The first straightforward choice would be ISO KE protocol, described in [12], and mentioned among other protocols in [START_REF] Krawczyk | Sigma: The 'sign-and-mac' approach to authenticated Diffie-Hellman and its use in the ike-protocols[END_REF]. Figure 5 presents the protocol, where Cert S , and Cert R are certificates proposed in this paper. In the protocol, parties that receives certificates immediately validate them by the means of CA public key, and out-of-band visible attributes. They also validate received signatures and proceed only if the validation is correct. The established session key K S , is derived from g xy . Note that this protocol does not support identity hiding, as certificates are transferred in plaintexts.

If we consider anonymity (certificates should not be transferred as plaintexts) as a requested feature, we could use SIGMA protocol from [START_REF] Krawczyk | Sigma: The 'sign-and-mac' approach to authenticated Diffie-Hellman and its use in the ike-protocols[END_REF] (Figure 6), where a session key K S , an encryption key K e and a message authentication key K m are derived from S R CertS, g x --------------→ CertR, g y , SIGR(g x , g y , CertS) ← --------------------------------SIGS(g y , g x , CertR) -----------------------→ Figure 5: ISO KE adopted to the proposed certificates g xy (K S , K e , and K m keys must be computationally independent from each other). Here parties decrypt messages by the means of the key K e , validate certificates by the means of CA public key, and out-of-band visible attributes. They also validate received signatures. Each part independently proceeds only if both the decryption and validation are correct.
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g x ---------→ g y , EN CK e (CertR, SIGR(g x , g y ), M ACK m (R)) ←--------------------------------------------
EN CK e (CertS, SIGS(g x , g y ), M ACK m (S)) -----------------------------------------→ Figure 6: SIGMA protocol adopted to the proposed certificates If deniability property (that assures that transcript should not be regarded as a proof of interaction) is important, then we propose to adopt one of the protocols [START_REF] Hanzlik | Mutual restricted identification[END_REF][START_REF] Hanzlik | Mutual chip authentication[END_REF]. However in this case we should assume that parties private keys are discrete logarithms of corresponding public keys, and computations are performed in algebraic structures where discrete logarithm problem (DLOG) is hard. Although deniable protocols from [START_REF] Hanzlik | Mutual restricted identification[END_REF][START_REF] Hanzlik | Mutual chip authentication[END_REF] require four passes of messages, they were designed for machine readable travel documents -which in turn can be implemented on smart-cards. Therefore we acknowledge that implementing them for vehicular communication can also be considered.

Transport Layer Security Handshake with Certified Attributes

The scheme presented in the previous section is based on Transport Layer Security (TLS) scheme augmented with the signed coupled public key and attributes. TLS handshake is based on a pre-defined sequence of phases such as mutual authentication, random secret exchange and session key establishment. Handshake between the sender S and receiver R starts by invoking the opposite party and sending the supported range of cryptographic standards called as Hello message. Mutual authentication is accomplished through the CA signed certificates called as Certif icate Exchange message. At first, S forwards the certificate Cert S to R which then verifies the CA signature on Cert S and the out-of-band sense-able fixed attributes Attribute S . Similarly, S also verifies the CA signature on Cert R and the out-of-band sense-able fixed attributes Attribute R .

Once the sender and receiver have exchanged and verified the respective certificates Cert S , Cert R and attributes Attribute S , Attribute R ; a session key key r needs to be established on both sides. For that, R generates a random string key r and shares it with S to derive a common session key between them. The random string and intended receivers certificate sequence number is encrypted E P ublic key S (key r + Sequence N umber S ) by using the public key P ublic key S and is concatenated with a digital signature E P ublic key S (E SK R (H(key r + Sequence N umber S ))). This way a MitM attacker can no longer fabricate the combination of session key key r and sequence number Sequence N umber S . S can now decrypt the random string key r with the certificate sequence number Sequence N umber S using SK S and also the digital signature by using SK S and P ublic key R respectively.

This completes the discussion on mutual authentication and session key establishment. Now, S and R switches to the symmetric encryption. The recently established session key key r is used on both sides to encrypt and decrypt the message.

Conclusion

The proposed work provides man-in-the-middle attack resistance and mutual authentication using certified public key and out-of-band sense-able attributes. As the CA pre-processes every vehicles public key and unchangeable attributes, there is no way that man-in-the-middle can fake the public key or the unchangeable attributes. Also, the out-of-band attributes are sense-able and can be confirmed, while moving on the road. There is no need to communicate with the CA during the real-time session key establishment of a secret key based on the mutual authentication of vehicles. The proposed approach is simple, efficient and ready to be employed in current and future vehicular networks.
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  R verifies the digital signature using the CA public key P KCA, namely, DP K CA [ESK CA (H(AttributeS + P ublic keyS))] and checks that indeed the result H(AttributeS + P ublic keyS) is equal to the hash of AttributeS and P ublic keyS, and then verifies AttributeS using out-of-band channels. CA (H(AttributeR +P ublickeyR)) along with a random string keyr and certificate sequence number Sequence N umberS encrypted with P ublic keyS and digitally signed by R, i.e. E P ublic key S (keyr + Sequence N umberS)||E P ublic key S (ESK R (H(keyr + Sequence N umberS))). 3. Sender S confirms the certificate CertR authenticity as described in 3.(a) and then responds as detailed in 3.

	1. Sender	S	sends	the	certificate	CertS=AttributeS	+
	P ublic keyS||ESK CA (H(AttributeS + P ublic keyS)) to a neighbor R.
	2. Receiver R confirms the certificate CertS authenticity as described in 2.(a) and
	then responds as detailed in 2.(b):		
	(a) (b) R	responds	with	the	certificate	CertR=AttributeR +
	P ublickeyR||ESK				

(b): (a) S verifies the digital signature using the CA public key P KCA, namely, DP K CA [ESK CA (H(AttributeR + P ublic keyR))] and checks that indeed the result H(AttributeR + P ublic keyR) is equal to the hash of AttributeR and P ublic keyR, and then verifies AttributeR using out-of-band channels. (b) S decrypts the secret session key and certificate sequence number concatenated with the digital signature by using own secret key SKS, i.e. DSK S [E P ublic key S (keyr +SequenceN umberS)] resulting into keyr. Also the digital signature of R is verified using SKS and P ublickeyR respectively, i.e. DSK S (D P ublic key R (H(keyr +SequenceN umberS))) that results into H(keyr + Sequence N umberS). Now the hashing algorithm H is applied with keyr + Sequence N umberS and then compared with the hashed string H(keyr + Sequence N umberS) produced from the digital signature. If the both hash strings are same and the symmetric padded zero composition keyr + Sequence N umberS is valid then keyr is accepted as a valid session key. 4. Sender and receiver exchange encrypted messages using keyr as a shared secret key for S and R.
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