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ABSTRACT

This paper aims to present and illustrate how ugsomgal verification approaches and techniques daallow
managing and controlling efficiently a given systerposed to crisis. Indeed, a few methods to ppatie to crisis
resolution and use formal verification are devetbp&he here presented research proposes an apppaaed on
verification techniques namely (1) the developnanhodeling means to increase the formal leveluditig the actors’
knowledge and; (2) the development of specific saagy mechanisms adapted to the expected actojettoles such
as risk detection, performance improvemeit, The foundations of an anticipative effect-drivgapaach using formal
verification are introduced. Our approach aims twlei, characterize and detect the different effdws are caused by
the partners, the environment and the activitie®lired throughout a collaborative process, usingpprties proof
mechanisms.
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INTRODUCTION

“We are increasingly faced with catastrophes thand fit our usual terms of reference, response tdoes or
traditional operational scripts. [...] It is urgenbtreinvent our preparedness architecture, whethmeterms of our
understanding, response plans, mechanisms and mat@gnal protocols, and to develop broader visiamsl specific
guidelines, if we wish to regain a balanced anceaife operating response underpinned with legitynand
credibility in this fast emerging universgGuihou et al., 2006)Based on this observation, the development
innovative approaches to manage crisis respongs jilam innovative manner becomes crucial. Thesparese plans
are here described as collaborative processes @itnisolve the crisis. Their efficiency dependstlogir capacity to
react, guide and adapt the actor’'s actions and sneadifferent situations. This implies a good wstending of the
different actors that are involved in the collaliive process and having to share data, knowledgst practices,
resources and skills. For this various facets ofvadge are required: organization, skills, expeabe classical
behaviors when facing given situations, potentigtioms that can be deployed with their expecteccaues, etc.
Indeed, these actors must first trustfully and céffitly interact with each other reaching variousl &zommon
objectives of crisis resolution and minimizing ingpan the civil population, living areas, envirormheeconomic,
industrial and cultural criteria. Second, tradittiy, actors’ actions are coordinated and synclzedhi and then adapted
taking into account reactions coming from the erifieatre. Beside the achievement of the main eksiutcomes
others results can be also noticed. Some harmtubadesirable effects can be induced for exampléhemopulation.
These effects remain difficult to predict due thetinteractions between the different elementslirad during the
crisis management and concerned by the collabergtiecess. All these interactions are difficultutaderstand, to
analyze and then to be as soon as possible aveidedonsequence, the anticipated examination opadkible
outcomes that can be produced by each actor, iresélom each action during the collaborative pssces crucial. This
analysis can be done with the adaptation and agijait of both a formal modeling and a verificatiapproach to a
model of the target collaborative process (Chapwiaal. 2006). This paper aims to present an Apdtve Effect-
Driven Approach (AEDA) to analyze potential compleffects that can be caused by the actors and dfities
implemented during a collaborative crisis managdnpeocess. It presents the bases of the anticpaifect-driven
approach with the consequences, both positivesnagdtives, of using formal approaches in this apfibn field.
Then, it introduces a supporting tool currentlyrigedeveloped to implement anticipative effect-dnivegpproaches.
Finally, the method applied by this tool is presenthrough a concrete example.

HOW ANALYSING CRISIS MANAGEMENT PROCESS?

Basic principles of AEDA

The main hypothesis of this work consists to dispe$ a model, even incomplete, of the collaborativisis
management process This describes different agtastsrs, information and goals, flows betweenaagtietc. The
proposed AEDA approach consists to analyze i.thisicase to verify and to validate this modeltHa current state of



the work, verification consist to specify and toye from a formal manner various kinds of propertiee process
model must respect. The validation is now underettggment. It is based on a model translation antllsition

approach and supporting framework using multi agegstems introduced in (Rebai et al. 2008). Thisep focuses
only on the verification orientation. In this watjye AEBA ambition is to allow a better analysisatollaborative
process, to detect and avoid hazardous situathtatscan be caused by interactions between diffariemients of the
collaborative process (resources, environmentyiéies...). The achievement of such a goal can beemedthe use of
formal verification that analyzes the behaviorlw# tollaborative process, assuming that the mddileocollaborative
process has been already verified and is corrbaily with regards to the meta-model.

V&V

Classically, the verification aims to confirm thatmodel is correctly builtand the validation aims to confirm that *
model is relevant from the realityn the common sense, verification allows to demmisunderstanding about the use
of modeling concepts and relations to check colwrai the studied model and to check its behawtoreover, in
AEDA context, it permits to prove some requiremenitsexpectations modeled as properties (Chaputlat. 2008,
Accelera 2004)..These properties describe the rdiftepotential effects interactions must induce tbae different
element concerned by the crisis: population, bogdj environment, etc.

Several techniques and tools can be used to veniflyvalidate models or systems (Love et al. 20G$hoda 2008).
Particularly for properties proof, different forntachniques can be used. At the origin, they weserially developed
and used for software and electronic systems eagite (Berard et al. 2002, NASA 1998). (Dindeleuxaé 1998,

Dubois et al. 1994, Kalfoglou et al. 2004, Legealetl 999, Kamsu et al. 2006) propose to adaptt@am@ghply some of
these techniques to other domains and provideegisctools and techniques such as complex algétrasodeling

and checking behavior of manufacturing processasi@® et al. 1998) or Conceptual Graphs analysisfmeling and
proving properties in the case of a multi view mo@@hapurlat et al. 2006). All these approachessinsn the

relevance of formal techniques such as AEBA intémt$o.

Formal approach interest
Indeed, using formal techniques allows us:

» To provide proofs of possible evolutions of theqass independently from any human interpretation;

» To be able to provide counter examples in the oaseproperty cannot be checked, focus actorshatie on a given
phenomena, or highlight a given crucial situatioattwas not taken into consideration.

Nevertheless, it induces also limitations that wdfuire improving first the modeling language uskoling crisis
management process model building phase, secangroling mechanisms:

* Modeling concepts and relations must be descrilbedearequired level of formalization to allow thee of formal
mechanisms of reasoning;

» These modeling concepts and analysis mechanismistakesinto account the relatively limited level loafowledge
and the need for actors’ autonomy when facing modesks.

AEDA development

As a consequence, this research has to providentagrated modeling and analysis framework for talfative
processes, which would allow both to guide the rfinddask and to provide rapidly a set of analysisults without
ambiguities. This is done by (1) the enrichmenthef existing modeling concepts and the formalizatibthe resulting
extended modeling concepts; (2) the definition ofet of properties that describes the possibleltsesii the
interactions (also called effects) between the el@minvolved in the process, and (3) the definiogd mechanisms that
allow to prove these properties in other wordsdsuane effects modeled using properties that aiclgtrespected or
not.

Anticipative Effects-Driven Approach is currenthyewkloped to participate to the reduction of a srisituation
throughout various actors (firemen, nurses, poleemand peoples living in the concerned countryhat tare
interacting. These interactions must provide good efficient effects.e. relevant for the crisis resolution strategy. In
other cases, these interactions can have unprblfiaéfects and cause trouble or prejudices oncorseveral elements.
As a consequence and according to the requiremeariioned above, the Anticipative Effects-Drivenpigach has to
provide:

* Modeling means i.e. a set of concepts and rules to model the protesslifferent configurations and characteristics
of any actors involved as well as the environmamfich this collaborative process evolves;

 Verification means, i.e. formal representation and characterization of mitde effects induced by the interactions.
These means are the follow up of the property mpdabosed by (Lamine 2001) and reasoning mecharikats
allow to handle these properties to define whatkfifects of actions that partners may execute are.



It is to note that the anticipative effects-drivapproach is an extension of the Effects-Based @ipamapproach
(EBO) developed specifically in the military fie(@mith, 2002). The EBO approach consists in anatyfhe effects
that are induced by the execution of a set of astim order to achieve a desired final outcome. éttogless, EBO
remains focused on the conceptual and the thealéticels with a lack of practical application (2yaski, 2004). As a
consequence, this paper focuses on the determinafiproperties and their proofs, which allow cltéeaizing the
potential effects that can be produced by an exjstbllaborative process deployed in crisis siturati

ANTICIPATIVE EFFECT-DRIVEN APPROACH: CONCEPT AND DEFINITION

The anticipative effect-driven approach is basednughree fundamental concepts — namEBiye Shape and Space
Modalities and InteractionEffect— that allow the clear characterization of allemt$ affected or involved into the
collaborative process. These objects are thosaeatkfn the crisis metamodel (Benaben et al., 2608) as population,
civil society, natural environment, goods, humanans material means and service of mediatian &n activity
performed by resources).

The concept offime Shape and Spacepresents a set of attributes related to crifimtion €.g. capacity, state of
health, state of protection...) that defines objettse concept oModalities and Interactiongllows characterizing a
service of mediation, resource or other object ading to its nature and its role in the collaboratprocess. Modalities
and interactions are explicitly specified using d@ishape and space attributes. The concefiffett represents the
results of the interactions between objects. Anatfis defined according to a property defined ifand. A property
is expressed using the knowledge capitalized tramgldalities and interactions. The following sectiqgiresent the
three concept¥ime Shape and Spaddodalities and Interactiomnd Effect in detail.

The Time Shape and Space (TSS) referential

The TSS referential (Le Moigne, 1977) allows defining and formalizititge physical attributes that characterize any
element, in a quantitative or qualitative mannéd avolve in the time or space, or take into actdasnshape. Any
element can “be a part of’ or “interact” with anettelement. In both cases, the evolution of eaemeht affects and
modifies the referentials of the surrounding eletseAs a consequence, defining which elements evilva given
referential allows to know the impact of these adats on their environment. The characterizatioelefnents can be
refined in terms of time shape and space with theadomposition into sub attributes. The time atiiébis defined by
the sub-attribute calledate and durationThe space attribute is defined by the sub-atteilzallediocation in a defined
space The shape attribute is defined by the sub-atte#ealledcapacity dimension(volume, length...)yulnerability
(improvement or degradation of the objeciantity, complexity(organic, structural...)cost(related to or inferred by
the element or its utilizationgtc. Examples of time shape and space attributesieaea ¢ figure 1.

| modality_som_to_be_able_to

_capacity
d_location
d_location_to_perform
ate_of_protection
aed

£l Service_of_mediation
=1 name_som
 quantity_to_process
= incoming_ocation
= quantity_som
capacity_som
= order_som

Figure 1. Examples of TSS attributes for a servicefanediation (activity) and a modality

Modalities and interaction

The concept ofnodality (Mayer, 1995) allows characterizing the natureéhef links in which a resource or an action
(or activity) can be involved. The modality ‘to kmbrepresents what is required in terms of knowkedad skills to
achieve a mission. Five modalities are implementée. modality ‘to be able to’ represents the saesburces that are
required to manage a crisis situation. A resourowiges skills, capabilities, data, informationokviedge, matter, and
energy that are needed to achieve a mission. Thaalito ‘to want’ represents the set of inputs swsh data,
information, knowledge, rules, events and ordeas$ #ne required to control a behavior and to aehgwnission. The
modality ‘to have’ represents the set of inputsuiegl to achieve finality. The modality ‘to have tepresents the sets
of outputs that must be obtained by the activiresenting its mission. All these modalities arec#jed with the time
shape and space referential.

The concept ointeraction (Leger et al., 1999) allows formalizing how, inialih condition, and with which effects an
element can dynamically interact with another ohbe interactions are typed as: (1) “know-how”, tth@w of
knowledge and skills; (2) “want-do”, the flow ofputs that triggers the object; (3) “can-do”, thewfl of inputs
considered as resources and (4) “must-do”, the @ibfinal outputs.



Figure 2 illustrates the conceptibdalities and Interactionfor a given activity (service of mediation). Ittis note
that for a resource (human mean or material meélam);oncept oModality and Interactionslo not exist as an input.
Indeed, a resource cannot directly process anything

Constraints

Want-do \

Activity
To want

Input to be process Must-do
P p—’ To have To know To have to
Output processed

To be
able to

Know-how

Can-do

Resources

Figure 2. Modalities and interaction for an activty

The effect “characterization”

An effect can be defined as an undesired and ddesitleation that can occur. It always only resfritén an interaction
between one object, defined as the source, andmoseveral other objects, defined as the destinafio effect can be
modeled by the possible variation (or dependeneéyden one or several TSS attributes of the detimander the
action of the source. An effect can be (1) pretlietae. assessable and observable indicators exist thére source
object or the destination object(s), (2) potential a logic relationship between the cause and thece#xist, or (3)
unpredictable or emergent (this third kind of effescnot taken into consideration by the approadm).effect can be
defined as direct of indirect depending on the abredation between situations that have inducedefffiect. The nature
of an effect can be classified with the followimgrhinology (Mann, 2002):

« Harmful. This effect is produced when the sourae icaluce a deterioration of the destination chaéatics. These
effects have to be annihilated.

» Good. This effect is produced when the source ndnde an expected variation of the destinationazaristics.
These effects have to be maintained.

» Excessive. This effect is produced when the sooareinduce a variation of the destination charéttes beyond
expectations. In this case, the effect has to Heced.

* Insufficient. This effect is produced when the seucan induce a variation of the destination charestics with less
amplitude than expected. The effect must be imptaverder to become efficient.

In addition, according to the property concept psaul by (Lamine 2001), an effect is modeled byusalktemporized
and constrained relation between two predicates dna called respectively cause @ondition and effects or
Conclusion Conditionis described by taking into account the TSS reftmband the modalities of the source element.
The definition ofConclusiontakes into consideration the different TSS reféa¢ésrand modalities of each element of
destination. The causal relation describes thednt®n role between the source and the destinafements, that is to
say how, under which specific conditions and wham interaction is made. Various properties may éeessary to
describe entirely a given interaction. So propsrtian be decomposed into sub properties, eacleof specifying the
way to interpret the variation of a given TSS htite of a destination object under the action mhediby a source
element. The set of property models lists the pesseffects and provides a formal support of reampmllowing
analyzing the model of the collaborative process.afesult, an effect can be characterized contpliéta set of sub-
properties that formalizes a given property isfiedj .For example, let consider the property dedias:

Modality to_have (Activity)/ TSS (Input_elementp Effect (Input_element, Activity) := good).

This propertymeans that if the modality “to have” of an activityntains the expected TSS attributes of an eletoent
be processed, then the effect of the input eleranthe activity can be considered as good. Thipgnty can be
decomposed in sub properties specifying the waptarpret the variation attributes of the activityder the effect of
the input element. In this case, the prop¢Quantity (Shape (Input_element)) = Quantity (Tov@gActivity))] =
[Effect (Input_element, Activity):= goodheans that the effect of an input element on ainigcts defined as good if
the sub attributeyuantity of the input element is equal to the sub-attribqui@ntity of the modality “to have” of the
activity, i.e. the quantity of inputs required by the activitydohieve finality. Currently, our research workuees on
the definition of a set of reference- and domauhejmendent properties related to the interactiohsden objects.



TOOLS FOR APPROACH IMPLEMENTATION

In order to implement the anticipative effect-drivepproach, the Eclipse Graphical Modeling Fram&wWGMF 2008)
is used. The GMF presents the advantages to allow:

(1) Carrying out the model of the collaborative gss. The modeling tool allows performing the dulative process
implemented in response to crisis situation (Fig)teAn Edit menu allowsyia the palette, to model a process and to
embed a concept such as modality.

4] demotest_diagram 53
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: Interaction
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3 Bl 3]
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Figure 3. Collaborative process modeling tool withhe approach’s concepts

(2) Modeling properties that define the effectsamatn objects. In order to determine effects, thdahobject metric
rules’ and the validation methodsitidit rules concepts provided by Eclipse platform.

Metric rules are used to express the properties that allovhéwacterize the nature of effects between objeudsta
return its numerical value in the “metric view” Qlrepresents an insufficient effect, 2.0 a goodaff3.0 an excessive
effect and 4.0 a harmful effect). Writing a progecbnsists in comparing the attributes of an objmuisidered as
source of interaction (consequently the sourcehef ¢ffect) with the attributes of another objechsidered as
destination. According to the result of this conipam, an effect can be determined.

Figure 4 shows the implementation of a simple priypd his allows to characterize the effect valdeaduman mean
on the modality “to be able to” of a service of naidn, precisely on the attribute location perfarme.



public static Double calcLocation performwance effecthmsom (Human mean target] {
EList<Service_of mediation> list_som = target.getHm TO som():
Ftring name_hm = target.getMName_hm();
String location perforwance hm = target.getLocation hm performed():
String expected location performance = default_value_string:
String related_ohject = default value strang
Double effect = 0.0;
for jint i = 0; i < list_som.sizei); i++ |
EList<modality_som to_be_able_to> list mstbat = list_som.get (i) .getContains_som thati):
for {int j = 0; j < list_msthat.size(); J++) {
expected location performance = list msthat.getij)
.getExpected loecation to_perform():
related object = list_wmsthat.get(j).getRelated object();
if (related object.egquals (name_hm)
&& (!(related object.equals(defaul tﬁvalueﬁstringj 1
&& (! (neme_hm.equals(default_ralue string)))) 4
if {ilocation_ performance hm
.equals (expected_location_performance) )
&& (!llocation performance hm
.equals (defaul t_Value_stringj 1
£& (!iexpected location performance
.equals (defaul tﬁV&lueﬁstringﬁ BRIt
effect = good effect:
}
if (i!({location performance hm
.egquals (expected location performance))]

&& (!ilocation performance_hm
.edquals jdefault value s tring)))

£& (!iexpected location performance
cequals (defaul tivalueistringj 1

effect = harmful effect:

+
}
return effect;
*

7 Test Diagram Metrics &3

Capacity_effect{mm-=sam) Location_petformance_effect{mm-=som)  Location_effect{mnm-=som) | Element
- B <Isye

.z 2/ 2ld .-
Figure 4. Example of a property deployed in metriqules and its result in metric
view

Audit rules allow to interpret the result of the metric rul@sd to indicate this interpretation to the usershbing
specific interface. The results of audit rules displayed in the “problems view” from Eclipse. Higathe validation
statuses provided by GMF are used to draw thetaiteaf actors on the different effects. The stamdis reports a good
effect, the statugarningreports an insufficient or an excessive effect tugdstatugrror reports a harmful effect. As a
consequence an effect is described in the formStati$ the effect of {object 1 on {object 2 { name of related
modality} for the {related attributé is { nature of the effegtas shown in the following figure.

'

public static class Adapterl3? extends AbstractModelConstraint {

" MOT
public IS3tatus validate(IValidationContext ctx) |
final Number context = MyMetricProvider
.caleQuantity effectsompop((3ervice of mediation) ctx
.getTarget (1]

Service of mediation som = (Zervice_of mediation) ctx.getTargeti);
EList<Population> list_pop = som.getSom TO pop():
String name_pop = "initialisatilon™;

for (int i1 = 0; i < list_pop.size(); i++4) {

name_pop = list_pop.get (i) .getNawe_populationi):
i
if (context.equals (insufficient effect)) |

return ctx

.createFailureitatus inew Chject[] { som.getMName som(),
list_pop.get (0} .getWNamwe_population()] });

} else {

return ctx,createfuccesss3tatus () ;
i

¥

[ Problems &2 @ Javadoc | [ Declaration | =l Properties
O'errors, 2 warnings, 22 Dtl_'le_,r_s
Description Resource
=} & \Warnings (2 items)
& The effect of ko lodge on population lodged frmadality o have ta) For the quantity is insufficient population protection,|

Figure 5. Example of audit rules and its displaye@&xpression in problems
view



USING THE APPROACH: A CONCRETE APPLICATION

To carry out the approach, the actors have to volliifferent steps. First of all, the collaboratipeocess is modeled
either upon an existing procedure, a feedback é&pes or entirely built. The modalities, interaasoand referential
TSS of each elemene.g. population, natural environment, activity...) atearacterized. The nature of the potential
effects (harmful, good, insufficient and excessika} to be determined. This step is performed usiegeferential of
effect characterization properties. If the procssapproved, the managers can valid or perform sadjestments
before starting execution. The results of the pgeare evaluated (resolution, worsening, modificati of the crisis)
and re-submitted to the approach in order to detidetr effects.

The following application of the approach referghe rain event of September 2002 in the Gard (gvatregion of
France) (Ruiret al. 2008; BAPC 2006). On 8-9 September 2002, a stetogn breaks over the south of France and
produces a series of flash flood on the Gardon Rdering this period, numerous mayors of town®etd by the
floods have triggered the population protectiomplghis plan is composed of three activities sughoaevacuate, to
lodge and to nourish the population. The last tativéies are performed in parallel. The resourites are allocated to
the evacuation are the human meéirmmenand the material meanghicles The start of the evacuation is given or
planned by the mayor. The resources that are aldd® the accommodation and the nourishment ararthterial
meangown hallandmealrespectively. Finally, the population that is sgty affected by the flood is the one living in
the old town, close to the river. The analysishi$ jprocess - proposed in figure 6 - is based erkttowledge of the
actors. Seven anomalous situations (four warnimgthree error icons) and nineteen right situatamshighlighted. In
this example, only the critical effects, displayesrror in the view, are analyzed.

The effect on the interaction “to can” between itieterial meavehicleand the activityo evacuatémore precisely on
the modality “to be able to”) is determined as haimindeed, thevehiclecannot be at the location required by the
activity to perform the evacuation. As a conseqaetire totality of the population cannot be evaediand an harmful
effect of the activity (modality “to have to”) isased to the population. It is to note that theaféf the material mean
on the activity can be characterized as a dirdeteivhile the effect of the activity on the pogida is indirect,.e. the
second effect results from the first). In this ¢cdbe actors have to implement corrective actionsrisure the safeguard
of the population.
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Figure 6. Implementation of the population protecton process and analysis of the effects

This short application demonstrates the interesate an anticipative view of a crisis situatioridoe up effectively so
far as possible. This view can be obtained by Hmuwe of a maximum of knowledge about the elemievsived in
the crisis and modeled trough a collaborative mecand the knowledge of the effects between taleseents. Whilst



this example focuses on two critical situationsurdog during the population protection processydokher processes
are triggered in this kind of crisis, such as gpoatection process, pillage prevention process..hgmthe real crisis
happened the problem came from the material méemsvere not able to reach several towns, whiclewempletely
isolated by flood water. The evacuation had stawgbdout the support of material means and hadhgtsodisturbed
and slowed down the rescuing of the population.

CONCLUSION

This paper presents an approach that highlightgptissibilities to use formal verification technigue help crisis
managers to increase their control and their le¥eknowledge all along a given crisis. Such an apph allows to
analyze and to anticipate potential effects ofithplemented response plan during which the criais to be coped.
Currently, a referential of property is able todeployed (64 metric rules and 153 audit rules). &kisting properties
are continuously improved and the referential gutarly updated. Future work is concerned by thestbpment of a
set of domain-independent properties that will ps®p alternatives to managers and the developmeatresolution
algorithm that will allow to build new collaboraé\processes.
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