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Asymptotic Nonlinearity of Vectorial Boolean
Functions

Stéphanie DIB
Institut de Mathématiques de Luminy, Marseille, France

Abstract. We investigate the nonlinearity of functions from [F7' to Fy. We
give asymptotic bounds for almost all these functions.

1 Introduction

Let m and n be two positive integers. Functions from the vectorspace V,,, =
F5' to the vectorspace V,, = 3, where I, is the finite field with two elements,
are called (m,n)-functions or more generally, vectorial Boolean functions.
For a cryptographic use, such functions need to fulfill many criteria in order
to ensure the robustness of the cryptosystems in which they are involved
[1]. Among these criteria and one very important notion is the nonlinearity
of these functions that must be as high as possible in order to resist to
linear cryptanalysis. A (m,n)-function is affine if and only if it is a Fy-linear
map plus a constant. The nonlinearity N'L(f) of a (m,n)-function f equals
the minimum Hamming distance between all the component functions of f,
that is v.f where v € V* = V,, \ {0}, and all affine (m,n)-functions. It
can be computed through the Walsh transform of these components. For
a given v € V*, the Walsh transform of v.f is the Fourier transform of
Yo (7) = (=1)D@ the 41-representation of v.f. Let us denote by V,, the

set of characters of V,,,. For every u € V,,, we have

Xor(p) = D (=)D (),

{L'GVm

where p(z) = (—1)"Y for some y in V,,,. And the nonlinearity of f is

1 —
NL(f)=2""— 5 Wax Xor(12)] -
1€V



Hence a function has high nonlinearity if all of its components Walsh values
have low magnitudes. The covering radius bound is valid for every (m,n)-
function

Nﬁ(f) < gm—=1 _ 2m/271’ (1>

and can be achieved with equality only if m is even and n < m/2. Forn > m,
we have a better bound [4], and when n is sufficiently greater than m, other
bounds are given in [2]|. Finding better bounds than (1) in the other cases
remains an open problem. Besides that, we don’t have information about
the distribution of the nonlinearity of (m,n)-functions. When n = 1, the
distribution was studied by [8, 3, 10, 7].

In this paper, we propose asymptotic bounds which are valid for almost all
(m,n)-functions. Let 0 < § < 1/4, when m tends to infinity and n < m, we
show in theorem 2.1 that the nonlinearity of almost all (m,n)-functions is
bounded from above by 2m~1 — 22" \/(m + n)log 2 (1 — ). And in theorem
3.1, we prove that for any positif real 5, when (m + n) tends to infinity and
without any order for m and n, almost all (m, n)-functions have nonlinearity
greater than 27! — 2"~ /(m + n) log 2 (1 + J3).

To obtain the first result, we use G. Haldsz method in [6] concerning random
trigonometric polynomials. This work inspired F. Rodier [10] to prove that
almost all m-variable Boolean functions ((m, 1)-functions) have nonlinearities
in the neighbourhood of 2m~1 — 27/2=1, /2mTog2. We use the same scheme
of proof, however, it was necessary to take more precise approximations in
the case of (m, n)-functions. As for the second result, it is a generalization of
F. Rodier’s result [9] on Boolean functions inspired by the work of R. Salem
and A. Zygmund [11] on trigonometric series.

We begin by proving the lower bound of max |, f(x)| which is more

veEVFuEVm
difficult.

2 The lower bound

Let u(x), that will be completely constructed in section 2.3, be a function on
R satisfying

0 for |z|<M

0<u(z) <1 VazeR, U<x>—{1 for |z|>M+A



2m
log 2"

m—+1

where M =272 /(m+n)log2(1—/5) with0 < f < 1/4and A =

We consider the random variable 7 on the space of (m,n)-functions

o= ; [mu<@<u>>dudv,

~

where dp (resp. dv) is a uniform measure over V,,, (resp. V) of total mass

L. n(f) = 0is equivalent to  max _ |x, ()| < M. When n < m, we shall
veEVF eV

prove by applying Chebyshev’s inequality that this occurs with probability

tending to 0 for large enough m.

The function u(z) is the real Fourier transform of a measure U on R

u(x) :/Rexp(—Zm'tx) au(t).

Hence

77(f):/v,; [m/Rexp(—zmt@m))dU(t)dudv.

Before evaluating the first and second moment of 7, some estimations are
necessary but we chose to give the proof later. The following proposition is
given in [6] and [10] but we repeat it for the reader’s convenience.

Proposition 2.1. When m tends to infinity, we have the following estima-

tions:
/R dU ()| = O(m), 2)
Jrvei=o(5)" for 1<p<a Q

/exp (—2m+17r2t2) tPdU (t) ‘ =0 (2_’”%_(m+")(1_26)mp/2_1/2> for0 < p < 24.
R
(4)

Proof. See section 2.3.

2.1 Expectation of n

Lemma 2.1.

E('f]) = / exp (—2m+1ﬂ'2t2) dU(t) + O (2—2m—n+2ﬁ(m+n)m3/2) + 1) (2_2mm4) .
R
(5)



Proof. We have
B(y) = /V ,; /v ) /R E (exp (=2mit T (1)) dU (£)dud.

The random variables y,. s(x)p(x) are independent in = and take values +1
and —1 with probability 1/2. Thus

B (exp (27t %7 (1)) = B( T exp (~2ritx, s(2)u(x)) )

€V,

= H E (exp (—2mitxy.f(z)pu(z)))

€V,
= cos?" (27t) (6)

4
= exp ( —2mHln?? §7T42mt4> +0(2"1%)

for |t] < 3%, by applying on (6)

vy
logcosy = —=— —=—=+0 (yﬁ) for |y| <1
2 12
and
exp(—a) = exp(—b) + O(b—a) for a,b>0. (7)

For |t| > %, we use the trivial bound 1 for the integrand. This gives

| B e (—2mit ) ave)

1

= /37r exp ( — oMl §7T42mt4) au(t) + O<2m/

L R

37

+O(/|Q$ \dU(t)\).

We extend the first integral over the real line making the same error as the
third term, that can be included in the second one. This yields

4
m+1__2,2 dam 44 m 6
/Rexp(—Q et —37 2 t)dl/'(t)—i—O(Q /Rt \dl/(t)\).

£°]dU (1))

By (3), the remainder equals O (272™m?). As for the main term, we use

exp(—a) =1—a+O0(a®) for a>0,



in addition to (3) and (4) as follows
4
_om+1_242 7 __4omy4
/Rexp< 2mT it 37T2 t)dU(t)
m+1__2,2 4 4am 44 2m 48

= [ exp (-2Ha2) (1 - Srl2met 4 0 (224 )dU (1)

. 3
:/exp (=21 a%2) dU(t) + O (272m7n+26(m+n)m3/2) +O(22m/t8|dU<t)|)

R R

_ / exp (—2m+17T2t2) dU(t) + O (2—2m—n+26(m+n)m3/2) + 9] (2—2mm4) )
R
The proof is complete recalling that the total mass over V,* and ‘A/m isl. O

2.2 The second moment

n*(f) consists of three sums

P = [ oy 00D (T30 dpddd

(vsp)=(v" ")

g v (G700 0 (7 0) dddd!

v=2'

pFE
* /vv u (Vo (1)) w (X (1) dudvdyddu,
nv;év’m

which we denote respectively by n3(f), n3(f) et n3(f).
Lemma 2.2.

1
E(n}) <

S mE(U)

Proof.

ni(f) :/V*Q o U (Xo.r (1) u (Xor £ (1)) dudodydo’

=— u? (Xo 7 (1)) dudv
5 g, T

1 o 1
< ) ., ) e = ()

noting that 0 < u(z) <1, Vax € R. O



For E(n3) (resp. E(n3)), we use the representation of u as a Fourier transform

B0R) = B fimaps u (TH0) 0 (@70 duudias

v=0’

pFE
— //ggxﬁn% /R2 E (exp (—2mit Xy 7 (1) — 2mwit' X0 s (1)) AU (8)dU (') dpdvdp'dv'.

pFE
We evaluate the integrand in the following lemma.

Lemma 2.3. Given v € V¥ and p, 1 € V. such that w# . Fort andt

of absolute value smaller than i, we have

4 i
E (exp (=2t Xo.5 (1) — 2mit" Xo 7 (1)) = exp (—2m D> ettt ) +2"O([t+£')™,

i=1 j=0
where ¢; j are positive reals.
Proof. The random variables x,. () (tu(x) + 1/ (x)) are independent in z,

and take values (tu(x) + t'p/(z)) and — (tu(x) + ¢'p/(z)) with probability 1/2.
Thus

E (exp (=2t X3 () — 2wt Xy 01)
= E( TT exv (=2mixe.s(@) (tu(x) + ¢4'())) )

€V,

= [ E (exp (—2mixu.s(x) (tu(z) + 1 (2))))

:BEVm

= H cos(2m(tu(z) + t'p'(x))).

€V,

Since u # ', they agree (resp. disagree) 2™~ ! times

H cos(2m (tu(z) + '/ ()))
2EVm
= cos?" " (2m(t + 1)) cos®™ (2m(t — "))
= exp ( _gm ( dalt+ ) O+ + ) et =)+ Ot — t/)w))v

i=1

for |t| < 5=, |[t'| < 5=, by applying

2 4 6 8
vy oy 17y 10
1 -y ¥y _¥v_ o)
0geosy = —5 — 5~ =~ 5en O (W)

Simplifying and using (7) give the result. O

for |y| <1.

6



Lemma 2.4.

1
E(m) = 5y

2
( [ (cameiy dU(t)) O (2t ) 4 O (27 )
R

Proof. Using the previous lemma together with the trivial bound 1 for the

integrand outside the square [t| > ==, [t'| > 5= give

B (exp (2t T — 2t Sy )) AU B

/SW /SW oxp ( —2" Z Z cit* 2]75’2J)ciU( )dU (1)

=1 7=0

ro(2n [+ Wy larolae)) )

+O</t|231ﬂ/R|dU(t)||dU(t’)\).

We extend integration in the first term over R? making the same error as the
third term, that is smaller than the second one.
Noting that ¢; 9 = ¢;; = 272, and applying

2 a3

exp(—a) =1 —a+% s +0(a*), for a>0,

the first term then becomes

4 i 8 i
/R2 eXp(—QmHﬂztz) exp(—2m+17r2t’2) (1 _gm Z Z Ci,jtzzdjt/zg 4 92m Z Z li7jt2zf2yt/2j

i=2 j=0 i=4 j=0
12 16 1

=SS Y 20 303t e ) U ()
i=6 j=0 i=8 j=0

and by (4), we get

2m+1 2t2 dU ) _gm O 2 mi—2(m+n)(1— 25)
([ expl-zmaniey >y )

=2 7=0
22mZZO 2mz 2m+n126 23mZiO 2mz 2m+n126) )
i=4 j=0 i=6 j=0
+ 240 (er”/t% 2|dU () \/t/2]|dU ) (9)
=8 7=0



8
Terms in (9) with i = j or j = 0 are equal 2O (m) O (%) by (2) and

8
(3). The other terms are equal 24O (2%) by (3). This gives

2
(/ exp (—2m+17T2t2) dU(t)) +0 (2—3m—2n+46(m+n)m) +0 (2—4mm9) )
R

As for (8), it can be estimated just like (9) using (2) and (3), yielding
O (27'mm®). We end the calculations by integrating over the other vari-
ables. O

Lemma 2.5.

1
ER) = (1- 57— ) E*(n).
Proof. We have
E() = /V s /R B (exp (=2t o) — 2mit! (1)) dU (AU () dpudodyl '
v#£v

Since v # v/, the random variables X, s(u) and X, f(¢') are independent.
Thus

E (exp (=2mit Xo.p (1) — 2mit’ Xor 5 (1))
= E (exp (=2mit Xo.5 (1)) E (exp (=2mit’ Xor (1))
= cos?" (27t) cos®” (2nt'),

as calculated previously in (6). And,

2
E(n3) = K/*QXVQ dpdvdp'dv’ (/R cost(Zwt)dU(t))

m

v
-(1- 2n1— 1>E2(”)'
O
Lemma 2.6. ] .
W =0 (2(m+n)( —B) m) ) (10)

Proof. We have
E(n) = / exp (=271 w22) dU(t) + O (2727 H280mm ;3/2) L 0 (272t |
R

8



SL’Q

1
o exp <_W) Hence,

by Plancherel’s theorem, and the left-hand inequality of (13), we have

1 x?
_om+1,_242 (7 _ -
/Rexp (z2mme) U () = 2mtly /Rexp ( 2m+1) ule)de

N ety
> — exp | — x
2ty > Ma 2m+l

1

2
=— ~y*)d
NGl exp(—y°)dy

v om—+1

- om+1 €XP (_(Jg;rﬁ)Q) ) gm
=V M+ A ( _(M+A)2)

T om+1

> ) 9—(m+n)(1-8)%  ~1/2

The Fourier transform of exp (—2™17%t?) is

Adding the fact that
O (272m7n+25(m+n)m3/2) L0 (272mm4) — ) (27(m+n)(175)2m71/2> ’

proves the result. O

Theorem 2.1. Let 0 < 8 < L and v any positive real. When m tends to

4
nfinity and n < m, we have

P(max [V ()] < 2°F/m+n)log2 (1= B)) = P = 0) = O (m ™).

n

pwE€Vm

Proof. When n = 0, ) deviates from its expectation by E(n), and by Tchebitch-
eff’s inequality

_ 3 E(n?) — E*(n)
P(n=0) < P(ln—E(n)| > En) < 2o

We have

E(n*) — E*(n) < E@) + ! ((/Rexp (—2m+17r2t2)dU(t))2 —EQ(n))

=omon—1)  2n—1
+0 (273m73n+45(m+n)m) +0 (274m7nm9) ’




and by (5), we get

B~ () < o (b;(”j ot o ( ( /R exp (—271x22) dU(t)) O (2 2m=nt280mtn) 32

+0 (274mm8) + E(TI)O (272mm4) ) +0 (273m73n+4ﬁ(m+n)m) +0 (274m7nm9)

When divided by E?(n), we can check using (10) and (4) that every term is
smaller than O (m™7). O

2.3 Proof of proposition 2.1

Before giving the proof, we first complete the construction of u. Let us fix
a 34 times continuously differentiable function « on [0, 1], which takes 0 at
0, 1 at 1, takes values between 0 and 1, and with vanishing derivatives up

to the 18th order at 0 and 1. By choosing u(x) to be equal « ('m'%M) for

M < |z| < M+ A, u(z) is then a 34 times differentiable function on R with

tant
lu"(x)] < %, forr=0,1,...,34.

Proof. The measure U, having u as its Fourier transform, can be written as
the sum of the Dirac measure at the origin and
M+A

g(t) = /Rexp(—Zm'tx)(u(x) — 1)dz = / exp(—2mitz)(u(x) — 1)dz.

—M-A
We have
l9(t)] < 2(M + A) = O(M). (11)
And integration by parts gives

M+A 1
[t"g(t)] < / ju")(z)|dz = O (Ar_l) for r=1,..,34. (12)
—M-A

1 1
To prove (2), we use (11) for [¢| < X and (12) with r = 2 for |t| > X

Jlaven=1+ [1awia=0(%) = o).

1
To prove (3), we use (12) with r = p for [t| < X and with » = p + 2 for

1
1>~

A
/ﬁmﬂwn—/um<mw—o-i 0 (2Y” for potm
= = e g = NI om p=1,..32.

10



To prove (4), we use the Plancherel’s theorem. The Fourier transform of t*U
WP 1 x?
/omtis P (_ gm+1 )7

)y
‘/exp (—2m+17r2t2)tde(t)l -t /exp (— v )u(p)(x)dx
R V2rHin (2r) | Jr 2m+l

(55 f )
= xp [ — .
AP+/9m \2|>M p gm+1

To evaluate the integral of the exponential, we have 5]

1 eXp( y2> /y 2 eXp( y2>
1— — | =22 J /7 —22d N J 7 1
( 2y2) % < 3 exp(—z)dxr < oy (13)

is u(z) and that of exp (—2m+172t?) is

for every y < 0. Using the right-hand inequality of (13), we get
‘/exp (=27 7 ) tPdU () ‘ =0 (2(*7”%*(7”*”)(1*5)2)mp/2’1/2> . (14)
R

O

3 The upper bound

Lemma 3.1. Let A\ be a real number, v € V.* and p € \A/m. Then, for f
running in the space of (m,n)-functions

B (exp (A oy (1)) < exp (2"12%)

Proof. The random variables x,, f(z)u(z) are independent in = and take val-
ues +1 and —1 with probability 1/2. Thus

E(exp (AXof(1) = E ( [T expd Xv.f(x)ﬂ(x))>

{L'GVm

— H E (exp (A xw.f(z)pu(z)))

€V,

= H cosh \.

{L'GVm
And
2
cosh A < exp 5

11




Theorem 3.1. Let m and n be any positive integers and 3 any positif real.
Then

Proof. There exists (vo, f1o) in V.* x V}, such that max X1 (1)) = [Xuo- £ (100)]-
veV,y

ME"}m
Let A be a positive real, we have

exp (A max [¥o7 ()] ) < exp (Ao (10)) + exp (=A X s (10))
€V
<o [ [ (exp VG ) + exp (<A Do (1) s

When f ranges over the space of (m,n)-functions

B((exp (Amax 7o) ) < 27 /V g B (e (AT 1)+ oxp (A7 () dp.

eV,

Using lemma 3.1 and recalling that the total mass over V* and 17,” is 1, we
have

E(exp ()\ max |)Z,\f(,u)|)) < 2™ lexp (2771N?)

veVy
BEVm

— 27(m+n)(25+52)+1 exp (mel)\2 + (m + n)<1 + /8)2 log 2) .
Thus,
B((exp (A max [V ()| =27 A= (m-+n) (148) log 2) ) < 27 (@,
veVF
wE€Vm

Consequently,

P<exp <)\ max Xo 7 (1) =27 N2 —(m+n) (1+5)* log 2) > 1) < 2~ (mFm@B+5%)+1,
veVy

pE€Vim
And finally,
2
P( max | X, ()] > 2"\ + (m+n)(1+5) log2> < 9~ (m+n)(28+6%)+1
veVF A
pwE€Vim

The best bound is obtained when A = 2 2" (m+n)log2 (1 + (), which
gives the result. O

12



When (m +n) tends to infinity, we obtain then a lower bound of the nonlin-
earity of almost all (m,n)-functions.
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