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Abstract

Given the sensitivity of the potential WSN applications dettause of resource limitations, key manage-
ment emerges as a challenging issue for WSNs. One of the magems when designing a key management
scheme is the network scalability. Indeed, the protocolkhsupport a large number of nodes to enable a
large scale deployment of the network. In this paper, we @sepa new highly scalable key management
scheme for WSNs which provides a good secure connectivitgragie. For this purpose, we make use for
the first time of the unital design theory. We show that thadaspping from unitals to key pre-distribution
allows to achieve an extremely high network scalabilityniiheless, this naive mapping does not guarantee
a high key sharing probability. Therefore, we propose arasobd unital-based key pre-distribution scheme
providing high network scalability and good key sharinghability lower bounded byt — e~! ~ 0.632. We
conduct analytical analysis and simulations to comparesolution to main existing ones regarding different
criteria including storage overhead, network scalabitigtwork connectivity, average secure path length and
network resiliency. The obtained results show that our @g@gin enhances considerably the network scalability
while providing high secure connectivity coverage and gowdrall performances. Moreover, the obtained
results show that at equal network size, our solution resigggificantly the storage overhead compared to

main existing solutions.

Index Terms

Wireless sensor networks, security, key management, metsaalability, secure connectivity-eeverage

. INTRODUCTION

Nowadays, wireless sensor networks (WSNs) are incregsimggd in critical applications within

several fields including military, medical and industriat®rs. Given the sensitivity of these applica-



tions, sophisticated security services are required [} Kanagement is a corner stone for many se-
curity services such as confidentiality and authenticatibith are required to secure communications
in WSNSs, the establishment of secure links between nodd®rs @ challenging problem in WSNSs.
Because of resource limitations, symmetric key establesttns one of the most suitable paradigms
for securing exchanges in WSNs. On the other hand, because t¢dck of infrastructure in WSNs,
we have usually no trusted third party which can attributewise secret keys to neighboring nodes,
that is why most existing solutions are based on key pretoigion. Over the last decade, a host of
research work dealt with symmetric key pre-distributiosuis for WSNs and many solutions have
been proposed in the literature [2][3][4][5][6][7]1[8][A10][11][12]. Nevertheless, in most existing
solutions, the design of key rings (blocks of keys) is stipnglated to the network size, these
solutions either suffer from low scalability (number of popted nodes), or degrade other performance
metrics including secure connectivity, storage overhaatirasiliency in the case of large networks.

In this work, our aim is to tackle the scalability issue witihadegrading the other network

performance metrics. For this purpose, we target the dedigrscheme which ensures a good secure
coverage of large scale networks with a low key storage @agthand a good network resiliency.
To this end, we make use, for the first time, of the unital desigeory for efficient WSN key pre-
distribution. Indeed, we propose a naive mapping from uigsign to key pre-distribution and we
show through analytical analysis that it allows to achiewneegtremely high scalability. Nonetheless,
this naive mapping does not guarantee a high key sharingapiidlp. Therefore, we propose an
enhanced unital-based key pre-distribution scheme thattanas a good key sharing probability
while enhancing the network scalability. A preliminary \and few discussions were presented in
[13].

The contributions of our work are many folds and can be sunm®@iin the following points:

« We review the main state of the art of symmetric key managémsamremes for WSNs that we
classify into two categoriegrobabilistic schemes andeterministic ones. We further refine the
classification into sub-categories with respect to the tyithg) concepts and techniques used in
key exchange and agreement.

« We introduce, for the first time, the use of unital design tigeo key pre-distribution for WSNSs.
We show that the basic mapping from unitals to key pre-distion gives birth to an extremely

highly scalable scheme while providing low probability dfasing common keys.



« We propose an enhanced unital-based key pre-distributtbiense in order to increase the
network scalability while maintaining a good key sharin@lmbility. We prove that adequate
choice of our solution parameter should guarantee high kayirsy probability lower bounded
by 1 — e~! while ensuring a high network scalability.

« We analyze and compare our new approach against main existinemes, with respect to
different criteria: storage overhead, energy consumptietwork scalability, secure connectivity
coverage, average secure path length and network resili€he obtained results show that our
solution enhances the network scalability while providgapd overall network performances.
Moreover, we show that at equal network size, our solutiafuces significantly the storage

overhead and thereby the energy consumption.

The remainder of this paper is organized as follows: secBopresents related works on key
management for WSNs. We give in section 3 a background omluhésign and we propose a basic
mapping from unitals to key pre-distribution for WSNs, weagize the main performances of the
resulting scheme. In section 4, we explain the enhanced@ldealinital-based construction that we
propose and we analyze its different performances. In@ed&j we compare our approach to the
existing ones regarding different criteria; we give andcdss theoretical and simulation results. In

section 6, we end up this paper with some conclusions.

Il. RELATED WORKS. KEY MANAGEMENT SCHEMES FORWSNS

Key management problems in WSNs have been extensivelyestudithe literature and several
solutions have been proposed [14] [15]. In this work, we Hyagtassify symmetric schemes into
two categoriesprobabilistic schemes andeterministic ones (see figure 1). ldeterministic schemes,
each two neighboring nodes are able to establish a direaresdiok which ensures a total secure
connectivity coverage. Iprobabilistic schemes, the secure connectivity is not guaranteed bettause
is conditioned by the existence of shared keys between beigiy nodes. We give in table | the
definition of the five considered evaluation metrics, while summarize in table 1l the main used

symbols.

A. Probabilistic schemes

In probabilistic key management schemes, each two neigithaodes can establish a secure link

with some probability. If two neighboring nodes cannot Bksa a secure link, they establish a secure



path composed of successive secure links.

Eschenauer and Gligor proposed in [2] the basic Random KeydRBtribution scheme denoted by
RKP. In this scheme, each node is pre-loaded with a key ring kdéys randomly selected from a
large poolS of keys. After the deployment step, each nadexchanges with each of its neighbpr
the list of key identifiers that it maintains. This allows meodto identify the keys that it shares with
node:. If two neighbors share at least one key, they establish@ediak and compute their session
secret key which is one of the common keys. Otherwise, theyldhdetermine a secure path which
is composed by successive secure links. The values of thekgsizek and the key pool sizéS|
are chosen in such a way that the intersection of two key rimg®t empty with a high probability.
This basic approach is CPU and energy efficient but it requaréarge memory space to store the
key ring. Moreover, if the network nodes are progressivalyrupted, the attacker may discover a
large part or the whole global key pool. Hence, a great nurobénks will be compromised.

Chan et al. proposed in [3] a protocol called Q-compositeeseh that enhances the resilience
of RKP. In this solution, two neighboring nodes can establssecure link only if they share at
least() keys. The pairwise session key is calculated as the hasH shaled keys concatenated to
each otherkK; ; = Hash(K, || K| ...|[Ks,) Where K, , K, ...K; , are theq’ shared keys between
the two nodes andj (¢’ > Q). This approach enhances the resilience against nodereagtacks
because the attacker needs more overlap keys to break & siekuHowever, this approach degrades
the network secure connectivity coverage because neigighnodes must have at leagtcommon
keys to establish a secure link.

Chan et al. proposed also in [3] a perfect secure pairwisepkeydistribution scheme where they
assign to each possible link between two nodesd j a distinct key X ;. Prior to deployment,
each node is pre-loaded with. x n keys, wheren is the network size and®. is the desired secure
coverage probability. Since we use distinct keys to secaoh @airwise link, the resiliency against
node capture is perfect and each captured node does not aeyeimformation about external links.
The main drawback of this scheme is the non scalability bexdbhe number of the stored keys
depends linearly on the network size.

Du et al. proposed in [4] an enhanced random scheme assuh@ngte deployment knowledge.
Nodes are organized in regional groups to which are assigiffedent key pools, each node selects its

keys from the corresponding key pool. The key pools are coctgd in such a way that neighboring



ones share more keys than distant pools. This approachsattoenhance the probability of sharing
common keys as well as the resilience against node captiaickat However, the application of this
scheme is restrictive if the deployment knowledge is nofsjis.

In [6], Liu and Ning proposed a key management scheme in whmdtes are pre-loaded with
bivariate polynomials instead of keys. A global pool of syatrit bivariate polynomial$f(z,y) =
f(y,z)) is generated off-line and each nodés pre-loaded with a subset of polynomigl§i, y). If
two neighboring nodes share a common polynomial, the sedsy is derived by computing the
polynomial value at the neighbor identifier. This approatibwss to compute distinct secret keys
which enhances the resilience against node capture. Howevequires more memory to store the
polynomials and induces more computational overhead.

In [16], Blom proposed a-secure symmetric key generation system in which each neties a
columni and a rowi of size(\+1) of two matricesi and(D.G)? respectively where Dy 1)x(a+1)
is a symmetric matrix( (1)<, IS @ public matrix and D.G)T is a secret matrix. The matrix of
pairwise keys of a group of nodes is therk = (D.G)?.G. Yu and Guan [7] used the Blom’s scheme
to key pre-distribution in group-based WSNs. Nodes areayeal into a grid and to each group is
assigned a distinct secret matrix. Using deployment kndgée the potential number of neighboring
nodes decreases which requires less memory. The appfiaaitithis solution gives good results in
the case of node deployment knowledge which is not alwaysilples

In [8], Ruj et al. propose a trade-based key management scdenoted Trade-KP. Given a finite
set X of v elements, &&einer trade ¢t — (v, k) is defined to be twdlisjoint sets7; and 75 of -
elements blocks oX such that each set eéfelements fromX occurs in precisely the same number
of blocks of 77 as those ofl;, and no set oft elements fromX is repeated more than once in
any of 77 or T,. A steiner trade is said to be strong if any two blocksigfand T, respectively
intersects in at most two elements. Authors proposed a rage tconstruction: Having a prime
power andk (4 < k < q), they constructl; and T, while the blocks of7; are represented by
ti; = {(z, (xi + j) mod q) : 0 <z < k}, where0 < 4,j < ¢, and the blocks off;, are represented
by 7, = {(,(2* + zi + j) mod q) : 0 <z < k}, where0 < 4,j < q. Authors proved that the
proposed construction results irka- (¢k, k) strong steiner trade. They proposed then a mapping to
key pre-distribution where they associate to each elemeltanct key and to each block @f; and

T, a key ring. The key ring size is then equaliand the scalability of the scheme is equabtg.



After the deployment step, each two nodes can establisheatdiecure link if they share exactly two
common keys which are used to compute the pairwise sessiprBlsed on the trade properties,
authors prove that each pair of keys occurs either in exastbynodes froml; and 75, respectively
or none of the nodes.

The main strength of the proposed scheme is the establishohemique secret pairwise keys
between connected nodes. However, this does not ensurdextpeetwork resilience as we prove
later. Indeed, the attacker may construct a part of the gledtaof keys and then compute pairwise
secret keys used to secure external links where the compednmodes are not involved. Moreover,
the proposed scheme provides a low session key sharingplipbavhich does not exceed 0.25 as

we show later.

B. Deterministic schemes

Deterministic schemes ensure that each node is able tolisktab pair-wise key with all its
neighbors. Many solutions were proposed to guaranteendetism.

A naive deterministic key pre-distribution scheme can b&igieed by assigning to each link )
a distinct key K, ; and pre-loading each node withh — 1) pairwise keys in which it is involved
wheren is the network size. It is obvious that this solution is noalable for large WSNs. Choi
et al. proposed in [17] an enhanced approach allowing testaty (n + 1)/2 keys at each node.
For that purpose, they propose to establish an order relagbween node identifiers and propose a
hash function based key establishment in order to store lafyof the node symmetric keys while
computing the other half at each node. This approach allonreduce the required stored keys to
the half of network size, however, it is obvious that thisesoe remains non scalable enough.

LEAP [9] make use of a common transitory key which is prelohd®o all nodes prior to
deployment of the WSN. The transitory key is used to gengraievise session keys and is cleared
from the memory of nodes by the end of a short time intervardfieir deployment. LEAP is based
on the assumption that a sensor node, after its deploynsesgcure during a timé,,;,, and cannot
be compromised during this period of time. LEAP is then se@s far as this assumption is verified.

In [10], Camtepe and Yener proposed a new deterministicpgkeydistribution scheme based on
Symmetric Balanced Incomplete Block Design (SBIBD). Thegmsed mapping from SBIBD to key
pre-distribution allows to construet? 4+ m + 1 key rings from a key poob of m?+m+ 1 keys such

that each key ring containfs= m + 1 keys and each two key rings shares exactly one common key.



The main strength of the Camtepe scheme is the total secumectivity, indeed each two nodes
share exactly one common key. However, the SBIBD scheme mimtescale to very large networks.
Indeed, using key rings aofi + 1 keys we can generate only? + m + 1 key rings. SBIBD based
key pre-distribution was also used in [18] to guaranteeainégion secure communications in grid
group WSNSs.

In this work, we seek to design a scalable key managementreckich ensures a good secure
coverage of large scale networks with a low key storage @agthBasic schemes giving a perfect
network resilience [3] [17] achieve a network scalabilify(@(k) wherek is the key ring size. The
SBIBD [10] and the trade [8] based ones allow to achieve a odtwgcalability of O(k?). In this
work, we propose new solutions achieving a network scatghip to O(k*) when providing high
secure connectivity coverage and good overall perfornsarfeer this purpose, we make use of the
unital design theory in order to pre-distribute keys. Wepose in what follows a basic mapping
from unitals to key pre-distribution as well as an enhancetialibased scheme which achieves a

good trade-off between scalability and connectivity.

[1l. UNITAL DESIGN FOR KEY PREDISTRIBUTION IN WSNSs

WSNs are highly resource constrained. In particular, thefes from reduced storage capacity.
Therefore, it is essential to design smart techniques tt llocks of keys that will be embedded
on the nodes to secure the network links. Nonetheless, it exasting solutions, the design of key
rings (blocks of keys) is strongly related to the networlesithese solutions either suffer from low
scalability, or degrade other performance metrics inclgdiecure connectivity and storage overhead.
This motivates the use of unital design theory that allowsnars building of blocks with unique
features that allow to cope with the scalability and conmdgtissues.

In what follows, we start by providing the definition and theafures of unital design theory.
We explain then the basic mapping from unital to key prerilistion and evaluate its performance
metrics. We propose finally an enhanced unital-based sciwmeé achieves a good trade-off between

scalability and connectivity.

A. Background: Unital Design

In combinatorics, the design theory deals with the existeanod construction of systems of finite

sets whose intersections have specified numerical prepemfiormally, A t-designiv,b,r, k,\) is



defined as follows : Given a finite sé&f of v points (elements), we construct a family lobubsets

of X, called blocks, such that each block has a gizeach point is contained inblocks and each
points are contained together in exacilyolocks. For instance, the symmetric Balanced Incomplete
Block Design (SBIBD) presented above is(ab,r, k,\) design, wherey = b = m? + m + 1,
r=k=m+1and\ = 1.

A Unital design is a Steiner 2-design which consists ef m?(m3+1)/(m+1) = m*(m*—m+1)
blocks, of a set oy = m? + 1 points [19]. Each block contains: + 1 points and each point is
contained inr = m? blocks. Each pair of points is contained in exactly one blomgether. We
denote the Unital by — design(m?® + 1,m*(m? —m +1),m*, m+ 1,1) or by (m® +1,m +1,1)
design for simplicity sake.

Without loss of generality, we focus in this paper on Heramtunitals which exist for alln a
prime power. Other construction fer not necessarily a prime power exist in literature [19]. Some
Hermitian unital construction approaches were proposdderature [20] [21].

A unital may be represented by iisx b incidence matrix that we call/. In this matrix rows
represent the point®, and columns represent blocks. The matrix M is then defined as:
1 if P e B

Mz’j -
0 otherwise

We give in figure 2 an incidence matrix of a 2-(9,3,1) hermitiaital. It consists of 12 blocks of a
set of 9 points. Each block contains 3 points and each poitirsan 4 blocks. Each pair of points

is contained together in exactly one block.

B. A basic mapping from unitals to key pre-distribution for WSNs

In this subsection, we start by developing a simple scalkdjepre-distribution scheme based on
unital design that we denote by NU-KP for the naive unitaddzhkey pre-distribution scheme. We
propose a basic mapping in which we associate to each poittieofinital a distinct key, to the
global set of points the key pool and to each block a node kay (see table Ill). We can then
generate from a global key pool | = m? + 1 keys,n key rings ¢ = b = m?(m* — m + 1)) of
sizek = m + 1 keys each one.

Before the deployment phase, we generate the unital blook®sponding to key rings. Each

node is then pre-loaded with a distinct key ring as well asdbeesponding key identifiers. After



the deployment step, each two neighboring nodes exchamgésthof their key identifiers which
allows to determine eventual common key. Using this baspraarh, each two nodes share at most
one common key. Indeed, referring to the unital propergash pair of points is contained together
in exactly one block which implies that two blocks cannotrshaore than one point. Hence, if two
neighboring nodes share one common key, the latter is usedpasrwise key to secure the link;

otherwise, nodes should determine secure paths which anpased of successive secure links.

C. Theoretical analysis

1) storage overhead: When using the proposed naive unital based version matchingital of
order m, each node is pre-loaded with one key ring correspondingnt ldock from the design,
hence, each node is pre-loaded with + 1) disjoint keys. The memory required to store keys is
then! x (m + 1) where! is the key size.

2) Network scalability: From construction, the total number of possible key ringemvbsing the

m2x(m3+1)

naive unital based schemeris=
(m+1)

= m? x (m* —m+1), this is then the maximum number
of supported nodes.

3) Direct secure connectivity coverage: When using the basic unital mapping, we know that each
key is used in exactlyn® key rings among then? x (m? — m + 1) possible key rings. Let us
consider two nodes and v randomly selected. The nodeis pre-loaded with a key rind(R,,
of m + 1 different keys. Each of them is containeds — 1 other key rings among the possible
m? x (m?> —m + 1) — 1 ones. Knowing that two pair of keys occurs together in eyaatie block,
we find that the blocks containing two different keys I6f?, are completely disjoint. Hence, each
node shares exactly one key withn + 1) x (m? — 1) nodes among the:?(m* —m + 1) — 1 other
possible nodes, Then, the probabil#y of sharing a common key can be calculated as follows:
(m+1) x (m? 1)
m?2(m?2—m+1)—1

(m+1)2
m3+m-+1

P. =

(1)

The evaluation of this naive solution shows clearly that blasic mapping from unitals to key
pre-distribution gives a high network scalability whicrackesO(k?). Moreover, given a network
sizen, this naive scheme allows to reduce the key ring size ufyito However, this naive solution

results a low key sharing probability which tends (TI{%). In order to improve the key sharing
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probability while maintaining a good scalability improvent, we propose in the next section an

enhanced scalable and efficient unital-based key pratistbn for WSNs.

IV. A NEW SCALABLE UNITAL-BASED KEY PREDISTRIBUTION SCHEME FORWSNS

In this section, we present a new unital-based key preHoligion scheme for WSNs. In order to
enhance the key sharing probability while maintaining higitwork scalability, we propose to build

the unital design blocks and pre-load each node with a numibelocks picked in a selective way.

A. Key Pre-distribution

Before the deployment step, we generate blocksnobrder unital design, where each block
corresponds to a key set. We pre-load then each nodetwithmpletely disjoint blocks wheret
is a protocol parameter that we will discuss later in thistisac In lemma 1, we demonstrate the
condition of existence of such completely disjoint blocks among the unital blocks. In tresio
approach each node is pre-loaded with only one unital bloak \se proved that each two nodes
share at most one key. Contrary to this, pre-loading eachneadaes witht disjoint unital blocks
means that each two nodes share between zera’akeélys since each two unitals blocks share at
most one element.

After the deployment step, each two neighbors exchange déetifiers of their keys in order
to determine the common keys. If two neighboring nodes sbaeeor more keys, we propose to
compute the pairwise secret key as the hash of all their camkegs concatenated to each other. The
used hash function may EHA-1 [22] for instance. This approach enhances the networkieasy
since the attacker have to compromise more overlap keyse@kba secure link. Otherwise, when
neighbors do not share any key, they should find a secure patpased of successive secure links.
The major advantage of this approach is the improvementeokdly sharing probability. As we will
prove in next subsection, this approach allows to achievigla $ecure connectivity coverage since
each node is pre-loaded witldisjoint blocks. Moreover, this approach gives good nekwesiliency
through the composite pairwise secret keys which reinfsmzure links. In addition, we show that
our solution maintains a high network scalability compat@@xisting solutions although it remains

lower than that of the naive version.
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B. Theoretical analysis

We denote in what follows by t-UKP the unital-based key pis#rdbution scheme of parameter
(t i1s the number of pre-loaded blocks at each node). We notethieat-UKP scheme matches the
basic mapping presented in section 3.

1) storage overhead: When using the t-UKP scheme of order, we pre-loaded each node with
t(m+ 1) distinct keys. Indeed, from the construction, we can seetthéocks pre-loaded in a given
node are completely disjoint. So, each two blocks within y teg do not intersect at any key. So,
the memory required to store keys is then equadl tot x (m + 1), wherel is the key size.

2) Network scalability: Since each node is pre-loaded witblocks from them? x (m? —m + 1)
possible blocks of the unital design, it is obvious that treximum number of key rings that we can
reach is equal ta = ’”Tz(m2 —m+1). This is the ideal case when all unital blocks are used. When
using the random pre-distribution of unital blocks, we maneyate a number of blocks slightly lower
than this best value. We compute in what follows the minimwetwork size that can be supported
by the random blocks distribution.

Lemma 1: Givent > 2, each set oft — 1)(m + 1)(m? — 1) + ¢ blocks from anm order unital
design contains at least one sub-set abmpletely disjoint blocks.

Proof: As shown before, we know that each block of a unital desigargsict with exactly
(m + 1)(m? — 1) other blocks at one key. We prove the proposition by inductfor ¢ = 2, let T’
be a set oflm + 1)(m? — 1) + 2 blocks of a unital design of orden and let us assume that each
two blocks of T intersect at one point. So, each block®fintersects with thém + 1)(m? — 1) +1
other blocks inI” which contradicts the fact that each block intersects witdhcty (m + 1)(m? — 1)
blocks of the global unital. Hence the proposition is truetfe- 2.
Let us now assume that the proposition is true at the arded check whether it is far+ 1. Let T’
be a set of(m + 1)(m? — 1) + ¢ + 1 blocks of a unital of ordefn. Since the proposition is true at
ordert, it exists at least one subsgf of ¢ disjoint blocks in7T". Each of these blocks intersects with
exactly (m + 1)(m? — 1) other blocks. So the maximum possible number of blocks whitdrsect
with Ty is t(m + 1)(m? — 1). Hence, among the remainiign + 1)(m? — 1) + 1 blocks of T' — Ty,
there exists at least one block which does not intersect aih block of 7. We deduce thaf’
contains at least+ 1 completely disjoint blocks. [ |

Proposition 1: Using the t-UKP scheme with a random pre-distribution oftainblocks, we
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2(m2—m+1)—((t—1)(m? —1)(m+1)+t)
generate at least - ! key rings.

Proof: Using a unital design of ordem, the number of the generated blocks is equal to
m2(m? — m + 1). From the t-UKP construction, we know that each key ring am# exactlyt

disjoint blocks. Following the lemma 1, we find that using tHgKP scheme, we can generates at

m2(m2—m+1)—((t—1)(m?-1)

(m+1)+t)
- key rings. [ |

least

3) Direct secure connectivity coverage: We discuss in what follows the direct secure connectivity
coverage of the t-UKP scheme.
Proposition 2. Given t > 2, using the t-UKP scheme, the secure connectivity coverdge (
probability of key sharing between any two nodes) is givenBy= 1 — (1 — %)ﬁ
Proof: Let us consider two nodesandv randomly selected. Each node is pre-loaded with a key
ring containing disjoint unital blocksK R, = {B,1 U B,2U...UB,;} andKR, = {B,1 U B,2U...U B}

Following equation (1) (Cf. Section 3.C), we find that the kability that two blocksB, , and

B,,, share one key |s% while the probability that they don’t share any key(is— ég”j;fl)

Since all blocks of node as well as those of nodeare completely disjoint thanks to the proposed
construction, the probability that the two nodesand v don’t share any key is then given by:

P(KRUQKRU :(/)) = H <H Bu,mev,q _®)>

: (m +1)2
(H - m>>

t
t
= g=1

- 10

p=1

(m+1)% |4
= U Sy
The probability that two nodes share at least one key is then=1— (1 — nﬁ?jﬂ{bfl)ﬂ [ |

We plot and compare later the key sharing probability of #KP scheme and show that we
increase considerably the key sharing probability overNkheKP scheme.

4) Network Resiliency: We analyze in what follows the network resiliency of the t®lscheme.
Lemma 2: Using the t-UKP scheme of ordet, the probabilityp(i) that two nodes share exactly
i keys (0 <i <t?)is:

) t? (m+1)2 ‘ (m+1)2 i
p(i) = (l> (m3+m+1) 8 (1_ m3+m+1)
Proof: Let us consider two nodesandv randomly selected. Each node is pre-loaded with a key

ring containing disjoint unital blocksK' R, = {B,1 U B,2U...U B,;} andKR, = {B,; UB,2 U ... U B, ;}
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Let us considerX,, , the variable giving the number of shared keys between twtaliniocks B, ,
and B, ,. Following equation (1) (Cf. Section 3.C), we find th¥} , takes only 1 and O values such
that: P(X,, = 1) = 7% while: P(X,, = 0) = 1 — L+l

m3+m+1 m3+m-+1
X, follows then a Bernoulli distribution of parametéf™)" ). The number of shared keys

betweenK R, and K R, which represent$z;z1 ZZZIXP,(]) follows then a binomial distribution
(2, %y 50 p(i) is given by :

» m3+m+1
2 (m+1)2 \' (m+1)2 \"
O R e e
i m34+m-+1 m34+m-+1

|
Proposition 3: When using the t-UKP scheme of order, the network resiliency whem nodes

are captured is:

Rx1—2(1—<2( >)‘P' 2)

Proof: We recall thatp(7) is the probability that two nodes share exactlgeys and thatP., is
the probability that two nodes share at least one key.FSes Ellep(i) = 1—p(0) which matches
proposition 2.

Let us call LC, the event that a link is compromisefl(; the event that a link secured with
keys is compromised and/C, is the event thatr nodes are compromised. Let us compute first
P(LC;|NC,). When using the t-UKP scheme, the compromiserafiodes reveals exactly x ¢
unital blocks. We know that each key occurs insitf unital blocks among the total number of
m?2(m?—m+1) blocks, the probability that a key is uncompromised whemode are compromised
is then the probability that the key does not occurs in anief discovered blocks. So, we find that:

m?(m? —m+1) —m? m3(m —1)

T Xt T Xt
c= =
m2(m? —m 4+ 1) m2(m? —m 4+ 1)
T Xt T Xt

The probability of compromising a given secret key compasiedkeys is then equal tél — c)'.

So, the probability that a given link is compromised whensitsecured withi keys and whene

nodes are compromised is given by{LCy|NC,) = (1 — ¢)*. Let us now compute the resiliency of



14

the global network. This can be computed as the average lpitpdhat a link be uncompromised
whenz nodes are captured and is given by :

R, =1-P(LC|NC,) =1 - " P(LCINC,)2D =1 - 317 (1 — ¢)i2l) n

Pe

C. Choice of the t value

As we showed through performance analysis, the pre-digioibb of ¢ unital blocks in each node
instead of one allows at the same time enhancing the keyngharobability and computing composite
pairwise secret keys witch reinforce secure links. On theeiohand, the use of the t-UKP scheme
multiplies the storage overhead and decreases the netwalébdity over the naive version. The
choice of thet value depends then on the application requirement in oocdebtain the best tradeoff.
Indeed, when we do not need to establish a secure link beteaem pair of nodes or when the
length of secure paths is not a major concern, low valueésah be chosen. For instance, in many-to
one WSNs where the key sharing requirement is reduced tohiteewarent relationship, low values
of t can be used in order to reach an extremely high scalable yfaplt. On the other hand, when
the key sharing probability and the length of secure pathsnaajor concerns; should be given a
high value which allows to ensure a good key sharing proligbil

In order to maintain a high key sharing probability and thew kecure path length while main-
taining a high scalability, we propose to choase /m. Without loss of generality, we assume that
m IS a perfect square, if it is not the case, we can refer to tla@ese integer to the square root of
m. Indeed, this value allows to maintain a high scalability(df,/mm?) with a storage overhead of
O(y/mm). As we will prove, this choice allows to reach a very good kbgrghg probability lower
bounded byl — e~!. We denote by UKP* the t-UKP scheme with= /m and we recall that a
lower bound of the direct secure connectivity coverage ofP¥ls a valuel, such that the direct
secure connectivity coverage of UKP* is always greater araétp L for all m values.

Proposition 4: Let us consider the UKP* scheme (t-UKP with= /m), the limit of the direct
secure connectivity coverage astends to infinity is equal td. = 1 — ¢! which is a lower bound

of the direct secure connectivity coverage of UKP*.
Proof: : Following proposition 2, when using the UKP* (t-UKP with= ,/m), the secure

(m+1)?

connectivity coverage is given byF. = 1 — (1 — ;5

)™. Since P.(m) is a strictly decreasing
function defined on the interval [0,1], the limit as tends to infinity exists and is equal fo such
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as: (0 < L <1). We have:

12
L = lim 1—(1—(37”#))m
m—+oo m>+m-+1
12
1-L = lim (1_M)m
m—+oo m34+m-+1
12
In(l-L) = lim mxln(l—M)
m——+oo m34+m-+1
m x (m+1)2 hl(l— (gn+1)21)
In(l1-L) = lim m_tmt
m—4o00 m3+m+1 (m+1)2
m3+m-+1
In(l-L) = -1
L = 1—¢t

So, the secure connectivity coverage function is a striddgreasing function having a limit of
L =1-e"1~0.632 asm tends to infinity. This limitL is then a lower bound of the direct secure

connectivity coverage when using the UKP* scheme. [ |

V. PERFORMANCE COMPARISON

In this section, we compare the proposed unital-based sehdm existing schemes regarding

different criteria (We recall that metric definitions aree in table I).

A. Network scalability at equal key ring size

We compare in figure 3 the scalability of the proposed unitslelll schemes against that of the
SBIBD-KP and the Trade-KP ones. The network scalabilityhsf t-UKP schemes is computed as
the average value between the maximum and the minimum $ldglabhe network scalability of
the SBIBD scheme is computed ag + m + 1 wherem is the SBIBD design order anch + 1
is the key ring size. We compute the salability of the Trade4Cheme agq> wheregq is the first
prime power greater than the key ring sfzethis value allows a achieve the best session key sharing
probability using the Trade-KP scheme as we proved in [1Bg¢ figure shows that at equal key ring
size, the NU-KP scheme allows to enhance greatly the stifabdmpared to the other schemes;
for instance the increase factor reacH8800 compared to the SBIBD-KP scheme when the key
ring size exceeds 100. Moreover, the figure shows that thKR-Schemes achieve a high network
scalability. We notice that the higheris, the lower network scalability is. Nevertheless, 2-UK#l a
3-UKP give better results than those of the SBIBD-KP and tteel@-KP solutions. Even we choose

t = /m as we propose (UKP*), the network scalability is enhanceat. iRstance, compared to
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SBIBD-KP scheme, the increase factor reaches five when theitkg size equal to 150. We plot in
figure 4 the same results separately with linear scales whigtrate clearly the network scalability
enhancement when using our solutions.

Authors in [3], assess the network scalability of randomesaés including the RKP and the Q-
composite ones regarding to the desired network conngctinid to the network capacity to maintain
secure links while some nodes are compromised. They defimrethat a thresholdf,, called the
limited global payoff requirement. The later can be explained as the level of compromise pastevh
the adversary gains an unacceptably information on ther gtaewise secret keys. Depending on
P. and f,, they defined the maximum number supported network size. dkstpresent results for
P.=0.33 and f,, = 0.1 and show that the network scalability with a key ring size 80 iIs about
300 for RKP scheme and between 600 and 700 when using Q-camgolemes. The scalability
of the same schemes with a key ring size of 400 is respectfebbout 1200 and between 2700
and 2800. We can see clearly that our solutions allow to reagth better network scalability than

the random schemes under the suggested parameters.

B. Key ring size at equal network size

In this subsection, we compare the required key ring sizenwiseng the unital-based, the SBIBD-
KP and the Trade-KP schemes at equal network size. We corfpuéaich network size the design
order allowing to achieve the desired scalability and weudedhen the key ring size, the obtained
results are reported in figure 5. The figure shows that at ege@ork size, the NU-KP scheme
allows to reduce extremely the key ring size and then theagtooverhead. Indeed the enhancement
factor over the SBIBD-KP scheme reaches 20. When using thi€R-schemes, the results show
that the highet is, the higher required key ring size is. However, this valemains significantly
lower than the required key ring size of the SBIBD-KP and &#&dP schemes. Moreover, we can
see clearly in the figure, that at equal network size, the UKgheme provides very good key ring
size compared the SBIBD-KP and the Trade-KP schemes. Ftanites, the key ring size may be
reduced over a factor greater than two when using the UKP*pewed to the SBIBD-KP scheme.

C. Energy consumption at equal network size

In this subsection, we compare the energy consumption edlby the direct secure link estab-

lishment phase. Since each node broadcasts its list of lexyiiers, the energy consumption can be
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computed as :

E =&y k-loga(|S]) +n- Ea - k- loga(]S])

whereé&,, (resp.&.. ) is the average energy consumed by the transmission (&sgption) of one
bit, % is the key ring sizey is the average number of neighbors dngh(|S|) represents the size of
a key identifier in bits that we round up to the nearest byte.siz

We compare the energy consumption of our solutions agaBI&[3KP and Trade-KP. The results
plotted in figure 6 show that at equal network size, the NU-KResne consumes very small amount
of energy to exchange the low number of key identifiers. We atste that the higheris, the higher
the consumed energy is. This is due to the increased numlistored keys and thereby the increased
number of exchanged identifiers. Finally, the figure showarty that UKP* scheme consumes less
energy than the SBIBD-KP and the Trade-KP schemes. Thishesiour expectation since the energy

consumption is strongly correlated to the number of storgsk

D. Network connectivity at equal key ring size

We compare in this subsection, the network secure conitgatiwerage of the different schemes.
First, we plot in figure 7 (a) the key sharing probability whesing the unital based schemes (NU-
KP, t-UKP and UKP*). The figure shows that the NU-KP schemevigles a bad direct secure
connectivity coverage which decreases significantly wiherkey ring size increases. Indeed, the key
sharing probability is low and tends @(%) as k tends to infinity. Otherwise, the obtained results
show that the highet is, the better the direct secure connectivity coverageneed, loading nodes
with many blocks from unital design allows to increase digantly the key sharing probability. The
figure shows moreover that the UKP* scheme gives very goocdhexivity results. For instance,
the direct secure connectivity coverage remains betwe@n &nd 0.66 when the key ring size is
between 10 and 150. As the key ring size is high, the direatreemonnectivity of UKP* approaches
1 —e~! 2~ 0.632, which we proved to be a lower bound.

In a second time, we compared the direct secure connectivitgrage of the UKP* to those of
the other existing schemes. The Trade-KP scheme allowsati ra direct secure connectivity lower
than 0.25. Indeed, we proved in [13] that the key sharing qibdity of the Ruj et al. Trade-KP
scheme [8] is equal téﬂl’%l) where4 < k < g andq is a prime powerk is the key ring size and we
choseq to be the first prime power greater tharwhich ensures the best key sharing probability. The

figure 7 (b) shows that the secure connectivity of the RKP*soh remains much better than that
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of Trade-KP one. Indeed the direct secure connectivity ime of RKP* has a good lower bound
of L =1 — e ! ~ 0.632 while that of the Trade-KP have an upper bound of 0.25. We eoatp
also the secure connectivity of the UKP* scheme to those ®RKP and the Q-composite schemes.
We assume for these random approaches that the global keyspzeois equal to the square of
the key ring size which allows to achieve a good network iexsily. The results show that UKP*
scheme provides a better secure connectivity coveragethligaRKP scheme and much better than
the Q-composite schemes with= 2, ) = 3, etc. Indeed, using the Q-composite scheme, two nodes
must share at leag) common keys to be able to establish a secure link which degrsaiginificantly

the secure connectivity coverage (see figure 7 (b)).

Although the unital-based scheme UKP* increases signitiigéme network scalability and provides
a good key sharing probability greater than 0.632, this imedmains lower compared to SBIBD-KP
which ensures a perfect key sharing probability. However,scheme allows to attend a total secure
connectivity thanks to the secure path establishment.

We also studied the average secure path length when usiiegedif key pre-distribution schemes
including our solutions. For this purpose, we conductedutations while referring to the results
given in [23] in order to construct a grid deployment modelichhguarantees the network physical
connectivity and coverage. The results showed that the WBCR&me provides a good average secure
path length between 1.18 and 1.36 when the key ring size vedeet 10 and 150. It does not exceed
1.37 even the key ring size is very high. In others terms, wigng the UKP* scheme, two-thirds
of possible links in the network will be secured directly \ehpractically all the other third links can
establish a 2-hop secure path. We give some numerical sesiidtut the average secure path length

in the last subsection.

E. Network resiliency at equal key ring size

We compare in this subsection, the network resiliency ofuhigal-based schemes to those of the
Trade-KP and the SBIBD-KP ones. We notice that the propasel: tbased construction given in [8]
allows to have a unique pairwise key per secure link, thisikegyomputed as the hash of a unique
pair of initial keys. However the overall network resilignis not perfect because the compromise
of some key rings may reveal other pairwise secret keys usagdure external links in which the

compromised nodes are not involved. We proved that theessit of the Trade-KP scheme is given
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by: (see proof in appendix A)

wherez is the number of comprised nodes apds the Ruj et al. trade construction parameter.

On the other hand, following the study presented in [10],n&®vork resiliencyR, of the SBIBD-KP
m2
X
m?+m+1
X

Wherem is the SBIBD design order. Finnaly, the network resilienagniula of unital based schemes

scheme is given by:

R, =

was given in proposition 3.

We compare in figure 8 the network resiliency at equal numbeompromised nodes faiK R| =
68. The figure shows that the NU-KP scheme provides a goodersylicompared to other schemes.
Using the t-UKP, the highet is, the lower network resiliency is at equal number of compuszd
nodes. This is due to the number of compromised unital blagksh is multiplied byt. On the other
hand, the figure shows that the UKP* scheme improves the mktwesiliency over the SBIBD-KP
scheme by 20%. It also gives a better network resiliency therTrade-KP scheme when the number

of compromised nodes exceeds 60.

F. Numerical results

We provide in table IV numerical results comparing netwaz&lability, direct secure connectivity
coverage, and average secure path length of the three ssl{8BMD-KP, Trade-KP and UKP*) at
equal key ring size. We notice that we provide the averageor&tscalability (number of nodes)
when using UKP* scheme. On the other hand, we compute thageesecure path length based on
simulations. We refer in these simulations to the resuk®emiin [23] in order to construct a grid
deployment model which ensures the network physical cdivitgcand coverage. Numerical results
show that the unital-based key pre-distribution scheme UikEreases the network scalability over

the SBIBD-KP and the Trade-KP scheme while maintaining tsgbure connectivity coverage. For
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instance, the network maximum size is increased by a fadt@ and 4.8 when the key ring size
is equal to 68 and 140 respectively compared to the SBIBD-#feme. In addition, we maintain a
high connectivity over 0.63 which ensures a low averagersepath length which does not exceed

1.37.

VI. CONCLUSION

We proposed, in this work, a scalable key management schem@&/$Ns. We make use, for
the first time, of the unital design theory. We showed that sidbanapping from unitals to key
pre-distribution allows to achieve an extremely high netwscalability while giving a low direct
secure connectivity coverage. We proposed then an effiseadable unital-based key pre-distribution
scheme providing high network scalability and good secumnectivity coverage. We discuss the
solution parameter and we propose adequate values giviregyagood trade-off between network
scalability and secure connectivity. We conducted ared{@nalysis and simulations to compare our
new solution to existing ones, the results showed that oprageh provides a good secure coverage

of large scale networks with a low key storage overhead andoa getwork resiliency.
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APPENDIX A

NETWORK RESILIENCY OF THE TRADEBASED KEY PREDISTRIBUTION SCHEME

Using the Ruj et al. trade construction [8], the two sBtsand 7, containg? key rings each one.
Let us assume that nodes are compromised and let us compute the probabilityatigaven pair of
keys K, and K is known (We recall that two nodes can establish a securgosessy if they share
exactly two common keys).

From construction, we know that each key occurs in exagthtocks in7; and ¢ blocks of 7,
and that each pair of keys occurs in one key ring frémmand one key ring fron¥;. So, we find
that among theg* possible key rings, two contains the pdi; and K;, 2¢ — 2 contain only K,

2¢ — 2 contain onlyK; and then2¢® — 4¢ + 2 do not contain any key of(; and K.
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So the probability that the paik;, £; does not occur in any of the discovered key rings is the
probability that any key occurs in the discovered key riniss he probability that only one key

occurs in the discovered key rings. The network resilierscthen given by :

2% —4q + 2 2 —2)(2¢% —4q+2 2% —4q+ 2 2¢% —4q + 2
42 +4(q—1)
T 1 r—1 T r—1
Rm = =
2q2 2q2
T T
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TABLE |
EVALUATION METRICS

Performance Metric | Definition / Description

Network scalability

Represents the maximum number of generated key rings whicresponds to the
maximum number of supported nodes.

Storage overhead

Measures the memory required to store keys in each node. dledexthe memory required
to store the key identifiers since it is negligible compa@the key ring storage overhead
(2-logarithm of the maximum number of keys).

Direct secure conneg
tivity coverage

- Defines the fraction of secured direct links among possilsles|in the network; it is
computed as the probability that a given pair of neighborindes are able to establish| a
direct secure link.

Average secure pat
length

h When two neighboring nodes have no common keys, they shatiédblesh a secure path
composed of successive secure links. This metric measuees/erage length in hop count
of these secure paths.

Network resiliency

We define the networkesiliency R, as the fraction of uncompromised external secure

against node capture

links whenx sensor nodes are captured.

TABLE Il
SUMMARY OF NOTATIONS

S | The global key pool

|S| | The size of th

e global key pool

KR; | The key ring of node i

|[KR;| | The size of th

The key size
The minimum

Q3

Key ring size

e node i key ring

The network size (number of nodes)

number of common keys required to establish areekink in

the Q-composite scheme
m | The design order (SBIBD and Unital)
k

& Block size of a given design

) | The two parameters of the Ruj et al. trade constructiois @lso the block size)
p(#) | The probability that two nodes share exadtlgeys in their subset of keys

P. | The probability that two nodes can establish a secure link
R, | The network resiliency whem nodes are captured

TABLE 11l
MAPPING FROM UNITAL DESIGN TO KEY PREDISTRIBUTION

Unital design Key pre-distribution

X Point set S : Key pool

Blocks Key rings & KR; >)

Size of a blockk = m + 1) Size of a key ring{ = |KR;| =m + 1)
Size of the object set Xz = m?3 + 1 Size of the key pool S[S| = m? + 1

Number of generated

blocks:= m?(m? —m + 1) | Number of generated key rings (supported nodes) :
n=m?m?—-m+1)

Each point belongs to

exactiy? blocks Each key appears in exactly? key rings




TABLE IV

COMPARISON OFUNITAL BASED SCHEMES TOSBIBD-KP SCHEME

27

K.R. SBIBD-KP Scheme Trade-KP scheme UKP* scheme
Size
m Number | P. | Avg. P. | ¢ k Number | P. Avg. P.| m | ¢ | Number | P. Avg. P.
of nodes Lenght of nodes Lenght of nodes Lenght
30 29 871 1 1 31 | 30 1922 0226 2222 | 9 | 3 1704 073 | 1271
68 67 4557 1 1 71 | 68 10082 | 0.226 | 2.093 | 16 | 4 | 13798 | 0.688 | 1.312
140 | 139 | 19461 1 1 149 | 140 | 44402 | 0.219| 2.048 | 27 | 5| 94343 | 0.637| 1.362
228 | 227 | 51757 1 1 229 | 228 | 104882 | 0.247| 1.941 | 37 | 6 | 282486 | 0.647 | 1.353




