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Towards a Complex Networks Modeling of Interdependent Critical Infrastructures

La fiabilité et la sécurité des Infrastructures Critiques mettent l'accent sur la nécessité d'identifier et de comprendre les vulnérabilités qui émergent de l'interaction entre eux, notamment entre les systèmes TIC et les réseaux électriques. La modélisation des relations physiques, logiques et géographiques peuvent donner quelques informations sur les interactions entre les infrastructures pour éclairer leurs interdépendances et identifier leurs vulnérabilités. Cet article présente une méthode, developé dans le cadre du Projet SINARI, qui adapte la théorie des nombres complexes à la théorie des réseaux complexes. Le résultat de cette symbiose est un modèle qui permet d'identifier les vulnérabilités inhérentes des infrastructures couplés. La méthode est démontrée sur un réseau de distribution typique français, y compris un système TIC.

Introduction

Systems are all around people, and each day the connections between them are getting increasingly complex. In fact, the world even depends on some of these systems for its survival [START_REF] Rinaldi | Indentifying, understanding, and analyzing critical infrastructure interdependencies[END_REF]. Governments use the term "Critical Infrastructures" to refer to systems that are essential to the defense and economic security of their nations. The Commission of the European Communities identified 9 key Critical Infrastructures, including Energy networks, Information and Communication Technologies (ICT) and government national sites and monuments [START_REF]Critical Infrastructure Protection in the Fight against terrorism[END_REF].

One important infrastructure concerns the Energy Network, which includes the production, refining, storage, and distribution of oil, gas, and electric power. However, this infrastructure integrates high-speed, reliable, bidirectional, and secure data communications networks. Particularly, Distribution Domain integrates external communication flows with control centers, electricity markets, transmission network, end-users, distributed storage, and distributed generation; and internal communication flows, i.e. between control, measure, and protection components. These interactions are presented in Fig. 1 [START_REF]NIST Framework and roadmap for smart grid interoperability standards[END_REF]. This fusion of Power Grid with ICT has added complexity to an already complex field. Recent events [START_REF] Falliere | W32. Stuxnet dossier[END_REF]- [START_REF] Matrosov | Stuxnet under the microscope (v1.0)[END_REF] have shown that failures in one infrastructure can affect other infrastructures and that it is not possible to protect an infrastructure without identifying and understanding its vulnerabilities, i.e. multi-infrastructure threats. As a result, when talking about vulnerability studies in the Power Systems, one cannot consider a single system, but a system connected to other systems.

FIG. 1 : Distribution Domain (NIST Smart Grid

Framework 1.0) Although various researchers have studied multiinfrastructures vulnerability, those studies are still in an early stage and many questions remain unanswered [START_REF] Kröger | Critical infrastructures at risk: a need for a new conceptual approach and extended analytical tools[END_REF]. For example, Petri Nets models [START_REF] Tranchita | ICT and power systems: An integrated SINARI page 6/6 approach[END_REF] showed that, despite the stochastic analysis they perform, these models are impractical for large systems due to the great amount of manual effort and the lack of flexibility to evaluate different scenarios. Some of the unanswered questions also revolve around the mutual behavior of connected infrastructures; as most proposed methods evaluate only one infrastructure without taking into account explicitly the interactions and interdependencies with other infrastructures. This paper proposes to develop a SINARI page 2/6 composite vulnerability model for the ICT or Cyber Infrastructure and the Power Systems Infrastructure using Complex Network Theory.

Complex Network is a new tool that allows modeling systems as graphs and has been extensively used to model, analyze, and understand large systems with non-trivial topologies and hidden interdependences [START_REF] Boccaletti | Complex Networks: Structure and Dynamics[END_REF]- [START_REF] Albert | Statistical mechanics of Complex Networks[END_REF]. This approach allows systems topology characteristics and connectivity properties to be known, as well as, fault and cascade phenomena analysis to be performed. This theory has been applied to analyze the vulnerability of Power Systems and Computer Networks [START_REF] Kröger | Vulnerable Systems[END_REF]. Critical Infrastructures can be modeled as a Complex Network of systems functioning together to achieve common purposes. In order to elaborate a joint model, this paper proposes to adapt the theory of Complex Numbers to the theory of Complex Networks. The result of this symbiosis is a twodimensional model, which allows inherent vulnerabilities of coupled infrastructures to be identified. Specifically, the proposed method bridges the Cyber Infrastructure and the Power Systems Infrastructure.

Section 2 presents an overview of Dependency and Vulnerability in Power Systems. Section 3 gives an introduction to Complex Networks and describes how the Complex Networks theory can be modified in order to introduce the Complex Numbers. Section 4 shows how this framework is applied to Power Systems. Finally, the conclusions are addressed in Section 5.

Dependency and Vulnerability

In order to identify, understand, and study vulnerabilities of Power Systems, it is important to know i) how the Power grid and the ICT inter-work; ii) the types of failures existing in both infrastructures; iii) the types of interdependencies; and iv) how these interdependencies affect the vulnerability of each infrastructure.

The main emphasis of Power Grids has been on providing a reliable, secure and economic supply of electrical energy to their customers. Control, protection, and monitoring systems are necessary for the Power Grid functioning. These systems are composed by ICT, which are defined as the technologies that involve acquiring, storing, processing, and distributing information by electronic means, including RTUs, IEDs, Computers, Servers, SCADA Systems, Routers, Gateways [START_REF] Bjorn | Overview of ICT components and its applications in electric power systems[END_REF]- [START_REF] Ericsson | Information security for Electric Power Utilities -results of Cigré WG D2.22[END_REF]. Therefore, there is a reciprocal relationship between both Infrastructures including two types of flows: energy and information. In one direction, Power Grid provides energy to ICTs; in the other direction, ICTs supervise, control, and manage the grid through commands and signals.

Three kinds of failures or outages can be found in Critical Infrastructures [START_REF] Rinaldi | Indentifying, understanding, and analyzing critical infrastructure interdependencies[END_REF]:

1. Cascading failures: Occur when a failure in one infrastructure causes a failure in a second infrastructure.

2. Escalating failures: Occur when a failure, resulting from the interaction between two infrastructures, exacerbates another failure.

3. Common-cause failures: Occur when two or more infrastructures are affected simultaneously because of an external and common cause, e.g. tornado, earthquake. Consequently, these failures show that the infrastructures are subjected to an increased risk from direct connectivity or spacial proximity, and that neighbor infrastructures are likely to be damaged after a single failure. In conclusion, Critical Infrastructures have strong interdependences, of which, there are four types: physical, cyber, geographic, and logical [START_REF] Rinaldi | Indentifying, understanding, and analyzing critical infrastructure interdependencies[END_REF].

Finally, how can all these dependencies and failures affect the vulnerability of an infrastructure? That is the main and still unanswered question. Coupled infrastructures vulnerabilities are the exploitable weaknesses facing a defined threat. Such threat, from a cyber-security point of view, can be either internal, i.e. people working in the organization and that have physical access rights; or external, e.g. DoS attacks.

Therefore, Power System and ICT Vulnerabilities have common threats that exploit the weakest element in the Coupled infrastructures. The weakest element is identified by its importance in the system. A node is "important" regarding its role in the network, as in [START_REF] Kröger | Critical infrastructures at risk: a need for a new conceptual approach and extended analytical tools[END_REF], the term 'importance' is intended to qualify the role that the presence and location of the node plays. There exist many methodologies in order to identify it, but they are made mostly for single infrastructures. However, our work with Complex Networks allows integrating both infrastructures in a single model, focusing on interdependencies and vulnerabilities that emerge from the interconnection of infrastructures.

Complex Networks

Methodology

A Network is a set of items with connections between them and a Graph is the network mathematical representation [START_REF] Newman | The Structure and function of complex networks[END_REF]. Networks are present in almost every aspect of life, e.g. traveling, calling by cell-phone, finding a job, chatting, etc. For this reason, mathematicians and experts in many domains have tried to find the best way to model real systems, considering the relations and dependencies between their components. Leonhard Euler solved the enigmatic seven bridges of Königsberg problem during the 18th century using what has been called the foundations of the Graph Theory.

Since its origin, the Graph Theory has been evolving thanks to the computerization of data acquisition and the availability of high computing power. Some of the main contributions include the Random Graphs Theory by Paul Erdös and Alfred Rényi in 1959 [START_REF] Erdös | On random graphs[END_REF], the introduction of the `Small-World' Concept by Watts and Strogatz (WS) [START_REF] Watts | Collective dynamics of 'Small-World' networks[END_REF], and the discovery of `scale-free' characteristic in large 
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hj h a k networks by Albert Barabasi [16]. The application of Graph theory to study large and complex systems is called Complex Networks theory. A complete overview of Complex Networks history is presented in [START_REF] Watts | Collective dynamics of 'Small-World' networks[END_REF] and [START_REF] Wang | Complex networks: Smallworld, scale-free and beyond[END_REF].

FIG. 2 : Example System FIG. 3 : Example System Graph

Vertices and Edges compose Complex Networks. Vertices represent system elements such as buses, routers, airports or people. Edges represent the connections or relations between vertices; these connections can be physical, logical or functional. Some common edges include: power lines, optical fiber, flight itineraries, and friendship.

A graph G is a pair of sets (V,E). Where the elements of V ≡{v 1 , v 2 , v 3 ,…, v n } are the vertices or nodes and n is the number of vertices. While the elements of E ≡{e 1 , e 2 , e 3 ,…, e m } are the edges between the vertices and m is the number of edges.

A graph can be represented by a n×n matrix A, called adjacency matrix; where every row and column represents a vertex in the graph. Normally, its entry a hj is 1 if the edge exists between the hth and jth vertices and 0 otherwise. However, in order to create a Complex Network for two infrastructures, this paper proposes to set the entry a hj as a Complex Number (i.e. 1+1i). The matrix A is constructed according to (1), with w the number of outbound links from node h to node j, and x the number of inbound links from node h to node j [START_REF] Hoser | Eigenspectral Analysis of Hermitian Adjacency Matrices for the Analysis of Group Substructures[END_REF].

a hj = w + i x (1)
Since there are different layers in systems (electrical and ICT connections, logical and geographical dependencies), different adjacency matrices will represent each system. For example, Fig. 2 shows a basic electric grid and its ICT system. It is clear that there are many interdependencies between its components. For instance, Generation node supplies energy to loads, switches help to send and receive information from and to the control center, so electrical nodes depend on Control Centrer throught the ICT network. A single representation, as shown in Fig. 3, is not suitable to model all types of interdependencies. Therefore, this paper proposes to use multiple adjacency matrices. To show how to create these matrices, ( 2) and (3) show the adjacency matrices for the Electrical Layer and the ICT Layer shown in Fig. 4.
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Vulnerability assessment is a systematic evaluation in which quantitative or qualitative techniques are used to identify exploitable weaknesses in a system exposed to hazard. In order to do so, Power Grid and ICT infrastructures are modeled as Complex Networks using Complex Numbers. The assessed indexes are Node Degree and Efficiency. The higher the degree is (or lower the efficiency becomes), the more important the vertex in the system is. Then, an important vertex is highly vulnerable to a coordinated attack and/or a random failure.

FIG. 4 : Multi-Layer Analysis

The importance or prestige (for Social Networks) of a node is characterized by the node degree (number of inbounds and outbounds connections). According to [START_REF] Boccaletti | Complex Networks: Structure and Dynamics[END_REF], the degree k h of a node i is defined in terms of the adjacency matrix A as shown in (4). ( 4)
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In the proposed method, the degree k h is a complex number (k h = y + iz) where y is the out-degree and z the indegree. Results from the test case are shown in Table 1.

TAB. 1 : Node Degree results

Vertex

v 1 v 2 v 3 v 4 v 5 v 6 k h Elec 1 2+i 1+i 0 i i k h ICT 0 1+i 1+i 1+i 3+3i 2+2i
Another method to identify important nodes is the Efficiency. The concept of Efficiency was introduced in [START_REF] Latora | Efficient behavior of smallworld networks[END_REF]. It is used to evaluate and measure how efficiently a node exchanges information with other nodes. The mathematical representation is in ( 5) and ( 6) for multiinfrastructures, where d hj is the shortest path length between h and j.

(5) ( 6) m e is the number of electrical edges, and m c is the number of ICT edges. For the test case, presented in Fig. 2, Table 2 presents the efficiency of nodes. 

TAB. 2 : Efficiency results

Vertex
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Test System and Results

Test System Description

The test system is a modification of the typical French Distribution Network presented in [START_REF] Stahl | Experimenting with infrastructures[END_REF]. The Power Grid has 14 power-bus, 17 lines, 7 distributed generation, 9 loads, and 3 transformers HTB / HTA, as shown in Fig. 5. Aside from this network, there is a considerable supporting ICT infrastructure which involves 2 routers from a communication network of a public ICT provider (nodes 19 and 20) and 1 WiMax BS (node 22). It includes as well multiple links ADSL, PSTN / ISDN, Optic Fiber, and Ethernet technologies. Router 23 represents the private LAN-GigaEthernet connecting the electrical buses 2, 3 and 4.

Complex Network Modeling

To create the complex network, the power-bus, loads, routers and Wimax are considered as vertices; and the power-lines, communication links (ADSL, Ethernet, etc.) are considered as edges. Fig. 6 shows the resulting graph. Electrical nodes are numbered from 1 to 14 and ICT nodes from 15 to 22.

FIG. 6 : Graph

Tables 3 and4 show the node degree and efficiency indices for the resulting graph. According to the tables nodes 2, 8 and 1 are the most critical for the Power System, and the failure consequences can be measured thanks to the node degree. For instance, to loose the node 2 means to loose 3 other nodes. However, it is more interesting the case of the set of nodes {8, 9, 19}, the three of them have a low efficiency index and the node 19 is supplied of energy from node 8, that depends on node 9 (source). Therefore, this method can help to identify important and critical elements on the coupled system, and to detect possible consequences. 

TAB. 3 : Node Degree results
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Conclusions

Vulnerability assessment for Critical infrastructures is an important task in order to guarantee the availability, reliability, and security. In order to do so, a new method to model Critical Infrastructures using Complex Networks have been presented. It shows a great flexibility and capability to perform vulnerability assessment for Power Systems.

The proposed method should serve to understand the interactions between different system components in a Power Systems, and to develop a risk analysis to identify ways to reduce the vulnerabilities. It will also help develop resilience studies, specifically in robustness, redundancy, and resourcefulness studies.

Modifications of this method can be made in order to model dependencies of different infrastructures, others than Power Grids and Cyber-systems. For instance, it can be applied to other Complex Networks parameters such as Centrality indexes, path length, clustering coefficient, or even to create dynamic multi-dimensional Complex Networks to model Cyber-attacks and their consequences. It could thus be extended to an n dimensional Complex Network to assess interactions between more than two infrastructures.

The significance of this paper lies in its ability to bridge two infrastructures in a single flexible model, which is an important step to study Critical Infrastructures vulnerability and to design safe and secure Power Systems, in this new era where utilities increasingly rely on the public Internet.
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