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Abstract. The aim of this paper is to propose a rigorous @ndplete design
framework for complex system based on system ergimg (SE) principles.
The SE standard EIA-632 is used to guide the apprdd/ithin this framework,

two aspects are presented. The first one concémsntegration of safety
requirements and management in system engineerotg$s. The objective is
to help designers and engineers in managing safetpmplex systems. The
second aspect concerns model driven design thrabghdefinition of an

information model. This model is based on SysML s{8;n Modeling

Language) to address requirements definition aatt thaceability towards the
solution and the Verification and Validation (V&¢)ements.

Keywords: system engineering, safety, requirements, EIA-&2ML.

1 Introduction

Systems engineering processes are becoming mommairglcritical and complex.
A fundamental characteristic of modern systemshé&rtinherent complexity (Bar-
yam, 2005). Complexity implies that different paofsthe system are interdependent
so that changes in one part may have effects oer qthrts of the system. These
complex systems include the emerging of multiplecfions or behaviors, that was
not possible before, and they are expected tofgatiklitional constraints, especially
constraints of reliability, safety and security alhiare specially addressed in this
presentation.

Safety of complex systems relies heavily on the rgev@ properties that result
from the complex interdependencies that exist anthagnvolved components, sub-
systems or systems and their environments. It v§ools that the safety properties of
complex systems must be addressed in an overaly,stwith a global framework



early in the design phase. Weaknesses of thentigaéety processes can be resumed
in the following points [2]:

e Safety analysis involves some degree of intringicentainty. So, there is a
degree of subjectivity in the identification of sf issues.

- Different groups need to work with different viewakthe system (e.g. systems
engineers’ view, safety engineers’ view). This éngrally a benefit but it can
be a weakness if the views are not consistent.

» Definition of the safety requirements, their forimation, and their traceability
can be ambiguous or not fully considered.

»  System models are developed in electronic formnbutse is made of this for
Safety/ Reliability analysis. Ideally there shoblela common repository of all
requirements, design and safety information.

Some of these points are due to the absence dbty ggobal approach. Indeed,
safety must be addressed as global property aratysegquirements [3] must be
formulated not only in the small (sub-system lewel) in the large (system level).

One of SE processes is requirements engineering (BRE RE is generally
considered in the literature as the most criticaicpss within the development of
complex systems [5], [6]. The safety requirememsgimeering are of concern. A
common classification proposed for requirements tie literature classifies
requirements as functional or non-functional [{]nEtional requirements describe the
services that the system should provide, includimg behavior of the system in
particular situations. Non-functional requiremeat® related to emergent system
properties such as safety attributes and respamsedr costs. Generally these Non-
functional properties cannot be attributed to glsirsystem component. Rather, they
emerge as a result of integrating system componéuithermost, non-functional
requirements are also considered as quality remeinés, and are fundamental to
determine the success of a system.

Requirements engineering can be divided into 2 snginups of activities [8]:

1. Requirements development: this activity includes phocesses of elicitation [9],
documentation, analysis and validation of requinetsie

2. Requirements management: this activity includescgsses of maintainability
management, changes management and require mexasttilay [3], [10].

In addition to other processes of system engingesinich must be concerned by the
safety evaluation, requirements engineering is amotexception. Inadequate or
misunderstood requirements have been recognizetheasnajor cause of safety-
related catastrophes.

The work presented in this paper is divided into parts. The first part concerns
the integration of safety management in systemremging process. The objective is
to help engineers in safety management of compistem by proposing a new
approach based on system engineering best praetitiet can be shared between
safety and design engineers. The proposed appisdidsed on system engineering
standarcElA-632

The second part presents an information model base®ysML language to
address requirements definition and their tracagt], [10] towards the solution



elements and the V&V (Verification and Validatioelements. Safety requirements
are integrated on RE activities, including manag#mactivities related to
maintenance, traceability, and change management.

The paper is structured into five sections. Therdcsection introduces the design
framework. The integration approach is presentethénthird section. In the fourth
section, the information model is proposed for ot management of safety
requirements. The last section gives some coneissio

2 System engineering approach

The development process highlights the necessaiities, their sequencing and
the obtained products. Two approaches for systesigddave been studied and have
been defined. The V-cycle approach and its variantsthe processes approach. The
processes approach is based on the observatiorwtizdever the strategy used to
develop a system, these development activities irertfee same. The technical
processes are based on different activities ofesysngineering. They are divided
into two categories, system definition processed ¥erification and Validation
(V&V) processes. They are defined by system engingestandards (IEEE 1220,
EIA 632, ISO 15288). The processes approach is rflexible than the V-cycle
development; it fits better with complex systemarbbver, the processes vision does
not constrain the sequence of development actvitiecontrast to the development
based on a particular development cycle. This iiffee is another motivation for
adopting a processes approach to systems engigeénnthis work the process
approach is based on EIA-632 SE standard.

2.1 System engineering approach

System Engineering is an interdisciplinary approaghich provides concepts to
build new applications. It is a collaborative antkrdisciplinary process of problems
resolution, supporting knowledge, methods and tiegls resulting from the sciences
and experiment. System engineering is a framewdriktwhelps to define the wanted
system, which satisfies identified needs and igpiable for the environment, while
seeking to balance the overall economy of the moiubn all the aspects of the
problem in all the phases of the development aadith of the system. SE concepts
are adequate specifically for complex problemseaesh issues undergone can bring
a solution [11]. In System engineering best practive have the following chain:
Processes Methods> Tools.

These entities, such as processes, methods arg] &welthe conceptual basis of
our approach taken from System engineering begttipea In the first step, the
processes can be identified with respect to theraatated know-how, and can also
be taken from standards like the thirteen geneanicegsses proposed in the EIA-632
standard [12] [13]. The second step concerns thiade to be used. The methods
can be either developed or existing one but onlyriéflects the whole semantics of
the process. No taxonomy has yet been developedofoesponding processes and
methods. The third step concerns the tools thatad@orrespond to the processes but



the methods; hence in this approach we cannot uselao implement a process
without first identifying the associated methods.

2.2 EIA-632 standard

One famous standard, currently used in the indistmd military fields, is the
EIA-632. This standard covers the product life eyfrom the needs capture to the
transfer to the user. It gives a system engineariathodology trough 13 interacting
processes grouped into 5 groups, covering the nesnegt issues, the
supply/acquisition, design and requirement, refibmaand verification/validation
processes.

3 Integration approach

Managing requirements, and specially safety requérgs, at the early stages of
system development becomes more and more impoasrdystem complexity is
continuously growing. Safety of complex systemseeelheavily on the emergent
properties that result from the complex interdegsoies that exist among the
involved systems or sub systems and their enviromsn&ystem Engineering (SE) is
the ideal framework for the design of complex systéThe need for systems
engineering arose with the increase in complexitgystems and projects. A system
engineering approach to safety starts with thechestumption that safety proprieties
can only be treated adequately in their entiretyemwliaking into account all the
involved variables and the relations between ttogat@and the technical aspects [14].
This basis for system engineering has been statatieaprinciple that a system is
more than the sum of its parts. The Safety managemast follow all the steps of
SE from the requirements definition to the verifica and the validation of the
system. The starting point of the work presentethis paper is the following note
provided in EIA-632 standard:

Note: Standard does not purport to address all safetypfmms associated with its
use or all applicable regulatory requirements. dtthe responsibility of the user of
this Standard to establish appropriate safety aedltn practices and to determine
the applicability of regulatory limitations befors use[13].

The next section aims to help designers in addrgssfety problems. It describes,
briefly, for each process, how the safety will lmmsidered. It illustrates the proposed
approach in term of process which must be defindeépendently to methods and/or
tools (other projects are focused on the methodgauls ([15] [16] for example).

3.1 Integration approach

The integration of safety must concern all systemgireering processes. This
paper is focused only oiBystem Design processesd Technical Evaluation
processesThe implementation of the approach consists émtiflying and indicating
in which way the safety must be considered for eadhprocesses of EIA-632. In



other words, the sub-processes of EIA-632 standegdranslated or refined in terms
of safety and included in system design process.

3.2 System design processes

The System Design Process&® used to convert agreed-upon requirements of the
acquirer into a set of realizable products thaisBatcquirer and other stakeholder
requirements. The safety requirements must bentake account in requirements
definition process. It allows the formulation, ttiefinition, the formalization and the
analysis of these requirements. Then a tracealpljtynodel must be build to ensure
the consideration of the requirements throughowt development cycle of the
system.

3.2.1 Requirement definition process

The goal of the requirements definition processoidransform the stakeholder
requirements into a set of technical requiremefts. functional and non-functional
requirements, if this distinction is not possible ot relevant at the requirement
elicitation process level, the analyzer may do itategorize requirements.

In the EIA-632 standard, three types of requiremeare defined; thécquirer
Requirements the Other Stakeholder Requirementnd the System Technical
Requirements

Concerning Acquirer Requirementand Other Stakeholder Requirementthe
developer shall define a validated set of acquieguirements for the system, or
portion thereof.

Safety requirements, generally, correspond to caimss in the system. It is
necessary to identify and collect all constraimpased by the acquirer to obtain a
safe system. A hierarchical organization associateght to safety requirements,
following their criticality. Safety requirementsrcde derived from certification or
quality requirements or can be explicitly expressgécquirer or other stakeholder.

The developer shall define a validated set of sydechnical requirements from
the validated sets of acquirer requirements andrattakeholder requirements. For
safety requirements, the system technical requingsrieaduce system performances.
It consists on defining safety attributes (deteemiisk tolerability, SIL level, MTBF,
MTBR, failure rate for example). Technical requiestts can be derived from a
preliminary hazard analysis.

Some Standards are available to guide designeefinedsafety requirements. For
example, safety critical systems within the civdr@space sector are developed
subject to the recommendations outlined in ARP4fB4 and 'ARP-4761 [18].
These standards give guidance on the 'determinatibmequirements, including
requirements capture, requirements types and dereguirements.

When requirements are defined, it is possible findesome attributes to facilitate
their management by, for example, an expressiore@firements using SysML. It
allows to link requirements to the design solution.

3.2.2 Solution Definition Process

The Solution Definition Process is used to genesiatacceptable design solution.



For Logical Solution Representation)e developer shall define one or more
validated sets of logical solution representatidimat conform with the technical
requirements of the system. The recommendatioro isse semi formal / formal
models for the solution modeling. The use of formaldels allows the automation of
verification and analysis. In this processes, gadealysis techniques will be used to
determine the best logical solution.

The physical solution representationgre derived from logical solution
representation and must respect all requiremergicplarly safety requirements.
The same safety analysis may be done for the pldysadution representation. The
same recommendations than for logical solution rermae.

3.3 Technical Evaluation Processes

The Technical Evaluation Processes are intendée favoked by one of the other
processes for engineering a system. Four processeimvolved: Systems Analysis,
Requirements Validation, System Verification andl Emoducts Validation.

3.3.1 System Analysis Process

In system analysis process, the developer shalbymerrisk analysis to develop
risk management strategies, support managemeniskd and support decision
making. The step of risk analysis can generate ssafety requirements other than
that defined by the acquirer and stakeholder. These requirements must be taken
into account.

3.3.2 Requirements Validation Process

Requirements Validation is critical to successfidtem product development and
implementation. Requirements are validated whes @ertain that they describe the
input requirements and objectives such that theltieg system products can satisfy
them. In this process, a great attention is gteemaceability analysis, which allows
verifying all the links among Acquirer and Otheral&holder Requirements,
Technical and Derived Technical Requirements, andgidal Solution
Representations. Like other requirements, safejyirements must be validated. The
validation allows designing safe system.

To facilitate this step, semi-formal solutionsglikdML [19] or SysML [20] can be
used for good formulation of requirements. Indebd,diversity of people concerned
by the system design project can have limited kedgt concerning the structure of
the future system, that's why industry-scale regmient engineering projects are so
hard. So the use of UML or SysML with their diffateliagrams can be helpful.

3.3.3 System Verification Process

The System Verification Process is used to ascettzt the generated system
design solution is consistent with its source reguents, in particular, safety
requirements. Some traceability models allow definthe procedure of verifying
safety requirement. These procedures are plannetheatdefinition of safety
requirement. Simulation is a good and current nikthsed to achieve system
verification. Other methods like virtual prototyginmodel checking and tests can be
used.



4 | nformation model

4.1 Requirements management

Requirements management is a crucial activity fer success of a project [5].
Indeed, an important number of documents can béuged in the system definition
phase. Without requirements management, it seenposisible to ensure the
consistency and the quality necessary for suc@sdistical studies show that the
success or failure of a project depends, on 40%hewlefinition and the management
of requirements. Requirements management allows to:

» collect requirements and facilitate their expressio

» detect inconsistencies between them,

» validate them,

* manage requirements changes and ensure theirltitiyea

It must also ensure that each requirement is plppdeclined, allocated,
monitored, satisfied, verifiable, verified and jlist. Figure 1 presents an overview
of the requirements management of the EIA-632 stahdl'he proposed information
model is inspired from this pattern. We see tBdher stakeholder requirements
when added to theduirer requirementsmake up a set of stakeholder requirements
that are transformed in&ystem technical requirements

The logical and physical solution representatiomse derived fromtechnical
requirementsDesign solutiorand specified requirement@re defined by completing
the Solution DefinitionProcess.

4.2 Supporting the design

An information model can be used to:

e guide the design,

* manage requirements changes,

e evaluate project progress,

» or simply to help to understand the system deve@gmon the basis of a

common and understandable language.

Indeed, modelling is important for the followingasons:

» itis a support for system analysis and design,

» can be used for sharing knowledge,

» itis used to capitalize knowledge.

Modeling allows the transformation of needs inte gystem definition. In fact,
during this transformation, we will gradually gaifn abstract concepts to a rigorous
definition of the system. In modelling, there areseparate areas: the problem area
and the possible solutions area. At the beginninidp® project, the representation of
the problem area is more important than the reptaien of the possible solutions
area. During the progress of the design, representaf possible solutions area will
be enriched to achieve the strict definition of thestem. In parallel the overall



representation of the problem area will be enridiogloletter define the expectations of
the system (needs/requirements) until it is staddi The transition between the
problem domain and the solution domain is a verjicd®e point of system
engineering. It must be expressed by allocatingireqents/properties/constraints on
possible solutions. These allocations will geneteteeability links which are crucial
for the system verification and validation stepse Wopose an information model
that will be compatible with the requirements of tBIA-632 standard, while adding
aspects of safety and risk management. We use Syahtjuage to establish this
information model thanks to the different availadiagrams which make SysML as
the language for systems engineering.

ACQUIRER
REQUIREMENTS

rRACETO | BUILDING BLOCK
STAKEHOLDER . o —
REQUIREMENTS REQUIREMENTS ASSIGNED TO
ASSIGNED TO l
LOGICAL  ASSIGNED TO PHYSICAL
SOLUTION —————»  SOLUTION
REPRESENTATIONS - — REPRESENTATIONS
- |
DRIVE l DRIVE /-‘ SOURCE OF
‘ ASSIGNED TO *
DERIVED ____—— DESIGN SOLUTION
TECHNICAL |
REQUIREMENTS SPEGIFIED BY

SPECIFIED
REQUIREMENTS

Fig. 1. Requirements management of the EIA-632

4.3 Requirements modeling and management for safety

SysML is a systems modeling language that supports faqaimin, analysis,
design, verification and validation of a broad raed complex systems. The language
is an evolution of UML 2.0 and is defined for systethat may include hardware,
software, information, processes and personnel. ains to facilitate the
communication between heterogeneous teams (meehapiectrical and software
engineers for instance) who work together. The uang is effective in specifying
requirements, structure, behaviour, allocationslefments to models, and constraints
on system properties to support engineering araly8ysML, through a unique
environment integrating requirements, allows modghnd supports different views:

* The requirements: Requirements diagram, Use Casggai,

e The structure: Block diagram (internal/external),

e The behaviour: Statechart, Activity diagram, Seaeetiagram,

e The constraints: Parametric Diagram.

So, SysML seems be an excellent candidate for armomanguage. It allows sharing
specifications of a complex system between differeades. Between design



engineers and safety engineers in our case. Amthag benefits of SysML, we can
cite:
* Risks identification and creation of a common atiedy basis to all
participants of the project.
» Facilitates the management of complex projects, sbalability and the
maintainability of complex systems.
» Documents and capitalizes the knowledge of allesdd a project.

SysML provides the opportunity to express the negfuents using the requirements
diagram. It also defines some relationships that B given requirement to other
requirements or elements of the model. It becomessiple to define a hierarchy
between requirements, requirement derivation, aglirement satisfaction by a
model element, the requirement verification by at tease TestCasg or the
requirement refinement. So, this language formsadgbasis for our information
model. Indeed, in the system definition processjsitnecessary to establish a
relationship between the identified requirementd #ime system functions and/or
components.

The traceability models linking requirements to thgstem components allow
performing impact analysis of requirements changemadification. Thus, it is
possible to assess the consequences of a requiremamge on the system safety
using the network built between requirements, fiamstand components.

4.4 Proposition

In this part, we propose a system approach to imgrequirements management
for safe system design. This approach is based @ysML information model,
following the SE process of the EIA-632 standartlisTinformation model is the
"system" knowledge basis of the design projechvalig data sharing between all
expertise trades (mechanical, hydraulic, thermattecal...). Therefore, the model is
intended to model the "system" level, showing titeriactions with the environment
and the connections between the various subsystems.

The information model must be seen as a means@#flkdge sharing, including
the 3 components: requirements, design solution\&&d. It is considered as the
interconnection level between all the differentes

The safety authorities impose a separation of systiesign concepts. The
requirements, the design solution and the V&V pansmist be developed
independently. We must be able to distinguish tjghese different concepts.

Based on the previous observation, the proposeagpip allows the expression of
all the concepts, with a separation between theseepts but with a creation of
traceability link between these concepts in orderfdacilitate understanding and
impacts analysis.

With SysML, it is easy and possible to mix all the concepta single diagram. We
propose an extension &ysMLand information meta-model that allows structuring
the elements of the design project with respedhefseparation concepts. In other
words, our approach allows a rigorous organizatibrihe project design. Indeed,
different diagrams manage different concepts.



4.5 Theinfor mation model

The information model (Figure 2) that we proposeadapted to the EIA-632
standard, making a clear distinction between diffe requirements classes (acquirer,
other stakeholders, technical or specified).

To achieve this meta-model 8ysML we have extended the language. Firstly, we
define new stereotypes to requirements, while afdirew attributes to our
requirements. Then we define a new link tympeCify linking the specified
requirements to model elements.

1
[2 \

L <<acquirerReot>» L <<otherStakeholderReqr>>
AcquirerReqt OtherStakeholderReqt
<<:am."éke'q't>> <<seri\."éREL,"t>> ;
eRegt>>

N »
| Su<scopy>> "o <copyz>

&
wesystemTechnicalRegrs> <verifg <stesiase
SystemTechnicalReqt [~ TestCase

<<deriveRent>>

Doty N, —— |

5 1..* <structure 1.* A <
Function = LogicalArchitecture '

use

>

reslize

Y
g L.t cstreere 17 physicalArchitecture
\ ry ;

1.4 ‘

Interface

<<specify>> (NEW) <<specify>> (NEW)

<everify

<<derivaReqt>>

Fig.2. Information model

In this model, we have simplified the nhumber ofuiegments classes. Indeed, we
consider that thesystemTechnicalRéqtepresents the system technical requirements,
but also the system technical requirements norcat#a to the logical solution and
the derived technical requirements coming fromltigical and the physical solutions.

The acquirer and other stakeholders’ requiremergsrepresented, knowing that
the field ‘requirement source’ must be consisteith whe stereotype and indicates
better the concerned stakeholders in the cas@thietStakeholderReqt

Note: We invite readers who are not necessarily frigndlith all the above
concepts (system technical requirements, logicltiem, physical solution ...) to
refer themselves to the EIA-632 standard [13].

All traceability links requested by the EIA-632 arensidered in this model, and
the distinction between logical solution (functibngart) and physical solution
(component part) appears.

In this model, we highlight the definition of infaces, which are components
themselves and which links several components hegeThe concept of interface is



essential for a proper system design. Indeed ahésource of problems encountered
during development.

The last important element that is included in thizdel, neither a requirement nor
a design solution element, is theestCase These elements of V&V are included in
the model to be directly connected to the requirgmthey satisfy.

Concerning safety requirements and the consideraticsafety in design, which
can be derived from risk analysis, a block riskdefined and is linked to safety
requirements (see figure 3). In fact, identificatiof risks is the starting point for
many studies about security, but also reliabilftfius, defining a block “risk” in the
information model and its link with the safety r@gments, allows on one way to
improve the system understanding and justifying rsguirement, and on the other
way to show that all the identified risks are tak&o account.

Impact analyses also derive benefit from the preseaf risks in the information
model, because the risks, which could be challefiyechodel element (requirement,
function, component...) changing, can be viewed tliyec

<<rigk>>

Risk 1

| <<treat>>
1

ID
Statement |

Assumptions - Ih R
Sever\ty (lDWthh) <<systemTechnicalReqt>>

SafetyReqt

Category (reliability,
maintainability,
availability, security,...)

Source (risk analysis,...)

<<systemTechnicalReqt>>

SystemTechnicalReqt

A

Fig. 3. From risk to safety requirements

5. Conclusion

Our contribution in this paper can be summarizethe following points: firstly,
we illustrate the importance of a global approadn $afety evaluation and
management. Considering this point we proposed sé&eBy engineering approach
based on EIA-632 standard. Then we have focuse@resentation on the integration
of safety management in system engineering prosdssm requirements definition
process to verification and validation process.

Requirements engineering is a crucial activity fbe success of a project of
complex system design and development. An effectiggiirements management is
necessary. So, in the second part we introduceidfarmation model based on the
SysML language. We proposed an extension of thiguage to define a meta-model
by adding new stereotypes for requirements and atévbutes to requirements. We
also defined a new type of linksplecify which link specified requirements to the
elements of the model. The proposed model allo@stpression of all the handled
concepts, and the creation of traceability linksMeen the concepts to facilitate the
comprehension and/or the impacts analysis.
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