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Abstract

This chapter presents briefly basic concepts, measures and approaches for dependability characterization
and benchmarking, and examples of benchmarks, based on dependability modeling and measurements. We
put emphasis on Commercial Off-the-Shelf components (COTS) on COTS-based systems. To illustrate the
various concepts, techniques and results of dependability benchmarking, we present two examples of
benchmarks: one addressing the system and service level of a COTS-based fault tolerant system, and one
dedicated to COTS software components. The first benchmark shows how dependability modeling can be
used to benchmark alternative architectural solutions of instrumentation and control systems of nuclear
power plants. The benchmarked measure corresponds to system availability. The second benchmark shows
how controlled experiments can be used to benchmark operating systems taking Windows and Linux as

examples. The benchmark measures are robustness, reaction time and restart time.
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1. Introduction

System performance is no longer the only factor that keeps customers satisfied. Dependability is
increasingly playing a determinant role, as well, not only of life-critical systems but also for money-critical
systems. Dependability assessment should be addressed from the early design and development phases of
such systems. As a matter of fact, performance benchmarks greatly participated in improving system
performance, as it is not conceivable nowadays to provide a system without indications on its performance
attributes allowing users to appreciate the capacity of their computer systems properly. Moreover, some
system vendors design and implement computer systems in such away that they satisfy specific performance

benchmark by construction.

Considering dependability, even tough some system vendors provide information related to its
dependability, this practice is seldom, and even when such information does exist it is provided in various
forms according to the venders, making it very hard to compare alternative systems from the dependability

point of view.

Benchmarking the dependability of a system consists in evaluating dependability or performance-related
measures in the presence of faults, in a well-structured and standardized way. A dependability benchmark is
intended to objectively characterize the system behavior in the presence of faults. Actually, despite the broad
range of promising work on dependability benchmarking, we are far from having reached the consensus
needed to get to the current situation of performance benchmarks. Dependability benchmarking is an
emerging domain, and a great variety of benchmarks has been defined, e.g., robustness benchmarks, fault
tolerance benchmarks, recovery benchmarks. Most of these dependability benchmarks have been defined in
a non-coordinated way. No standardization results have been published to help in this process. Nevertheless,
the work achieved so far is necessary to pave the way for standard dependability benchmarks, even tough all

actors agree on the fact that implementing dependability benchmarks is essential for competition.

One of the difficulties steams from the fact the spectrum of measures is wider for dependability
benchmarks than for performance benchmarks. It is thus very important to agree both on the dependability

benchmark measures of interest, and on the way they can be obtained in a non-ambiguous manner. A way of
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reducing the spectrum is to address specific categories of systems, which help understanding and solving
progressively the problems. Based on the fact that the current trend is to build systems composed of
Commercial Off-the-Shelf components (COTS), a natural start is to address COTS and COTS-based
systems. In this chapter we will concentrate on COTS and COTS-based fault tolerant systems for critical

systems.

The paradox with using COTS components is that, on the one hand, their large-scale usage increases the
confidence that one may have in their general dependability but, on the other hand, this same “large-scale
usage” argument may not constitute a sufficient dependability case for using COTS in critical applications.
Thus, one is faced with providing further characterization and benchmarking of components over whose

design one has had no control.

The chapter is composed of 7 sections. In Section 2 we will present dependability measures that can be
used for benchmarking fault tolerant system and components. As system benchmarking makes use of
dependability assessment approaches based on modeling and on measurement, the basic assessment
approaches will be presented in Section 3. Section 4 will address the benchmarking concepts and give
examples of existing dependability and performance benchmarks. Sections 5 and 6 present two case studies
related respectively to an example of COTS-based systems for Instrumentation and Control system of
nuclear power plants, and to COTS, taking as an example the case of operating systems. Finally, Section 7

concludes the chapter.

2. Dependability Measures

The dependability characteristics of a system or a component can be expressed either qualitatively, in
terms of attributes and features describing the system capacities and properties, or in terms of quantitative
measures. As the occurrence or activation of faults in a system may lead to performance degradation without
leading to system failure, dependability and performance are strongly related. Thus, the evaluation of system
performance under faulty conditions, in addition to dependability measures, will allow characterizing

completely the system behavior from the dependability point of view.

We distinguish two kinds of dependability measures: comprehensive and specific measures.

Comprehensive measures characterize the system globally at the service delivery level while specific
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measures characterize particular aspects of a system or a component (e. g., the fault tolerance mechanisms or
the system behavior in presence of faults). In the following we first provide examples of comprehensive

measures, then examine specific measures and finally we address performance related measures.

2.1 Comprehensive Dependability Measures

Dependability is an integrative concept that encompasses the following basic attributes [76, 11] (see also
Chapter 177):

* Availability: readiness for correct service.

* Reliability: continuity of correct service.

* Safety: absence of catastrophic consequences on the user(s) and the environment.

* Confidentiality: absence of unauthorized disclosure of information.

* Integrity: absence of improper system state alterations.

* Maintainability: ability to undergo repairs and modifications.

Several other dependability attributes have been defined that are either combinations or specializations of
the six basic attributes listed above. Security is the concurrent existence of a) availability for authorized users
only, b) confidentiality, and c) integrity with ‘improper’ taken as meaning ‘unauthorized’. Dependability

with respect to erroneous inputs is referred to as robustness.

The attributes of dependability may be emphasized to a greater or lesser extent depending on the
application: availability is always required, although to a varying degree, whereas reliability, safety and
confidentiality may or may not be required. The extent to which a system possesses the attributes of
dependability should be interpreted in a relative, probabilistic sense, and not in an absolute, deterministic
sense: due to the unavoidable presence or occurrence of faults, systems are never totally available, reliable,

safe, or secure.

The evaluation of these attributes leads to view them as measures of dependability. The associated
measures are referred to as comprehensive dependability measures as i) they characterize the service

delivered by the system, ii) they take into account all events impacting its behavior and their consequences



and iii) they address the system in a global manner, even though the notion of system and component is

recursive and a system may be a component of another system.

Measures associated with the above attributes have been defined in [76, 11] as follows:

* Reliability measures the continuous delivery of correct service or, equivalently, the time to failure.

* Availability measures the delivery of correct service with respect to the alternation of correct and
incorrect service.

* Maintainability measures the time to service restoration since the last failure occurrence, or
equivalently, measures the continuous delivery of incorrect service.

* Safety: when the state of correct service and the states of incorrect service due to non-catastrophic
failure are grouped into a safe state (in the sense of being free from catastrophic damage, not from
danger). Safety measures the continuous safeness, or equivalently, the time to catastrophic failure. As

a measure, safety is thus reliability with respect to catastrophic failures.

The joint evaluation of performance and dependability leads to the notion of performability.

2.2 Specific Dependability Features and Measures

For some systems, the dependability can be expressed in terms of properties or features the system must

satisfy in the presence of faults. For example:

* One feature could be for example “the system should be fail-controlled” , meaning that the system
should fail only in specific and controlled modes of failure, such as i) fail-halt or fail-silent modes,
when, to an acceptable extent, all failures lead to halt the system or to make it silent; or ii) fail-safe
mode, when failures are all minor ones, to an acceptable extent.

* Another feature could be “the system should be Fail-safe/Fail-silent”, meaning the system should be

fail-safe after the first failure and fail-silent after the second failure

One has to assess to which extend these features, expressed in qualitative terms, are statistically satisfied.

Additionally, it may be interesting to assess specific aspects of system behavior without necessarily
taking into account all the processes impacting its global behavior and without addressing the service

delivery level. This concerns essentially features related to i) system error detection and fault tolerance



capabilities, ii) maintenance facilities, iii) system evolution capacities. These features are of prime interest
when building COTS-based systems where such information should be made available for system

integrators, otherwise the latter cannot rely on the COTS components to build the system.

Without being exhaustive, we illustrate below the kind of features that are worth to be investigated in the

context of dependability benchmarking.

Examples of features related to fault tolerance capabilities:
- Detection and recovery of permanent hardware and/or software faults
- Detection and recovery of transient hardware and/or software faults
- Detection and recovery of successive faults
- Error containment (avoidance of error propagation)
- On-line fault diagnosis
- Protection against operational errors (accidental / intentional)
- Failure modes

- Recovery after power failure

Examples of features related to maintenance and evolution:
- On-line repair
- On-line backup

- Detection of inconsistent upgrade

It is worth to mention that features such as extendibility, scalability and modularity may be considered as
essential for a system, even though they are not directly related to dependability, but they may impact system

dependability.

The list of features above is provided in a generic manner, and each feature has to be specified precisely
to characterize the dependability of a system. In particular, one has to specify the exact nature and location of
errors that can be detected, contained (whose effects can be confined) or tolerated. For example, a system

may be tolerant to hardware faults without being tolerant to software faults.



In order to have an accurate knowledge about the system behavior, features should be completed by
quantitative information. In particular, one has to know to which extent these features are fulfilled. This
leads to associate to each feature one or more specific dependability measures to be quantified to describe

its behavior accurately.

Usually features are assessed through their efficiency. The latter has two complementary dimensions: i) a
time dimension corresponding to the duration of the considered action (error detection, recovery or
containment, fault diagnosis and system repair) and ii) a conditional probability of success of an action,
provided it has been initiated (referred to as coverage factor or coverage). For example fault diagnosis
coverage is defined as the probability that a fault is correctly diagnosed given the fact that an error is
detected. However, for some systems, action duration or action coverage may have more impact and

emphasis may thus be put only on the most influential dimension of the efficiency.

2.3 Performance Related Measures

Classical performance measures include measures such as system response time and system throughput.
In the context of dependability benchmarking, performance evaluation addresses the characterization of
system behavior in the presence of faults or with respect to the additional fault tolerance mechanisms. For
example, some fault tolerance mechanisms may have a very high coverage factor with a large time overhead
in normal operation. It is interesting to evaluate such time overhead. Concerning the system behavior in the
presence of faults, following fault occurrence or fault activation, either the system fails or a correct response
is provided (correct value, delivered on time). Indeed, a correct value delivered too late with respect to the

system specification is to be considered as a failure, mainly for hard real-time systems.

In the presence of errors, a system may still provide a correct response with a degraded performance.
Hence, the response time and the throughput (which are at the origin pure performance measures) become
dependability and performance related measures characterizing the system performance in the presence of

faults.



24 Comments on Features and Measures for Dependability Assessment

We have presented various dependability attributes and features and their associated measures as well as
performance related measures that allow characterization of the dependability of a system or a component.
We have distinguished two kinds of dependability measures: comprehensive and specific measures.
Comprehensive measures characterize the system globally at the service delivery level, taking into account
all events impacting its behavior and their consequences on the application or service delivery. Specific
measures characterize particular aspects of a system or a component related for example to system behavior
in the presence of faults and fault tolerance capabilities. Each measure characterizes one side of the multi-
faceted problem. The variety and number of comprehensive and specific measures show the complexity of

dependability characterization.

Approaches for assessing the various measures will be presented in the next section.

3. Basic Dependability Assessment Approaches

During the system design and integration phases, dependability analysis and assessment, along with other
performance and functional analyses, supports the selection of the most suitable system architecture with
respect to the dependability requirements of the application. Section 2 presented measures of dependability
to be assessed to characterize fault tolerant systems and their components. This section presents assessment

approaches that can be used to assess these measures.

Assessment is usually carried out by means of three complementary approaches, based i) on analytical
modeling approaches, or ii) on field data, resulting from the observation of real-life systems (i. e., field
measurement), or iii) on controlled, off-line, experiments (i. ., experimental measurement). Each kind of
approach has its advantages and limitations. Obviously, when ever possible, results based on field data are
most significant than those based on experimentation and modeling. Unfortunately, such analyses are not
always available because they require the collection of very specific data items, most of the time related to
(hopefully) very rare events, hence requiring a long period of data collection to lead to statistically

significant results.

Analytical modeling approaches are commonly used to support the selection of candidate systems for

which the most significant dependability attributes, among those presented in the previous section, are
9



compared. Modeling requires the knowledge of i) the system functions, ii) the system architecture used to
fulfill these functions (in terms of components and interactions between the components), as well as in terms
of fault tolerance and recovery mechanisms embedded in the system to increase its dependability, and iii) the
maintenance strategy adopted during system operation in case of failures of multiple components. This
knowledge is then used to model the system behavior as resulting from failure occurrence, error detection,
error propagation or confinement, system recovery or reconfiguration, failure modes, maintenance facilities,
etc. At the model level, these events and activities are expressed by means of event rates and conditional
probabilities of success or failure, referred to as model parameters. Numerical values of the model

parameters are needed to process the model. They are usually evaluated derived from measurement.

Field measurement is based on data collected on the system and its environment during its development,
validation and operational life. Data collected concern failure and maintenance processes: time of failure
occurrence, nature of failures and impact on system services, faulty component, recovery time, repair
duration, restart time, etc. This information allows evaluation of measures such as the mean time between
failures or the system failure rate, the failure rates according to some specific (critical) failure modes, the

system components’ failure rates, and system availability.

Experimental measurements, typically performed off-line, on the system or on a prototype might
complement very well field measurement, mainly for parameters describing the system behavior in the
presence of faults. As fault occurrences constitute rare events, injecting faults that mimic or simulate real
faults in the system or in its environment allows the assessment of the fault tolerance mechanisms, and,

whenever possible, the improvement of these mechanisms.

In the context of COTS-based systems, the combined use of the three approaches is recommended, and
generally provides very useful results for system providers, system integrators, and system users. Since
COTS are generally widely used in several architectures, data collection either by system providers or users
is achievable and can provide accurate and statistically meaningful results even over relatively short periods
of time (compensated by a large number of systems). This is a very useful means for assessing COTS
component’s and COTS-based systems failures rates and failure modes. During the integration of the COTS-

based system, controlled experiments are carried out to complement this information, related essentially to
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fault tolerance mechanisms. Based on these two sources of information, dependability models are built and

processed to derive dependability measures at the system and service level.

The rest of this section is dedicated to analytical modeling for assessing comprehensive dependability
measures, and to controlled experimentation by means of fault injection techniques for assessing specific

measures.

3.1. Assessment based on Analytical Modeling

With respect to dependability modeling, the main difficulty results from the various dependencies
between the components. These dependencies may result from functional or structural interactions between
the components or from interactions due to system-level fault tolerance mechanisms, reconfiguration and
maintenance strategies. State-space models, in particular Markov chains, are commonly used for
dependability modeling of computing systems. They are able to capture various functional and stochastic
dependencies among components and allow evaluation of various measures related to dependability and
performance (i.e., performability measures) based on the same model, when a reward structure is associated

to them (see Trivedi Chapter).

To master model construction and processing, the system is decomposed into subsystems and their sub-
models are built individually. Depending on the complexity of the system and the kind of dependencies to be
modeled, two classes of approaches have been developed to build and solve the system model: compositional
approaches or decomposition/aggregation approaches [60]. In the compositional approaches the system
model results from a modular composition of the sub-models that is then solved as a whole. Most of the
published work related to modular model construction concentrates on rules to be used to construct and
interconnect the sub-models. In the decomposition/aggregation approaches, the sub-models are solved
individually, and the obtained individual measures are aggregated to compute the dependability measures of
the overall system. The first class of approaches is very convenient for systems having a high degree of
dependency between its components while the second class of approaches provides an easy way to describe
the behavior of systems that can be decomposed into sets of sub-systems with a low degree of dependency,

or without dependencies to make the computation tractable.
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In the following, we present briefly examples of modeling approaches pertaining to the two classes. We
put more emphasis on the former as, in Section 5, the case study will be based on a compositional approach,

and more specifically on the approaches defined in [64] and [18].

3.1.1. Compositional Modeling Approaches

The most popular technique used to build dependability and performability state space models in a modular
way are based on Petri nets, and more precisely Generalized Stochastic Petri Nets (GSPNs). Composition of
Petri Net (PN) consists in constructing PN models from a set of building blocks by applying suitable
operators of places and/or transition superposition. Initially investigated for no timed models, composition
approaches have been then explored for stochastic extensions of Petri nets. For example, [24] explored
composition in the context of Stochastic Petri Nets (SPNs) and [39] proposed a systematic compositional
approach to the construction of parallel hardware-software models. The GSPN composition rules are based
on the concept of matching labels associated with transitions and places of a GSPN, and the superposition of
transitions (places) with matching labels, each one belonging to a different GSPN. Also, composition
operators have been defined to facilitate model composition. For example, in the context of Stochastic
Activity Networks (SAN) that constitute an extension to GSPNs [81], two composition operators are defined

(Join and Replicate) to compose system models based on SANSs.

When the modeled systems exhibit various dependencies that need to be explicitly described in the
dependability models. Various modeling approaches have been proposed to facilitate the construction of
large dependability models taking into account such dependencies. For example, the block modeling
approach defined in [64] provides a generic framework for the dependability modeling of hardware and
software fault-tolerant systems based on GSPNs. The proposed approach is modular: generic GSPN
submodels called block nets are defined to describe the behavior of the system components and of the
interactions between them. The system model is obtained by composition of these GSPNs. Composition
rules are defined and formalized through the identification of the interfaces between the component and
interaction block nets. In addition to modularity, the formalism brings flexibility and re-usability thereby

allowing for easy sensitivity analyses with respect to the assumptions that could be made about the behavior
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of the components and the resulting interactions. The main advantage of this approach lies in its efficiency

for modeling several alternatives for the same system as illustrated for example in [67] and Section 5.

The efficiency of the block modeling approach can be further improved by using an incremental and
iterative approach for the construction and validation of the models as suggested in [47]. At the initial
iteration, the behavior of the system is described taking into account the failures and recovery actions of only
one selected component, assuming that the others are in an operational nominal state. Dependencies between
components are taken into account progressively at the following iterations. At each iteration, a new
component is added and the GSPN model is updated by taking into account the impact of the additional
assumptions on the behavior of the components that have been already included in the model. Similarly to
the block modeling approach, sub-models are defined for describing the components behaviors and specific
rules and guidelines are defined for interconnecting the submodels. This approach has been successfully used

to model the dependability of the French air traffic control computing system [48].

An iterative dependability modeling approach has been also proposed in [18] where the construction and
validation of the GSPN dependability model is carried out progressively following the system development
refinement process, to facilitate the integration of dependability modeling activities in the system
engineering process. Three main steps are distinguished. The first step is dedicated to the construction of a
functional-level model describing the system functions, their states and their interdependencies. In the
second step, the functional level model is transformed into a high-level dependability model based on the
knowledge of the system’s structure. A model is generated for each pre-selected candidate architecture. The
third step is dedicated to the refinement of the high-level dependability model into a detailed dependability
model for each selected architecture. Formal rules are defined to make the successive model transformations
and refinements as systematic as possible taking into account three complementary aspects: i) component
decomposition, ii) state/event fine-tuning, and iii) stochastic distribution adjustments. This approach allows
the integration of various dependencies at the right level of abstraction: functional dependency, structural

dependency and those induced by non-exponential distributions. A case study is described in [19].

Actually, the approach presented in [18] can be seen as a special case of the more general class of

techniques based on layered and multi-level modeling methods, where the modeled system is structured into
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different levels corresponding to different abstraction layers, with a model associated to each level. Various

techniques based on this idea have been developed, see e.g., [39, 59, 16, 17, 85,21, 77, 84, 33].

3.1.2. Decomposition and Aggregation Approaches

The decomposition and aggregation techniques depend on the type of measures to be evaluated and on the
modeling formalism. Generally approximate solutions are provided for the composition of the results derived
from the submodels. A decomposition and aggregation theory for steady state analysis of general continuous
time Markov Chains has been proposed in [31]. The quality of the approximation is related to the degree of
coupling between the blocks into which the Markov chain matrix is decomposed. In [20] the authors present
an extension of this technique specifically addressed to the transient analysis of large stiff Markov chains,
where stiffness is caused by the simultaneous presence of “fast” and “slow” rates in the transition rate

matrix.

Time-scale based decomposition approaches have been applied to Non-Markovian stochastic systems in
[52], and to GSPN models of systems containing activities whose durations differ by several orders of
magnitude in [3]. For example, in [3] the GSPN model is decomposed into a hierarchical sequence of
aggregated sub-nets each of which is characterized by a certain time scale. Then these smaller sub-nets are
solved in isolation, and their solutions are combined to get the solution of the whole system. In [29], the

overall model consists of a set of submodels whose interactions are described by an import graph.

The decomposition approach in [34] is based on a new set of connection formalisms that reduce the state-
space size and solution time by identifying submodels that are not affected by the rest of the model, and
solving them separately. The result from each solved submodel is then used in the solution of the rest of the

model.

3.2. Assessment Based on Controlled Experiments

In the context of dependable and fault tolerant systems, controlled experiments are mainly used to analyze
qualitatively or to assess the behavior of the system in the presence of faults. The aim is either to identify
possible weaknesses in the system to be dealt with at the design level to improve system dependability, or to

assess specific dependability measures to provide numerical values for performability models to allow
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accurate estimation of comprehensive measures.

In this context, controlled experiments are mainly based on fault injection techniques. The observation of
the system behavior after fault occurrence allows assessment of conditional probabilities such as probability

of error detection, probability of error containment or probability of error recovery.

Several surveys have been devoted to fault injection techniques that are more or less detailed (see e. g.,
[54, 14, 96] and Chapter 7 of [82]). In the rest of this Section we will briefly outline some techniques and
tools for i) injecting hardware faults, for ii) injecting or emulating software faults, and for iii) message-based

fault injection.

3.2.1. Techniques for injecting hardware faults

In this section, we describe four techniques for injecting or emulating hardware faults. The two first
techniques are related to fault injection into real hardware systems, based respectively on hardware-
implemented fault injection and on software-implemented fault injection. The two other techniques are

related respectively to simulation-based fault injection and to hardware emulation-based fault injection

Hardware-implemented fault injection includes five techniques: pin-level fault injection,
electromagnetic interferences, power supply disturbances, radiation-based fault injection and test port-based
fault injection.

* In pin-level fault injection, faults are injected via probes connected to electrical contacts of integrated
circuits or discrete hardware components. Many experiments and studies using pin-level fault injection
were carried out during the 1980’s and early 1990’s, and several tools were developed, for example,
MESSALINE [7] and RIFLE [78]. A key feature of these tools was that they supported fully
automated fault injection campaigns.

* Electromagnetic interferences are common disturbances in automotive vehicles, trains, airplanes, or
industrial plants. Such techniques are widely used to stress digital equipment thanks to the use of a

commercial burst generator in conformance with the IEC 801-4 standard (CEI/IEC).

* Power supply disturbances are rarely used for fault injection because of low repeatability. They have
been used mainly as a complement to other fault injection techniques in the assessment of error

detection mechanisms for small microprocessors [72].
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[8]).

Radiation-based fault injection is a technique for analyzing the susceptibility of integrated circuits to
soft errors, i.e., bit-flips caused when highly ionizing particles hits sensitive regions within in a circuit.
In space, soft errors are caused by cosmic rays, i.e., highly energetic heavy-ion particles. The
sensitivity of integrated circuits to heavy-ion radiation can be exploited for assessing the efficiency of
fault tolerance mechanisms [51] and [72]. In [9] the three techniques described above (pin-level fault
injection, electromagnetic interferences, heavy-ion radiation) have been used for the validation of the

MARS architecture.

Test port-based fault injection techniques use built-in debugging and testing features, which can be
accessed through special Input/Output-ports, included in modern equipments (microprocessors,
boards), known as test access ports. Test ports are defined by standards such as Nexus (IEEE-ISTO
5001 standard [57]) for real-time debugging, or JTAG (IEEE 1149.1 Standard Test Access Port and
Boundary-Scan Architecture [56]). Freescale provides a proprietary solution for debugging known as
Background Debug Mode facility. The type of faults that can be injected via a test port depends on the
debugging and testing features supported by the target microprocessor. Faults can be injected in all
registers of the microprocessor. Using Background Debug Mode facilities and Nexus, faults can be
injected in the main memory. Tools that support test port-based fault injection include GOOFI [1]
supporting both JTAG-based and Nexus-based fault injection and INERTE [93] supporting Nexus-
based fault injection. An environment for fault injection based on Background Debug Mode is

presented in [86].

Software-implemented fault injection techniques allow injection of faults through the software
executed on the target system. There are basically two approaches to emulate hardware faults by software:
run-time injection and pre run-time injection. In run-time injection, faults are injected while the target system
executes a workload. This requires a mechanism that stops the execution of the workload, invokes a fault
injection routine, and restarts the workload. In pre run-time injection, faults are introduced by manipulating
either the source code or the binary image of the workload before it is loaded into memory. Numerous tools
are capable of emulating hardware faults through software (see e. g., FIAT [13], FERRARI [63], FINE [71],

DEFINE which was an extension of FINE [70], FTAPE [91], DOCTOR [53], Xception [25] and MAFALDA
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Simulation-based fault injection can be performed at different levels of abstraction, the device level,

logical level, functional block level, instruction set architecture level, and system level.

FOCUS [27] is an example of a simulation environment that combines device-level and gate-level

simulation for fault sensitivity analysis of circuits with respect to soft errors.

At the logic level and the functional block level, circuits are usually described in a hardware description
language (HDL or VHDL). Several tools have been developed that support automated fault injection
experiments with HDL models, e.g., MEFISTO [58] and the tool described in [36]. There are different
methods for implementing fault injection, by modifying the VHDL code [10] or modifying the HDL

simulator, or commanding the simulator through scripts.

DEPEND [49] is a tool for simulation-based fault injection at the functional level: a simulation model in
DEPEND consists of number of interconnected modules, or components, such as CPUs, communication

channels, disks, software systems, and memory.

Hardware emulation-based fault injection is based on the use of large Field Programmable Gate
Arrays (FPGAs) circuits. This technique provides means for conducting model-based fault injection for
analyzing the impact of faults in hardware circuits [75]. It has all the advantages of simulation-based fault
injection such as high controllability and high repeatability, but requires less time for conducting a fault

injection campaign compared to software simulation.

Fault injection can be performed in hardware emulation models through compile time reconfiguration and
run-time reconfiguration. An approach for compile-time instrumentation for injection of single event upsets
(soft errors) is described in [30]. One disadvantage of compile-time reconfiguration is that the circuit must be
re-synthesized for each reconfiguration, which can impose a severe overhead on the time it takes to conduct
a fault injection campaign. In order to avoid re-synthesizing the target circuit, a technique for run-time
reconfiguration is proposed in [6]. This technique relies on directly modifying the bit-stream that is used to
program the FPGA-circuit. A tool for conducting hardware emulation-based fault injection called FADES is

presented in [4, 5].
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3.2.2. Techniques for injecting or emulating software faults

There are two fundamental approaches to injecting software faults into a computer system: fault injection

and error injection [42].

In the error injection approach, there are two common techniques for emulating software faults by
error injection: program state manipulation and parameter (involving changing variables, pointers and
other data stored in main memory) or CPU-registers corruption (modification of function parameters,
procedures and system calls). Several tools, developed for hardware fault injection through software-
implemented fault injection, can potentially be used to emulate software faults since they are designed
to manipulate the system state (e.g., FIAT, FERRARI, FTAPE, DOCTOR, Xception and

MAFALDA).

Fault injection imitates mistakes of programmers by changing the code executed by the target system,
while error injection attempts to emulate the consequences of software faults by manipulating the state
of the target system. In the fault injection approach, software faults are injected into a system by
mutations (i. e., by manipulating the source code, the object code or the machine code. FINE [71] and
DEFINE [70] were among the first tools that supported emulation of software faults by mutations. The
mutation technique used by these tools requires access to assembly language listings of the target
program. SESAME is another tool using mutation as the target fault model, allowing fault injection
into software written in assembly languages, procedural languages (Pascal, C), data-flow languages
(LUSTRE), as well as declarative languages [32]. A technique, referred to as Generic Software Fault
Injection Technique, for emulation of software faults by mutations at the machine-code level is
presented in [41]. This technique can be used as a basis for faultload definition for dependability

benchmarking [42].

3.2.3. Message-Based Fault Injection

Message-based fault injection technique is dedicated to test protocols in fault-tolerant distributed systems.

The aim of this type of testing is to reveal design and implementation faults in the tested protocol. The tests

are performed by manipulating the content and/or the delivery of messages sent between nodes in the target

system. In this context, several fault injection tools and frameworks have been developed.
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The experimental environment for fault tolerance algorithms [43] is an early example of a fault injector
for message-based fault injection. The tool inserts fault injectors in each node of the target system and
implements different fault types, including message omissions, sending a message several times, generating
spontaneous messages, changing the timing of messages, and corrupting the contents of messages. A similar
environment is provided by the DOCTOR tool [53], which can cause messages to be lost, altered, duplicated

or delayed.

Specifying test cases is a key problem in testing of distributed fault-handling protocols. A technique for
defining test cases of protocols from Petri-net models is described in [44]. An approach for defining test

cases from an execution tree description is presented in [12].

A tool for testing distributed applications and communication protocols called ORCHESTRA is described
in [35,36]. This tool inserts a probe/fault injection layer between any two consecutive layers in a protocol
stack. Results from message-based fault injection assessment of several implementations of CORBA

middleware are reported in [79].

3.3. Summary and Relationships Between the Assessment Approaches

Assessment of comprehensive dependability measures can be carried out, even before system building,
based on analytical modeling. Modeling requires the knowledge of the following:
+ System functions and structure.
» System nominal and degraded operational modes, system failure modes, as well as component failure
modes.
» The most significant error detection and fault-tolerance capabilities.

»  Maintenance facilities (e. g., on-line repair and backup possibilities, maintenance policy).

For modeling purposes, the above sets of information are expressed in terms of event occurrence rates
and conditional probabilities. Events refer for example to fault occurrence and activation, error propagation
and system repair or restart. Conditional probabilities are usually related to system behavior after event
occurrence. For example, if the event is fault occurrence and activation, the conditional probabilities describe
the reaction of the system to faults (i.e., probability of error detection, probability of error containment or
probability of error recovery).
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The evaluation of dependability entails additionally the knowledge of the numerical values of the model

parameters (event rates and conditional probabilities). From a practical point of view:

* Fault occurrence and activation rates are generally obtained from field measurement related to the
same system if it is already in operation or, most probably, from similar previous systems that have

already been in operation for a long time or in a large number.

* Conditional probabilities can be obtained from experimentation: from field data, whenever possible or

from controlled experiments.

When the parameter values are not available, approximate values can be attributed in a first step.
Sensitivity analyses allow identification of the most salient ones for the considered measure(s), to be

evaluated from controlled experiments such those presented in Section 3.2.

4. Benchmarking Concepts and Examples

Benchmarking is widely used to measure computer performance in a deterministic and reproducible
manner, allowing users to appreciate the capacity of their computer systems properly, while benchmarking of
system dependability is hardly emerging. Benchmarking the dependability of a system consists in evaluating
dependability or performance-related measures in the presence of faults, in a well-structured and
standardized way. A dependability benchmark is intended to objectively characterize the system behavior in

the presence of faults.

To be meaningful and objective, a dependability benchmark should satisfy a set of properties. In
particular, a benchmark must be at least representative and cost-effective, to be accepted by the community.
In addition, when the benchmark is based on experimentation, the experiments should be repeatable (in
statistical terms), portable, and non-intrusive. These properties have to be addressed from the earliest phases
of the benchmark specification as they have a significant impact on the benchmark nature and objectives,
and they should be checked after the benchmark design and implementation. These properties contribute to

shift the benchmarks from ad hoc to standard approaches to dependability assessment.

Performance and dependability benchmarks share a common feature: the definition of an appropriate
workload, representing a synthetic or a realistic operational profile. The selection of such a workload

constitutes a major difficulty as an agreement between system vendors and potential users should be reached
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to expect recognition and adoption of any performance benchmark. It is the main (and the only) complexity
of performance benchmarks. Actually, several workloads for performance benchmarks have been used as
workloads for dependability benchmarks, to which faultloads have been superposed (see e. g., Chapters 5, 6

and 12 of [66]).

Dependability benchmarks characterize the system behavior in the presence of faults, or under abnormal
conditions or perturbations. Thus, in addition to the definition of appropriate workloads, they require the
definition of suitable "perturbations", referred to as faultload. This is not an easy task since the faultload is

intended to simulate faults that could be internal or external to the system being benchmarked.

A further difficulty steams from the fact that several benchmark measures may be of interest (cf.
Section 2) for characterizing the system either in a comprehensive way (with respect to the service delivered)
or according to specific features (e.g., fault tolerance mechanisms). This adds an extra complexity. As a
result, a great variety of benchmarks has been defined, e.g., robustness benchmarks, recovery benchmarks,

availability benchmarks.

The results of performance and dependability benchmarks can be useful for both the end-users and

vendors. Considering the case of dependability benchmarks, the results can help to:
* Characterize the dependability of a component or a system, qualitatively or quantitatively.
* Track dependability evolution for successive versions of a product.
* Identify weak parts of a system, requiring more attention and perhaps needing some improvements by
tuning a component to enhance its dependability, or by tuning the system architecture (e.g., adding
fault tolerance) to ensure a suitable dependability level.

* Compare the dependability of alternative or competitive solutions according to one or several

dependability attributes.

Performance benchmarks are essentially based on experimentation. Performing a performance benchmark
consists in executing the workload associated to the benchmark, under particular conditions that are specified

within the benchmark.

Dependability benchmarks can be based on modeling or experimentation or both, using the assessment

approaches presented in Section 3, depending on the measure to be assessed by the benchmark. More
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specifically, comprehensive measures are usually obtained from the processing of dependability models. The
latter require the knowledge of numerical values of some parameters, some of which are to be provided by
controlled experiments, the others being made available by system providers, or are already known
(published data), or can be obtained from field data. Typical measures (or parameters) that can be obtained
from controlled experiments have been presented in Section 2.2. Such experimental benchmark measures,
for fault tolerant systems may correspond to i) efficiency of the fault tolerance mechanisms, ii) switching
time between the primary and the secondary computer of a fault-tolerant system, iii) latency of error

detection mechanisms, iv) system restart time or the v) system failure modes.

At the component level, experimental benchmark measures address for example the failure modes of the
component, its robustness, or its restart time. In the rest of this section we present few examples of

performance benchmarks and dependability benchmarks.

4.1 Examples of performance benchmarks

A performance benchmark is a test that measures the performance of a computer system or a component
on a well-defined task or set of tasks. The task or set of tasks is normally defined by a workload and the
measures are specific of each benchmark. A set of rules specifies the way the test must be conducted to reach

valid benchmark results.

There are three major organizations in the performance benchmarking: EEMBC (Embedded
Microprocessor Benchmark Consortium), SPEC (Standard Performance Evaluation Corporation) and TPC
(Transaction Processing Performance Council). They are non-profit organizations and their members include
most of the major companies in the computer industry. In the following we give an overview of a few

benchmark developed by these organizations.

4.1.1 EEMBC Benchmarks

EEMBC [45], the Embedded Microprocessor Benchmark Consortium, was formed in 1997 to develop
meaningful performance benchmarks for the hardware and software used in embedded systems. Through the

combined efforts of its members, EEMBC benchmarks have become an industry standard for evaluating the
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capabilities of embedded processors, compilers, and Java implementations according to objective, clearly

defined, application-based criteria.

Since releasing its first certified benchmark scores in April 2000, EEMBC scores have effectively
replaced the obsolete Dhrystone mips, especially in situations where real engineering value is important.
EEMBC benchmarks reflect real-world applications and the demands that embedded systems encounter in
these environments. The result is a collection of “algorithms” and “applications” organized into benchmark
suites targeting telecommunications, networking, digital media, Java, automotive/industrial, consumer, and
office equipment products. An additional suite of algorithms specifically targets the capabilities of 8- and 16-

bit microcontrollers.

EEMBC'’s certification rules represent another break with the past. For a processor’s scores to be
published, the EEMBC Technology Center must execute benchmarks run by the manufacturer. EEMBC

certification ensures that scores are repeatable and obtained according to EEMBC’s rules.

4.1.2 SPEC Benchmarks

SPEC [89] was founded in 1988 and has more than 60 members today, including most of the major
computer industry companies. SPEC benchmarks consist of a standardized source code taken form
established applications (i.e., real-life applications) and modified by SPEC to improve portability and
accommodate some specific requirements of performance benchmarking [46]. In most of the cases, the
workload of a SPEC benchmark includes several applications that are run in sequence one after the other.
Typically, to run a SPEC benchmark, all what is required is to compile the workload for a specific system
and then tune the system for the best results. Two benchmarks are of particular interest, SPEC CPU and

SPECjvm, addressing the CPU and JVM (that is used in Section 6).

«  SPEC CPU2006 is a suite of compute-intensive benchmarks that measures performance of the computer
processor, memory and compiler. It includes two benchmarks suites: CINT2006 for measuring and
comparing compute-intensive integer performance, and CFP2006 for measuring and comparing
compute-intensive floating point performance. CINT2006 consists of twelve applications and CFP2006
includes seventeen applications. All the applications are real applications and they are written in several

languages such as C, C++ and Fortran. Each of these benchmark suites includes four metrics: two speed
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metrics, corresponding to the execution time of the applications compiled respectively with conservative
and aggressive compiler optimization choices, and two throughput metrics, corresponding to the rate of
execution of the applications in a given time using again conservative and aggressive compiler

optimization choices.

+  SPECjvm2008 is a benchmark suite for measuring the performance of a Java Runtime Environment
(JRE), containing several real life applications and benchmarks focusing on core java functionality. The
suite focuses on the performance of the JRE executing a single application; it reflects the performance of
the hardware processor and memory subsystem, but has low dependence on file I/O and includes no
network I/0 across machines. The SPECjvm2008 workload mimics a variety of common general
purpose application computations. These characteristics reflect the intent that this benchmark will be

applicable to measuring basic Java performance on a wide variety of both client and server systems.

4.1.3 TPC Benchmarks

The Transaction Processing Performance Council (TPC) is a non-profit corporation formed by the major
vendors of systems and software from the transaction processing and database market. The goal of TPC is to
define and disseminate performance benchmarks for transaction processing systems. Detailed and latest

information on TPC organization and TPC benchmarks can be obtained from TPC’s web site [90].

All TPC benchmarks include two kinds of measures: performance and price/performance measures. The
performance measure is a transaction rate (e.g., number of transactions per minute) and the
price/performance measures are based on a detailed set of pricing rules that take into account the price of

purchasing the system (hardware and software) and the maintenance costs for a given period.

Unlike SPEC benchmarks, that heavily rely on the source code of the workload, TPC transactions are
defined by a very detailed specification. So, to run a TPC benchmark it is necessary to implement the
specification in the target system, which means that it is necessary to program the transactions and all the

aspects defined in a functional way in the benchmark specification.

The TPC has currently four benchmarks: TPC-C for OLTP (On-Line Transaction Processing) systems,
TPC-W for transactional Web systems such as e-commerce systems, and two benchmarks for decision

support systems, the TPC-H for ad hoc decision support queries (queries may not be known in advance) and
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the TPC-R for business reporting and decision support queries (when pre-knowledge of the queries is

assumed and may be used for optimization).

4.2 Examples of Dependability Benchmarks

Currently, most of the published work on dependability benchmarking resulted from individual effort of
institutions, without the involvement of a standardization body. Pioneer work on dependability
benchmarking is published in [91] for fault tolerant systems (that has then be followed by [92, 94, 95], and in
[83] for operating systems (OSs). Regarding OSs, the dependability benchmarks developed, are robustness
benchmark either with respect to faulty applications [73, 87, 61, 62, 69, 65], or with respect to faulty device

drivers [40, 2].

As far as we are aware, the only two groups who have worked collectively towards dependability
benchmarking are DBench, a European project on Dependability Benchmarking, partially supported by the
European Commission [37], and the Special Interest Group on Dependability Benchmarking [88], founded

by the IFIP Working Group 10.4 on Dependable Computing and Fault Tolerance.

DBench has developed a framework for defining dependability benchmarks for computer systems, with
emphasis on i) Off-the-Shelf components, commercial or not, and on ii) systems based on Off-the-Shelf
components, via experimentation and modeling. The use of dependability benchmarks in the
development/integration of such composite systems seems very useful for component selection and to assess
dependability measures of the whole system. To exemplify how the benchmarking issues can actually be
handled in different application domains, five examples of benchmarks and their associated prototypes (i.e.,
actual implementations of the benchmarks) have been developed within DBench. They concern general-
purpose operating systems, embedded systems (automotive and space applications) and transactional systems
[68]. These benchmarks addressed specifically system integration and share the following common

characteristics:

* The benchmark is performed during the integration phase of a system including the benchmark target
(or when the system is available for operational phase).
* The benchmark performer is someone (or an entity) who has no in depth knowledge about the

benchmark target and who is aiming at i) obtaining valuable information about the target system
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dependability, and ii) publicizing information on the benchmark target dependability in a standardized
way.
* The primary users of the benchmark results are the integrators of the system including the benchmark

target (or the end-users of the benchmark target).

Dependability benchmarking is without doubt a valuable support for system integration, mainly for

COTS-based systems.

The work of the Special Interest Group on Dependability Benchmarking led to the publication of the first
(and unique) book on dependability benchmarking, published in 2008 [66]. The OS benchmark presented in
Section 6 is a subset of a benchmark published in that book in Chapter 12. This book consists of sixteen
chapters, prepared by researches and engineers working on the dependability field for several years and more
specifically on dependability benchmarking during the more recent years. These chapters illustrate the
current multiplicity of approaches to dependability benchmarking, and the diversity of benchmark measures
that can be evaluated. Chapters 1 through 6 examine system-level benchmarks, which focus on various
aspects of dependability using different measurement methods. Chapters 7 to 16 focus on benchmarks for
system components: control algorithms (Chapter 7), intrusion detectors (Chapter 8), fault-tolerance
algorithms (Chapter 9), operating systems (Chapters 10 to 15), and microprocessors (Chapter 16). More

details on these chapters are given in the Appendix.

5. Case Study: Benchmarking COTS-based Systems

In this Section we illustrate the kind of results that can be obtained based on dependability modeling for
benchmarking COTS-based systems. More specifically, our aim is to show how analytical modeling can be
used to support benchmarking COTS-based, fault tolerant, alternative architectures. In these architectures
fault tolerance can be ensured by three classical replication (or redundancy) techniques, namely passive

replication, semi-active replication and active replication.

In a passive replication, only one of the n parallel replicas (n = 2) processes the input messages and
provides output messages (active replica). The other (passive) replicas do not process the input messages. In

case of unavailability of the active replica, one of the passive replicas becomes active.

In a semi-active redundancy, only one of the two replicas (i. e., the primary replica) processes all input
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messages and provides output messages. The other replica (secondary) is active since it also processes the
input messages even though it does not provide any output messages. In case of fault occurrence or

activation in the primary, a switch from the primary to the secondary replica is performed.

In an active redundancy, the three replicas process all input messages concurrently so that their internal
states are closely synchronized, in the absence of faults. The outputs can be taken from any replica as long as

at least two replicas are in the nominal state. In case of fault occurrence or activation, the error is masked.

The case study concerns instrumentation and control (1&C) systems available as COTS systems from
several providers for power plants (more details can be found in [19]. The starting point of our work was to
help, based on dependability evaluation, a stakeholder of an I1&C system in selecting and refining systems

proposed by various contractors in response to a Call for Tender.

In the rest of this section, we first present the main functions of an 1&C system and examples of three
different candidate COTS-based hypothetical systems constituting a set of different possible realizations for
the considered 1&C application. Examples of Petri nets models are given in Section 5.2 and an assessment

result is given in Section 5.3.

5.1. Presentation of the considered 1&C Systems

The main functions of an 1&C system are given in Figure 1, in which the arrows represent the interactions
between these functions. The three system architectures considered are depicted in Figure 2. These systems
have been selected for their diversity of architectures and of redundancy techniques. For example in
System 1, every computer executes a single function, while in System 2 and System 3, some computers

execute more than one function.

AR: archiving

AR HMI e PR IP HMI: human-machine interface

PR: processing
IP: interface with other parts of the 1&C system

MD: management of configuration data
MD g g

Figure 1: Main Functions of the I&C System

System 1 is composed of 13 nodes (each one executing a single function), connected via a Local Area
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Network (LAN). Nodes 1 to 10 are composed of a computer each. Nodes 11, 12 and 13 are fault-tolerant:
they are composed of two redundant computers each. Also, nodes 12 and 13 are complementary (i.e., they

interface complementary parts of the I&C system).

System 2 is composed of five nodes connected by a LAN. Note that while HMI is executed on four
nodes, node 5 runs three functions. Nodes 1 to 4 are composed of one computer each. Node 5 is fault-

tolerant: It is composed of two redundant computers.

Node 11 Node 12 Node 13
Node1 Node 8 Node9 Node 10
System 1 |HMI[...[HmI| [AR | [MD PR [ |PR PR | |PR PR | |PR
LAN
T I I I T T I
Node 5
Node1 Node2 Node3 Node4
HMI AP AP
System 2 [HMI| [HMI|  [HMI PR | |PR
MD IP IP
LAN
I I I I I
Node 4
Node 1 Node2 Node3
][R R
System 3 HMI HMI AR rPR P P
I I I 1 LAN

Figure 2: Three Examples of Architectures based on COTS Computers

In System 3, nodes 1 to 3 are composed of a single computer each running a single function. Node 4 is

fault-tolerant: it is composed of three redundant computers (i. e., forming a triple-modular redundancy).

Table 1 summarizes the redundancy type of each node. Non-redundant nodes are referred to as single
nodes. We assume that each hardware computer hosts a single software component, forming a COTS unit

referred to a unit.
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Table 1: Redundancy type of the three architectures

System Node Type of redundancy Recovery
System 1 #1-8 Passive —

#9-10 Single —

#11-12 | Semi-active switch
System2 | #1-3 Passive —

#4 Single —

#5 Semi-active switch
System 3 | #1-2 Passive —

#3 Passive —

#4 Active masking

5.2. Modeling of the I1&C Systems

To simplify the model’s construction for the three systems, we have built a library of basic models for the

efficient modeling and refinement of the given systems, with minimal modifications (see [18]).

Figure 3-a gives as example the Generalized Stochastic Petri Net (GSPN) of a single unit that is then
composed with the GSPN of another unit and a switch net to model the semi-active redundancy architecture

of Figure 3-b, taking into account the switching of the secondary unit to become the active unit in case of

failure of the primary unit.
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Hardware\ / 5

F Place | Definition
Hok Hardware up state
Software
Hko Hardware unavailability state
Sok Software up state
Sko Software unavailability state
Stail Software failure state
Sst Software standby state
Place

[—1 Timed transition (event)

Error propagation

H—S —— Immediate transition

— Arc
o——Inhibitor arc

a— One COTS unit

b — Semi-active redundancy

Transition | Rate Definition

T1/T5 Mh Primary / secondary hardware fault occurrence

T2/T6 Vh Primary / secondary hardware repair

T3/T7 s Primary / secondary software fault activation

T4/T8 Vs Primary / secondary software re-initialization after software failure
T1/T5 Os Primary / secondary software restart after hardware repair

Tsw § Switch from the primary to the secondary

Figure 3: GSPNs for Single and Semi-active Redundancy Architectures
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Figure 3-a assumes that function F is carried out by a hardware component H and a software component
S.Fand F markings depend upon the markings of H and S (F up state is the combined results of H and S up

states, while F failure (marking of F) results from H or S unavailability). For each component, we consider
two states: nominal (ok) and unavailable (ko). Transitions between these two states are ruled by events of
failure (transitions T1 and T3) and restoration (transitions T2 and T4). It is worth noting that errors can

propagate from hardware to software: when the hardware component fails, the software is stopped
(immediate transitions t1 and place S ). The software will be restarted only once the restoration of the
hardware component is completed. Also, the models consider the case of a hardware failure after the failure
of the software. In this case:
* if the software is restored before the hardware’s restoration is completed, it will be put on hold until
the hardware is up again. Then, and just then, the software will be restarted,
* if the hardware component is restored before the software component, then the token from S will be

removed through the immediate transition t2.
Note that we consider two unavailable states for the software: the fail state S;;; (due to the software own

failure) and the software stop state after a hardware failure, corresponding to S;. Sy, = S, U S;.

In the semi-active redundancy GSPN of Figure 3-b, unit 1 corresponds to the primary while unit 2
corresponds to the secondary unit. If the primary unit fails due to the failure of one of its components, the
internal fault tolerance mechanisms switch over to the secondary unit that becomes primary. The switching
event is represented by transition TSW whose rate is 3 (the switching time is 1/f). The coverage factor (i.e.,

the conditional probability that the switch succeeds given the failure of the primary) is ¢ (immediate

transitions tSWs1 and tSWs2). Thus, the switch fails and the function is lost with probability c=l-c

(immediate transition tSWf).

5.3. Comparison of System 1 and System 2

To show the kind of results that can be provided to the stakeholder when using analytical models for
benchmarking and comparing alternative solutions, we perform a comparative analysis of System 1 and

System 2 unavailability, using the SURF-2 tool [15] to process the models.
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Figure 4 presents the annual unavailability of System 1 and System 2, as a function of the switching time
(1/B) for c=0.95 and c=0.98, expressed in hours per year. For large values of the switching time, System 1 is
more sensitive to this variation than System 2. This can be explained by the fact that System 1 has three

components dependent on these two parameters, whilst System 2 has only one.

Also, we notice that for a small switching time (1/p = 30s or 1min), System 1 annual unavailability is
smaller than System 2’s. However, for larger values of the switching time (1/8=5 or 10min), this trend is

reversed.

If we consider the same system for the two values of c, it can be seen that System 1 is more sensitive to ¢
than System 2. Improving ¢ from 0.95 to 0.98, the unavailability is reduced by at least 10 h per year for
System 1, while it is only reduced by 2—3 h for System 2. Hence the values of ¢ and 1/f impact more

System 1 than on System 2.

607Hours/year

Switching time
0 T T T ]
30s 1min 5min 10min

Figure 4: Comparison of System 1 and System 2 Annual Unavailability

54. Integration of the Results in the Dependability Benchmarking Process

Assuming that the considered values of the failure and repair rates are not far from reality (they are either
provided by the COTS providers or obtained from similar systems), the kind of conclusions the stakeholder

can make are, for example:

» If the switching time, 1/f, is around 10min, then for all values of the ¢ parameter, the safest case is

obtained for System 2.

» If the switching time is around 1min, then for all values of the ¢ parameter, the safest case is obtained
for System 1.
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The above analysis shows that it is really important to have the most realistic and accurate numerical

values for parameters ¢ and f3, to allow a fair and relevant comparison of the systems.

Referring to Section 2, unavailability is a comprehensive measure; ¢ and f} are specific measures
characterizing the fault-tolerance mechanisms, respectively the coverage factor and the duration of switching
from secondary to primary in case of failure of the primary. The best way to assess accurately the two
parameters is to perform controlled experiments, based on fault injection, where faults simulate hardware
and software faults of the components, aiming at activating the recovery mechanisms to collect information
related to their coverage and duration. This calls for a specific benchmark. Unfortunately, we have not
performed this benchmark, and we hope that the stakeholder for whom we performed the study did such

analysis to refine the offers.

6. Case Study: Benchmarking Operating Systems

COTS Operating systems (OSs) are more and more used even in critical application domains. Choosing
the operating system that is best adapted to one’s needs is becoming a necessity. In this section, we consider
OSs belonging to Windows and Linux families. In our previous work we have considered three workloads:
the TPC-C Client performance benchmark for transactional systems in [61], Posmark that is a file system
performance benchmark in [69] and the Java Virtual Machine (JVM) in [65]. In this section, we summarize
part of the results obtained with the JVM workload. Before presenting the results, we first describe the

specification of the OS benchmark and their implementation for Windows and Linux families.

6.1. Specification of the Benchmark

A dependability benchmark is specified through the definition of i) the benchmark target, ii) measures to
be evaluated, iii) benchmark execution profile to be used to activate the operating system, iv) guidelines for
conducting benchmark experiments and implementing the benchmark. The benchmark results are useful and
interpretable only if all the above benchmark elements are supplied together with the results. These elements

are summarized hereafter.
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6.1.1. Benchmarking Target

An OS is a generic software layer providing basic services to the applications through the API, and
communication with peripherals devices via device drivers. The benchmark target corresponds to the OS
with the minimum set of device drivers necessary to run the OS under the benchmark execution profile.
However, the benchmark target runs on a hardware platform whose characteristics impact the results. Thus,

all benchmarks must be performed on the same hardware platform.

Although, in practice, the benchmark measures characterize the target system and the hardware platform,

we state simply that the benchmark results characterize the OS as a COTS.

Our benchmark addresses the user perspective, i.e., it is intended to be performed by (and to be useful for)
someone who has no thorough knowledge about the OS and whose aim is to improve her/his knowledge
about its behavior in the presence of faults. In practice, the user may well be the developer or the integrator

of a system including the OS.

As a consequence, the OS is considered as a “black box”. The only required information is its description

in terms of system calls and in terms of services provided.

6.1.2. Benchmark Measures

The OS receives a corrupted system call. After execution of such a call, the OS is in one of the states

defined in Table 2.

Table 2: OS States

SEr (Error code) The OS generates an error code that is delivered to the application.

SXp (Exception) In the user mode: the OS processes the exception and notifies the application. For some critical
situations, the OS aborts the application.

In the kernel mode: an exception is automatically followed by a panic state (e.g., blue screen
for Windows and oops messages for Linux).

The latter exceptions are included in the panic state and the term exception refers only to the
first case of user mode exception.

SPc (Panic) The OS is still “alive” but it is not servicing the application. In some cases, a soft reboot is
sufficient to restart the system.
SHg (Hang) A hard reboot of the OS is required.

SNS (No Signaling) | The OS does not detect the erroneous parameter and executes the erroneous system call.
SNS is presumed when none of the previous situations is observed.
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It is worth to mention that Panic and Hang situations (SPc, SHg) are actual states in which the OS can
stay for a while. SEr and SXp characterize events. They are easily identified when the OS provides an error

code or notifies an exception.

The benchmark measures include a robustness measure and two temporal measures. They are defined in

Table 3.

Table 3: Benchmark Measures
OS Robustness, The percentages of experiments leading to any of the states listed above. OSR is a vector
OSR composed of 5 elements
OS Reaction Time, The average time necessary for the OS to respond to a system call in presence of faults, either
Treac by notifying an exception or by returning an error code or by executing the required instructions.
OS Restart Time, The average time necessary for the OS to restart after the execution of the workload in the
Tres presence of faults.

Although under nominal operation the OS restart time is almost deterministic, it may be impacted by the
corrupted system call. The OS might need additional time to make the necessary checks and recovery

actions, depending on the impact of the fault applied.

The OS reaction time and restart time are also evaluated by experimentation in absence of faults for

comparison purposes. They are respectively denoted treac and tres.

6.1.3 Benchmark Execution Profile

In the current benchmark, the workload is JVM, solicited through a small program activating 76 system

calls for Windows family and 31 to 37 system calls for Linux Family.

The faultload consists of corrupted parameters of system calls. For Windows, system calls are provided to
the OS through the Win32 environment subsystem. In Linux OSs, these system calls are provided to the OS
via the POSIX API. During runtime, the system calls activated by the workload are intercepted, corrupted

and re-inserted.

The parameter corruption technique relies on thorough analyses of system call parameters to define
selective substitutions to be applied to these parameters (similarly to the one used in [74]). A parameter is
either a data or an address. The value of a data can be substituted either by an out-of-range value or by an

incorrect (but not out-of-range) value, while an address is substituted by an incorrect (but existing) address
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(that could contain an incorrect or out-of-range data). We use a mix of these three techniques. More details

can be found in [69].

6.1.4. Benchmark Conduct

A benchmark controller is required to control the benchmark experiments, mainly in case of OS Hang or
Panic states or workload hang or abort states, as such states cannot be reported by the machine hosting the
benchmark target itself. Hence, we need at least two computers as shown in Figure 5. The Target Machine
hosts the benchmarked OS and the workload, and ii) the Benchmark Controller is in charge of diagnosing

and collecting part of benchmark data.

| Activity (Workload) ]

1l i

Interception & Substitution
of system calls

Observation OS reaction

I

System under benchmarking

Benchmark
Target Machine Controller

Figure 5: Benchmark Environment

The two machines perform the following: i) restart of the system before each experiment and launch of
the workload, ii) interception of system calls with parameters, ii) corruption of system call parameters, iii)
re-insertion of corrupted system calls, vi) observation and collection of OS states. The experiment steps in
case of workload completion are illustrated in Figure 6 and will be detailed in the next section. In case of
workload non-completion state (i.e., the workload is in abort or hang state), the end of the experiment is

governed by a watchdog timeout, fixed to 3 times the workload execution time without faults.

Treac OSR Tres
Reaction time OS outcome Restart time
\ / P R Time
T T | 1 T 1 I >
tExpStart tWStart tResume  tResponse tExpEnd tExpStart
(n) (n) (n) (n) (n) (n+1)
System Call Execution Workload End

intercepted resumed

Figure 6: Benchmark Execution Sequence in Case of Workload Completion
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6.2. Benchmark Implementation

In order to obtain comparable results, all the experiments are run on the same target machine, composed
of an Intel Pentium III Processor, 800 MHz, and a memory of 512 Mega Bytes. The hard disk is 18 Giga
Bytes, ULTRA 160 SCSI. The benchmark controller in both prototypes for Windows and Linux is a Sun

Microsystems workstation.

To intercept Win32 functions, we use the Detours tool [55], a library for intercepting arbitrary Win32
binary functions on X86 machines. We added three modules for i) substituting parameters of system calls by
corrupted values ii) observing the reactions of the OS after execution of a corrupted system call, and iii)

collecting the required measurements.

To intercept POSIX system calls, we used another interception tool, Strace [80] to which we added

modules similar to those added to Detours.

Before each benchmark run (i. e., execution of the series of experiments related to a given OS), the target
kernel is installed, and the interceptor is compiled for the current kernel (interceptors are kernel-dependent
both for Windows and Linux). Once the benchmarking tool is compiled, it is used to identify the set of
system calls activated by the workload. Parameters of these system calls are then analyzed and a database of

corrupted values is built accordingly.

At the beginning of each experiment, the target machine records the experiment start instant tExpStart
and sends it to the benchmark controller along with a notification of experiment start-up. The workload starts
its execution. The Observer module records, in the experiment execution trace, the start-up instant of the
workload, tWStart, the activated system calls and their responses. This trace also collects the relevant data
concerning states SEr, SXp and SNS. The recorded trace is sent to the benchmark controller at the beginning

of the next experiment.

The parameter substitution module identifies the system call to be corrupted. The execution is then
interrupted, a parameter value is substituted and the execution is resumed with the corrupted parameter value
(tResume is saved in the experiment execution trace). The state of the OS is monitored so as to diagnose SEr,
SXp, SNS. The corresponding OS response time (tResponse) is recorded in the experiment execution trace. For

each run, the OS reaction time after the experiment is calculated as the difference between (tResponse) and
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trResume. At the end of the execution of the workload, the OS notifies the end of the experiment to the
benchmark controller by sending an end signal along with the experiment end instant, tExpEnd. If the
workload does not complete, then tExpEnd is governed by the value of a watchdog timer. If, at the end of the
watchdog timer, the benchmark controller has not received the end signal from the OS, it then attempts to
connect to the OS. If this connection is successful, and if the soft reboot is successful, then a workload abort
or hang state is diagnosed. If the soft reboot is unsuccessful, then a panic state, SPc, is deduced and a hard

reboot is required. Otherwise SHg is assumed.

At the end of a benchmark execution, all files containing raw results corresponding to all experiments are
on the benchmark controller. A processing module extracts automatically the relevant information from these
files (two specific modules are required for Windows and Linux families). The relevant information is then

used to evaluate automatically the benchmark measures (the same module is used for Windows and Linux).

6.3. Benchmark Results

Three versions of Windows OSs are benchmarked: Windows NT4 Workstation with SP6, Windows 2000
Professional with SP4, and Windows XP Professional with SP1'. Windows 2000 Professional and Windows
NT4 Workstation will be referred to as Windows 2000 and Windows NT4 respectively. Four Linux OSs
(Debian distribution) are benchmarked: Linux 2.2.26, Linux 2.4.5, Linux 2.4.26 and Linux 2.6.6. Each of

them is a revision of one of the stable versions of Linux (2.2,2.4,2.6).

For Windows, the number of system calls activated by the workload is 76 for the three versions, and the
number of experiments ranges from 1282 to 1294. For Linux, the number of system calls activated by the
workload ranges from 31 for Linux 2.6.6 to 37 for Linux 2.6.26, and the number of experiments ranges from

408 for Linux 2.4.X to 457 for Linux 2.2.26 (it is 409 for Linux 2.6.6).

The robustness measure, OSR, is given in Figure 7. It shows that all OSs of the same family are
equivalent. It also shows that none of the catastrophic states (Panic or Hang OS states) occurred for all

Windows and Linux OSs. Linux OSs notified more error codes (58-66%) than Windows (25%), while more

In our previous work we have also considered the server versions of the same Operating Systems.
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exceptions were raised with Windows (22-23%) than with Linux (7-10%). More no-signaling cases have

been observed for Windows (52-54%) than for Linux (27-36%).

Windows Family

Windows NT4 Windows 2000 Windows XP

Exception
21.9%

Error code
24.5%

Error code
24.7%

Error code
24.9%

Linux Family

Linux 2.2.26 Linux 2.4 Linux 2.6.6

Error code
57.3%

Error code
Error code 57.7%

65.7%

Figure 7: OS Robustness, OSR

These results are in conformance with our previous results, related to Windows using TPC-C Client [61]
and to Windows and Linux using PostMark [69]. In [87] it was observed that on the one hand Windows 95,
98,98SE and CE had a few catastrophic failures and on the other hand Windows NT, Windows 2000 and

Linux are more robust and did not have any catastrophic failures as in our case.

The reaction times in the presence of faults (and without fault) are given in Table 4. Note that for the
Windows family, XP has the lowest reaction time, and for the Linux family, 2.6.6 has the lowest one.
However, the reaction times of Windows NT and 2000 are very high. A detailed analysis showed that the
large response time for Windows NT and 2000 are mainly due to system calls LoadLibrary A,
LoadLibraryExA and LoadLibraryEXW. Not including these system calls when evaluating the average of
the reaction time in the presence of faults leads respectively to 388us, 190us and 214us for NT4, 2000 and

XP (the associated average reaction times without fault become respectively 191ps, 278us and 298us). For
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Linux the high values of the reaction times in presence of faults are also due to three system calls (execve,
getdents64, nanosleep). Not including the reaction times associated to these system calls leads respectively to

88us,241ps,227us and 88pus for Linux 2.2.26,24.5,2.4.26 and 2.6.6.

Table 4: OS Reaction Times

Windows Family

Windows NT4 Windows 2000 Windows XP
Mean Standard Mean Standard Mean Standard
deviation deviation deviation
Treac 44035 us 9504 us 564 us
Treac 12543 us | 154317 us 306 us 1047 us 318 us 940 us
Linux Family
Linux 2.2.26 Linux 2.4.5 Linux 2.4.26 Linux 2.6.6
Mean Standard | Moyenne | Standard | Mean Standard | Mean Standard
deviation deviation deviation deviation
Treac 2951 us 2847 us 2255 us 865 us
Treac 202 us 583 us 557 us | 2257 us | 544 us | 2223 us | 505 us | 2198 us

The restart times are shown in Table 5. The average restart time without faults, tres, is always lower than
the benchmark restart time (with faults), Tres, but the difference is not significant. The standard deviation is
very large for all OSs. Linux 2.2.26 and Windows XP have the lowest restart time (71 seconds, in the
absence of fault) while Windows NT and 2000 restart times are around 90 seconds and those of Linux

versions 2.4.5,2.4.26 and 2.6.6 are around 80 seconds.

It is worth to mention that the average restart times mask interesting phenomena. Detailed analyses show

that all OSs of the same family have similar behavior and that the two families exhibit very different

behaviors.

For Windows, there is a correlation between the restart time and the workload state at the end of the
experiment. When the workload is completed, the restart time is almost the same as the average restart time
without substitution. On the other hand, the restart time is statistically larger for all experiments with
workload abort/hang. Moreover, statistically, the same system calls lead to workload abort/hang. This is
illustrated in Figure 8 in which the benchmark experiments are executed in the same order for the three
Windows versions. Similar behaviors have been observed when using TPC-C [61] and PostMark workloads

[69].
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Table 5: OS Restart Times

Windows Family
Windows NT4 Windows 2000 Windows XP
Mean Starlld;.ard Mean Starlld;.ard Mean Starlld;.ard
Deviation Deviation Deviation
Tres 90s 88s 67 s
Tres 91s | 3s 89s 5s 71s 5s
Linux Family
Linux 2.2.26 Linux 2.4.5 Linux 2.4.26 Linux 2.6.6
Mean Starlld;.ard Mean Starlld;.ard Mean Starlld;.ard Mean Starlld;.ard
Deviation Deviation Deviation Deviation
Tres 64 s 74 s 79s 77 s
Tres 71s | 37s 79s 23s 83s 24 s 82s 27 s
120 1 seconds
T4
100 A | / ‘ |
b"rl‘l AT I L T e el e T ‘ 1
80 -
60 -
XP
40 T T T T T T
0 200 400 600 800 1000 1200 Experiment

Figure 8: Detailed Restart Time for Windows

Linux restart time is not affected by the workload state. Detailed restart time analyses show high values
appearing periodically. These values correspond to a check-disk performed by the Linux kernel every 26
restarts (which explains the important standard deviation on this measure). This is illustrated in Figure 9 for

Linux 2.2.26, as an example. The same behavior has been observed when using the PostMark workload [69].
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Figure 9: Detailed Restart Time for Linux 2.2.26

7. Conclusion

This chapter was dedicated to system dependability characterization and benchmarking, based on
modeling and on measurement. We put emphasis on COTS-based fault tolerant systems and on COTS
systems. Before presenting the benchmarking concepts, we gave an overview of the kind of benchmark
measures and features that can be used to characterize and benchmark a system. Then we presented the basic
approaches that can be used to assess the benchmark measures. When ever appropriate we made reference to
performance benchmarks as they can provide good starting means for building dependability benchmarks.
To illustrate the various concepts, techniques and results involved in dependability benchmarking we
presented two case studies: one addressing the system and service level of a COTS-based fault tolerant
system, and one dedicated to a COTS software component. The first case study shows how dependability
modeling can be used to benchmark alternative architectural solutions of instrumentation and control
systems for nuclear power plants. The benchmarked measure corresponds to system availability. The second
case study shows how controlled experiments can be used to benchmark operating systems. The benchmark

measures are robustness, reaction time and restart time.

To sum up, dependability benchmarks allow characterization of system dependability. They can provide a
good means for comparison between alternative systems. They can also be used for guiding development
efforts of system providers, and for supporting acquisition choices of system purchasers, or for comparing

the dependability of new versions of a system with respect to previous ones.
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While performance benchmarking is already an established discipline, dependability benchmarking is an
emerging area, despite the fact that basic valuable techniques are available for dependability assessment, by
means of modeling and experimentation. Performance benchmarks are mature enough to be accepted as
competition benchmarks. On the other hand, even though current work on dependability benchmarking
allowed the definition of several dependability benchmarks, still some work is needed to push towards
mature dependability benchmarks to be accepted and supported by the community. What is really missing is
the necessary agreement among the various players for the establishment of well-accepted dependability

benchmarks, and the establishment of supporting organizations, as for performance benchmarks.
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Appendix:
Brief overview of the Chapters2 in

Dependability Benchmarking for Computer Systems

Chapter 1 describes an autonomic computing benchmark which measures system resiliency. In common
with other benchmarks, it has a quantitative throughput metric to capture the impact of disturbances. The
autonomic computing benchmark also has a qualitative metric representing the level of human interaction

needed to detect, analyze, and recover from disturbances.

Chapter 2 contains three benchmarks which analytically measure reliability, availability and serviceability
of a system. All three are intended to allow a consistent dependability feature versus cost analysis for widely

varying system architectures.

Chapter 3 covers two quantitative benchmarks which concentrate on the recovery of standalone systems
and enterprise clusters. Recovery is broadly defined to be the time required for a system to return to service.

For each benchmark, a scoring and weighting methodology is described.

The benchmark in Chapter 4 changes the physical environment around the system in order to

quantitatively measure susceptibility to silent data corruption.

Chapters 5 and 6 include performance measurements in the presence of faults, providing performance
degradation (due to faults) and availability measures to end-users of On-Line Transaction Processing and
Web Serving systems. Chapter 5 discusses a benchmark for On-Line Transaction Processing which focuses
on availability using direct experimental measures. Chapter 6 includes a measurement-based benchmark for

Web Servers which encompasses availability, accuracy, resilience and service degradation.

: The description is as it appears in the Preface of the book itself [66].
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Chapter 7 is dedicated to the benchmark of automotive control applications running inside engine control
units. It addresses the safety of the software applications from the perspective of the engine they control. It is

aimed at supporting the selection or the purchase of automotive applications for electronic controller units.

In Chapters 8 and 9, the systems under benchmarks are respectively the intrusion detection mechanisms

and fault-tolerance algorithms.

Chapter 8 discusses issues that should be addressed when benchmarking intrusion detectors in the cyber
domain. It is worth to mention that no intrusion detector benchmark is currently available, and that this

chapter does not develop a benchmark per se.

Chapter 9 addresses Byzantine protocols dedicated to Byzantine-fault tolerance. The benchmark is aiming
at assessing the effectiveness of Byzantine-fault tolerance implementation. It is illustrated on a specific

protocol, the Castro-Liskov protocol.

Chapters 10 to 15 exemplify the multi-faceted feature of dependability benchmarking, illustrated on
operating systems. The benchmarks presented mainly differ by the nature of faults considered: Chapter 10
addresses internal faults, while chapters 11 to 15 are concerned with external faults. Chapters 11, 12, and13
address faults in the software application, Chapter 14 faults in device drivers, and Chapter 15 faults in the

hardware platforms.

Chapter 10 defines a benchmark that captures the user’s expectations of product reliability during
common user experiences. While the benchmark can be applied to any software product, this chapter focuses
on the application of this benchmark for operating systems development. Its aim is to help the operating

system developer to improve, during its development, the operating system's reliability.

Chapters 11 to 14 present benchmarks based on experimentation. They consider the operating system as a
black box, solicit it only through its available inputs and observe its behavior only through the operating
system outputs. The ultimate objective of end-user's benchmarks is to improve the application software, or
the device drivers, or the hardware platform. However the benchmark results may indicate weaknesses in the
operating system that the operating system developer may use, with further analyses, to improve the

operating system.
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Chapter 11 is dedicated to the Ballista project, the first operating system robustness testing approach. It

reexamines the design decisions made, and the lessons learned from a decade of robustness testing research.

Chapter 12 elaborates on the Ballista approach and develops a benchmark evaluating, in addition to the
operating system robustness, two measures, the system response time and restart time in the presence of

faults.

Chapter 13 focuses on real-time kernels. It characterizes the response time predictability, based on the
divergence of the response time in the presence of fault, and the frequency of out-of-boundary responses

times.

Chapter 14 concentrates on failures modes of the operating systems induced by faulty drivers.

Additionally, it evaluates three complementary measures: responsiveness, availability, and workload safety.

Chapter 15 considers in a first step the operating system as a black box, and develops an end-user
benchmark, then shows how this benchmark can be complemented to help the operating system developer to

improve the operating system's dependability.

Chapter 16 is dedicated to microprocessors benchmarks, with respect to electrical charge induced by high
energy particles, referred to as soft errors. As the benchmark presented does not require any specific

knowledge about the microprocessors. It can be used by the manufacturers or end-users.
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