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Abstract: To help end-users mastering complex applications, it is eftéicient to
enable them to “replay” what they have done so far. In some cases, it is even more
useful to enable them to modify some values of the actioeg are replaying.
However, while doing so, it very important to deal with tomsequences of these
changes on the remaining of the replay process. In this papedescribe our
modelsto enable replay of user’s interactions and to manage impact propagation of
changes during the replay process. These models are built upes, tra. digital
objects that enable us to record user interactions and tottemen different ways.
We have implemented the replay process in a Web applicatited c&AP-BO
Explorer, an application helping business users to access &mgents of
information. Our tool helps users to better understand the ajiqlica

Keywords: impact propagation, macro recording, bookmarkplay traces, human
computer interaction.

1. Introduction

With the multiplication and the rapid development of sofevgystem
and applications, we now have access to more and molse waach are
usually more and more complicated. While using these ,teasare ofte
lost, usually because we lack time to understand applicatomget used t
them and to exploit them efficiently. In response e tproblem, sormr
application designers came up with solutions for helping usither tc
discover the application or to learn how to be morieiefit while using it
Providing a relevant assistance to users becomes lachelienge fo
application designers. Among the proposals for assistatregegies, w
usually find tutorials, how-to, videos, assistants, ningi courses, et
However, all these assistance strategies rest uponi@dsacription of th
application, hard-coded a priori. They are proposed to usens identice
way and thus, are not always well suited to specific needpezific user:
To overcome this issue, we have proposed, in a previous (Zarka et a
2010) to use interaction traces in order to provide useravjibrsonalize
and contextualized assistance based on previous expsrience
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Interaction traces are relatively new digital objeéts.interaction trac
is a record of the actions performed by a user ontaraysn other words,
trace is a story of the user’s actions, step by step. Hence, traces enable us
capture users’ experiences. Traces are recorded according to a pre-
established model, so that they can be reused in diffevays: replay
exploration, modification, modification plus replay, eéf¢orking with trace
raises numerous research issues. How to collect, represtene, an
visualize traces? What mechanisms have to be imptechémorder to allo
user to browse their personal traces? How to implemegplay mechanisi
in a pre-existing system? How to take into account privasyes whe
working with trace®

Recent researches provide us with solutions to someesé tproblen
and enable us to work within an existing framework for pulating trace
(see (Champin et al. 20Q4Cordier et al. 2009) and (Settouti et al. 20C
In this paper, we focus on a specific research questiantdoeplay a trac
in a system and which issues are raised by the replay tivaenitial situatiol
has been modified? To better understand this problenusletonsider th
following example. A user makes a sequence of manipulattioimsprove ¢
colored picture: transformation in gray-scale, selectbra scale of gra
luminosity attenuation for the selection, blur effest the selection. Nc
satisfied with the result, he decides to go back to fttal istate (the origin:
picture) and to replay the whole set of actions, exceptnfthe
transformation in grayeale. The question is: “is the remaining of the actions
still possible?”

The issue we address in this paper is then: how to endtdeerepla
while monitoring the impact of a modification in thade on the remainir
of the process? In order to address this issue, we athg élaborated
mechanism enabling to do a simple replay of a traee (ith nc
modification) from any point in the trace. Then, weddefined a model fc
impact analysis in order to manage impact propagation afteodificatior
of the trace. Both models are described in this papke. fface-repls
mechanism has been implemented in the widely used SAHR=Bgbrer
application (SAP 2010), a web application enabling user td, leaplore
visualize and export large quantities of data. SAP-BO neadedl| to hel|
their users better understand the tool and this isallnéian we designed ft
them. We have instrumented the initial application mleo to collec
interaction traces and we have developed a graphicalaicéein order t
display the traces according to an ad-hoc representatienhdVe als
instrumented the application in order to enable replagadrded traces. TI
application is operational and a demo video is available

! A demo video of trace replay and visualization isimble athttps://liris.cnrs.fr/~rzarka/ReplayTraceDemo/
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This paper is organized as follows. In section 2, we swelayed work
Then, in section 3, we show how we use traces in ordendble replay ¢
user’s interactions. In section 4, we discuss the consequences of a change
during the replay, and we propose an impact propagation maaziors s
gives implementation details. Evaluation and discussioouofproposal ar
made in section 6. The paper ends with a conclusion andcaipd®n of
future research issues.

2. Reated work

In most of existing macro recording systems, users t@be proactive
they need to start and stop macro recording. Bookmarkmsgsare one ¢
the most common macro recording systems. They enable users to “replay”
web pages. With Koala (Little et al. 2007), the user caortka sequence
actions and generate a script of keyword commands thabecaeplaye:
later. Recorded scripts are stored automatically on g wikich might be
shared by a workgroup, allowing easy exchange and improverhscitipts.
CoScripter (Leshed et al. 2008) is a Firefox plug-in ccedtg 1BM
Research. It allows users to record and share intenactvith websites.
records user actions and saves them in semi-natmglidge scripts. Tt
scripts made are saved in a central wiki for sharing ethier users.

WebVCR (Anupam et al. 2000) and WebMacros (Safonov et al. .
record web browser actions as a low-level internalesgmtation, which
not editable by the user or displayed in the interfadethese systenr
require planning to enable recording while Smart Bookmakkspl &
Miller 2007) supports retroactive recording: it automatically captures users’
interactions while they navigate the web and displaysnthierough
graphical presentation. When users want to bookmark a welipagsyster
automatically determines the sequence of commands needetlitn to the
page, and saves the sequence as a bookmark. While Snodrnd@dés let:
users save or share actions from ongoing browsing sss#ctionShot (L
et al. 2010) enables users to share actions they hafenped before b
providing them with a visual interface for browsing themtire history
ActionShot system is built on top of the CoScriptetfptan. History data i
reused through the re-execution of recorded steps. Shé&smne supporte
through Facebook, Twitter or via email. Both ActionShatd Smar
Bookmarks are generic, but they are implemented as Fieftension:
which is a limit. Besides, they cannot work with dynapages (e.g. Ajax ¢
Flash based).

In Smart Bookmarks, users can modify parameters valasebthe
bookmark starts running. However, these new values mast affenmand
and cause inconsistent states in the application. Héneeems relevant
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study impact propagation of these changes. Impact propagataysis is
widely studied in software engineering and database domairiBriand et
al. 2003), the authors propose a UML model-based approachptctil
analysis that can be applied before any implementatidhe changes, thu
allowing an early decision-making and change planning proddsst
techniques to predict the effects of schema changes ygmlinations that
use the database can be expensive and error-prone, nthakinghange
process expensive and difficult. In (Maule 2010), the auik@sent a nove
analysis for extracting potential database queries feoprogram, callec
query analysis. The impacts of a schema change can dalicted by
analyzing the results of query analysis, using a protiesg call impact
calculation. Many systems also support impact anal@ige of them is
Sybase Power Designer Modeling Tool that provides powerftiads for
analyzing the dependencies between object models (3046

Table 1. Comparison table of related work

System Representation Simple Replay Replay with Adaptation
change
WebMacros No Proactive No No
WebVCR
Koala Wiki Scripts Proactive No No
CoScripter Text, Firefox Proactive No No
Extension
Smart Graphical Retroactive Yes, without Classify buttons for
bookmarks (screenshots), impact side-effecting
Firefox extension propagation
ActionShot Graphical text Retroactive Yes, without No
explanations, impact
Firefox extension propagation
Photoshop Actions list Macro and undo Yes Yes
command
Power Designer | Does not trace Undo command No Impact rules
Trace Replay M-Trace with text Retroactive Yes Impact rules and
(Our approach) explanations adapted values

Some applications allow users to replay their actioks FPhotoshog
(Harrington 2009), by using undo or playback commands. In Pao:
graphics designers and photographers have a number of ;msoaeey
frequently perform on their images. By creating macros called “actions” they
can automate many routine tasks using simple text lfilgsare recorded in
macro-style. Whether is the goal is to convertraage for the Web or t«
transform a color photo into a black and white photoigdess can reduct
several steps to a click on a single button. Users re@tectheir own macrc
scripts which are mini recordings of commands. Thidsis what we would



Trace replay with change propagation impact in client/server apiolis

like to provide, but in our case we need to apply macrordegp for
systems that do not support undo commands like most oft-skeve
applications. In addition, we do not want to ask the usestdd or sto
recording his actionslable 1 shows a comparison between all the prese
works according to the way they allow visualization of pagions and
they support the replay with or without change of values.

3. Simpletracereplay (go back to a previous state)

In client-server applications, simple undo commands imgbte
interchange between client and server. This may tddiedd time (especiall
if the undo has to be repeated many times) and can sangs overloac
Besides, such a problem may face loss of data issugts.itLlia not a scalak
solution for situations where a lot of users accesséheer at the same tin
For all these reasons, undo commands are hard to imglemstead, t
enable users to go back to a previous state, we proposepkment
“trace replay mechanism”. This mechanism enables users to replay their
interaction until they reach the expected state offiication. In order t
implement this mechanism, we have defined a trace niseleffig. 1).

Timestamp
tempaoralExtension
0. 2
M-Trace
newAttr : Integer 1 1 ) An abselin a TransformedTrac
pER——— . End begin can knaw frorn which
getSubject() - String .¢1 o ! 1 source Ohsgels itwas created
D *
Ohsel -

4
E

subject : String

B
sourceChsels

OhgelType ! hasType  0.* e
narne : String 1
1 0. » .
hasDamain  domainof AttribLte 0.7 | Atributevalue
name : String 0- value
Element 1 Afiected by 0.~ [range Datatye | | i

narme : String :

values : Object L
An element can be affected by many aﬁrihutesj The Attributetalue's valuej

The values of an element can be recalculated must have the Attribute's
using the attribute range as its datatype.

Fig. 1 Modified trace model to support trace replay

Each user’s session is represented by a M-Trace which consists of a set
observed elements (obsels). Each obsel has a typawandimestamp
representing its beginning and ending instants. Each tipgehas a doms
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of attributes and indicates the values of its attribuéepecting the range
the attribute type. An obsel can affect many elemanthie same time. F
example, pressing a “delete all” button can erase the values of many eleme
together. By using the obsel attribute values, we canletd the new valu
for the related elements, where each obsel attribateerns only on
element. Using this model we can get all the obselsddwatmodify ever
element and all the elements that can be affectedh lmpsel. When capturi
the traces we don’t need to store the values of elements at each time. We
only store attributes and values of each obsel. Fample if a user select:
chart, the value of the obsel will be the ID of tharttand not the who
mformation about the chart, so we need an element called “selected chart”
that contains all the information about the selecteatt.

3.1. Playback trace process

Our solution to go back to a previous state of the sysem playbac
users’ actions from a starting point (session start) and not by undoing last
ones. When a user chooses to go back to a past statanhchoose tl
obsel that he wants to return to. The system will aatmally go back t
this state by replaying all the obsels that happened the beginning of tr
session until the selected obsel; let’s call it the triggered obsel (the obsel
where we want the system to play back ty. 2 [A] shows a simple tra
replay, a list of obsels starting from Atowhere R is the replay obsel ani
is the triggered obsel. In R the user asked to replagdrax back with th
system to its state when clicking on We can see that all the obsels
happened between C and R will be ignored (EDA). This replhypevdone
by one command which means one call from the clierihé server. Afte
replaying traces the system will go back to the pasé statl the user w
continue his usage to the system, and new obsels vabllzeted. An Obsi
R means that at this point a replay action happened.

C EbAR CE R

A B A B D A
L2 2 oo .-.U

[A] [B]

Fig. 2 [A] Simple Trace Replay, [B] Trace Replay with change
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By replaying the obsels we can calculate the valuebeasket elements
the replaying pointSimpleReplay algorithm gets M-Trace and the trigge
obsel as input and goes back to a previous state. Fitgts the subset
the trace that should be replayed starting from thiedissel to the triggere
one by a chronological order. Then this trace wilbpémized by using tF
optimization algorithm to delete extra obsels. Eaelmeht gets its defal
values and then a loop on all the obsels runs, wherachttime the eleme
values are updated according to the attributes of the twbmel. At th
end, the new element values are updated making the systegnlgmk tc
this state. The replay event is also captured as a hsel and taken
consideration during the analysis.

Program simpleReplay (M-Trace, TriggerredObsel)
ReplayedTrace := getSubTrace (0, position (TriggeredObsel))
optimize (ReplayedTrace)

Elements := getDefaultValues/()
For pos := 0 to getObselCount (ReplayedTrace) -1
Obsel := ReplayedTrace[pos]
Attributes := getAttributes (Obsel.Type)
For each attribute in Attributes
Value := getAttributeValue (Obsel, attribute)
Elem := getAffectedElement (attribute)
Elements[elem] := GenerateElementValue (value)
End For each
End For
update (Elements)
End Program

3.2. Optimized trace replay process

As not all the obsels play a role for changing théestd the system, ti
replay process can be optimized by reducing the numbeptayed obsel
In addition, in some cases many obsels can be igneitbe@r because th
have been canceled by other obsels or because bivedses. According t
that, we don’t need to go through all the obsels in order to go back to the
triggered one. Analyzing the previous obsels to get tji® nalues of th
elements enables us to optimize the replay processawget an optimize
chronological list of obsels from the beginning of Hession to the trigger
obsel; this list will be used to generate the valueg&mh element. Optimi
algorithm tries to delete all unnecessary obselsitldate loops in the trac
For example, in the simple replay obsel, the subTrace rfeptay obsel t
triggered obsel should be deleted. The same thing is also dogneré&se
obsel which means deleting all the obsels from the begirio the rese
obsel. So we consider that there is a list of unnegessap obsels in tF
trace, and in this algorithm all these loops will beetdsl as shown iRig. 3.
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@ Optimize

[ B B 2 S B 2 S 2 S 2 8 & o B o 4 J

Fig. 3 Trace Replay Optimization

4. Replay traceswith impact propagation

In this section we describe how we can replay traces afodifying ai
obsel by handling the consequences of changes on etebefote actuall
performing these changes. This is illustratedFog 2 [B]. R is a repla
obsel that triggers a replay of the trace after doingaage on the values
the triggered obsel C. Because of a change in one of tHautdtrialues ¢
C, the values of some other obsels could be incondist@modified, like E
and A, while other obsels may remain consistent, IkeWe need t
calculate the new values, in order to take into acccduist hodification
Then the trace can be replayed with these new valuts. tAat the user ci
continue to use the system. We face many questions Hixe: can we
determine the elements affected by a change? Can wwobetive an
specify the appropriate new values, without asking the usemtey the ne\
values? How can we replay the next obsels after applyiagchiange? T
answer these guestions we propose to define impact ruldspehdencie
between the elements for manipulating the consequeneeshainge.

4.1. Impact rulesfor element dependencies

Impact rules define the dependencies between the eleimehts syster
in order to be able to identify the elements thatadfected by a change
another element, and to specify the modifications ¢batd be done on ti
affected elements to stay consistent and valid. Ealehimcludes a sour:
element and the condition on its values that spectieslependence witr
destination element and the condition on its valuesula says that
specific conditions for the values of the source elénaga fulfiled ther
some of the values of the destination element detedry the destinatic
condition cannot exist, which requires replacing theseegaby an adapt:
value.
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Definition: Impact rule

Let £ be a set of elements. Each element has a nameaedvalues. Le
O be a set of operations afte a set of functions. We can define an im
rule R as an implication of the form:

R = (Es, Cg) — (Ep, Cp) : A, where E Ep, ¢ E, and K is the sourc
element, g is the source condition,pHSs the destination elementy @ the
destination condition, and A is the adapted elemepta@ G are
conditions based on operations and functions on thesvaluthe element
Conditions are composed of operation @nd functions {) on element
values. Operations can be logical (and, or, not, eta)hematical (+, -, *, .
etc) or others. Functions can be grouping functions likax( sum, min
count, avg) or custom functions like (isNumber, isHolidag).e

For each application, systén experts define impact rules for
dependencies between the elements, to determine theqoenses
modifying a past obsel. We can get all the impacted sfisetach rule fror
the entity of the relations between elements andl@bdewe find impac
rules having the elements of the modified obsel as salemments and the
values satisfying the source conditions, then, for elestination element,
its value satisfies the destination condition, we needrdplace th
destination element by the adapted one. Adapted valuebecapecifiec
manually as default values or can be generated autoryatisitig pas
traces. For example, in SAP-BO Explorer, we considempact rule like: i
the number of selected measures is greater than one, the element “Chart”
cannot be of type “Pie”. If a user asks to replay a trace after modifying the
number of selected measures that activated this rutk,ifaimere was
successor Issel for changing the chart type to “Pie”, then this obsel will not
be valid anymore because of this rule, and the chave twil be
automatically changed according to the adapted value to be “Vertical Bars”.
The rule will be as following:

Es = Selected Measures Cs=(Count () > 1)
Ep = Chart Co = (type = “Pie”)
£ = (Type = “Vertical Bar”)

The user can replay a part of his session after mogdifgome of th
obsels values. These modifications can be of many tieeshifting obsel b
changing their timestamps, thus causing a change in ter detwee
obsels, updating a value for an attribute of an obsekven deleting a
obsel. By using impact rules we can determine the conseegiena chanc
and the adapted values. In case of not finding an adaptezlofedn elemel
or the absence of an impact rule, the correspondingsoldebe invalid.
Then the user will have to select the suitable valueualyy; otherwise th
replay process will fail.



IC 2011

4.2. Retrieving adapted value from past traces

When a user adds a new impact rule, the system asks lihotse th
adapted value from a list of possible values, or to keegystem calculatir
it automatically using past traces. For this purpose, wegse to use
retrieval algorithm similar to the algorithm we presehin (Zarka et s
2010). In the original algorithm, we tried to retrieve eges similar to th
current one without taking obsels values in considerdi@rause we ju
wanted to know the next recommended obsels. So, in ooderake thi:
algorithm useful for finding the adapted values, we need tt&ens
comparison between the values of the obsels. In additien want tc
retrieve the adapted value for the destination elemedt ret the ne»
recommended obsels

Get adapted value algorithm starts by selecting a subsle¢ dface fror
its beginning to the modified triggered obsel. Then itieeés all the pa:
similar episodes to the current one. Similarity includaies compariso
For each similar episode, it calculates the final vati¢he correspondir
element (destination element in the impact rule) asdidein the simpl
replay, without updating the system. If there is more thanvalue, we tal
the one that occurs the most often and we considsrtiteaadapted one.
we are not able to retrieve any episode, we keep tmeateas an invall
element until another obsel modifies its value, otheawhe replay proce
will fail and the system will ask the user to chooseviddae manually.

5. Implementation

In the previous sections, we have described the modaiswié hav:
defined to support replay of user interactions by exptpitiaces. In thi
section, we show how we have implemented our trace remdglmmto the
SAP-BO Explore application.

5.1. Trace collecting and visualization

Firstly we modified SAP-BO Explorer for being able tolect obsels
SAP-BO Explorer is divided into two parts. Server partmiplémented i
Java. The management of usSesssions is done in this part, thus enablin
many users to work on the system at the same timecligme part is a Fle
application; each user has a web application where hdachis exploratior
The traces are collected in the client silgy. 4 shows a snapshot of 1
user interface. Each time a user tries to use themyst new session
opened. Each session contains many obsels, and dawh @icthe user i
collected as an obsel presented in a XML format spegifine obsel typ:
timestamps, and the values of this obsel. We consdrthe interface «
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SAP-BO Explorer is divided into task-oriented blocks, wheaeh blocl
contains obsels dedicated to similar kinds of tasks.iffteeface consists
blocks for measures, categories, visualization, expsggrch, etc. Fc
example the measures block contains many types of solikel selec
measure, add calculation, edit calculation, etc. For pleamvhen a use
tries to select a measure, we capture this action asbsal of the typ
“Select measure” from the second block “Measures block™. The obsel has for
value “Trade USD” and is time stamped with the current timestamp.

Information Spaces Category Values
Home Explore: UNDatal K| Search Results: Asia WJ| Explore: test2 LJ
f 0 ds 3,2

D Email [Fine O] drefiastied on: 2010708/81 17128, Redords 3,2
P x

Continent Name Country Prefix

North America 831

Trade Imp:
Trade Export US...
Weight Tons (S...
Occurrences (C...

Explore more... Explore more...

< | 1*]

Country: Years:

United States of &m... | 2000-2008

F ] Displaying: | v Trade USD || = Best guess = : Commodity Group (V| other values
254 % Commaodity Group | [Trade USD  [1%[12 |
il v 139 % o 2
‘, ) oy ®99 Commodities not 3345 % [27827684531 «
Comparison o 4
. T 162 %/_% 3345 % 88 Aircraft, spacecra 30,54 % [25407067964
7 S -
S - :;g :/; ®10 Cereals 6.01 % [4997533484€
Betesnae 193 % || ( 97 Works of art, colle 5.46 % [4538950736¢|
348 %/ /

W47 Pulp of wood, fibr 3.48 % [28930681972}

|
546 %/ |

B0y 3054 %

Total (30) 331807908719.00

Fig. 4 SAP-BO Explorer user interface

Each session is presented as a M-Trace stored in XLlhas a uniqu
ID, contains the ID of the user who did this session,thademporal list c
obsels that happened in this session. When a user rfiaglhin SAP-BC
Explorer, a request to the server-side is sent in dodepen a new sessic
This triggers the creation of a new XML output file forstBession. Eac
time a new obsel is collected; it is formatted in XMicrhat and sent to tt
server in order to be added to the session file. Eaeh ean open ar
manipulate many Information Spaces at the same tinme.Informatior
Space is a collection of objects mapped to data for aifispbusines:
operations or activities. All the obsels of a sagswhatever the Informatic
Spaces they belong to, are stored in the same file.

We have developed a new interface to visualize users’ traces displaying a
graphical representation of what they have done sos&eHig. 5). Eact
obsel is captured according to our model classified acagpttia availabl
types and represented as colored bullets. Obsels appder left side of th
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interface as a chronologically ordered list from tlegibning of the sessic
to the most recent obsel. By clicking on an obselcare see its descriptic
on the right side of the interface. Obsel’s values are visualized in the form of
a tree of attributes and their values.

Home Wisualize Traces K

Current Trace Trace Level |1 =] Obsel Description ¥ Replay |
= B (&t i

@ openinfoSpace (16:21:34 GMT+0200) Attribute Value

@ 5y stemDefaults (16:21:51 GMT+0200) label Ll s

startTime Mon Aug 9 16:22:19 GMT+0200 2014

'maasuresa\an’ted (16:21:51 GMT+0200)

endTime Mon Aug 9 16:22:13 GMT+0200 2014

@ cateooryvalueSelectad (16:21;55 GMT+0200) black 5

@ categoryvalueSelected (16:21:59 GMT+0200)
UdriIIDﬂwn (16:22:05 GMT+0200)

cateqory Yisualization

BgmuplngSumngChanged (16:22:19 GMT+0200} |
= By values
BchartTypeChanged (16:22:23 GMT+0200)

= |} dataSource (id="f7784ce2-0bf3-47d7-aal0-fdScIezabfel"}
.email (16:22:27 GMT+0200}

= [y compositeTransform {version="0")
uc\ﬂselnfnSpace (16:22:44 GMT+0200) .
= [y sorting (version="0")

) sort (column="D50%2ED034", direction="DSCN")
= [y groupingBy (version="0"}

|_Jaroup (column="51C07302%209CAB%2DBE1%:201419% 2DACT

Fig. 5 Trace Visualization Interface

5.2. Trace replay implementation

If a user wants to go back to a previous state, he canyatime selec
the triggered obsel from the list of captured obsels &eidan replay buttol
(seeFig. 5). The system will automatically replay traces to gokb#n this
state. A new obsel will be added to the obseif type ‘Replay’. Its values
are set according to the values of triggered obsel. Adws obsel indicate
that a replay action has occurred here and has trigggrexiaus obsel. A
we explained before, the optimization algorithm uses yeplasels ©
minimize the number of the replayed obsels by deletiegabsels that a
skipped in the replay action.

Each element has different type and number of values fodher
elements. For not analyzing each element in a differerry, we need t
make it more general. By using introspection we can deterthe type o
an object at runtime. Introspection refers to thétybo examine somethin
to determine what it is, what it knows, and what it is bé&paf doing.
Introspection gives us a great deal of flexibility anditool. To do that w
used Object as type of the values attribute of an olvk&h means that th
attribute can have any type of values. We do introspectn this attribute i
order to determine the content of it and then to maatiput in a gener:
way.
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6. Evaluation and Discussion

We have implemented our replay method within the SAP-B@IdEsr
application. However, this method can be applied in angisysTo enabl
trace replay, the first step is to collect traces. this purpose, we use
model, the M-Trace, that enables us to collect alltthces according to t
same abstract model. We have experimented with oumsysteising man
types of datasets and by considering all obsels typesjngpmany sessiol
together and trying to go back to previous states mamgstin the san
session. We even succeeded to go back to all sessitims same time |
one single go-back command. The execution time of thlyrgrocess
very fast, it is like any other action in the appiicat which means the tir
of message exchanging between the client and the server.

Systems like ours face number of challenges like regatiaces fo
already closed sessions, optimizing replay after modifyiast obsels ai
rechecking impact rules after modifying elements values.tBey also fac
more general problems, as mentioned in the discussibiorseFor example
in (Hupp & Miller 2007), the following issues are raise: privaéythe use
and his permission to trace him, security of the systdile collecting an
visualizing traces, protection of users from undesiraible-effects triggere
by the replay, and the robustness of the replay aftegdmme changes
the system.

When implementing our system, we also faced specific @nahl Fo
example, in SAP-BO Explorer the same user can open s&msjons at tt
same time. We had to deal with the problem of replayivgg ttace of
closed session. Our replay process can handle this gassofening th
session, with default values and by applying all the reglayesels until th
triggered one. As we have not implemented yet the repliycianges, w
have not faced the problem of optimizing the replay raftbese
modifications. Application of impact rules can be reaa;sa modificatiol
on an obsel value can have an impact on other obdsts/if obsels a
related. To deal with these problems we need to developpd @f impac
propagation to be able to solve loops problems and to Kktioe
dependencies between different obsels and elementswillthe one of ou
future works.

When the trace includes obsels that have secure asithaemformatior
like passwords and credit card numbers, our system detectdbacures tt
password when visualizing it. But it still needs a lot nohacements ai
rules to detect this information and secure it, byfying the user about it «
even asking him to re-enter it again. Our system contsiyaollects an
records user’s interactions which constitute a potential risk to privacy and
security. This problem is share by all the systenag thcord rich histor
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traces (web browsers, recommendation systems, et@aln@with this issu
is out of the scope of our study. However we do notify oursuset al
their interactions are recorded. Side-effects areh@nagsue we have to d
with. Indeed, replaying a trace may have unexpected consexpuand ca
damage the system or cause deletion of. In our currgaénmentation, w
do not deal with this problem. However, we think that theppsitior
described in (Hupp & Miller 2007) is relevant to solve sugir@blem. The
idea is to classify obsels into two classes: side-ifgcand non side
effecting. This makes easier the annotation of atitdbsels. Last, we ha
to face robustness issues. Indeed, we have to make atithehrace syste
is still usable after major changes either on datarrmprocesses of tl
system. This question is also out of the scope of awdysbecause it

mainly related to the trace collecting phase. We mhakeassumption th
robustness issues are handled by the trace-based systpunsible fc
traces management.

7. Conclusion and futurework

In this paper we have described an approach using of intera@aces t
allow users to return to a particular state of an apmica® his approach
an alternative way of undoing actions in applications whgdo commant
are not available (such as client-server applicatiolisy this purpose, w
use play-back of traces. Playback can be identicaet@tiginal trace or ce
introduce different action parameters. We analyzertipact propagation «
changes performed on past actions. This work has beetuded ir
collaboration with SAP Business Objects and the appicatve used t
implement our approach is SAP-BO Explorer. The aim ofamuntributior
within this project was to support replay process in anteberve
application, where classical undo commands cannot benmapted. Th
main contribution of this paper shows how we can playbatdractior
traces, in an optimized way, in order to go back to acqodat state of th
application. For that purpose, we have introduced the conégpedefine
impact rules and we have built an algorithm that discoadepted values
obsels affected by changes.

At the time being, the collect process and the singyday process a
implemented. In future work, we plan to address issues medtionthe
discussion concerning side-effects, robustness, and tyednraddition, we
are interested in studying how we can extract users’ experiences in order to
reuse them for assistance purpose.
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