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Reusing FIDES knowledge in the MéDISIS DysfunctioniaBehavior Database

Robin Cressent’, Vincent Idasialé, Frederic Kratz?
*PRISME / ENSI de Bourges, Bourges, France

Abstract: For 3 years our research team has applied on eliffemdustrial projects our MEDISIS
methodology. The MéDISIS methodology aims to easdiritegration of dependability analysis through th
system engineering process. MéDISIS represents am@wsmplete framework described through various
publications. Currently, the use of MéDISIS relies a functional system model in SysML, the
Dysfunctional Behavior Database and processesaatfation from SysML to FMEA, Altarica DataFlow,
AADL and Simulink to perform dependability studiddntil recently, the DBD was a tool dedicated to
MeéDISIS. Consequently, the DBD was only designedb¢éoupdated through dependability analysis of
project implementing the MéDISIS methodology. Wedibe in this article how we can complete the DBD
with knowledge from other sources such as religbipository. The main source we have studiedhés t
FIDES guide. We highlight how the meta-model of ®BD and the model of the dependability database
allows to connect them. We describe the proceshrgdo failure law definition and failure rate calation

in the FIDES guide. It matches perfectly severalcepts that are associated to the descriptioniliréa
modes in the DBD meta-model.

Keywords: Model-Based System Engineering; SysML; FIDES guRigjability database.

1. INTRODUCTION

In the current highly competitive context, designand producing systems needs to rely more and orore
optimized processes to master complexity in a agstd time, while validating system performances. |
every project but particularly when designing catisystems, dependability analysis needs to legrated
in the design process to benefit from it sinceahdy specification phases. Moreover it has beenam that

it was cost-effective to detect potential failuemssoon as possible, since it permits to avoidgieerring
costs [1-3].

Design processes exchanging data between systeimeerigg activities and dependability studies were
described in [4] and in various industrial depenldgistandards [2,3]. Our work also described was tools

to ease the exchanges between system engineedepaddability experts. These tools are organizea in
framework supporting the MéDISIS methodology. Iltie® on the Model-Based System Engineering
(MBSE) [5] approach and the use of SysML (Systend®limg Language) [6] as the modeling language for
system engineering activities. MéDISIS then prosideans of extracting information from SysML models
to perform dependability studies. Currently, Mé[BSlounts four processes that translate SysML models
into target languages: the FMEA generation proeesisthe Altarica DF translation process were deedri

in [7], the SysML to AADL translation process aie {process to Simulink were described in [8,9].

To support this translation processes the framevedsk embeds the Dysfunctional Behavior Database
(DBD). The DBD grants the possibility to import aperpetuate feedback gained on previous studies
concerning dependability features of components DD is necessary because system engineering
activities don't deal with dysfunctional behavior.

Traditional reliability databases are necessarpnédmage dependability aspects during a project timmpe
reliability analysis and match failure rate regomiemts. Reliability databases evolved since the firs
dependability information collection: “the Martinitan Handbook” [10]. This handbook consisted in
gathering failure rates for electrical and mechantomponent in a uniform way used during a largesite
design project. This evolution transcribed by [EXplains how upon time reliability databases tolo& t
benefits of supporting computer systems and thendaced the environmental conditions and the m=aso
of failure in failure rates computation.



Yet, the currentatabases are nalready forme to fully integrate MBSE process. n fact their format is
not modeleriented, forcing a maral application of their concepts which point dne need for new concey
of reliability and risk analysis datases

Sucha reliability database woulde of great help to support the Mc-Based Saity Assessment activitie
that currently begin to widely sead amongst the safety analysts, see for ole [12,13]. The models
contained in these databases expected to heljconducting fault injection zalyses and failure log
modeling that requires the faulty)deling of components and its failure behay

We can note that the first versiof Dysfunctional Behavior Database (DBD) \gave in 7] is a valuable
starting pomt regarding its structe and the predicted help it will provide. Hover, wenoticed that with
each new step in the evolution ae reliability databases, the field of knowledgored increased. That fe
implies that newer databasewistembed data from rmer ones. Extending thissasoning to our case, ¢
DBD needs to embed data from rent reliability databas such as FIDES [14] dvlil-HBDK 2171 [15].

In this article we will first presenthortly our DBD and its me-model. Then we \ll study the or@anization

of knowledge stored in the FIDEeliability database. Ultimately, we will highligthe connections betwe:
the concept of FIDES and our DL

2. THE DYSFUNCTIONAL BEHIAVIOR DATABASE
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Figure 1 The DBD meta-model

The DBD is organized around tl component type. We propose to use the ‘iponentType” stereotyy
showing that a given SysML blo (blocks are used to model modular units oitem description6]) is a
type of entity we register in our [D. Then, each failurmode of this type of cononent is registered usil
a SysML block stereotyped by 4ilureMode”. This is presented in Fig. 1 by association between t
“ComponenType” and “FailureMie”. The black arrow between these two blochow that “FailureMode
inherits “ComponentType” so thall the behavior and attributes declared for mponent are reusable
its failure modes. This construcn makes it possible to access the componarameters for its failui
modes definition. Failure modese defined bya set of parameters, operationaowing its behavior) ar
statemachine (synchronizing betlors). Diverse stereotypes have been set up ine these elements.

A failure mode is composed of 4irts: entities used to describe the failure thigm, enities to describe the
failure development, a statemace to synchronize the normal and faulty behr of the component, ar
entities stereotyped as “Failurelameters” which express every parameter ived in the failure mod
either for triggering, deveping or synchronizing. We will detail the way triggeriis modeled since it is tt



part that is most compatible th former reliability databases and quicksummariz how failure
development and synchronizatiore modele:
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« allocate »
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Name: String Constraints
FailureType: TypeFL {1

Figure2 DBD meta-model allocations

The failure trigger is modeled bySysML operation stereotyped as “Trigger” thossesses a “FailureTyg
which indicates the type of trijering law followed by the failure mode (. Exponential, Weibul
Lognormal or $stematic). This “tigger” operation is expressed by its allocatesML constraint (see Fit
2; SysML constraints are modeg constructs that express mathematical exsions shared by seve
parameters) stereotyped by “Ewvrigger” and 1ses parameters frothe various FailureParameters”. Tt
“FailureType” attribute of the “Triger” operation permits to define if the failur@de corresponds either
a random failure or to a systemaailure as it is done in the IEC 615(3].

In the example of modeling a rarm failure, the “EvalTrigger” constrairepresens the probabilistic law ¢
the trigger (e.g. Exponential, Vloull etc.). Some of the parameters participy to this failure law ar
specific to the dysfunctional aspeof the cimponent behavior, like the famolsisad in exponential laws
the diverse indicators on compoit technology and manufacturesed in databass as FIDES. All of thel
will appear in our DBD as “FailuParameters”. This structure is used to reflecet is available in current
reliability databases: Failure probilities, theirassociated parameteasd the way » compute them; but al
to supplythe information neededr failure behavior quantificatio

Concerning the modeling of dysfctional behaior description, we assume that =n a component becorr
faulty, it may execute differentligs functions ¢ executenew functions not speced in its mission. Thes
functions are modeled by SysMiperations stereotyped by “DysOperation”. Awas done fol“Trigger”,
these operations are allocated 5ysML constraints stereotyped by “EvalDyseration” to describe tt
faulty function in detail. The la: specific stereotype used in the DBD is r to declare the attach
statemachine that synchronizess nornal and faulty behavior of the compmt. This statemachine
stereotyped “DysBehavior”.

3. THE FIDES GUIDE
3.1. The core methodology

Concerning the reliability databas, we decided to use FID [14] as an exampleince it embeds reliabilii
analysis taking into account vaus impacting factors and is recognized ire industr [16]. FIDES
currently only accounts for elechic components but allow high level of detavhen describing syster
and componets. The method weresent in this article ainat connectingpur DBC and FIDESto embed in
our DBD the possibilities of the PES guide in terms of reliability analys



The FIDES guide 2009 is composed of three parte. firbt describes the methodology and the philogoph
behind FIDES. The second part contains the acttal fdr computing components failure rates. Thedag
details how to control and audit the reliabilitygereering process. The core methodology of FIDH8s®n
the principle of calculating the failure rate oétbomponent for its whole life cycle. Thid will depend
on the life phases and various parameters reftpthia impact of the design process, of the manuifisct
process, of the manufacturer, etc... This core metlogy represents the generic formulas common toyeve
component FIDES deals with. Then, for every famifycomponents, or even for specific components,
FIDES extends its core methodology with more peedisrmulas. Before analyzing the equations that
composes the FIDES core methodology, we need tnelgfio terms used within the FIDES guide to define
the various granularity levels:

- Product: This refers to the assembled entity foictvheliability is being studied.

- Item: In this guide, an item refers to an elemgnéantity, not broken down, for which the reliakyjlit

can be studied.

Within FIDES, an actual item can be a very spedfimponent such as a resistor or a capacitor.
The main equation of the FIDES methodology is ttedrine the failure rate of the product through its
whole life, Ayroguc

xproduct = Z )\’item (1)
item
Theiem is composed of 3 factors:
Xitem = 7\’physicalx 1_[PM X 1_[Process (2)

- Apnysicadescribes to the physical contributions of theufairate.

- IIew (PM = Part Manufacturing) represents the item itjaallhe evaluation method may vary
depending on the nature of the item considered.

- Tpocesstepresents the quality and technical control akerdevelopment, manufacturing and usage
process for the product containing the item.

As it is defined by FIDESIIpm and Ilyocess are multiplication terms that mitigates the purplyysicals
contributions represented Rynsicas The termllpy symbolizes the quality of the item manufacturiige
term Ipocess Symbolizes the quality and technical control oxarability in the product design process. In
complete FIDES analysi$l,ocessiS calculated based on results of a very detailetit andllpy is calculated

by evaluating the manufacturer’s process. FIDE® glans to simply assign a constant value to edich o
them based on experience in case of a lack ofceerffly detailed data. For exampl@,.c.ssis by default set

to 4 and it is advised to sHpy to 1.7 for active components and to 1.6 for otteenponents and COTS. We
won't describe in details how to determine thesdtiplication terms because it is part of the comgiun
specific part of the FIDES guide [14], and focustloa failure rate.

To determin@.wpnysicawe Will combine 2 other formulas given by the FIBBuide:

phased Annual_time,, ..
A ohysical = z [ 8760 ==X X phase j 3)
7\-PhySiC""': |: Z (;\‘0 X I—Iacceleratjn ):| X 1_Iinduced (4)
contributions

The formula (3) expresses the impact of the litgfijg on the failure rate for a one year periodiofe. The
parameter Annual_time is the time spent in a speglase and they.s. iS the failure rate in the conditions
of a specific phase. Formula (4) expresses thedtrgfavarious stresses on the basic constant éaitatie of

the itemi,. TheTlnguceq translates the sensitivity to usage conditionss komposed of various factor for
each family of physical stresses (thermal, elegltrimechanical, chemical, humidity, temperaturelingg.
Thellihgucearepresents the overstresses not usually listedas item placement in the equipment and usage
environment but also parameters such as ruggediidgsensitivity to overstresses. At first sightivee a
contradiction since there is two definition of htovcalculaté\ynysicas However FIDES describd$,guced@s a



factor that depends on the life phasBSecereraion depends on usage conditions and ekgnlepends on

physical stresses. In fact, formula (4) is onlevaint in a specific phase. Finally we can say ith&rmula
(4), itis nothgnysicarthat is calculated but thgnase

The two most important aspects of the FIDES guide a

- Both physical and process contributions to riskcaleulated,

- The physical contributions are highly dependenthenlife cycle definition.
Even without detailing the formulas used to comli&elerationOF Minduceathat rely on the description of life
phases, we can say that adjusting parameters loiescthe life phases of a product accurately is the
reliability expert most important job during FIDB8alysis.

To make it easier to analyze this core methodolegy,use a SysML model to highlight the connection
between these formulas and extract the list ofpaters needed to compute the failure rate of aystodh

SysML, each formula will be modeled as a constraimperty. We will then be able to connect those
constraints within a parametric diagram (Fig 3).

par Fides_Profile [Methodology]J
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Figure 3 Parametric diagram of the FIDES methodplog

To ease the understanding of Figure 3, we will sanme a few rules of SysML parametric diagram. €her
are 3 types of entities:
- Constraints properties, materialized by round camtheectangle. It is an instance of a Constraint
Block. Constraint block defines a generic formutal dhe constraint property defines its use in an
actual system/context and connected eventually etfier constraint properties. For example, “Ohm



Law” would be a constraint block, the matching doaiat property in a system could embed the
specific formula{ U1 = (R1 + R2) x I1 }.

- Constraint parameters, shown as squares on thecafdgmstraint properties. These represent the
parameters involved in the formula of the constrapioperty. Following with the previous example,
Ul, R1, R2, and I1 are constraint parameters.

- Value properties, presented by rectangles. Thesdhar properties of components of the system.
They are used to show how components propertiedirdked with each other through constraint
properties. For example, Ul could be linked to fmeperty “voltage generated” of a voltage
generator.

On this Figure 3, we identify the formulas 1 tosithe constraints properties: “Product Failure’rdteem
Failure rate”, “Impact of life profile” and “Physat contributions”. The other constraints propertesresent
how to calculatélpm, Iprocess @aNAITinguced

ITrym is calculated from four criteria (where higher rha@nmeans better results in terms of reliability):

- QAnanutacturedS the manufacturer’s quality assurance critéris. a note between 0 and 3 based on the
gualification of the manufacturer.

- QAienmis the item quality assurance criteria. It is tertmetween 0 and 3 based on the certification of
the item itself.

- RAiem is the item reliability assurance. The FIDES guillfines RAem as relevant only for
integrated circuits, discrete semiconductor, LEQ aptocouplers. It is a note between 0 and 3 based
on the tests the item took.

- Epsilon is the experience factor. It representsctiraponent purchaser’'s experience and trust with
the manufacturer. It is in general specific to anafacturer for all its components but it can be
component specific if relevant. Epsilon is a nateneen 1 and 4.

[TrocessiS calculated from the Process Grade. This progesde is obtained through the FIDES audit we
mentioned earlier.

TheAgnysicalOf @ phase is calculated with:
- o item Which is the intrinsic failure rate of the itematvely to a type of physical stress (thermal,
humidity, mechanical,...). It is a value that onlypdads on the type of the studied item.
- TaccerraionWhich represents the sensitivity of an item tyetof physical stress. It is item specific
but is often computed using more detailed parametethe item and the life phase considered).
- ITinauceaWhich model the contributions of overstresseshenfailure rate.

The factoTguceqitself is computed using:

- Ceensitvity Which represents the coefficient of sensitivity ¢oerstresses inherent to the item
technology considered. This value only depends$ertype of the item.

- Tpacementwhich expresses the influence of the positiorhefitem in the product studied (particularly
whether or not it is interfaced).

- Iappicaion Which represents the influence of the usage oftem. This criterion is evaluated by
answering 8 questions concerning the usage inghsidered phase.

- TuggedisingWhich is a factor describing the policy of takingcount of overstresses in the product
development. This criterion is evaluated by answgeguestions on the ruggedizing policy.

As a result, Fig 3 permits to identify the propestiof components (value properties) that are neéuled
compute the failure rate of a product with the FiDeethodology. The next step to assure the conmigstib
between our DBD and FIDES is to link the value mtigs identified in Fig 3 with the concept of d@BD
described in Fig 1.

4. CONNECTING FIDES AND THE DBD

Through our description of the FIDES guide, we pnésd how to calculate failure rate. This failuager
associated to an exponential failure law correspdandhe operation “Trigger” in our DBD that repeats
the triggering of a failure. Furthermore, the “EMagger” is defined in the DBD as the constrainbgerty



that allows to compute the “Trigger”. The “EvalTgigy” constraint property must connect all “Failure
Parameters” to handle the calculation of the failate)r. In Fig 3, we present the FIDES methodology as a
constraint property detailed with a parametric chag This parametric diagram connects various value
properties with each other to finally compute théufe rate. Ideally, every parameter needed byFIBES
methodology should be stored in the DBD with “FeglParameters”. However Failure Parameters as
described within the DBD should be specific to agk type of component but value properties of the
FIDES methodology sometimes depends on producgaesi life profile. As a result, not every needed
piece of information can be stored in our DBD. BHesj the core methodology is represented on Higt &
may vary since several parameters (suchlgsiraio) May need refinement through additional parametric
diagrams depending on the type of component coreidéNevertheless, this doesn’t constitute an issue
because it only means that EvalTriggers from déifércomponent type may differ which is allowed bg t
DBD definition. Table 3 resumes the conceivableoneection of the FIDES methodology and our DBD
meta-model:

Table 1 Correspondence between FIDES and DBD estiti

FIDES entities

DBD entities

Constraint blocks and properties
Product Failure rate (Ayroduc)

Life Cycle (Annual Time phase)
Lambda_0_item(stress)Ag iten)
Pacceleration(stress|IIacceleratio)
Csensitivity (Csensitivity)

Pplacement (product design)IIyjacemer)
Pruggedising (product design)I1uggedisin)
Papplication(phase, product design{IIappiicatior)
QAmanufacturer (QAmanufacture)

QAitem (QAitem)

RAitem (RAen)

Epsilon

Process grade

Used within EvalTrigger

Used within EvalTrigger
Parameter of Trigger

NULL

FailureParameter
FailureParameté&t
FailureParameter
FailureParameté&t
FailureParameté&t
FailureParameté&t
FailureParameter
FailureParameter
FailureParameter
FailureParameter
FailureParamet&t

@W- Failure Parameters refined through additionalstraint properties depending
on component type. Eventually, some of the subraters can be project specific.
@ Failure Parameters inherited from the compangllpwint of view.

NULL: No correspondent entities.

In Table 3 we can see two types of exceptionsrétatire specific adjustments:

There are parameters specific to the company usétki FIDES methodology. Parameters such as
the process grade should be implemented on the &EBDcompany level and instantiate in a project
useful version of the DBD. This mechanism of insitgion between company and project levels is
not yet formalized. In the meantime the processlgras a Failure Parameter used for every

component.

There are parameters specific to a single progath as the duration of the phases, the thermal
environment in each phases, etc. These paramétaukisnot be stored in the DBD since these data
are not reliability parameters. However, they astednined through system engineering when

describing the life cycle of the designed systemamning that these parameters are deductible from a

functional model of the system.

Finally, by matching the concept of the DBD and HHBES reliability database, we point out that syst
engineering activities lead to defining major aspef the FIDES analysis (Life profile, Design pess, ...).
We will illustrate that fact in the following exanepby analyzing how to use both SysML and the DBD t
perform FIDES reliability studies.



5. CASE STUDY: RELIABILITY STUDY OF A SIMPLE PRODU CT

ibd [block] FM Radio Mixer CircuitJ

«block»
FM Radio Mixer Circuit

LE: L E:
B
T1 : Transistor [¢5 2" 5] T2: Transistor
~ 5y pind : Al
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| c.

Figure 4 FM Radio Mixer circuit: Electronic schearad SysML internal block diagram

To illustrate the connection of our DBD and the E®guide, we realized a FIDES analysis of a simple
electric circuit (extract of a radio product Fig.ahd extracted useful data from the DBD. Our eXarigan
electric circuit from an FM radio. It is composedransistors, 1 resistor and 1 capacitor as skdown Fig.

4. We suppose that every item is purchased fronsainee manufacturer and system engineering acsivitie
have already been realized resulting in a SysMLeh@ektract on Fig. 4 and Fig. 5). From the itemided

in our SysML internal block diagram on Fig. 4, we able to search our DBD to get reliability partene

for FIDES analysis.

bdd [Context Diagram] FM Radio Mixer CircuitJ «block»

FM Radio Mixer Circuit
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i
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{AF=exp((Ea/Kb)x((1/T0)-(1/Tambient)))}
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Figure 5 Context Diagram in SysML of the FM raditxen circuit

Recent works showed how the system functional modalsystem can contain life cycle informatiori[a,

In our case, a context diagram in SysML permitdldscribe life phases and their associated requiresme
constraints and properties (Fig. 5). The systenmestrand life cycle as modeled during system ereging
activities can be instantiated as the life profieeded for FIDES analysis (Table 1). During system
engineering activities two phases were considebedand Off. On Fig. 5, phase properties are desdrib
the blocks Phase_On and Phase_Off. Phase spemifitraints and requirement are also present in 8ysM
The resulting FIDES life profile is summarized oable 1. We also attributed the mark I&,pjicaionin €ach
phase.

Table 1 Life profile description

Phase tannuatphase Thermal Humidity Mechanical Induced
Tambien RH GRMS-phaS| Hepnlicatior
Off 6 570h 25°C 70% 0,0 Grms 2
On 2 190h 25 °C 20% 0,1 Grms 4

Then we can sum up the reliability parameters retdre FIDES that are present in the DBD. The non
physical contributions of the risk are composedtlé Part Manufacturing and the Design Process.
Concerning our design process, we assume we dichabtan audit yet and we SHprcess = 4. The
manufacturer of the items is certified 1ISO 9000akhiorrespond to Qinutacture= 1. The items are qualified



internally by the manufacturer which correspon@®.,mponen= 1 (The scale for this parameters depends on
component type family but internal qualificationeguivalent to 1 for resistor, capacitor and trstos).
Concerning resistors and capacitors,.Rfwnendsn’'t relevant and set to 0O (if the software us®dcomputing
needs a valor). For our transistors, Bfoneni= 1 since it passed designed tests (High Temper&averse
Bias,...). In our case, the manufacturer is recoghizat their processes weren't analyzed which lgads
Epsilon = 3. To compute the physical contributiontte risk, two parameters are fully availableha DBD:
Csensisiviy @aNdAg em The kg iiem for each type of stress and the.Gsiviy Of €ach item are summarizeded in
Table 1.

Table 2 Physical contributions parameters

transistor capacitor resistor
Thermal Ao Th 0,014 0,048 0,01
On phase Humidity Aorh 0 0 0
Mechanical Aom 0,00011 0,0014 0,004
Thermal AoTh 0 0 0
Off phase Humidity AoRrn 0,031 0 0,014
Mechanical Aom 0,00011 0,0014 0,004
Csensitivitv 5!2 6!05 3!85

The remaining parameters are deducted from thersyshgineering activities. The FM radio mixer i$ no
placed as interface in the considered system,tieguh ITpacemen= 1.0 for every itemll;ggedisingiS S€t tO its
default value (1.7) because no study was realiaegvaluate it in detail. FinallfIscceleraion@re computed
using both DBD constraint properties and life geofdefinition parameters. The resulting failureerat
calculated is 8.9 FIT (FIT: Failure In Time, 1 FT1 failure per 1dhours).

6. CONCLUSION

In this paper we described both our proposition #omodel based dysfunctional database and the
methodology behind the FIDES guide which is desigae a reliability database. We showed how it is
possible to fully benefit from feedback formalizedFiDES within our DBD by connecting the two. The
FIDES guide is still a work in progress since ngpet of components are periodically added to it, ingk
the reach of the FIDES methodology greater. By hiatrthe concept of the DBD and the FIDES reli&pili
database, we also point out that system engineastigities lead to defining major aspects of thBES
analysis (Life profile, Design process, ...). All sgemake FIDES a worthy target candidate for a p@Roce
that would extract data from a SysML functional mbdnd use data from the DBD. Such a process would
feed one of the software implementing FIDES analy8iVindchill Prediction, RAM Commander,
Reliability, Care,... [18]). This process would add to the MéDISIS framework that aims to ease the
interconnection of system engineering and depehtatbomains.

Currently, MéDISIS and the DBD are applied in tHeALproject [4,19], from the project activities phing

to the product design phase. The LEA project cémsmstesting a scram jet motor in real flight ctioehs

which implies a high level of reliability. To adde reliability concerns, FIDES analysis will centgibe

conducted for critical subsystems of the LEA vehidturthermore, this case study permits to quattiéy
benefits brought by the use a model-based appr@obined with MéDISIS and the DBD.

One of the remaining issues that we need to adikdhe definition of the different levels of ouBD. As
we saw, parameters such as the process gradetasspeauific to a component but to the entire compamy
fact, the information contained in the DBD, as we foreseeing it, belongs to at least two diffelentls:
the Company DBD (common to every project) and thejget DBD (completed through the project
progresses). The process to handle the storagdooimiation, from one level to another, needs taldined

in details and the benefits of each level shouldbatified.

Finally, addressing the relation between FIDES and DBD leads us to address the challenges that
represent the use of Components Off The Shelf (QOmSa complex system with high dependability



requirements [20]. FIDES currently possess methodanalyze COTS impact on system dependability.
These mechanisms will be studied in details torasthat the DBD is fitted to make good use of them.
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