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Enhancing accuracy of low-dropout
regulator susceptibility extraction with
on-chip sensors

J.F. Wu, E. Sicard, A. Boyer, S. Ben Dhia, J.C. Li and
R.J. Shen

Presented is a new test method that consists in monitoring on-chip

internal voltages during susceptibility tests of integrated circuits. An

on-chip sensor was installed at several internal nodes within low-

dropout regulators to measure the distortion of internal signals

induced by the coupling of electromagnetic interference. The compar-

ison between external and internal measurement results shows that on-

chip sensor techniques enhance the extraction of circuit susceptibility

levels, especially at high frequencies.

Introduction: Owing to the increasing complexity of electromagnetic

environments, concerns about the susceptibility of low-dropout (LDO)

regulators are becoming ever more important, especially in critical

embedded electronic systems for automotive or aerospace applications

[1], the performances of which are directly linked to power supply

voltage integrity. Recently, various papers have described the failure

mechanisms of LDO regulators under conducted electromagnetic inter-

ference (EMI), linked to operational amplifiers (opamps) [2] or bandgap

cells [3]. In these papers, measurements of susceptibility were per-

formed with external tools, such as oscilloscopes and power meters.

This Letter proposes the use of on-chip measurement methods described

in [4], which give more efficient results by avoiding the effects of para-

sitic capacitors and inductors associated with bonding, package leads,

printed circuit boards (PCBs) and measurement probes that filter the

actual phenomena. This Letter presents a study of the conducted sus-

ceptibility of an integrated LDO regulator module. The comparison

between external and internal measurements shows differences that

indicate that only on-chip sensors are able to measure the actual

susceptibility level.

Description of test chip and DPI measurement setup: The LDO regul-

ator under test is part of a test chip designed using the Freescale

CMOS 90 nm process. Its purpose was to provide a regulated power

supply voltage to a small digital core. The most prominent feature of

the chip is the presence of on-chip voltage sensors on several internal

nodes, working as frequency aliasing sub-samplers [4]. High-frequency

signals can be measured (up to 10 GHz) with relaxed constraints on

hardware bandwidth requirements.

Fig. 1 shows the structure of the voltage regulator module and the

basic setup for EMI study. The regulator mainly includes a Kuijk

bandgap voltage reference with startup circuit [6] and an output feed-

back amplifier. Harmonic disturbances from 1 to 2000 MHz are

coupled to the VIN power line according to the direct power injection

(DPI) standard [5]. Two on-chip sensors were used in this module to

monitor bandgap and regulator output voltages inside the chip. Each

sensor uses a separate power supply and substrate isolation techniques

to prevent conducted disturbances from affecting its operation.
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Fig. 1 Test chip structure and general setup for DPI measurement

LDO failure types and mechanism analysis: When EMI is superim-

posed on the power supply pin, regulator and bandgap outputs are dis-

torted. Two different failure types arise during conducted

susceptibility tests carried out on the power supply pin: first, a part of

the incoming disturbance spreads to the output signal; and secondly, a

DC offset is generated by a parasitic rectification effect intrinsic to the

circuit under test. The offset can be positive or negative depending on

EMI frequency and amplitude. The first type of distortion can be elim-

inated by filtering, but the second type cannot and degrades the regu-

lation performance of the LDO. A uniform criterion is defined to

analyse the susceptibility, which consists in setting a margin of

+100 mV on the offset measured on the regulator output. Fig. 2

shows examples of on-chip sensor 2 measurements for two different

RFI frequencies (700 MHz and 1 GHz).
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Fig. 2 Internal failure monitored by on-chip sensor at 700 MHz and 1 GHz

On-chip sensor measurements and comparison with external

methods: The acquisition is based on an on-chip sample-and-hold

circuit that directly probes the voltage within integrated circuit (IC) inter-

connects. An associated post-processing phase reconstructs the timing

waveform. The detailed principle of this on-chip sensor is given in [7].

With the on-chip sensor, we can use the advantage of inner sampling

and enhance our measurement of the actual susceptibility level in the

chip, as shown in Figs. 3a and b. First, Fig. 3a shows the susceptibility

level of the regulator to conducted harmonic disturbance applied on the

VIN pin measured according to two methods: the EMI-induced offset is

measured on the regulator output either externally (after output buffer

and package) with an oscilloscope or internally with the on-chip

sensor 2. When failures arise (+100 mV offset), the two types of

measurement give different results between 700 MHz and 1 GHz, indi-

cating different susceptibility levels of the regulator.
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Fig. 3 Comparison between external and on-chip sensor sampling methods

a Internal and external voltage fluctuation measured on regulator output pin to
obtain +100 mV offset
b Fluctuation measured in amplitude of regulator output voltage under same
offset criterion

The characterisation of the harmonic distortion of the regulator output

is presented in Fig. 3b. The amplitude of regulator output voltage is
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measured externally and internally when a failure is detected. The two

types of measurement give different results above 600 MHz. It can be

seen that, above 1.3 GHz, the amplitude of the regulator output

measured externally decreases to almost 0 V while the on-chip sensor

gives a totally different result. It indicates a voltage fluctuation of

several hundred millivolts and thus gives the actual level of harmonic

distortion affecting the regulator output. The differences between

internal and external measurements of regulator output distortion pre-

sented in Figs. 3a and b can be explained by the contribution of

bonding, package, PCB and I/O output buffer structures. Above

several hundred megahertz, they act as a lowpass filter, which reduces

or even eliminates the disturbance. External measurement methods

cannot give the actual amount of degradation of output signal and

thus an efficient diagnosis of the electromagnetic susceptibility of an

integrated regulator. An on-chip sensor constitutes an accurate measure-

ment method of the susceptibility of each internal block of an IC, such as

an integrated LDO regulator.

Conclusions: This Letter has highlighted the difference between ex-

ternal and internal measurement and draws attention to accuracy

issues of external measurements of an integrated low-dropout regulator.

With the same failure criterion, sensor measurements indicate lower

EMI amplitude, thus invalidating the LDO regulator within the range

700–1000 MHz. Moreover, above 1 GHz the on-chip sensor detects a

larger harmonic distortion level of the regulator output than external

measurement. External measurement methods underestimate the sus-

ceptibility level and the disturbance of the regulator. On-chip measure-

ments constitute an efficient technique for addressing susceptibility

issues in critical internal blocks within system-on-chip, system-

in-package or 3D circuits.
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