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Abstract—The Internet of Things (loT) is a promising theme concerns and relies on specific solutions, alliances and-wor
of research. Covering subjects from micro-electronic to stial groups pursue their efforts to suggest some standardsffeat o
sciences with a major field in computing, network and telecom compromises. The main trade-off is between performance and

munication. It is judged as the future of the today’s Internet. The | itv. REID i h t technol hich
main idea is to benefit from an ambient intelligence instantited 'ONIEVIY: IS a much more mature technology whic

by objects assisting humans in their daily tasks. One has aady favors longevity and benefits from a myriad of standards. It
imagined use cases and challenging projects in separate a& has the functionality of a small writable memory used as an

but challenge often means performances and requires expeie electronic bar-code (tag) to identify anything. The intgjated
specific implementations or technologies. tag is passive and scavenges the energy from the radio wave
Paradoxically, this technology fragmentation starves usrbm a of its reader to transmit the requested informatioh [2]. The
rapid growth of the 10T whereas it prevents us to be flooded by X a - :
the uncharacterized traffic it would generate [1]. Interse¢ing’ range can be reduced for privacy purposes in the case of Near
three domains of research that are Systems Monitoring and Field Communication (NFC). We can infer from trade journal
Management, Ubiquitous Computing and Cognitive Radio, we that this latter technology attracts leading companiesthatl
B‘ggﬂﬂgﬁSogggrr]‘i%?/g‘gy"s"tﬁsol\r/‘l ;n gge%tf;t”a’%ga)ﬁetggzi ‘tﬁg a rapid convergence of standard will enable a worldwide @sag
paradox and originate the chatty object concept. pf RFID_. Apple already owns a patent to integrate RFID_reaQer
into their Touchscreen (US Patent 20090167699). On its side
. INTRODUCTION Google recently acquired Motorola Mobility and is working o
The IoT still misses its so necessarkiller applicatior @ NFC API for Android using state of the art NXP integrated

which would provide us both a cheaper technology and &#Hcuits for their phones. This new type of communicatiod an
uncharacterized traffic. To trigger the popularity of tha Iothe way people will use it will definitely impact on the way
while keeping an eye on what it could turn into, we introduc® Mmanage network equipments.

the UCSM use case. One can say that it is a monitoring arll:g
management application for the 10T which takes advantages
from the tiniest nodes while considering their capabiitighis 10 reach a certain level of quality, complex system require
paper promotes a communication architecture dedicatéudgo t00Is that measure, monitor, and manage them. These t@ols ar
use case. Therefore, the next section exposes the staeatthcrucial to better understand and improve the global behavio

of three main concepts while the third section gives an otlo©f & system by identifying its internal mechanisms. When

of the UCSM paradigm which intends to make them convergé System is managed or monitored, the common cycle is

The section four presents our first research initiativesand (1) measure and observe, (2) analyze to build a new set of
conclusion mentions future research steps. knowledge, (3) make a decision. Social systems and com-

munication networks are systems we both try to measure,
[I. A BRIEF REVIEW OF THREE PROMISING CONCEPTS  ynderstand and manage, their evolutions are co-deperident.
The novelty of our approach comes from the intersection fct, there is only one step between them and it is called
three main research fields. This section briefly presenis thegality mining. This recent paradigm studies social system

System Monitoring And Management

concepts and problematics. thanks to communication networks| [3] and it just misses its
o ] counterpart which will make our future networks match our
A. Ubiquitous Computing And The loT social systems and lifestyles. In the field of wired netwogki

IoT is the generalization of Internet to objects and casome measurement and observation methods have emerged
be seen as the participation of wireless sensor and actuatnd are used by network operators [4]. The analysis task
networks (WSAN) and Radio-frequency identification (RFID)s even more and more efficiently automated to anticipate
to the IPv6 network. We distinguish WSAN which organizenomalies, attacks, events and their trends [5]. On ther othe
objects specifically designed to give intelligence to thei-en hand for the upcoming loT and its wireless communications,
ronment, from RFID which most of the time only identifiesve still need knowledges and tools [1], [6].
basic objects. This distinction is illustrated by the ciealsvi- . i i
sion in the Figur&ll. WSAN offers new solutions for a variety~ 1he Cognitive Radio Paradigm
of areas from environmental monitoring, to smart museum orWhen Mitola introduced this paradigm ten years ago, he
gym [1]. Despite the fact that each of these areas has its odemonstrated by simulation the functioning of a cognitive



software defined radio (SDR)![7]. In SDR, radio signals are *;\cme wireloss 1inks | [WSAN REID
processed by software running on CPU or reconfigurable de- eive wirerees 1ime | @@ O)®)
vices. This approach has revolutionized radio-commuiuinat ~~ ..‘*‘ DX O&
since the whole communication stack could be adaptive and | @ "*=ies sense/zemaes) | @
not frozen by the hardware. Mitola also designed the Radio
Knowledge Representation Language which formalizes the
communication context. Based on this formalization he get u

a cognition cycle to be implemented by nodes to improve their

O Passive RFID tag

@ Passive average thing == ONS

@ Complex node System|

Classical approach

services. This concept opened an appealing field of research Product
. . . @@ specific
which is not yet realizable for average standards. Actutily behavior —
Achilles’ heel is that the hardware chain limits software to oo ontex
low data rate protocols on reduced bandwidth. State of the ar radio- v
SDR are still experimental or integrate intermediate $ohst gt QL Lok
with configurable deviced [8]. Today, this lack of platform Py 3
insinuate that cognitive radio is an old vision of the netkor A complex node Got approach

technology’s distant future that needs to be up to date.  Fig. 1: Here are two outlooks of the loT. On the top, the classi
lII. UBIQUITOUS COGNITIVE SYSTEMS MANAGEMENT. one digsociates WSAN _and passive RFID. Average thing; are
) i left aside and no effort is made to manage systems relatively

A. Making The Environment Chatty. to their context. At the bottom, our vision involves average
The UCSM oddness is to integrate contextual knowledgehings that use an universal framework to manage contextual

from "averagé things in the unsupervised management of ounformation making the environment obliging.

futures systems. The Internet of average things is often lef

aside because the added value for an average thing (fuernitur

mug, magazine) to becbnnectetiis not obvious. This com- radio approach. The value-added of ubiquity is that the Eogn
mon misconception is due to the literature which forces us {ge work done by nodes is accumulated and kept by average
think that a thing would communicate only to improve its OWRhings. Like Mark Weiser said in [9], information is every-
services and functionalities. On the contrary, it can ma&kese \yhere. People does not always cogitate to get an information
if a thing also exchanges information to assist its neighbothey sometimes just read and communicate. Before dealing
Thus, we can set forth the notion chatty thing When a ity intelligent things, let's make them chatty. Maybe some
thing is given a piece of information or context, it can adépt of the equipments, the most complex (gateway, computer and
behavior but it will mostly store then share appropriatéligt next smart-phones) will integrate cognitive engine withRSD
asset. Exchanging and inferring on the context gives t@g#ingne day, but not all of them, and at first they will be only
the possibility (1) to best serve humans and (2) to impro@nfigurable. For instance, many cognitive radio researatw
their communication (including the context sharing it)selftry to compute whole frequency spectrum, whereas it could
accordingly to their situation. This last point is our matté pe pertinent to ask the nearest object. This approach is used
concern. Context formalization should be evolutive andegien tor Wifi and Bluetooth pairing using NFC. Thus, this kind
enough to take into account any kind of information from 8sepf grchitecture should considerably improve Mitola coigmit
(preferences, daily routines, interactions), to objewsdqurces cycle since it allows evolved equipments to let some foatri

and capabilities) to environment (time, place, commuieat of their work and help the less capable ones optimizing their
protocols, waves propagation, regulation and standard).  communication.

As far as we know, nothing has been done to take into
account the Iim_itations _of average things v_vhile exploiting Taking Benefit From The Environment.
the amount of information they could provide to network o ) )
management. Given that an active protocol will suffer from When we are strolling in the street we are informed just by
battery problem for decades, we suggest to adopt a pasdReKing at traffic signs, promotional material, remindes, efo
technology as the minimum universal way required to shap&f smart-phone can do th‘? same by reading passive RFID
contextual information. Our paradigm merge every objectdd and start to put Weiser's word into action. Because the
in the IoT, from average things to complex nodes (senso%bJeCtS that surround us are most of the time the reflects of
electronic devices or personal computer). Like illustddtethe OUr lifes, observing them should give us interesting bemefit
Figure[l it provides them a framework to manage contextuliie outcomes olCSMare double. First it provides the neces-
information, "Average” things relay this information anchke  S&ry archltequre to monitor and manage our future networks
the environment chatty. This walk should both improve tha"d second it offers our everyday life object the contextual
functionality of products and their communication. Begaudnformation they need to behave as we want. The next three
improving the functionality of systems relatively to theiPCints give an insight into UCSM possible outcomes.
context remains to their designers, our concern is to improv « Behavioral guidelinesGive advices and tips to devices
the communication in the upcoming loT and adopt a cognitive  on their system or network configuration (ie: silent mode,



communication protocol stacks, local channel propagsmart-phones) and a back-end information system to process
tion, design for programmable hardware). the retrieved data (smart network equipments). Normative
« Traffic prediction and resource provisioninBeople gen- organizations like EPCGlobal, ISO/IEC and NFC Forum have
erate different types of network traffic depending on thefulfilled RFID systems with standards from radio signals to
context and personality. Observing the context mutaticervices discovery. The EPCGlobal structures them in Data
for each user will allow operators and gateway to antictandards and Interfaces standards, but we can also divide
ipate and predict the upcoming traffic but also forecattem into”ontological” standards anttechnical” ones. The
social trends. first will be considered later, to introduce the contextual
« Improve and multiply software assistan@ookies, pref- formalization of UCSM in the loT. The latter refer to the
erences, history and localization had made their promfay manufacturers design their chips, and will induce the
to improve information retrieval and intelligent softwaregeconfiguration possibilities of chatty things. If stantiaation
assistant like Siri and are usable by general electroroeganisms tend to adopt a unique technology, industrials
equipments. By simply scanning the surrounding objeatsioice will mostly determine the de-facto standard, speadlfi
a new dimension of context is given, furthermore thim the case of the air Interface, where the ISO/IEC 15693 is a
dimension would drastically augment the reality miningvorldwide alternative for the 13,56Mhz ISM band and serves
concept. as a basis for other standards. We have then considered this

C. Setting Up a Management Cycle. standard to integrate management primitives in RFID.

The presented concept refers to a complex managemBntAdaptation of an Air Interface Standard.
system. It can be split in several problematics which are of The ISO/IEC 15693 standard scope covers the nature of
increasing difficulty : the electromagnetic field for power and communications, the
(a) Management primitives in the 10T : Assuming that a physical characteristic of tags, and the medium accessqubt
universal chatty frameworks set up to monitor, manage(commands, anticollision methods). The communication is
and improve our communication network, the minimal rehalf-duplex and based on the exchange of a request from the
quirement for this framework is to be at least configurableeader and response(s) from tag(s). Each request or respons
Thus, this first problematic deals with the integration odre framed. A request consists of flags, commands, applicati
atomic management commands in the existing standartfa fields and CRC. Flags field determines the communica-
for passive communications to reconfigure chatty thingdion parameters of the responses (e.g. single/dual suécarr
(b) Context formalization and its storage : This second data rate), while the command fields details the action to
part deals with the possibilities to structure knowledge qrerform (e.g. read, write, stay quiet). A response consibts
the communication context in such a way that it coullags, parameters depending on the command, applicatian dat
be safely spread and shared among chatty objects. Tl CRC. A simplified common procedure follows the next
mains concern are to make the link between passive ncgigeme:
capabilities (in terms of storage, and communication),1) The reader starts an inventory round.
context representation, users privacy and existing dat@) Tags send-back their id following an anticollision proce
standard for the loT. dure.
(c) Contextual machine learning system: This third  3) The reader has inventoried all reachable tags
part studies the communication improvements that could}) The reader can send a request to a particular tag
emerge from the processing of such contextual infofhe two mandatory commands are inventory and stay quiet,
mation. A knowledge discovery process will enrich thgher command (read, write, lock ...) are optional or pro-
structure specified in (b) with inferences emphasizingetary. This protocol encourages manufacturer to pagir th
the relationship between the contextual situation, neétwofag design in three blocks which are respectively respémsib
behavior and their impacts on the network performancgg the analog interface and power management, the digital
T_he_se relationship will then train a machine 'eam'ngontroller, and the user memory blocks (see Mg 2). Thus,
aiming to choose the network behavior that best matchgsnout manufacturer innovation, the tag communication is
the contextual situation with regard to the expected ngfionolithic and gain few flexibility from the request's flags
work performances. This predictive management approaghig few command like the mandatory quiet command or the
would be applicable to any context sensitive system.  gptional command Write AFI (Application Family Identifier)
As a result, our first step has been to work on the integration .
of atomic management commands in current RFID standarffs, Theé RFID Atomic Management Commands.
enabling the reconfiguration of the tiniest IoT nodes. To offer a minimal management of the IoT tiniest node,
we suggest to make them not smart, but obedient and config-
urable. We argue that the first step toward ambient inteilige
A. RFID Standardization. is ambient obedience. Thereby, a solution to manage tag
Classical RFID systems are basically composed of threemmunication is to introduce horizontal cross-layerinis
segments which are tags (chatty things), readers (upcomimgans to remotely configure communication layer from the

IV. INTEGRATE MANAGEMENT PRIMITIVES IN THE |OT.



reader because it has a better visibility of its neighbodhoo
and also the ability to compute and make pertinent decision.
We have to admit that this strategy is near to be employed
thanks to the flag field and the command cited above. This
initiative needs improvement that goes through the use of
optional commands, additional commands and specific tag
design. We aim to offers readers the possibility to have
management primitives or atomic management command to
set and get (1) tag communication control registers, (2) tag
communication status registers or (3) tag programmablie log
design. Tablgl | summarizes the required modification of {&0]
enable our management primitive, while the figure 2 highligh
the differences between a common design and a manageable
design.

Optional commands to be used Fig.

Code name Management Usage
20 Read single block | Get tags control/status register values.
21 Write single block set tags control register values.
23’ Read multiple block Get tags configurable logic units.
4 Write multiple block Configure tags logic units.

Additional management commands
Code name Management Usage
‘03’ Copy single block store/load control register.
04 Copy multiple block store/load configurable logic units.

PASSIVE RFID TAG PASSIVE CHATTY OBJECT

User Memory
(Contextual Information)
&

System Configuration

User Memory

A
kommands Commands
. iConfigurable Digital:
Flags & uDlgltaI Control Flagsy 9 . gital
Cogn‘an S H Unit
{Anticollision : control registers
&M 1 [controfregisters]
emory access) - >
LSt
Flags i Flags______.. i __________
:Conﬁgurable Analogi
Analog RF H Unit H

& power regulation

us registers

Antenna Anterna

Request Request

2: Here are two simplified diagram block. On the left is a

common RFID tag design. Its communication is driver by the
flags field of the request and by others few specific command.
On the right, the behavior of a chatty object is configurable
from the reader by accessing internal register or configurin
programmable units.

interface protocol standards for HF RFID. The followingpste

will be to handle the context formalization, by updating RKR

TABLE I: Management Primitives RFID Commmands

of [[7] and offer to average things a tailored version. Finalhe

_ _ o _ _of the trickiest difficulty will come from the last probleniat
Coupling this set of management primitives with a configt can be referred as a “bootstrapping” problem in which
urable design make the use of other optional commands sw@ have to consider network behaviors that do not exist yet

as Lock, Write AFI or Get System information obsolete sincgnd

the associated issues. We intend to solve this starting

they can be modeled by read or write access to tag state. fys emulating the known behaviors in the 10T (ie: existing
illustrated in the figuré€l2, a configurable design let the eeadnhetwork behaviors and new behaviors to be introduced by our
access its state (assuming that locks are properly conéijurenanagement framework).

because its state is included in the memory plan. The term
state covers both functional registers of the tag (detdngin

its behavior like a flag does) and configurable logic unitsolhi  [1]
can be compared to configurable logic blocks in programmab[gl
devices (e.g. Field Programmable Gate/Analog Array). For
instance in the case of RFID, these primitive could allow
readers to organize a deterministic TDMA between tags onl
by handling the register they use to determine their time
slot. The use of these simple management primitives signplifi4]
the high level protocol implementation since its reduces th
number of commands, in return the circuitry complexity[s]
increases because it involves programmable logic and non-
volatile memory to configure the device. Nevertheless, we
believe that our approach offers a feasible trade-off betwe [6]
read only tag and software defined radio.

V. CONCLUSION AND FUTURES WORKS 7]

In order to enable and control a rapid growth of the8]
0T, we introduced the UCSM transversal use case which
takes part from three promising domains of research. This
paradigm makes the environment chatty, leveraging comaxt
. ) ! {191
information to manage the IoT. After having exposed the mai
problematics of our concept, we have introduced the startif10]
point of our ongoing research which is to adapt existing air

REFERENCES

“The internet of things: A survey,Computer Networksvol. 54, no. 15,
pp. 2787 — 2805, 2010.

K. Finkenzeller, RFID Handbook: Fundamentals and Applications in
Contactless Smart Cards and ldentificatid®nd ed. New York, NY,
USA: John Wiley & Sons, Inc., 2003.

3] Y. Altshuler, N. Aharony, M. Fire, Y. Elovici, and A. Pdahd, “In-

cremental learning with accuracy prediction of social andividual
properties from mobile-phone dataoRR vol. abs/1111.4645, 2011.
N. Larrieu and P. Owezarski, “Metrology of internet netks,” in Digi-
tal Cognitive Technologies. Epistemology and the Knovédegonomy
John Wiley & Sons, 2010.

J. Mazel, P. Casas, Y. Labit, and P. Owezarski, “Sub-spaastering,
inter-clustering results association & anomaly correfatfor unsuper-
vised network anomaly detection,” Metwork and Service Management
(CNSM), 2011 7th International Conference, att. 2011, pp. 1 -8.
D. Dujovne, T. Turletti, and F. Filali, “A taxonomy of i@e802.11 wire-
less parameters and open source measurement t@usymunications
Surveys Tutorials, IEEEvol. 12, no. 2, pp. 249 —262, quarter 2010.
J. Mitola, “Cognitive Radio — An Integrated Agent Architure for
Software Defined Radio,” DTech thesis, Royal Institute ofhfelogy
(KTH), Kista, Sweden, May 2000.

A. Nafkha, C. Moy, P. Leray, R. Seguier, and J. Palicotpft®&are
defined radio platform for cognitive radio: Design and hiehécal man-
agement, recent advances,”\lireless Communications and Netwqrks
J.-C. Lin, Ed. InTech, 2011.

M. Weiser, “The computer for the twenty-first century.” ciéntific
American, 1991, pp. 94 — 10.

“ISO/IEC 15693 (all parts), Identification cards Coarttass integrated
circuit(s) cards Vicinity cards,” 2010.



