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Abstract—In this paper, we propose an anonymous protocol to find the identity of these important nodes. This information
secure nodes which have important roles in the network. We focus can be useful for the attacker to plan attacks against the CA
in the clustering approach to secure the Mobile Ad Hoc Networks g6 in order to disturb the cluster operation. Therefore, if the

(MANETS). In each cluster, a confident node is selected to . . .
ensure the Certification Authority (CA) roles; however, the cluster CA node is compromised, that means that the security of the

security depends in the security of the CA node. Therefore, we cluster is calling into question.
present an Anonymous Dynamic Demilitarized Zone (ADDMZ) In this paper, we focus on the secure distributed architecture

to protect the CA node identity and to avoid the single point of to ensure the security and we introduce another security’s
failure in the cluster. ADDMZ is formed by a set of confident 53 meter, called anonymity. The goal is to ensure the sensitive

nodes which have a high trust level between them and their goal is - . . - . ;
to filter the communication between the cluster member node and SECUrity services such as: CA and Registration Authority (RA)

the CA node. Moreover, we draw one’s inspiration from military ~nodes without disclosing the nodes’ identity. We use the
defence mechanisms such as: camouflage and identity changesimple designed verifier signature (SDVS) [1] to generate the
mechanisms. We present protocol to realize these mechanisms bygynamic pair-keys and we use the pseudonym for a confident
using the identity based cryptographic from bilinear maps. The jqantity instead of their real identity in order to mask the
security analysis is proposed to discuss the proposed protocols. real identity and to protect them against potential attacks. We
|. INTRODUCTION improve the DDMZ concept by introducing the anonymity

L . oncept to design the Anonymous Dynamic Demilitarized
In recent years, researcher’s attention is turning towards r%e P 9 y y

o . : one (ADDMZ). The idea consists in making the CA identity
sec_urlty n Mob_|le_ Ad Hoc Ngtwork_(MANE'_I’s) mainly due to node hidden for unknown nodes and the nodes with a low trust
their charactgnsncs and their apphcanop fields. !n MANETﬁeveI. To reach this goal, the identity change and camouflage
the privacy issue becomes more crucial and important fﬁ{echanisms are presented. Furthermore, we propose a new

mobile nodes because of MANETS’ characteristics particularp}/ro,[ocOI to establish the ADDMZ and the communication

In our previous work, we proposed a distributed hierarchical
chitecture which divided the network into clusters to secure
network [5]. In this architecture, we have defined a

rr?eonpoe dne’zeitjvgrtli(tymiswemgzsgg t?ctjri Ish?a?]?]reeldegzeigrr;%?oﬁ?nra and extra ADDMZ. Moreover, the secure protocol of the

. : ) . : cémmunication between clusters is investigated and presented.
Wlthout trying to secure the |dent|ty of the n(_)des Wh.'Ch have The rest of the paper is organized as follows. The section
an 'mpoft.a”t role in the .network like security services, thﬁ is devoted to the summarization of the distributed architec-
vulnerability can be exploited by attackers to create the Dentﬂlre and the DDMZ concept. Furthermore, we present some
of Services (DoS) attacks. The security in MANETS consis Sxisting works with the ano.nymity conceiot Moreover. we
to ensure the authentication, authorization, confidentiality, da?&mmarize the simple designed verifier sign.ature (SDV’S) In
integrity and dynamic trust model evolution. Many solutiongection lll, we present the proposed protocols named IéCP
were proposed in literature to secure MANETS, however, fevv\\/hich is Based on identity change and camouflage mecha-
of them take into account the real MANETS’ characteristics. ; . : . .
such as: mobility, open network, energy limitation, efc. nisms. In section IV, we investigate the security analysis _of

. : the ICCP and we present its performance. Finally, the section

In our previous works, we proposed a new archnectuv concludes the paper with future works
based on a trust model and a secure clustering algorithm ‘in '
order to create a dynamic key management system adapted to Il. RELATED WORKS
MANETS' characteristics [5]. The main idea consist in dis-
tributing the Certification Authority (CA) in each cluster andar
ensuring the security of these CA nodes by a new mechani
.Ca”e(.j DDMZ (Dynamic Demilitarized Zone). Howeyer, the[rust model to assign different roles such as the certification
identity of the CA node and the set of nodes which forrguthority (CA) and the registration authority (RA) roles in
the DDMZ are.not protected. That means that any un'knovg& h cluster. We also proposed the secure distributed clustering
node (not confident) can eavesdrops the communication aaﬂaporithm (SDCA) to divide the network into a certain number

* This work is supported by the ANR "Agence Nationale de la Recherctf ClUSt_erS- FL.‘r_the.rmore! we introduced the new concept of
- France” within the project framework ARA/CLADIS. Dynamic Demilitarized Zone (DDMZ) to secure the CA node



in each cluster. A DDMZ is an intermediate zone betweeaonfident nodes and the camouflage mechanism for the CA
unknown nodes and the CA node in each cluster. It is formadd RA nodes in order to secure the DDMZ. Hence, the goal
by a set of confident nodes, where at least one has the RA rideto mask the identity of all confident nodes particularly
The RA role consists in filtering the communication betweethe CA and RA nodes and protect their activities against
the CA and other nodes in order to protect the CA node agaiesivesdropping and traffic analysis attacks.
any potential attack. However, this architecture does not ensur&Ve consider that each confident node has both a real identity
the anonymous communication between the confident nodesid a pseudonym, and it also has two pairs of keys: real keys
There are several approaches of anonymous communicatigorivate/public) and dynamic pair-keys generated according to
Zhang et al. [3] proposed the anonymous communicatitile SDVS scheme [1] for each a cluster’s configuration or
protocol called MASK. In MASK protocol, the authors assumérmation. The set of the notations used in the paper are listed
that the system’s administrator generates a large set of pseirdtable .
identities (IDs) for each node. However, each node has _a . )
certain pseudo ID set. The set's size should be large enodgh!dentity change of confident nodes
in order to avoid the vulnerability to find the pseudonym In order to realize a confident chameleon node with identity
by attackers. The real problem is that the pseudo IDs wonkasking, we used the bilinear maps and the mechanism
like real identities and that the attackers are able to identifieveloped in [4]. We suppose that each confident node has
each node. In addition, the pseudo identity maintenance a®tret pointSP; which depends on the real identity of the
management are costly. Rahman et al., [4] proposed RIOMONfident node. Howevel§P; is generated as follows: first,
protocol to improve the MASK weakness by reducing pseudbe system determines two grou@s (additive group) ands,
IDs’ maintenance costs which nodes take only one pseudo (Dultiplicative group) of the same prime order g. Secondly,
from system’s administrator and generate their own pseudo IIbsdetermines a bilinear mag' : G; x G; — Gy and
for an anonymous communication. Another work dealing wittwo collision resistant cryptographic hash functioAs and
anonymity and privacy proposed a secure dynamic distributétt defined as follows:H; : {0,1}* — G; and Hs
in [6] which is based on "the onion routing protocol” [7].{0,1}* — {0,1}* where¢-bit fixed length output. Thirdly, it
This protocol ensures the route anonymity but not a stroggnerates the secrsét € Z, of confident community nodes,
location privacy. Kong et al. [2] proposed an Anonymous Orut neither the confident nodes nor other nodes know the
Demand Routing (ANODR) based on topology and broadcasstcretS.. The confident nodes securely receive their secret
to improve the receiver's anonymity. ANODR is an on-demarfbint before the nodes’ deployment. In addition, the system
protocol based on trapdoor information in the broadcast. Traparameters{G1, G, f, H1, H2} are known to the confident
door information is a security concept that has been widefypdes. Therefore, each confident node has a secret point

used in encryption and authentication schemes. SP; = S..H,(ID;) whereID; is its real identity. When a
confident node ID;) wants to change its identity for any
TABLE | i i i i
security reason, it generates a new pseudo identity calleg
TABLE OF VARIABLES AND NOTATION . ty 9 . P y
and its pseudo secret point Pp;) as follows:
ID; Real identity of the node i IDp: = r:. H:(ID:
. . Pi =T 1( z)
IDp; Pseudonyme of the node’s identity { . _ .
<K, K] > Public and Private Keys of the node i SPp; =1i.5P; = 1i.Sc. Hi(ID;) = Se.1Dp;
<rK[,rK; > | Real public and Private Keys of the node j wherer; is a random number generated by ndde;.
SKZ? Session key shared between nodes i and j
KEZI Key Of the group I Node A : ID; Node B ID
Eag (M) Cryptogram of M encrypted by public cryptography e | :A(IDHHNHK*‘HQ "
algorithm (RSA, ElGamal) and using a key K s=Hy{Hp||SKpg) |V7Kes il 3 ST TR
SIN, - (M) Signature of the message M generated by the node i = f(IDen, Dea)*
Esg (M ) Cryptogram of M encrypted by symmetric cryptog- TS 1z Essyern (1D pa|re] Very) | | Vor—raasiaia)
raphy algorithm (AES, 3DES) and using a key K = f{IDrs, T )™ = -

Vern =Hz (Kanllcallrs )

If (Vers == Vers) then
Vera=Hz(Kag|ra|| r5[Dpa|[Des)

IIl. ICCP: IDENTITY CHANGE AND CAMOUFLAGE

ESSK;;; (IDPAHIYWAJ

PROTOCOLS 5
A. Preliminary Vera =Ha(K salrall el o)
Vera==? Very
The military defence mechanisms such as: camouflage and
identity change mechanisms are inspired by the animals’ Fig. 1. Anonymous confident nodes authentication

defence mechanisms. Many animals use the camouflage mech-

anism to avoid the predator’s attacks, we can quote as exampl#/hen two nodes A and B want to check if each other
the iguana’s camouflage when it is perched in trees. Tie confident node, the process is shown in figure 1. Let's
chameleon is an example of the identity change. Therefoseippose that the new pseudo identity of nodes A and B with
for our solution we adopt the identity change mechanism ftheir associate secret point are called @59 p 4, SPpa} and



{IDpp,SPpp}. Node A sends its new identity with the(i) private and public keys at each cluster’s formation and
random Vaqu:[DpA,TA,K;A7S> to node B, wheres = configuration. Then( A; establishes the secret session key
Hy (K} ,||SKER) and SKEE = (Kj;)%ra. Once node (SKgﬁj)with eachRA; node according to the SDVS scheme.
B has received this information and after deciphering by itehe C'A; node establishes the session key as follows:
private key, it calculates the session ke L% = (K ,)rs o It computesK;, = z;.Hi(CA;) wherez; is a random
for the next encryption packet and it checks the integrity of number inz, and then, it computes the public key of the
PAs public key and the session key by using the parameter cluster i (/, ) and the value "s” to ensure the integrity
"s”. If the checking procedure is going well, it computes + RA; S =P

a key Kp4 according to the bilinear propertiedyza = of K¢, and SKC};;‘A,aS follows: ffﬁ“l =9 CA;(_and
F(SPpp,IDp4) = f(IDpp, IDp4)% and it generates the 5 = Ha(K4|ISKc)y)) where SK ! = (K, )" 4.
randomrz, and then it generatdSery = Ha(Kpal|ra|lrs). o Itformsthe messagel = [#1d,||CA;||RA;||Kf 4 |s],
Then, a node B sends this informatiqiDp 4,75, Verg) where #1d, is a unique identifier for each packet in
to node A encrypted by the session key. When node A the entire network which is randomly selected. Then, it
receives this information and after deciphering by the session encrypts the message M by the public key of fRé;

key, it computes the key 45 like node B did it: K45 = node as followsC' = Eay+ (M).
f(SPa,I1Dpg) = f(IDpa,IDpp)% = Kpa, then node A, The CA; sends the packet P (B€)) to RA;.
computesVer; = Ho(Kapl|lrallrg). If Verg == Very

Once the node at one hop from tlie4; has received the
packet P, it tries to decrypt the cryptogram "C” by using its
rivate keyK‘j, if the deciphering operation is successful,

n the receiver node deduces that it is the destination and
checks the integrity of the packet P, otherwise it is not the
gestination and it drops the packet.

The C'A; node repeats the same operation with each RA

then it calculates/ero = Ho(Kagl||rallrs||[IDpal|lIDpg)
and it sends encrypted informatioff Dp 4, Ver4) by the
session key to node B. Once node B has received t
information and deciphering operation going well, computes;jt
the Ver!y = Ho(Kagl||rallrg||IDpallIDpp) and compare
it with Ver4 if it matches, then node B deduces that node

's & confident node. node, and then, it shares the session I@Kgﬁ-?) with all

According to the trust model developed in [5], each node h 4 . i
a trust metric {'m) which defines the node’s trust level. Onlye& nodes {24,). Furthermore, theC'A; uses the shared

a confident node can have the highest trust leVeh (= 1). session key with the RA nodes to generate the group key

However, when the unknown nodeD; (which does not (K,) of the ADDMZ. Therefore, if the size of the ADDMZ

. N [ then K¢ i nerat follows:
belong to a set of confident nodes) joins the cluster, thsek' en K is generated as follows

cluster's CA gives it a low trust level and increases it when i RA, RA RA,
the monitoring process gives its positive evaluation. Ohbg Kg = Ho(SKo |ISKou - [[SKoa!)

has reached the conditions to become confident, we need !9 he set of RA nodes which form the DDMZ of the cluster
answer to this question: how a new confident node obtain ft&lkes the pseudonymP DM Z;". We use the same principle
secret points 2 In our model, only the CA node can generatgs o jcast used by ANODR [2] to secure CA and RA nodes’
the confident status by changing the identity of the unknowgeeiver anonymity. For instance, each packet transmitted to
node changes. frond Dy, to IDF,”‘? = Hl(IDk)'IDPi where o CA; or any RA node in the cluster (i), the destination
CA; = IDp; is the CA node’s pseudo identity. Moreovery yqress should be quoted BD M Z;. No node, even located
the CA_ node generates the secret pdip,, 10 IDpr S 4 gne hop from thé> DM Z; is able to identify the RA node’s
follows: pseudonyme and to know the real identity of the RA nodes
e i o the DOMZ. Therre I rder o secure the s
— . . — . ’ ddmz’ “rddmz
= 7i-Se. Hy(ID3). Hy (IDy) = Se-1Dpi. Hy (IDy) of the Anonymous DDMZ need to be generated. These keys
= Sc.IDpy are based on the secret shared group K@ybetween a set
f RA and C'A; nodes. The private key of the ADDMZ is

Once a nodel Dy, has received its new pseudonym identit .
IDpy, and its cgrresponding Secure PgiﬁPID Y it can Known only by RA and CA nodes and is calculated as follows:
Pk

authenticate and be authenticated by any confident node. aam= = H1(Ky). However, the public key of the ADDMZ
is calculated as followsK }, = = gXaam:.
C. Security of CA and RA nodes in ADDMZ

In order to secure the CA and RA nodes, we adopt tIPe'
camouflage mechanism. Once the CA node is elected, itin the intra-cluster communication, we distinguish two types
changes its identity by generating the new pseudonym identitycommunications: intra-ADDMZ communication and extra-
named (C'A; = IDp;) according to the identity changeADDMZ communication.
mechanism illustrated abové€!A; = r;.H,(ID;), wherer; 1) intra-ADDMZ communication: The communication
is a random variable generated byp,;. Moreover,C' A; uses intra-ADDMZ does not exceed one hop from the CA. Only
the SDVS scheme [1] to generate dynamically the clustetise CA and RA nodes are able to decrypt the information in a

Intra-cluster communication



packet broadcast in this zone. However, the CA can privatdty the nodeN;, if N; is unknown, theC A; allocates the
communicate with each RA node. visitor’s status with a low trust level falv; node. In addition,
The communication between the CA and RA nodes the "validtime” parameter determines the valid time duration
encrypted by theK; in the case of the broadcast packedf the certificate. The forwarding operation is repeated as
for ADDMZ. However, in the case of the private commudescribed above until the border nodes are reached which
nication between the’'A; and RA;, the both shared ses-meanshop —1 < 0.
sion keys SKgﬁj) and the group keyk; are used. Once, 3) Certification requestif N; wants to join the cluster (i),
RA; wants to privately send the message to the CA; itrequests th&'A; by sending the certification request packet,
node, it forms the packet as follows® = (@), where as follows:
Q = B, (#1dy, OA, RA;,C) and Cis the cryplogram 110 uq Cert_req, hop, DDMZ, Ny, S)
encrypted by the session ke&yK .,/ (Q = EsSKg::j (m)).
Only RA and CA nodes are able to deciphering the packet

using the group key and checking the destination and sou
address which can be RA or CA nodes. the C'A;. The member nodes of the cluster do not accept to

2) Extra-ADDMZ communication:in order to mask the forward the packet of the nodes which do not have the valid

identity of RA nodes which generate the pair of keySertificate except the certification request.
(K 4= K gum.) based on the group key. The public

key of the ADDMZ (K, .) and the public key of the , o
CA role (KE“A,) are brtgiadcast by the€’A; node in the The inter-clusters communication is ensured by the border

g‘odes. For security reasons, not all border nodes can ensure

ere, S = SINKJ (Ni||Kj{,i). All certification request
uld passed via theD M Z; (RA nodes), before arrived to

Inter-clusters communication

HELLO cluster beacon via RA nodes to all the nodes i i ;
e link between two clusters but they need to have a high

the cluster (i). The HELLO cluster beacon is periodicall level h f details th
generated by the CA node in order to maintain the cluster a st level to get the getaway status GW, for more details the

to distribute the cluster's identity information which come%eader can refer(;co the ;rUSt model in [5]. The communication
down to the ADDMZ public key and to the public key of the etween GW nodes and ADDMZ (Anonymous DDMZ) must

CA role. The hello cluster packet namé¥.;, is formed as be epcrypted. When th_e bor_der nale with a high trust level

follows: Ppeno = [#Id,, hop, DDMZ;, K/}, (KT, 8], receives from clusters i and j the cluster beacon HELLO packet

where thehop — hopmwp— 1 which is the clustera e and Prreito, it will securely request thel DD Z for each cluster

S =SIN,.- (#Id,||K}, ||KS, ) to obtain the GW certificate. The GW certification is generated
o e e canm CA; and CA; nodes after a mutual checking procedure,

In order to realize the camouflage of the pseudo identi X
of the CA and of RA nodes and according to the previom} be thatC'd; andC'4; are confident n_o_des. The,, forms
G’packet to request the gateway certificate as follows:

section, we use the anonymous broadcast address. In the U
of IEEE 802.11, a predefined multicast address can be used N, — DDMZ;
as source or destination MAC address [2]. '

When nodeN; receivesPg.;,, it checks if Gop — 1 > 0) (#1dp, hop, DDM Z;, Ny, Certoa, (Na), U, 8)
then it continues the checking operation ; otherwise it dropghere,
the packet. Then, it checks the packet identifigi/{,), in _ 4 I
other words, it checks if the packet has already been receiv; dv = EaKIdmz,; (Nzl|Certoa, (No)[|CAF K 4, 11K gz, )
or not. If the packet has not been received it continues to S5 = SINy— (#1d,[|[DDMZ;||Certca, (N:)||U)

check the integrity and the authentication Bf.;;, by usin . T
grry i, by g ane theAD DM Z; receives the gateway certification request,

the public key of the CA role ; otherwise the packet is rejected.,. L :
In the case of the whole checking procedure is going well atlirst checks the validity oVertc 4, (), then it checks the

the receiver node has its certificate from thel;, it forwards integrity and the validity oCertc4, (N,), then the trust level

: - he nodeN,. If the checking procedure is going well, the
the packet to its neighbours after the hop parameter has bgé
updated. Moreover, it adds its certificate in the packet and DM Z; forwards the packet to thE4;. TheC'A; needs to

check that the real identity of th€A; belongs to the confident

saves the#Id, and the reception time of the packét..,. ; : o
The #Id,, DDMZ; and T, are important to route the community. Hence, the anonymous inter-cluster authentication
’ b o is needful.

packet to theAD DM Z; and to form the routing table based inter-clust thentication: O the C A
on the virtual circuit identifier (VCI) concept [2]. This Concepp\nonymous inter-clusters authentication. nce thet 4,

permits to route the packet according to the virtual identit ants to check if th@A.j role IS ensured by the confident
The format of the forwarded packet by the node is as ode and create the virtual private network between both

follows: (#1d,, hop— 1, N;, Certoa, (N:), K, K+, . S) clgsters i and j. TheC'A; generates the packet to thfeA;
where the certificate format is defiqned as follows: " with the random #; = Cha.”engen used to generate .th@Ai
(CA; =r;.H,(ID;)) and its pseudonym'A;. Then, it sends
Certca,(N;) = SINK(;A [Ni||status\|K]\L,i||validtime] to RA, the packet which is formed as follows:

i

The status parameter determines the security level attributed ~ CA; — RA, : (Esy; (#1dy[|RA,||CAi]|Q1))



where ), is defined as follows: If Ver} equals toVer; then theC'A; deduces that’A4; is a
- E J(#Id,, hop, N,,,U confident node. Ther(; A; generated’er; so thatC'A; checks
@1 SsKy! (#f pr 0P v if the C'A; is a confident node.
Ul = EaKérA/_ [KCA,”TLHS}

Ver; = Hy (K j|[ri||rj||C A |CA;y)

S = SINy—  (#1dy||N,[|KE 4 [|C A1) _ S ’
i ) Using the same process, noded; sendsVer; to CA;.

Once theADDM Z; has received the packet, onfyd, takes onee the A, has received the parameters and after the

on the certification request of node, forwards the packet 10 ¢hecking procedure has been carried ofitd; computes
its nelghbours. Ve’l“; (Verg = HQ(KLl'|’I“1HTJ||CAZHOAJ)) and checks if
DDMZ;(R,) — N, : Ver; == Ver; then CA; are now sure thal’A; node is
(#1d,, hop, N, Certca, (DDMZ;), Uy, S) a confident node. Therefore, the gateway certificationvf

node is generated by both nodés4; and C'A;. Figure 2
where,S = SINK;d (#1d,||Nz||Certca,(DDM Z;)||Ur)

When theN,, receives the packet frodDDM Z; and after ca; Ra,/ DDMZ; N (W)
the integrity and authentication checking procedure has been LP=<C1> | 2% #ap, hop, 1, Cortex (DM, UL, S 5
carried out by using the .paramgter S, it uses _|ts ce.rt|f|cat|on | g
Certca,; (N.) to communicate with the cluster j and it sends It DOV communiation_ExtrD DM communiaton >“3
the following packet: N (GW) BRI ca §

N DDMZ 3: <#Idp, hop, DDMZj, Certea(¥x), UL, S = 4:P==C2> E

r — 7 . ﬁjy %

<#Idp7 hopa DDMZ]7 CeTtCAj (N:L’)a U17 S> Bt RN solunnesion Intra DIMZ] cnmm\lnitaﬁnnij )

where, S = SINy - (#1d,||DDM Z;||Certca, (Ng)||Ur) Ca Ba- DML Moo |
and U, is the same block receiver as the one from the S P=<C3> | 6:<#ldp, hop, N, Certess (DDMZ), U2, § > i
DDMZ;. | g

Once, the DDM Z; has received the packet fromv, : >§
and after checking the hojertc 4, (N,) and integrity with RiE R i g
authentication of the packet tieD )V Z; forwards the packets 7 ##dg g DOMY, Cettes i I 8% | | S P=stan E
to the C'A; as follows: veifover] | 8

DDMZj(RAx) — C4;: <E5K-!z'(#IdeCAjHRAx||Q2)> CA; RA,/DDMZ,; —

T g

Where,Q2 — ESSKg‘;:’j‘ (#Idp7 hop, Nza Ul) and RAL iS the 0: P=<C5> 10: < #Idp , hop, Nx, Cert s (DDMZ), U3, § = E
member of theDDM Z;. o - H
After deciphering and checking th¢l/d, and hop parameters, R R o g
the C'A; node decrypts thé&/; block with its private key and _ g
. ) 11: <#Ldp, hop, DDMZj, Certcai(Nx), U3, S = 12: P=<C6> g,

checks the integrity ofV,, anngAi parameters. If the whole i
verification procedure is going well ti@A; computes the key P T s ||

K; ; and theVer; parameters as follows:
{ K; ;= f(SPj, OAz’) — f(C'Aj, CAi)Sc Fig. 2. Anonymous CA nodes authentication

Ver; = Ho(K; 4||ri]|r; . L
5 = Ha(Kiglrillrs) illustrates the anonymous CA nodes authentication protocol.

where, theSP; is the secret point of the nod€A; and the \yjith this protocol any CA node can anonymously authenticate
r; is the random challenge generated by n6dé; in order iher CA nodes in adjacent clusters.

to generate its pseudony@A; = r;.H,(ID;). Then,CA;
node sends the parametersand Ver; to nodeC4; by the IV. SECURITY AND PERFORMANCE ANALYSIS
same way as described above. A. Security analysis
Once theC A; has received the packet, thed; will use the

session shared key witR4,, to decipher the packet and after]c
checking the parameters of the packet’s signature by using
the public key of theC'A; in order to be sure that a packe
is generated by th€’A;. Moreover, theC'A; uses its private
key K. 4, to decipher the parametéf, (cf figure 2). If the

Identity privacy of confident nodes: with ICCP the con-
ident nodes’ identities are protected by using the pseudonym
or pseudo identity, so that no node is able to guess the real
1identity of the confident nodes from the pseudonyms. The
pseudo identity mechanism permits to dynamically change the
. ; o . pseudo identity of confident nodes such as: CA and RA nodes
deciphering operation is successful then it computeshihe for each cluster's formation or new cluster’s configuration.
and checks th&’er; parameter. Security of security services: in order to secure the CA

Ki; = f(SP;,CA;) = f(CA;,CA;)5¢ and the RA nodes in each cluster, we did not limit only
{ Ver, = Hy(K; jl|rillr;) on the protection of the confident nodes’ identity but we



proposed another mechanism to protect the sensitive rol&s+2.7,, which is acceptable for each cluster’s configuration
of confident nodes which belong to the DDMZ. We namedr formation.

this mechanism the camouflage mechanism. This mechani&monymous confident authentication phasethe time com-
ensures the privacy of the pseudo identity of nodes whighexity of the anonymous authentication between two confi-
belong to the DDMZ group by using the broadcast addredsnt nodesV, and IV, is estimated as follows:

allocated to this group. _

Group key of DDMZ: the DDMZ’s group key is the result { ;gg%wi _ ;E i;x j_?f' i;gH j—?;

of one way hash function of the session kegd() set shared v bwixTipTLH TS

between the CA and RA nodes. The RA nodes based on tHas phase is executed before the cluster's formation and in
DDMZ’s group key (K,) to constitute the DDMZ pair keys the first communication between two clusters.

private and public {X ... K, ..}). Whenever the group The anonymity establishment in the cluster:the time com-

of RA nodes changes because one or more RA node joinspdexity to establish the anonymity in the cluster is estimated
leaves the DDMZ, the group keyx(,) is updated by the CA for the CA and RA nodes as follows:

node. The fact that, the RA nodes are confident, for securi TC(CA)=2Ty+B+k)Tu+2+k).Tx +kTs+Tg
reason, updating the group key of the DDMZ ensures tl‘{g TC(RA) = k.Tp +2.(Tx +Ty) + Ts

privacy of the DDMZ secret. Hence the DDMZ pair keys . .
private or public change when the DDMZ group key change\é’.here k'is the number of RA nodes in the cluster.
However, even if the attacker has obtained this group key, it is V. CONCLUSION

unable to know the session keys or to compromise the cluster,

DoS attacks: Usually the attack ds t d ¢ In this paper, we investigate on the existing anonymity pro-
0> attacks. Usually the attacker needs 1o ,eave.s. rop '} cols, and we proposed the identity Change and Camouflage
communication in order to detect the nodes’ activities a

. ; X otocols (ICCP) based on some military defence mechanisms.
plan its attack against them. However, with ICCP protocqlhe proposed protocol named ICCP is based on the clus-
the_ gt.tacker cannot determine who ensures the CA or .teting approach particularly our hierarchical architecture [5].
activities. If the attacker node wants to plan an attack agalrgzg3 design a mechanism that allows any confident node to
the CA node. or the RA node, as first step It need; to identi onymously authenticate other confident nodes. Furthermore,
them. Even if the attacker uses the traffic analysis attacks illustrate, how we can establish an anonymous DDMZ
prtljer to (ljd_entlrf]y th_e_ R.A ofr iA B(I)Ddl\;};’ tl)t can JUSt_ know if It(Dynamic Demilitarized Zone). In addition, two kinds of the

!3 o;:_ateth mR:[Ae v(|jcm|ty (t)h t g A nod bUt I canﬂ:n ;?Awai/jintra-cluster communication is presented: intra-ADDMZ and

: ent'r]:y N d no esl:‘)grl\/lzet noae, .ectauseRAe dno Egtra-ADDMZ. Furthermore, the inter-cluster communication
.l:se € gsez 0?¥mt 0 cprr:mumca (TI asH ho e§t§]g investigated and the protocol to CA nodes authentication
IS p?glu ? : Eitn 'z lgAcom;nunlga e r;orTa y. gwe\ller, ! d'& presented. The ICCP is designed to resist against different
p?stf]l etto I? "f‘c ) ht;m ES dy Setefhlng_ rsnt org;; ntotgﬁacks such as: DoS or capture attacks. In order to evaluate the
at the attackers neighbournhood, but the nsk 1o detect T -CP, the time complexity and security analysis are presented.

attacker i.s .high. Lets suppose that the attacker SUCCESSEFIR |cCP can be extended to secure the routing protocol. As
compromising one confident node,, the attacker can Obtalnfuture work, we plan to implement and simulate the ICCP in
the secret pointSP, of N, node and also its real identityheterogeneous nodes

1D.. However, the attacker cannot compromise the entire trust

model and unmask the confident nodes, because with this REFERENCES
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Tp | Time for the pairing function computation

Tx Time for the modular exponentiation &

Ty | Time for the modular multiplication iz

Ty | Time for the hashing computation

Tgr | Time for asymmetric encryption operation

Tp Time for asymmetric decryption operation

Ts Time for symmetric encryption and decryption operation




