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Abstract

A mobile ad hoc network is a wireless communication network which
does not rely on a pre-existing infrastructure or any centralized manage-
ment. Securing the exchanges in such network is compulsory to guarantee
a widespread development of services for this kind of networks. The de-
ployment of any security policy requires the definition of a trust model that
defines who trusts who and how. There is a host of research efforts in trust
models framework to securing mobile ad hoc networks. The majority of
well-known approaches is based on public-key certificates, and gave birth to
miscellaneous trust models ranging from centralized models to web-of-trust
and distributed certificate authorities. In this paper, we survey and classify
the existing trust models that are based on public-key certificates proposed
for mobile ad hoc networks, and then we discuss and compare them with
respect to some relevant criteria. Also, we have developed analysis and com-
parison among trust models using stochastic Petri nets in order to measure
the performance of each one with what relates to the certification service
availability.

Keywords: Trust, Public-key, Certificate, Security, Mobile ad hoc

networks.
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1. Introduction

Mobile ad hoc networking @, @] is emerging as an important area for
new developments in the field of wireless communication. The premise of
forming a mobile ad hoc network is to provide wireless communication be-
tween heterogeneous devices, anytime and anywhere, with no infrastructure
@, @, Iﬂ] These devices, such as cell phones, laptops, palmtops, etc.
carry out communication with other nodes that come in their radio range
of connectivity. Each participating node provides services such as message
forwarding, providing routing information, authentication, etc. to form a
network with other nodes spread over an area. With the proliferation of
mobile computing, mobile ad hoc networking is predicted to be a key tech-
nology for the next generation of wireless communications dﬁ] They are
mostly desired in military applications @] where their mobility is attrac-
tive, but have also a high potential for use in civilian applications such as
coordinating rescue operations in infrastructure-less areas [10], sharing con-
tent and network gaming in intelligent transportation systems, surveillance
and control using wireless sensor networks E}%}, etc.

Inherent vulnerability of mobile ad hoc networks introduce new security
problems, which are generally more prone to physical security threats. The
possibility of eavesdropping, spoofing, denial-of-service, and impersonation
attacks increases da] Similar to fixed networks, security of mobile ad hoc
networks is considered from different points such as availability, confiden-
tiality, integrity, authentication, non-repudiation, access control and usage
control B}r However, security approaches used to protect the fixed
networks are not feasible due to the salient characteristics of mobile ad hoc
networks. New threats, such as attacks raised from internal malicious nodes,
are hard to defend ] The deployment of any security service requires the
definition of a trust model that defines who trusts who and how. There are
recent research efforts in trust models framework to securing mobile ad hoc

networks. There exist two main @Droaches Cooperatlon enforcement

trust models @ . . @ B @ B Iﬂ and ) Certification-based
trust models B B EE EH |_23 . In table [Il we present

the major differences between cooperation enforcement trust models and



certification-based trust models.

The first trust models category is based basically on reputation among
nodes. The reputation of a node increases when it carries out correctly the
tasks of route construction and data forwarding. The models of this category
support effective mechanisms to measure the reputation of other nodes of
the network. They also incorporate techniques that isolate the misbehaving
nodes that are those that show a low reputation value. Trust models based
on cooperation enforcement are well surveyed in the literature. Marias et al.
provided such a thorough survey of cooperation enforcement trust models
in @] In this paper, we are interested in the category of certification-
based trust models. Indeed, in this category, the trust relationship among
users is performed in a transitive manner, such that if A trusts B, and B
trusts C, then A can trust C. In this relationship, the principal B is called
Trusted Third Party (TTP). The latter could be a central authority (like
CA - Certification Authority) or a simple intermediate user. Both points
of view gave birth to two categories of models: (a) Authoritarian models,
and (b) Anarchic models. In this paper, we review and classify the exist-
ing certification-based trust models belonging to each category. Moreover,
to determine the efficiency of a given trust model, it is very important to
estimate the certification service availability with respect to mobile ad hoc
networks configuration. Therefore, we have modeled the certification ﬁ)_

).

As you will see in the following sections, this allows a better understand-

cess of each surveyed trust model using stochastic Petri nets (SPN)

ing of the performances of the different models and how to leverage some
parameters for higher certification service availability.

While a number of surveys @, B, @] covering the issues of key manage-
ment in mobile ad hoc networks, have provided some insightful overviews of
the different schemes proposed in the literature, none of them focuses on is-
sues related to certificates management thoroughly (the scheme architecture,
how the certificates are stored and managed, the complexity evaluation of
the certification protocol, etc). To complement those efforts, this work pro-
vides detailed taxonomy of certification-based trust models, and illustrates

in depth the different schemes by providing the advantages and drawbacks



Table 1: Cooperation enforcement vs. Certification-based trust models

Cooperation enforcement trust | Certification-based trust models

models
Trust degree T Variable according to the node’s be- | Decided in a strict manner: trusted or
havior, such 7 €]0, 1]. untrusted, such 7 € {0,1}.

the trust degree | trust degree will be updated accord- | icy of certification.
of a new member | ing to its behavior.

node?

How to evaluate | Supposed as a trusted node, then its | Offline authentication through the pol-

of a given node at
the first interac-
tion?

How to evaluate | Through the recommendation of its | Through the certificates chain verifica-

the trust degree | neighbor nodes. tion from a trusted party to the node.

of its trust degree decreases at a cer- | cate.
tain threshold.

Node exclusion The node will be isolated if the value | Through the revocation of its certifi-

of each one with respect to relevant criteria. The careful examination and
analysis has allowed us to carry out a comparative study of the proposed
schemes based on an analytic evaluation. The ultimate goal of this paper is
to identify the strengths and weaknesses of each scheme in order to devise a
more effective and practical certificate-based trust models which can achieve
a better trade-off between security and performance.

The remaining of this paper is structured as follows. In Section 2 we
recall background material relating to basic concepts on cryptography and
threshold cryptography. Then, in Section Bl we identify requirements re-
lating to certificates management with respect to mobile ad hoc networks
environment and constraints, and in Section @l we propose a taxonomy of the
existing certification-based trust models. Respectively, in Section Bl and [@]
we review the authoritarian models, and anarchic models. For each solution,
we provide a brief description and discuss its advantages and shortcomings.
We model the different solutions using stochastic Petri nets and provide
analytical results and conclusions. Then, we make a general analysis and
comparison against some important performance criteria. We finally con-

clude this paper in Section [7l



2. Background

In this section we recall the definition of some security services using

cryptographic mechanisms m, Iih

2.1. Security Services and Basic Cryptography Mechanisms

Confidentiality is a service used to keep the content of information from
all, but those authorized to have it. Confidentiality is guaranteed using en-
cryption. Encryption is a cryptographic transformation of the message into
a form that conceals the message original meaning to prevent it from being
known or used. If the transformation is reversible, the corresponding rever-
sal process is called decryption, which is a transformation that restores the
encrypted message to its original state. With most modern cryptography;,
the ability to keep encrypted information secret is based not on the cryp-
tographic encryption algorithm, which is widely known, but on a piece of
information called a key that must be used with the algorithm to produce an
encrypted result or to decrypt previously encrypted information. Depending
on whether the same or different keys are used to encrypt and to decrypt
the information. We distinguish between two types of encryption systems

used to assure confidentiality:

o Symmetric-key encryption: a secret key is shared between the sender
and the receiver and it is used to encrypt the message by the sender and
to decrypt it by the receiver. The encryption of the message produces
a non-intelligible piece of information; the decryption reproduces the

original message.

o Public-key encryption: also called asymmetric encryption, involves a
pair of keys (public and private keys) associated with the sender. Each
public-key is published, and the corresponding private-key is kept se-
cret by the sender. Message encrypted with the sender’s public-key
can be decrypted only with the sender’s private-key. In general, to
send encrypted message to someone, the sender encrypts the message
with that receiver’s public-key, and the receiver decrypts it with the

corresponding private-key.



Authentication is a service related to identification. This function ap-
plies to both entities and information itself. Two parties entering into a
communication should identify each other.

The public-key certificate is a digital data structure issued by a trusted
third party to certify a public-key’s ownership. Among other information
a public-key certificate contains: (1) certificate number; (2) issuer’s iden-
tity; (3) owner’s identity; (4) owner’s public-key; (5) signature algorithm;
(6) period of validity; and (7) the issuer’s signature, and eventually other
extensions.

CA (Certification authority) is a trusted third party, which is usually
a trustworthy entity for issuing certificates. If the same CA certifies two
users, then they would have the same CA in common as a third trust party.
The two users would then use the CA’s public-key to verify their exchanged
certificates in order to authenticate the included public-keys and use them
for identification and secure communication. Each CA might also certify
public-keys of other CAs, and collectively forms a hierarchical structure. If
different CAs certify two users, they must resort to higher-level CAs until
they reach a common CA (cf. figure [I]).

Web-of-trust model |1l] doesn’t use CAs . Instead, every entity certifies
the binding of identities and public-keys for other entities. For example, an
entity u might think it has good knowledge of an entity v and is willing to
sign v’s public-key certificate. All the certificates issued in the system forms

a graph of certificates, named web-of-trust (cf. figure ).

2.2. Threshold Cryptography

A (k,n) threshold cryptography scheme (k < n) is a cryptographic tech-
nique that allows to hide a secret S in n different shares S; (1 <i < n), so
that the knowledge of at least k shares is required and sufficient to recover
the initial secret S (cf. figure B]). Let us illustrate this technique with the
following famous scheme: Shamir’s threshold scheme @} is based on poly-
nomial interpolation and the fact that a univariate polynomial y = f(z) of
degree k — 1 is uniquely defined by distinct &k points (24, ;).

Setup. The trusted party 71" begins with a secret integer S > 0 it wishes



Figure 1: Hierarchical certification authorities

to distribute among n users:

1. T chooses a prime p > max(S,n), and defines f(0) =ap = S.

2. T selects k — 1 random, independent coefficients ar, ..., ar—1, 0 < a; <
p — 1, defining the random polynomial over Z,, f(z) = Zf:é a;jx!
(where ag = 5).

3. T computes S; = f(i) mod p, 1 < i < n (or for any n distinct points
i, 1 <i<p—1), and securely transfers the share S; to user u;, along

with public index «.

Recovering the secret. To recover the initial secret S, a subgroup of
at least k users should exchange their shares. After the exchange, each user
of the subgroup will get k distinct points (7,.S;) of the polynomial f. These
k points allow calculating the coefficients of the polynomial f using the
Lagrange interpolation as follows: f(z) = Zle Si Ili<j<k jri % Since
f(0) = ap = S, the shared secret may be expressed as: S = Zle ¢ Si,

o J_
where ¢; = ngjgkdﬂ J—i



Figure 2: Web-of-trust model

3. Design Issues

The distribution of public-keys and management of certificates have been
widely studied in the case of infrastructure-based networks. In the latter,
several issues have been well discussed. However, the certificates manage-
ment in mobile ad hoc networks addresses additional new issues appeared
from the constraints imposed, in particular, by the ad hoc network environ-

ment. These issues can be resumed in the following points:

Certification service availability issue. In mobile ad hoc networks, due
to the frequent link failures, nodes mobility, and limited wireless medium,
it is typically not feasible to maintain a fixed centralized authority
in the network. Further, in networks requiring high security, such a
server could become a single point of failure. One of the primary re-
quirements is to distribute the certification service amongst a set of

special nodes (or all nodes) in the network.

Resources consumption issue. Since the nodes in mobile ad hoc net-
work typically run on batteries with high power consumption and
low memory capacity, the certification service must be resource-aware.

That means the time and space complexity of the underlying protocols



Figure 3: Threshold cryptography

must be acceptably low in terms of computation, communication, and

storage overheads.

Scalability issue. Many applications in mobile ad hoc networks involve a
large number of nodes. When the certificates management is handled
through a centralized authority, the latter may become overloaded due
to the number of nodes request. Otherwise, if the certification service is
designed in a fully distributed way among several nodes in the network,
each participant to the service must maintain a local repository, which
contains a maximum number of certificates concerning the other nodes
in the network. Hence, the storage overhead will be linear to the
network size, which may compromise the system scalability to large

ad hoc networks.

Handling heterogeneity issue. Asin the case of wired networks, the cer-
tifying authorities might be heterogeneous even in mobile ad hoc net-
works. This means that two or more nodes belonging to different

domains (mainly in term of certification policy) may try to authen-




ticate each other. In such a case, there must be some kind of trust

relationship between the two domains.

4. Taxonomy

In figure @, we propose a taxonomy of the existing certification-based
trust models for mobile ad hoc networks. We divide existing solutions into

two categories depending on the existence or not of central authorities.

4.1. Authoritarian models

In this category, there exist one or more authorities that are trusted
by the whole community of ad hoc nodes. Depending on the number of
authorities, this category can be further divided into monopolist models

and oligopolist models:

1. Monopolist models. In this subcategory, the system is ensured by
a certification authority. To cope with the spontaneous nature of mo-
bile ad hoc networks, the service is distributed among several servers,
which ensure collectively the CA’role using a (k,n) threshold cryptog-
raphy scheme. The CA’s private-key is divided into n private-shares,
such that each server holds one private-share. In order to deliver a cer-
tificate to a given client node, each server creates a partial certificate
(certificate signed using a private-share). The system processes the
client request, such that the combination of any k partial certificates
gives as a result a valid certificate signed by the CA’s private-key. This

subcategory is divided into:

(a) Single distributed CA, where the certification service, in the
whole system, is ensured by only one CA, which is distributed
among several servers.

(b) Hierarchical CAs, where the certification service is ensured by
several homogeneous CAs organized into a hierarchy. Each or
some CAs in the system is distributed among several servers. A
trust relationship should be established among the different CAs

in this case.
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Figure 4: Taxonomy of certification-based trust models in mobile ad hoc networks
2. Oligopolist models. In this subcategory, the system is composed of

several heterogeneous CAs. Each CA has its own policy of certification.

Each or some CAs in the system are distributed among several servers.

11



4.2. Anarchic models

In this category of models, there is no central authority. Or in other
words, each user acts as an authority independently of other users in the
network. The propagation of trust in the network forms what is commonly
called web-of-trust. As previously outlined, the web-of-trust is managed
by users themselves. This model is decentralized in nature, and so very
adequate for mobile ad hoc networks. In this category of trust models, two
main operations are addressed: (1) the initial web-of-trust construction, and
(2) the certificates chains discovery. This subcategory can be further divided

into proactive models and reactive models:

1. Proactive models. In this subcategory, the protocol of certificates
collection is executed systematically among neighboring nodes. Thus,
when the node needs to verify a certificate, it is done instantly since
the required chain of certificates would have been already retrieved
from the network.

2. Reactive models. In this subcategory, the certificates collection pro-
tocol is executed on-demand. When the node needs to verify a cer-
tificate, it collects in a distributed manner the appropriate chain of
certificates from the network. This prolongs the delays of certificates

verification.

In the following sections, we give detailed descriptions of certification-
based trust models belonging to each category. We give for each trust model
an overview, advantages, drawbacks, and eventually the proposed exten-
sions. Then, for each category, we give an analytical modeling and an overall

comparison with respect to the criteria presented in Section Bl

5. Authoritarian Models

In this section we present and discuss certification-based trust models

belonging to the authoritarian models category.

5.1. Monopolist Models
In this class of trust models, the certification service is ensured by a

single or several homogeneous CA.

12



5.1.1. Single Distributed CA
In this subclass of trust models, the certification service is ensured by a

single CA, which is distributed among several servers.

Zhou and Haas

Overview. Zhou and Haas dah explored the issue of distributed CA in mo-
bile ad hoc network, with the assumption of a single authority domain
across the network. They proposed a partially distributed CA rely-
ing on a (k,n) threshold cryptography scheme. This work is the first
to introduce the threshold cryptography into the security protocols in
mobile ad hoc networks. This work provides an excellent guide to the
following works. Their objective was to distribute the trust among
nodes of the network such that no less than a certain threshold of
nodes are trusted. The CA is distributed among particular nodes,
called servers. For the service to sign a certificate, each server gener-
ates a partial signature for the certificate using its private-share and
submits the partial signature to a combiner. With &k correct partial
signatures, the combiner is able to compute the signature for the cer-
tificate. We describe in figure Bl the global functioning of their scheme.
First, a requester node contacts a combiner server. The combiner
replicates the request to the other servers, and each one generates a
partial certificate and returns it to the combiner in order to construct
the complete certificate, and finally, forward it to the node. To im-
prove security, they also proposed to use proactive share update to

compute a new set of private-shares after a certain time interval.

Advantages and Drawbacks. With this scheme, even if an adversary dis-
covers the private-shares of some, but less than k servers, it still cannot
recover the CA’s private-key. Moreover, this scheme allows only some
selected nodes the ability to serve as part of the CA, and thus take
part in admission decisions. Furthermore, this scheme does not de-
scribe how a node can contact k servers securely and efficiently when

the servers are scattered in a large area, how to keep the n special

13



Comp

Figure 5: Zhou and Haas (k = 3, n = 6)

nodes available when needed, and how the nodes know how to locate
the servers. All of this makes the maintenance of the system com-
plex. Also, it is not explained how to ensure the secure distribution of
private-shares at the share refreshing phase. Moreover, the problem of
availability was not addressed. Indeed, the right choice of the thresh-
old value k, which is a trade-off between availability and resilience is
not discussed. If the threshold value is large, the availability will be

decreased but this increases the robustness and vice versa.

MOCA - Yi and Kravets

Overview. Yi and Kravets [59] proposed a distributed CA, ensured by se-

lected nodes as MOCA servers (MObile Certification Authority). In
this scheme, two main criteria have been involved: the selection and
the maintenance of MOCA servers. In this scheme, MOCA servers

are selected based on the heterogeneity aspect among existing nodes

14



in the network. [J Physically more secure and computationally more
powerful nodes are the typical choices for MOCA servers. These se-
lected servers share the private-key and collectively provide the CA
functionality. All nodes are equipped with MP (MOCA certification
Protocol), which enables communication with MOCA severs. In the
initial version of MP, nodes flood the network with certification re-
quests and MOCA servers that receive the request respond with a
certification reply. The flooding technique has a high overhead, and
to alleviate it, they investigated the cache tables of client nodes and
discovered that with a certain amount of certification traffic in the
network, a mobile node tends to have many cached routes entries to
enough MOCA servers. Then, they exploit these caches to reduce to

broadcasting overhead.

Advantages and Drawbacks. Compared to the scheme of Zhou and Haas,
this one limits the candidates who share the CA’s private-key, to whom
the CA service is assigned, to secure and powerful nodes in the net-
work. Therefore, the scheme became efficient and robust. However,
they left open an important question: how and who judge the level of
security in choosing MOCA servers? They also proposed a new pat-
tern of communication, termed as ”manycast”, between a client node
and MOCA servers. The pattern is based on a strong assumption that
each node knows which nodes in the network are MOCA servers and

their positions.
Dong et al.

Overview. Dong et al. B] investigated also the problem of CA servers
localization, and proposed a CA cluster-based architecture. The sys-

tem organizes mobile ad hoc network into clustersﬁ. Each cluster head

IFor example, in a military battle field scenario (one of the most mobile ad hoc net-
work’s application domain), there can be many different types of mobile nodes in the field

(e.g. infantry soldiers, tanks, platoon leader’s jeeps, command and control vehicles, etc).
2For more information about clustering architectures in mobile ad hoc networks,
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(CH) maintains a CA servers information table, which contains a list
of CA nodes in its local cluster and eventually in the other clusters.
The procedure of certification is performed as follows. When a client
node wu; requires a certificate, it sends a request to its cluster head
CH; to get information about local CA servers in its cluster. The CH;
collects distributed CAs information, and forwards them to u;. Then,
u; selects k CA servers according to information provided by CH;, and
sends the certification request to them. The collaborative certification
is handled by each CH;, which combines the received k partial certifi-
cates and generates the complete one. If the number of CA servers is
less then & (the threshold value), the CH; solicits the CA servers in the
other clusters. Thus, CH; sends a request message to all other CHs,
and each CH receiving the request message responds with a message
indicating the number of CA severs in its cluster. Then, wu; selects

what it lacks and submits to them its certification request.

Advantages and Drawbacks. This scheme achieves a well service flexi-
bility, which CA information are managed among CHs, which reduces
service response delay and system overhead. However, authors have
given more interest to CA servers availability criterion. An important
criterion which was neglected in particular is the CA’s correctness de-
gree which be available within clusters. If there are enough CA servers
within a given cluster, among which there are some ones compromised,
how avoid them? Is there a mechanism to request other CA servers

from the other clusters?
Kong et al.

Overview. Kong et al. dﬂ} proposed another style of threshold cryptogra-
phy based trust model by distributing the CA’s private-key to all the
nodes in the network, contrary to the previously presented schemes.

In other words, each normal node holds a private-share, and multiple

see @] .
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Figure 6: Kong et al. (k= 3, n = 16)

Advantages and Drawbacks. Compared to the previous schemes, this

one is fully distributed, where the CA’s role is distributed among all

17



nodes in the network. Therefore, this solution is better since it is eas-
ier for a given node to locate k neighbor nodes and request them since
they are part of the CA service. On the other hand, it minimizes the
effort and complexity for mobile nodes to locate CA service providers.
One of the two major weaknesses of this scheme is that it is difficult
to set an appropriate threshold k, which is a globally fixed parame-
ter that is honored by each entity in the system. Another problem is
that the scheme permits the new nodes to obtain their private-shares
from a threshold number of member nodes. However, this property
has a drawback: an adversary could take as many identities as neces-
sary (Sybil attack ]) to collect enough private-shares, and thereby
construct the CA’s private-key.

Extensions and Improvements. Luo et al. @, ] proposed extensions
to the scheme of Kong et al. In particular, the proposal involves a
framework for parallel private-share updates, and improves the CA
service by a certificate revocation mechanism. The parallel private-
share updates builds on the scheme of Herzberg et al. |. How-
ever, unlike the latter, which requires each node to collect inputs from
all the other nodes before its new private-share can be computed,
this scheme stipulated that firstly a coalition of £ nodes update their
private-shares using the scheme of Herzberg et al.; then the coalition of
k nodes can update the private-shares of the remaining nodes utilizing
the self-initialization scheme employed in the scheme of Kong et al.
This therefore allows parallelization, and consequently a more efficient
private-share update process. The certificate revocation mechanism
can be briefly described as follows. Each node u maintains a certifi-
cate revocation list (CRL). An entry in the CRL consists of an accused
node’s identity and a list of the node accusers. If a node accuser list
contains less than k legitimate accusers, the node is marked as suspect.
Otherwise, the node in question is considered by node u to be misbe-
having or compromised, and is marked as convicted. A node can also
designate a neighboring node v as been convicted if by its observation

u deems v to be misbehaving or compromised. In such case, u broad-

18



casts an accusation against v. When a node u receives an accusation
against any given node, u first checks if the accuser is a convicted node
in its CRL; if it is, the accusation is discarded; otherwise, it updates
its CRL with the relevant information. When a node is delineated as
being convicted, it is removed from all accuser list. A convicted node

is re-classed as being suspected if its number of accusers falls below k.
Raghani et al.

Overview. Raghani et al. @] proposed a fully distributed CA, where the
CA’s role is performed by the neighboring nodes as the scheme of
Kong et al. In order to maintain the highest availability of the CA’s
services, they suggested that the threshold value must be equal to
the average node degree (number of one hop neighbors). Based on
this consideration, they discussed the importance of the threshold pa-
rameter value and their impact on the service availability, and then,
proposed a certification-based trust model using a dynamic threshold
cryptosystem. The latter allows to dynamically adjusting the value of
the threshold when required by monitoring the average node degree of
the network. Periodically, each node executes the neighbor discovery
protocol in order to calculate the degree of this node. On obtaining
the response from neighbors, each node calculates the degree value and
communicates it to a special node, called leader node. The latter uses
the degree values to calculate the average node degree of the network.
When the average node degree is less than the threshold value, certi-
fication requests would fail. In order to prevent this, the leader node
initiates a change in the threshold value when the average node degree
of the network falls below the current threshold value. The new value
of the threshold is calculated as follows: ke = max(kpin, %), where
1% is a multiplicative factor, kj,;, is the minimum value of the thresh-
old (authors suggested that ki = 2), kpew is the new threshold value,
and d is the average node degree of the network. The multiplicative
factor must be less than or equal to one and depends on the security

requirements of the application. The use of a multiplicative factor less
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than one prevents the frequent change in the threshold value when
the number of nodes continuously goes down in a network. When the
leader node decides to change the threshold value, it sends the new
threshold value to all the nodes. Then, nodes begin to update their

private-shares corresponding to the new threshold value.

Advantages and Drawbacks. Compared to the scheme of Kong et al.,
this one achieves efficient certification service availability, where the
threshold k is adapted according to the available one-hop neighbor
nodes. In the practical situations, a change in the threshold value is
required when the number of nodes in the network changes. Due to
the change in the number of nodes, performance of the service may get
affected and thereby requires a change in the threshold value. With
large networks, nodes have more chances to locate a sufficient number
of neighbors node to satisfy their requests. However, these chances
decrease in the small networks. This requirement is well discussed in
this scheme. However, there exist other important cases of necessity
to change the threshold value, such as when the security requirements
of the network change, or when the malicious nodes number evolves in

the network. Unfortunately, this direction is neglected in this scheme.

5.1.2. Hierarchical CAs

In this subclass of trust models, the certification service is ensured by a

hierarchy of several homogeneous CAs.
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DICTATE - Luo et al.

Overview. Luo et al. @] considered a mixed networkH and proposed DIC-
TATE (Distributed CerTification Authority with probabilisTic frEsh-
ness for ad hoc networks). DICTATE is a hierarchical trust model
between a central CA (mCA - mother CA) in the infrastructure-based
portion of the network, and a group of distributed CAs (dCA - dis-
tributed CA) in the mobile ad hoc portion of the network. The CA’s
private-key in the mobile ad hoc network party is shared among dCA
servers using threshold cryptography. Indeed, nodes in mobile ad hoc
network can collectively be isolated from the mCA server, but always
have the need to the certification service. The mCA delegates the dCA
servers during the isolation period in order to ensure the availability
of security services. Also, the mCA server controls the admission of
nodes (either dCA servers or normal nodes) to the system through the
issuance of public-key certificates. When the mobile ad hoc portion of
the network is disconnected from the mCA server, client nodes submit
their requests to the dCA servers. Moreover, this scheme applies an
identity-based scheme , B] and a corresponding signature scheme for
this public-key pair and make the identities of all dCA servers pub-
licly known, such that each node could calculate the public-key of each
dCA server from only its identity. We describe in figure [7 the global
functioning of DICTATE.

Advantages and Drawbacks. Compared to the previous works, Luo et
al. proposed in this scheme a practical solution, where the problem of
distribution of private-shares to the distributed CAs and issuance of
the public/private-key pairs to nodes are ensured by the mCA server.
However, the scheme is not adapted for pure mobile ad hoc networks.
The scheme still necessitates a central administration infrastructure
and the access toward the infrastructure-based network. In other hand,

the sensitive point in this scheme is the mCA server, which ensures

3 A mobile ad hoc network connected to an infrastructure-based network access points.
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Figure 7: DICTATE, Luo et al.

the whole security services. They discussed well the robustness of the
scheme against compromised dCA servers and agents which handle
the nodes requests, but the case of a compromised mCA has not been
studied.

Extensions and Improvements. Omar et al. [42] proposed Net TRUST
(mixed NETworks Trust infrastRUcture baSed on Threshold cryptog-
raphy); an ameliorated version of DICTATE for mixed networks. The
scheme uses two particular CAs, which ensure the certification service:
the Central CAs (CCAs) are tied to the portion of infrastructure-base
network, and the Mobile CAs (MCAs), which are in mobile ad hoc
network party. The MCA servers emulate the CA’s role using a (k,n)
threshold cryptography scheme, and the CCA servers delegate the role
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of certification to the MCA servers using a (¢, m) threshold cryptog-
raphy scheme (cf. figure§)). This scheme includes two threshold cryp-
tosystems: CTCS (Certification Threshold Cryptography System) and
DTCS (Delegation Threshold Cryptography System). The CTDS is
executed among MCA servers in order to ensure the certification ser-
vice in the mobile ad hoc network party. The DTCS is executed among
CCA servers to ensure the delegation service (using attributes certifi-
cates) of novel MCA servers if necessary. Compared to DICTATE,
instead to employ a central delegation service in the infrastructure-
based portion of the network, Net TRUST ensures the delegation ser-
vice in a distributed way via another threshold cryptosystem, which
increase more the robustness of the system. Another efficient style
of delegation is proposed by Ge et al. dﬁ] without being based on
the infrastructure-based network. The certification service includes
a group of distributed servers that have the role to delegate other
servers in the mobile ad hoc network itself. If necessary, some normal
nodes are selected and converted to auxiliary servers by the original
servers, and they are activated later. When a specific certificate needs
to be issued in an isolated segment of the network, where there are
not enough servers, some auxiliary servers will be activated. Once ac-
tivated, the auxiliary server behaves like a normal server in terms of
capacity of certification. When the service of an auxiliary server is no

longer needed, it will be deactivated by the original servers.
Seys and Preneel

Overview. Seys and Preneel @] proposed a hierarchical trust model in-
cluding several levels of CAs instead of two levels, compared with the
schemes of DICTATE, NetTRUST, and Ge et al. The certification ser-
vice is achieved using a (k,n) threshold cryptography scheme at each
level of the hierarchy. In each level i, a certification private-key SK;
is shared among n nodes. On the top layer of the hierarchy a master
private-key SKj is used to issue public-key certificates to the nodes

in the level 1. Next to this, all nodes on level 1 share the layer 1’s
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Figure 8: NetTRUST, Omar et al.

private-key SK; and issue public-key certificates to the nodes in the
level 2. Similarly, nodes in level 2 receive certificates signed by SK;
and share the layer 2’s private-key S K> to issue public-key certificates
to the next level. This process is continued until the root levels in the
hierarchy (cf. table[2)). If a node at some level requires a certificate, it
will contact k£ nodes of the previous level to gather partial certificates

and combine them to compute the complete one.

Advantages and Drawbacks. Compared to the previous schemes, this
one achieves a better robustness, where each level in the hierarchy

is configured by a threshold cryptosystem. However, the drawback of
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Table 2: Seys and Preneel

’ Layer ‘ CA’s private-shares ‘ Certificates ‘
level O SKo = (s%,...,52) -
level 1 SKi = (s1,...,51) Co(PK11)...00(PK1.n)
level 2 SK2 = (S%,.‘.,Si) Cl(Pszl)...Cl(PKQm)
level h — C}L_1(PK}LJ)...Ch_l(PKhJL)

this scheme is the computational overheadH. In order to verify one
chain of certificates according to h levels, the node must calculate h

complete certificates, at the cost of a higher computational overhead.

5.2. Oligopolist Models

In this class of trust models, the certification service is composed of sev-

eral heterogeneous CAs, which each one has its own policy of certification.

Wang et al.

Overview. Wang et al. @] proposed a distributed certification-based trust
model of heterogeneous CAs. It means that the network contains sev-
eral distributed CAs; each one of them share the private-key of a one
CA. In order to handle heterogeneous CAs, each client node maintains
a list of CAs that it trusts. When a client node requires to authen-
ticate another node, they start by exchanging CAs lists. Then, they
compare both lists to check if there are some common ones, and if so,
they exchange their certificates signed by this common CA. Otherwise,
they try to search in their one-hop and two-hop neighbors. The mutual
authentication protocol of two nodes u and v is performed as follows.
The client node u sends a certificate request to v, which contains cur-

rently trusted CAs list. In return, v sends back also its trusted CAs

4The complexity of computational overhead of partial certificates combination accord-
ing to a (k,n) threshold cryptography scheme is: 5n 4 k* 4+ 4k + 5 ]
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list. Then, v compares the two lists. If there exists a common CA that
both nodes trust, v then sends to w its certificate signed by this CA,
and in return, receives the u’s corresponding certificate. Otherwise,
v would attempt to find a CA that it may deem trustworthy and is
trusted by u, in order to authenticate it. The search is done by find-
ing a set of v’s one-hop and two-hop neighbor nodes. If this set size
reaches k (the threshold value), the corresponding CA is deemed to
be trustworthy to v. Then, v selects k shareholders from this set and
request them for the u’s certificate. Otherwise, if v cannot find enough

partial certificates, the authentication procedure performed by v fails.

Advantages and Drawbacks. Compared to the other schemes, this scheme
has the advantage to allow multiple heterogeneous distributed CAs
systems to coexist in the network; whereas, all the trust models re-
viewed above facilitate the system architecture by a single distributed
CA in the whole network. However, authors did not explain why
the authentication protocol uses up one-hop and two-hop neighbors
nodes. Increasing the number of helper nodes will surely increase
more chances in finding enough common CAs, instead of confirming

that the authentication will fail.
Xu and Iftode

Overview. Xu and Iftode B] proposed a locality driven certification-based
trust model. They envision a mobile ad hoc network as a group of in-
teracting subnetworks. Each subnetwork establishes a distributed CA
using threshold cryptography. A distributed CA issues certificates to
nodes in its subnetwork and provides public-key authentication ser-
vices for its community. Each subnetworks’s CA includes a special
node (named dealer), which is trusted by all nodes. It is initialized
by this dealer in order to generating the CA’s public and private-keys,
and to distribute private-shares. In addition, the proposed scheme
assumes that there exist trust relationships among CAs of each sub-

network. These trust relations are utilized to authenticate certificates
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Figure 9: Xu and Iftode

Advantages and Drawbacks. As the scheme of Wang et al., this one has
the advantage of handling heterogeneous CAs by establishing trust
relationships among them. The main weakness of this scheme is the

commonly trusted dealer in each community.

5.3. Modeling and Discussion

In order to measure the degree of the possibility to get a successful certi-
fication process, we have opted to model trust models using SPN (Stochastic
Petri Network) ] This model is adequate in the sense that the availabil-

ity of servers at a given moment for a given node requester is probabilistic
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Figure 10: SPNs of authoritarian models

and depends on many parameters such as mobility, nodes availability, radio
links failure, etc. Then, the servers must collaborate collectively to gener-
ate a public-key certificate which requires the synchronization of at least k
servers. Indeed, SPNs consist of places and transitions as well as a number of
functions. Enabled transitions fire according to exponential distributions;
characteristic of Markov Processes. It allows the quick construction of a
simplified abstract model that is numerically solved for different model pa-

rameters. In figure [[0] we present SPNs corresponding to each trust model
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belonging to this category, and we note in table[3 the most used terminology

in this subsection.

Table 3: Notations

’ Term ‘ Description
AAReq Interarrival duration rate of authentication requests.
AAS Interarrival duration rate of servers.
AAN Interarrival duration rate of neighboring nodes.
Ts The transition representing the certification service execution.
P{Ts} The probability of crossing the transition T in the SPN.
m The certification service duration.

5.3.1. Successful Certification Probability Calculation (Zhou and
Haas Scheme)

For instance, in what relates to the scheme of Zhou and Haas, for a
given certification request, the operation process needs the availability of k
servers. Therefore, in order to get a successful certification process, there
are two conditions: (1) a certification request arrives (with rate Aapeq),
and (2) k servers should be accessible (with rate Aag). The corresponding
SPN is illustrated in figure [[0] (a). Each transition T; is enabled through a
stochastic process with an average rate \;. At the arrival of a certification
request, the transition T'sre, will be reached, which means that the certifi-
cation request is ready to be executed, and thereby the next place will be
configured by a token. The certification process requires the availability of
at least k servers. If one of the n servers is available, the transition T4g
will be reached, and a token will be added in the next place. The avail-
ability of k servers allows to cross the transition T4g k times and hence the
next place will be set by k tokens, which allows executing the certification
process, which is represented by the transition T (accorded to the rate
As = 1/u). The probability of crossing the transition T's means the prob-

ability of successful certification. This probability can be calculated as fol-
1

. — As — u — 1 _

lows M] P{Ts} = AAReqTRAASTAS ™ Xapegthdas+,, — HAARegthkpras+ —

-

HAAReqtkpAas+1"

Therefore, we conclude that there are mainly two parame-
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ters that influence the probability P {Ts}: k and Ags. The threshold value
k is a cornerstone parameter influencing the overall performance of the cer-
tification service. Indeed, the greater is the value of k, the smaller is the
probability of successful certification P{Ts}. This can be interpreted by
the fact that if k£ increases, the client node must solicit a large number of
servers, which decreases the certification service availability. On the other
hand, if A5 increases, the probability of successful certification P {Ts} de-
creases. Indeed, A4g represents the degree of availability of the servers in
the system. For example, if the system includes a large number of servers,
the interarrival duration rate of servers decreases, and then the probability
P {Ts} increases. Hence, the value of A4g is tightly related to the number

of servers (n) and the servers selection policy adopted in the trust model.

5.8.2. Overall Analysis

In table @] we provide a comparison of the different authoritarian trust
models with respect to the rate of successful certification P{Ts}. For each
model, we provide the calculus of P{Ts} according to their respective SPNs
depicted in figure[I0, and present how are selected the servers and the thresh-
old value k; the main influencing parameters on the rate of successful certifi-
cation P{Ts}. In this category, we remark that the probability of successful
certification is of the form: P{Ts} = (uAapeq + akpras +1)~1, where « is
a constant whose value depends on the trust model. The constant « equals
to 1 for the most trust models. This does not mean that the different trust
models have all the same successful certification rate. Indeed, the latter de-
pends on the values of Asg (the way servers are selected), and the threshold
value k. Depending on the considered trust model, the values of these two
parameters belong to some different intervals dictated by the trust model
nature and design. This allows further classifying the trust models of this
category into four classes of performance (with respect of successful certifi-
cation rate) depending on the intervals in which evolve A4g and k. The plot
of P{Ts} in figure [[T] shows these classes.

Class A: To this class belongs the scheme of Raghani et al. @], which ensures

a high level of certification service availability. In this trust model, the
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Table 4: Comparison with respect to the successful certification rate P{Ts}, where k is

the threshold value, n is the number of distributed servers, h is the number of levels in

the CA hierarchy, and d is the average of neighboring nodes in the network.

servers to select must
be most computing re-
sources or better net-

work connectivity.

Scheme Servers Threshold P{Ts} Quality
of P{Ts}
Zhou and Haas n is static. Static, k < n/3. (BAAReq + kpras +1)71 Medium
MOCA n is static. Moreover, | Static. (A AReq + kpAas +1)71 Medium
servers to select must
be better physical secu-
rity or processing capa-
bility.
Dong et al. n is static. Static. (A AReq + kpAas +1)71 Medium
Kong et al. n is dynamic, such each | Static. (A AReq + kpAan + 1)1 High
normal node is a server.
Raghani et al. n is dynamic, such each | Dynamic, (A AReq + %;MAN + 1)~ | High
normal node is a server. | k = max(2, %)
DICTATE n is dynamic, such aux- | Static, k < n/3. (MAAReq + kpras + 1)1t High
iliary dCA servers may
be added dynamically
by the mother CA.
NetTRUST n is dynamic, such | Static. (MAAReq + kpuras + 1)1t High
auxiliary MCA servers
may be added dynami-
cally by CCA servers.
Ge et al. n is dynamic, such aux- | Static. (MAAReq + kpras + 1)1t High
iliary servers may be
added dynamically by
original servers.
Seys and Preneel | n is static at each level | Static at each level. (MAAReq + hkpias + 1)’1 Low
of the hierarchy. How-
ever h is dynamic.
Wang et al. n is static. Static, such that each | (uAaReq + AkpAas + 1)t Low
pair of nodes must have
at least one common
CA, i.e. at least k com-
mon servers.
Xu and Iftode n is static. Moreover, | Static, k > n/2. (MAAReq + kpras + 1)~! Medium
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Class B:

Class C:

Class D:

CA’srole is ensured by the neighboring nodes. This decreases the value
of Aas (Aan in the case of this trust model). Moreover, the second
advantage of this trust model is that the value of k is dynamic, which
is recalculated periodically and adjusted to the network degree d, so
that the certification service availability remains high. This property
means that the Raghani et al. scheme is not sensitive to the variation
of the value of k, in contrast to the other schemes whose certification

service availability depends on the value of k.

In this class, we find, in the top, the scheme of Kong et al. H], which
ensures a high level of certification service availability. This is due
to the fact that all the nodes of the network are involved as servers
providing the distributed certification service. This property decreases
the value of Asg. In the second level, we find the scheme of Ge et al.

|, which ensures, also, a high level of certification service availability.
In this scheme, the CA’s role is ensured by n servers, where auxiliary
servers could be dynamically delegated (by original servers in mobile
ad hoc network) in the isolated portions of the network. This reduces
the value of A4g. We can consider that, in this scheme, the value of
n is dynamic. We find also in this class, the schemes of DICTATE

| and NetTRUST dﬂ] However, in these trust models, the new
servers, to be added, must be accessible to the delegating servers that

are located in the infrastructure-based portion of the network.

In this class, we find the trust models that ensure a medium level of
certification service availability. In this class, the number of servers n
is static, which increases the value of A45. The trust models of Zhou
and Haas M], MOCA B], Xu and Iftode @], and Dong et al. ]
belong to this class. With respect to A g, the trust models of MOCA,
and Xu and Iftode are less efficient because of the constraint of servers

selection, which increases A4g.

In this class, we find the trust models that ensure a low level of cer-
tification service availability due to the fixed number n of servers.

Moreover, the complexity of the certification protocol reduces the cer-
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tification service availability. Indeed, Seys and Preneel’s trust model

| includes a hierarchical CAs of h levels, where each one uses a (k,n)
threshold cryptography scheme. Therefore, to perform the certifica-
tion process, k partial certificates must be combined at each level, so
in totally h x k partial certificates should be combined. Hence, to
collect them, the client node must solicit a large number of servers,
which increases greatly the value of A 4g and hence reduces the value
of the success certification rate P{Ts} (cf. table ). The scheme of
Wang et al. @] belongs also to this class. In this trust model, the
system is distributed among N heterogeneous CAs, where each node
trusts a subset (; of n; servers (n; < N). To ensure that each client
node ¢; can be authenticated by another client node c;, it is necessary
that |(; () ¢;| < k. Therefore, another constraint appears for this trust
model: in order to ensure a significant successful certification process,
the requester node must collect the partial certificates from k servers
that it trusts and all the other nodes trust. This constraint increases

the value of A4g, and consequently reduces the probability P {Ts}.

5.4. Overall Comparison

In table Bl we give an overall comparison of trust models belonging to
this category. We summarize the main lessons learnt from this comparison

in the following points:

e The availability of the certification service depends on the nodes abil-
ity to reach the servers. This property is strongly related to: (1) how
to choose servers? (2) how many servers? and (3) how to choose
the threshold value of the used threshold cryptography scheme? If the
choice of servers is strict (for example, in terms of storage or/and com-
putational capacities), the number of servers will be limited, and so the
certification service will be less available. Moreover, the choice of the
threshold value influences deeply the certification service availability.
If the threshold value is small or dynamically adjustable according to

the access capacity of nodes, it can achieve a high level of availability.
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e In this category, the most required resource is computation. The lat-
ter would be used in the complex calculus induced by the public-key
and threshold cryptography algorithms. Moreover, there are also the
storage overhead in order to maintain the stock of certificates at each
server (or at each node, according to the protocol). The commu-
nication overhead is caused by the important number of certificates
transmitted in the network. Indeed, in order to transmit only one

certificate, k partial certificates must be transmitted.

e The scalability of the certification service depends strongly on the
number of distributed CAs. This criterion is important in the sense
that the service will be shared among an important number of CAs,
instead of surcharging a single one on a large scale. Moreover, the
certification service must keep open the possibility of adding auxiliary
CAs if needed (like hierarchical models). Another acceptable approach
consists of distributing the certification service among all the nodes in
order to eliminate the shortcomings of centralized dependency. There-
fore, it is possible to achieve a good level of scalability if nodes do not

store all the generated certificates in the network.

e Handling the heterogeneity of certification is ensured only in some
trust models of this category. The principal objective is to put a
bridge among the different CAs (using, for example, a web-of-trust

among CAs).

6. Anarchic Models

In this section we present the certification-based trust models belonging

to the anarchic models category.

6.1. Proactive Models

In this subcategory, the protocol of certificates collecting is executed
periodically among nodes. When nodes need to verify a chain of certificates,

it collects them in their its locally.
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Table 5: Global comparison

Scheme Availability | Resources Consumption Scalability | Heterogeneity
Support

Zhou and Haas Medium Servers store all issued certificates. No No

MOCA Medium MOCA servers are computationally | No No
powerful. The rest of nodes maintains
only a table of cached routes to servers.

Dong et al. Medium Each cluster-head maintains informa- | No No
tion about all CA servers.

Kong et al. High High storage overhead in order to | Yes No
maintain certificates at each node.

Raghani et al. High High communication overhead due to | Yes No
the broadcasting of threshold values,
which is followed by updating the
nodes private-shares.

DICTATE High Each node maintains identifiers of the | Yes No
dCA servers (public-keys are com-
puted from the identifiers).

NetTRUST High Each node maintains the delegation | Yes No
certificates of MCA servers.

Ge et al. High The computational overhead is ex- | Yes No
pensive in creating auxiliary servers
private-shares.

Seys and Preneel | Low The computational overhead is expen- | Yes No
sive. Certificates verification involves
the combination of a large number of
partial certificates.

Wang et al. Low Each node maintains a list of its | Yes Yes
trusted CAs.

Xu and Iftode Medium Each CA maintains a table of trust | Yes Yes

relations with the other CAs without

stores them on local repository.

Capkun et al.

Overview. Capkun et al. H, B} assumed that ”small world” phenomenon

found in social relationships applies also to mobile ad hoc network’s

users relationships, and proposed a fully self-organized trust model
that requires no central authority. They used a PGP-like @] mecha-

nism to initialize the system. This scheme assumes that trust estab-

lishment is coming from offline trust relationships, which are generated

35




from general social relationships. Certificates of all nodes are created
by the nodes themselves; precisely by the corresponding usend. Each
node keeps a certificate repository. If a user u believes that a given
public-key belongs to another user, then u can issue a certificate for
the given public-key of the user v by signing it. This scheme is rep-
resented as a directed certificate graph, where vertices denote users
public-keys and edges denote certificates (cf. figure [2). If user u
issues a certificate for the user v, then there is a directed edge from
K, to K, (K, and K, are the u’s public-key and v’s public-key, re-
spectively). If there is a directed path from K, to K,, the path is
the certificate chain and it represents that u believes that K, belongs
to v through some other users. When user u wants to verify user v’s
public-key, they merge their local certificate repositories and find an
appropriate certificates chain from K, to K, in the merged repository.
If such chain is not found, w can solicit neighboring nodes in one or

two hops (named, helper nodes).

5They assumed that each user owns a single mobile node. Hence, the same identifier

for the user and her node is used.

36



Advantages and Drawbacks. The scheme has the advantage of the au-
tonomy, where no central authority is required to assure the security
services. Moreover, due to the small world phenomenon shown in social
relationships, nodes can thus authenticate each other with acceptable
length of trust relationship chains. However, the probability of finding
such a certificate chain in this scheme is high, but is not guaranteed.
Also, the verification of such chain may be computationally expansive
depending on the chain length. The certificate graph, which emerges
from this web-of-trust relationship, may not be strongly connected,
especially in mobile ad hoc network, and in an extreme case may be
partitioned into disconnected components. In this case, nodes within
one component may not be able to communicate with ones in other
components. Moreover, each end-user is required to build its local
certificate repository before it can use the system; this leads to some

overhead, both in terms of time and bandwidth.
Ren et al.

Overview. Ren et al. @] proposed a modified version of the scheme of
Capkun et al. by introducing a boot server to initialize the system.
The boot server computes and distributes to each node a short list
of [ bindings (nodes identifiers and public-keys). Then, each of them
stores it locally and generates the corresponding certiﬁcatesH Thus,
a web-of-trust relationships is formed, and the system becomes fully
distributed, where nodes authenticate themselves through certificates
chains. If a node u gets the binding corresponding to node v and its
public-key in the short list, then the binding of node u to its own
public-key is also included in the short list of node v. When user u
wants to verify user v’s public-key, they exchange their short lists and

try to find a certificate chain from u to v.

Advantages and Drawbacks. Compared to the scheme of Capkun et al.,

this one establishes sufficient trust relationships with minimum local

S5Lists are not assumed to include the same list of bindings.
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storage overhead at mobile nodes. However, this density of relation-
ships depends on the short lists length I. When [ equals to 1, then the
possibility for any two member nodes to establish a mutual authen-
tication process is extremely low. When [ equals to m — 1 (m is the
network size), we can see that all the nodes are fully connected. How-
ever, every node is required to store the bindings of all the m current
member nodes (including its own), and therefore, the storage overhead
is linear to the network size. Thus, the value of [ must be carefully
chosen. Also, even if the system is fully distributed, it remains depen-
dent on the boot server. Therefore, this scheme suffers from a strong

assumption relating to the availability of such a boot server.
Omar et al.

Overview. Omar et al. ] proposed a new style of web-of-trust in order
to produce a fully distributed trust model for mobile ad hoc networks.
The scheme allows nodes to generate, store, and distribute their public-
key certificates without any central server or trusted party. Like the
previous schemes, in this one, users public/private-keys are created by
the users themselves, and key authentication is performed via chains
of public-key certificates, and instead of storing certificates in central-
ized certificate repositories, they are stored and distributed by nodes
themselves. The main idea of the proposed solution is the inclusion
of a threshold scheme within the web-of-trust. During network ini-
tialization, nodes share the system’s private-key, and each node holds
one private-share. Instead of using private-keys for certificates signing,
nodes use their private-shares. Each node in the network maintains
a partial view of the web-of-trust, which is updated systematically
through partial certificates exchanging protocol among neighboring
nodes. The public-key authentication among nodes is performed via
the combination of partial certificates chains. When a client node
u needs to authenticate a public-key of another node v, both nodes
merge and validate their partial views. The validation process is per-

formed via the combination of all partial certificate signatures. If the
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verification succeeds for a given node, all partial certificates issued for
this node are marked as trusted. Otherwise, if the combination of sig-
natures fails, they will be marked as untrusted. Finally, the node u
tries to find a trusted certificates chain from node u toward node v. If
such chain is found, the authentication is performed and then node u

trusts the node v’s public-key.

Advantages and Drawbacks. The advantage of this scheme is that it is
able to discover and isolate a high percentage of malicious nodes when
compared to the previous schemes. The drawback is that the storage
of partial certificates at each node, and their combination at each

authentication, is both memory and time consuming.

6.2. Reactive Models

In this subcategory, the protocol of certificates collecting is executed on-

demand when nodes need to verify a chain of certificates.

Funabiki et al.

Overview. Funabiki et al. ] proposed a clustering-based trust model.
The certificates issuance are ensured by nodes themselves, and then
stored at a particular node named CMN (Certificate Management
Node) at each cluster. All the nodes of the cluster should request
CMNs to collect the required certificates in order to verify the trust

chain.

Advantages and Drawbacks. This scheme is interesting in the sense that
users are detached of the certificates stocking. However, this system
converges to the centralized models, while the certificates are stocked
at particular nodes. Therefore, it involves many problems, such that
the availability, central failure point, overhead related to replication of

the certificates, etc.
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ASNS - Kitada et al.

Overview. Kitada et al. dﬂ, IE, IE] considered a web-of-trust model where
every node has a repository that contains the node’s certificates signed
by some other nodes, and certificates delivered by the node itself for
other nodes. Consider also source node and a destination node. The
issue is how to find efficiently a chain of certificates from the source
node to the destination node, and how to collect all the required cer-
tificates in the chain to carry out the necessary verifications? Kitada
et al. explored this issue in mobile ad hoc networks and proposed the
ASNS Protocol (Ad hoc Simultaneous Nodes Search). When a client
node u wants to verify the certificate of a node v, it must firstly ac-
quire a chain of public-key certificates from u to v. ASNS finds such a
certificate chain as follows: u broadcasts the search request p to nodes
that u directly trusts. If a node w receives the request p, w modifies
the request p by adding its own certificate, and broadcasts it to the
nodes that w directly trusts. If w is the destination node (v), it adds
its own certificate to p and sends it to the source node (u). At the
end of this search process, u receives p, which contains the chain of

certificates from u to v. Then, it proceeds to signatures verification.

Advantages and Drawbacks. The major advantage of the scheme of Ki-
tada et al. is that nodes are not required to interexchange public-key
certificates. The protocol of certificates chain verification is performed
in distributed way among nodes concerning. This scheme has the fol-
lowing problem. Since ASNS protocol uses broadcasting for trust chain
discovery, the protocol will stop its iterations not when the destination
node is discovered, but when all nodes in the network receive the re-
quest. Thus, ASNS suffers from a heavy communication cost because
of broadcasting requests including certificates. Moreover, in the end
of the protocol the source node will receive many chains of certificates,

where finding one trust chain is sufficient for authentication.

Extensions and Improvements. Mohri et al. dﬂ] proposed a modified

approach of Kitada. They proposed to divide the process into two
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phases: certificates searching phase, and certificates collecting phase.
The first phase consists in executing the protocol proposed by Ki-
tada et al. without adding the certificates in the request p. Instead,
only identifiers are used. In the second phase, when the requester
receives different candidate trust chains of identifiers, it chooses one
chain. Then, it requests each concerned node to obtain certificate.
Compared to the scheme of Kitada et al., this one achieves a low over-
head. Moreover, in the second phase, choosing the certificates chain
can be done based on performance or security criteria. For instance,
the source may choose the shortest chain in order to optimize the sig-
natures verifications process, or choose a chain containing nodes with
a high degree of trust. Kambourakis et al. ] addressed the same
issue, and considered that the web-of-trust has the form of a binary
tree. Hence, in order to respect the tree structure, each node in the
network (1) is certified by only one of its neighboring nodes, and (2)
it certifies, at the maximum, to two of its neighboring nodes. This
scheme is efficient in terms of certificates chains recovery. However,
this scheme may be unmanageable if the nodes in the network follow a
high mobility, which generates a high complexity in order to maintain

the tree structure.

6.3. Modeling and Discussion

In order to measure the degree of the possibility to authenticate a given
node at a given moment, we have used SPN. The latter is adequate since
the availability of a given node (or certificates repository server) at a given
moment for a given node requester is probabilistic. In figure [[3], we derived
the SPNs corresponding to each trust model belonging to this category, and

in table [l the most used terminology in this subsection is defined.

6.3.1. Successful Certification Probability Calculation (Capkun et
al. Scheme)
For instance in the model of Capkun et al. (cf. figure[[3] (a)), at the ar-

rival of an authentication request, the transition 7'4 g4 will be reached, which
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Table 6: Notations

’ Term Description
AAReq Interarrival duration rate of authentication requests.
AAcc Interarrival duration rate of certification collaborators.
I3 The number of required certification collaborators.
AAHN Interarrival duration rate of helper nodes.
Nhn Number of required helper nodes.
AACMN Interarrival duration rate of certificate management nodes.
Nemn Number of required certificate management nodes.
AAIN Interarrival duration rate of intermediate nodes relating to a given

certificates chain.

n The length of a given certificates chain.

Ts The transition representing the execution of the service of certificates
chain verification.
P{Ts} The probability of crossing the transition T in the SPN.

I The service duration rate of a given chain of certificates verification.

means that the request is ready to be executed, and thereby the next place
will be configured by a token. The authentication process requires the avail-
ability of at least one chain of certificates between the source and destination.
If such chain does not exist locally at the node, the latter should contact the
helper nodes in order to collect more certificates. If a sufficient number Ny,
of helper nodes are available, the transition T4 gy will be crossed N, times
and then the next place will be set by N, tokens, which allows executing

the authentication process, which is represented by the transition Tg. This

probability can be calculated as follows M] P{Ts} = As

XAReq P N AamN+AS
1

m _ 1 — 1
AAReq-ﬂ-Nhn)\AHN-Fﬁ ;U«)\AReq‘f‘NhnN)\AHN'f‘% HAAReqtNpnpAagNn+1°

6.3.2. Overall Analysis

In table [, we provide a comparison of the different anarchic trust mod-
els with respect to the rate of successful service of authentication P{Tg}.
For each model, we provide the formula of P{Ts} according to their respec-
tive SPNs depicted in figure [[3] and present the management of certificates

repositories and the way the certificates chains are recovered accordingly
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(we note 7, the length of certificates chains). Indeed, these two criteria
influence the availability of certificate chains for verification and indirectly
the rate of successful service of authentication P{Ts}. In this category, we
remark that the probability of successful service of authentication is of the
form: P{Ts} = (pAareq + Buracc +1)7L, where Aacc is the interarrival
duration rate of available Certification Collaborators: this is an abstraction
of the required types of collaborators to achieve the collection of certificates.
Depending on the model this would be equal to one of the following: Aagn,
AAIN, or Aacnmn. The metric § is a constant whose value depends on the
trust model, which signify the number of required certification collaborators.
The general form of the formula of P{Ts} does not mean that the different
trust models have all the same rate of successful service of authentication.
Indeed, the latter depends on the values of Aqo¢ (the way certification col-
laborators are managed), and the number of certification collaborators £.
Depending on the considered trust model, the values of these two parameters
belong to some different intervals dictated by the trust model nature and
design. This allows further classifying the trust models of this category into
three classes of performance (with respect to the rate of successful service
of authentication) depending on the intervals in which evolve Ay and 3.
The plot of P{Tgs} in figure [[4] shows these classes.

Class A: In this class, we find in the top, the schemes of Capkun et al. H, |§] and
Ren et al. ], which ensure a high level of certification service avail-
ability. Indeed, in this class, each node maintains a local repository,
which is enriched, systematically, at each arrival of a neighboring node
using the certificates exchanging protocol, which increases the service
availability. Therefore, the collection of certificates is done locally at
each authentication request. Indeed, when a requester node u needs
to verify the node v’s public-key, they merge their local certificates
repositories and find an appropriate certificates chain in the merged
repository. If such chain is not found, u solicit some helper nodes in
the neighborhood. This keeps the value of 3 reduced, and then makes
this class not highly sensitive to the variation of 8. We find, also in

this class, the trust model of Omar et al. dﬂ], but requiring more
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Table 7: Comparison with respect to the rate of successful service of authentication P{T’s}

by the node itself.

process follows the

binary tree structure.

Scheme Certificates reposi- | Chain recovery P{Ts} Quality
tory of
P{Ts}
Capkun et al. Created, managed | The requester node, di- | (uAaReq + NonttAann + 1)1t High
Ren et al. and interexchanged by | rectly collects the cer-
Omar et al. nodes themselves. tificates chain from its
local repository.
Funabiki et al. Managed by special | Request the CMN (u)\Ach—&-Ncmnu)\ACMN-l—l)*l Medium
nodes in the network | nodes.
(CMNSs).
Kitada et al. Only certificates issued | Broadcast the chain re- | (uAaRreq +npAarn + 1)1t Low
Mohri et al. by the node itself. covery request to all
concerned nodes.
Kambourakis et al. | Only certificates issued | The chain recovery | (uAaReq +nprarn + 1)’1 Low

Class B:

Class C:

certificates, which is multiple of the threshold value k.

In this class, we find the scheme of Funabiki et al. M], which ensures
a medium level of certification service availability. This is due to the
centralized management of certificates repository that are stored in
special nodes (CMNs). This increases the value of Agcc = Aacun-
Since requester nodes require only the availability of CMNs, this class

is not highly sensitive to the variation of j3.

In this class, we find the trust models that ensure a low level of certifi-
cation service availability. In the schemes of Kitada et al. B, IE, IE]
and Mohri et al. ], there are no certificates repository maintained
at each node. Instead, the chain of certificates is collected on-demand,
at the moment of the authentication. Therefore, the success of the au-
thentication depends strongly on the availability of the intermediate
nodes in the chain of certificates. Hence, the requester node should
use 8 = n collaborators (intermediate nodes) in order to collect the
chain of certificates. This makes this class strongly related to the cer-

tificates chain’s length, contrary to the other classes. We find, also
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in this class, the scheme of Kambourakis et al. M], which use the
same mechanism, and through the binary tree structure, they limit

the maximal value of n at In(m), where m is the network size.

6.4. Overall Comparison

In table Bl we give an overall comparison of trust models belonging to
this category. We summarize the main lessons learnt from this comparison

in the following points:

e The availability of the certification service depends on the ability of
each node to collect any certificates chain relating to any other node
in the network, in order to perform authentication processes. This
property is related to the manner of managing the certificates repos-
itories. If each node maintains a local repository, updated system-
atically through a protocol of certificates exchange with neighboring
nodes, it can achieve a high level of availability since the retrieval of
certificates is done locally at the node itself. If there is a central cer-
tificates repository in the network, the level of the service availability

decreases.

e Like the first category, in this category also there is a computation
overhead in terms of public-key computation. Another overhead of
computation relating to this category, concerns the certificates chain
verification cost. This problem concerns all trust models of this cate-
gory. On the other hand, the most required resources are the storage
and communication capacities. These overheads are induced by the
storage and the exchange of certificates in the network, and make the

differences among the solutions belonging to this category.

e The scalability of the certification service depends strongly on the
number of certificates to store at each node. The certification service
may be not scalable if the number of certificates is proportional to
the network size. Another scalability issue may concern solutions that

rely on a central certificates repository. Indeed, the latter may be
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overloaded when solicited in a large scale, and even worse may be the

single point of failure of the whole solution.

e In this category, the heterogeneity is handled through the web-of-trust

mechanism, where nodes create themselves certificates using their own

certification policy.

Table 8: Global comparison

Scheme Availability | Resources Consumption Scalability | Heterogeneity
Support
Capkun et al. High Each node maintains a certificate | No Yes
Ren et al. repository, which incurs a high over-
Omar et al. head.
Funabiki et al. Medium Each cluster supervisor node main- | No Yes
tains all the certificates generated in
the cluster, which incurs a high over-
head.
Kitada et al. Low A high communication overhead due | Yes Yes
to requests broadcasting including
certificates.
Mohri et al. Low Collecting certificates based on | Yes Yes
broadcasting, which involves a high
communication overhead.
Kambourakis et al. Low High transmission and computation | Yes Yes
overheads in order to maintain the
tree structure.

7. Conclusions

In this paper we focused on certification-based trust models in mobile

ad hoc networks. We provided an overview of the objectives and require-

ments relating to certificates managements with respect to mobile ad hoc

networks environments: service availability, resources awareness, scalabil-

ity, and handling the heterogeneity. We have classified existing solutions

into two approaches: (1) Authoritarian models, where the certification ser-

vice is provided through one or several certification authorities. In order

to take into consideration the above-mentioned requirements, and especially
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availability and resources awareness, the certification service is distributed
among a set of special nodes cooperation to provide the service through
threshold cryptography. (2) Anarchic models, where each user in the net-
work considers itself as a certification authority and establishes its own trust
relationships according to some rules that may require the cooperation of
other users in the network. Again, to take into consideration the above-
mentioned requirements, some techniques are used to make certificates chain
verification faster with low certificates storage overhead. We have further
divided these two categories into fine grained sub-categories to illustrate the
different organizational and performance aspects of the proposed solutions
in the literature. We believe that the proposed taxonomy provides a global
and precise insight over existing solutions, with a better understanding of
the design choices decided by their authors. In table [@ we give an overall
comparison of trust models analyzed through this paper.

In order to measure the service availability degree, we have modeled
the reviewed certification-based trust models using SPNs (Stochastic Petri
Nets), followed by comparisons and analytical discussions of each trust
model. We have showed, in the authoritarian models, that there are two cri-
teria that influence on the certification system availability. The first criterion
is the coalition of servers providing the certification service: how to choose
the servers? And how many servers can be available to respond to a certi-
fication requests? The second criterion is the choice of the threshold value
(k). We have studied the impact of these two parameters on the successful
certification rate of the existing trust models. This allowed us to further
categorize the solutions into performance classes depending on the variation
of these parameters dictated by the design of each trust model. In the other
category of anarchic models, we have showed that there are two significant
criteria that influence on the authentication service availability. The first
criterion relates to the management of certificates repository servers, and
especially their availability to respond to client nodes requests. The second
criterion is the policy nature of certificates chains recovery, and especially,
the induced length of certificates chains requiring verification during the

certification process. We have then studied the impact of these parameters
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on the rate of successful service of authentication. This culminated to the
categorization of existing solutions into performance classes depending on
the design of each trust model.

This survey should help shed some light on certification-based trust mod-
els in mobile ad hoc networks. It should be especially useful to get a global
and precise insight of existing solutions through a fine grained taxonomy

and a thorough performance modeling, evaluation and comparison.

Table 9: Overall comparison with respect to: trust model architecture (authori-
tarian/anarchic), distribution (fully/partially), with/without mechanism of revocation,

static/dynamic threshold value.

Scheme Authoritarian | Anarchic | Fully With Dynamic
Model Model Distributed | Revocation | Certification
Mechanism | Threshold

Zhou and Haas X

X

MOCA

Dong et al.

Kong et al.

Raghani et al.

DICTATE

NetTRUST

Ge et al.

Seys and Preneel

Wang et al.

XXX [X[X|[X|N|X[X]|X

Xu and Iftode

Capkun et al.

Ren et al.

Omar et al.

Funabiki et al.

Kitada et al.

Mohri et al.

XX XXX XX NSNS SNSSS) S8 ]8]S
SIS X x| x| x| x| x| x| x|x]|x]|x
ANENENENENENEN PRI A S PSRN N DS D P
x| x x| x sl x| x[«]x

Kambourakis et al.
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Figure 11: Plots of P {Ts} in function of k and Aas with p = 1/20 and Aageq = 10. The
authoritarian models are classed in four categories on the plot according to the interval
of variation of both k£ and Aas of each model. The impact of k depends on the way its
value is maintained: static/dynamic. In the case of dynamic threshold k, the latter is
systematically adjusted in order to keep high the availability of the service of certification,
and hence do not much influence the probability P {Ts} (Class A). In the case of static
threshold k, the availability of the service of certification P {Ts} depends mainly on the
availability degree of nodes who deliver partial certificates (the parameter Aas). The
interval of variation of Aas depends on the availability of servers. The schemes where all
nodes are servers or auxiliary servers can be systematically integrated are classified under
(Class B). The schemes where the number of servers is limited are classified under (Class
C). The schemes where the conditions to execute the service of certification are complex,

are classified under (Class D).
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Figure 14: Plots of P{Ts} in function of 8 and Aacc with p = 1/30 and Aareq = 10.
The anarchic models are classed in three categories on the plot according to the interval
of variation of the degree of availability of collaborator nodes Aacc and their number (.
The interval of variation of Aacc and S depends on the way to collect the certificates
chains: in proactive way (Class A), in reactive way with low/high number of collaborator
nodes (Class B/Class C).
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