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The accelerated development of modern dataypere the parameteng =(-2)**. A previous model

transactions applications such as telecommunication
requires encoding techniques with higher standafds

with non alternate coefficients has been proposed i

security. Classically, these encoding sequences are[1], withkl =1.
obtained using Pseudo Random Number Generators

(PRNG). As an efficient alternative, the chaoticdih
generators are used to achieve even higher dentandin

encryption standards. The advantage to use chaotic

systems lies in their extreme sensitivity to small
parameter and initial conditions variations: insthi

way, as many different chaotic carriers as wanted c

be generated.

However, the appropriate selection of a chaotic
map that satisfies cryptographic applications
requirements is a huge problem. Ideally, for
cryptographic applications and higher security, an
everywhere dense chaotic attractor is requiredaliso

The state variables are contained on the torus:
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[X,| denotes the absolute valuexgf

The alternate sign modification eliminates tiodes
from the previous model (with only positive signs),

chaotic signal samples shall appear with the sameand therefore the resulting basin of attraction is

probability. To evaluate the random properties of
these generators the National Institute of Stardard
and Technology has developed a set of statistical-
based test known as NIST tests. A first coupled
chaotic map confined to the 2D torus has alrea@ybe
proposed as a PRNG in [1], which random
characteristics have been validated using the NIST
tests. Nevertheless, since the state variables ma@re
equidistributed, the chaotic attractor exhibitedeko
delimited by the discontinuity lines and their famd
iterates. Therefore, there have been values wiieh t
signal never took, and that impact deteriorates the
randomness.

System Definition
To improve the latter results, in this paper deal

with the new Lozi system with alternate coupled
maps, confined to the p-dimensional torus

TP=[-11 by the map ,: TP =T"

X]r.1+1=1_2|x%1|+k1xxﬁ

Lov2 -
M p- Xn+1_1_2|X%|+k2xXr31
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everywhere dense, which is very satisfactory fa th
RNG applications, see fig. 1. (The transient oD0O.
points has been cut off).
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Figure 1. MapM » (1) on the torusT 2 = [— 1 1]2

Results and Discussion

The random properties validation of a 4-
dimensional system has been carried out.
Additionally, the chaotic carrier output needs t® b
quantised and binarised (0 and 1) in order to be



validated as being
Therefore, different

random using NIST tests.
methods of binarisation

random. Thus, the results demonstrate that the new
system has better statistical performances than the

(converting real signals to binary ones) have been initial system without alternate coefficients pretss

implemented and compared.

A first 1-bit binarisation has been applied the
system (1) output:

ify,20 p,=1

bn = 0 (3)

else

The results for the 4-dimentional system showed to
be highly sensitive to the type of binarisation.
Therefore, after testing several different methaals,
32-bit binarisation has been chosen as being th& mo
suitable solution. Because the system is confied t

the p-dimensional torusP = [—],1]", 31 bits are
assigned to represent the decimal part, and D Iblitet
sign.

To illustrate the results, the NIST test foe tiour
dimensional Lozi systemM 4 (1) with parameters

[ k=1 |k, k*|=-1 are shown in Table 1. The
same conditions as in [1] have been chosen:

Length of the original sequence: 10”8 bits
Length of bit string: 1M
Quantity ofbit strings: 100

The output of the system has been arbitrary chasen
being: y=x,.

Furthermore, as the results show their
independence from the initial conditions, evdiy
string in this first test is the resulting sequence of a
different randomly chosen initial condition.

P-wALUE PROPORTION STATISTICAL TEST

041901 100100 Frequency

0.213309 100100 BlackFrequency

0.978072 29/100 CurnulativeSurns

09642595 43100 CumulativeSums

0.075719 1004100 Runs

086765 23100 LongestRun

0.454352 997100 Rank

0.334538 997100 FFT

0213302 934100 MonCwerlappingTernplate

0.616305 237100 CwetappingTemplate

0779188 1004100 Universal

0474935 237100 ApproximateEntropy

04527599 G369 FandamExcursions

0.053452 G259 RandomExcursionsariant

0.437274 98,100 Serial

07398 237100 LinearComplexity
Table 1.

The criterion for a successful test is thatghealue
has to be superior to the significance level (0@1
this case). For the present model (1), all testeewe
successful thus the sequence can be acceptedngs bei

in [1].

Finally, to improve the random properties oé th
signal, two possible strategies are suggested:runde
sampling of the output signal, or increasing the
system order.

Different under-sampling have been tested from
which the “1 out of 10" showed to be particularly
successful. The “1 out of 10” under-sampling styate
results are shown in [1].

For the second method, the random properties
validation of a 10-dimensional system has been
carried out and the results are shown in Tabl&h2.
conditions for the NIST test are the same from the
NIST test for the 4-dimentional Lozi system. In
addition, the initial condition has been randomly
chosen:

Xo = [-0.3365, 0.9501, 0.8913, -0.7764, 0.0185, 0.4447
0.7919, -0.9218, -0.9355, 0.0579]

The output of the system has been arbitrary chasen
being: y = x5

PWALUE PROPORTIOM STATISTICAL TEST

0213309 1004100 Frequency

010871 934100 BlockFrequency

0.075718 1004100 CumulativeSums

0719747 1004100 CumulativeSums

0719747 1004100 Runs

0.108791 1004100 LongestRun

0.816537 98/100 Rank

0.946308 98/100 FFT

01153587 997100 ManCwerlappingTemplate

0798132 93100 CwerlappingTemplate

0.058984 1004100 Universal

0.616305 93100 ApproximateEntropy

0.0541939 B0/&B0 RandomExcursions

0.232760 59/60 RandomExcursionsariant

0.437274 99/100 Serial

0.401122 1004100 LinearCormplexity
Table 2.

Random improvement of both strategies has been
corroborated by the experimental results.

References

[1] A. Espinel, I. Taralova, R. Lozi, “Dynamical anda@stical
Analysis of a New Lozi Function for Random Numbers
Generation”, PHYSCON 2011, Leon, Spain, Septemlte:8
September, 2011

[2] R. Lozi, “Random properties of ring-coupled tenmaps on the
torus”, submitted to Discrete and continuous DyreainSystems
Series-B

[3] S. Hénaff, I. Taralova et R. Lozi, "Statisticahd spectral
analysis of a new weakly coupled maps systendian Journal of
Industrial and Applied Mathemaics, vol 2. N°2, pp. 1-18 (to
appear)

[4] A. Rukhin, et al, “A Statistical Test Suite fékandom and
Pseudorandom Number  Generators for  Cryptographic
Applications”, NIST (2001), http://csrc.nist.govgh



