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Abstract—The resources in Wireless Sensor Networks (WSNs) ior particularly non-cooperative nodes. The existing gsotu
are limited like energy and bandwidth which motivate nodes to called Watchdog mechanism is proposed for Mobile Ad-hoc
reduce their energy consumption and increase their bandwidth. Networks (MANETS), but is not adapted to WSNs [4]. Our
There are two main ways to optimize the network resources: a . ’ . o e
honest way and a malicious way. The malicious way is attractive, proposed solution called muDog is a monitoring mechanism
because it enables nodes to significantly reduce their energybased on MAC IEEE802.15.4 beacon-enabled technology and
consumption and increase their bandwidth with a simple and easy aims at improving the monitoring quality while minimizing
node reprogramming. Furthermore, detect these malicious nodes the energy cost. The monitoring mechanism is a set of actions
is a real challenge which is mainly due to WSNs characteristics. allowing specific sensor nodes to monitor the behavior of
However, the existing monitoring mechanisms like Watchdog . .
are not adapted to WSNs characteristics. In this paper we the (_)ther sensor nodes. This mechanism a_lllows to evaluate
propose an analytical model to detect and remove malicious Monitored nodes and update the trust metrics. For example,
nodes while taking into account MAC IEEE 802.15.4 beacon- muDog mechanism is able to detect the origin of packets loss
enabled technology. The proposed solution called muDog enablesat the routing nodes which do not cooperate and choose a
to monitor nodes activities with a minimal energy consumption selfish behavior. This malicious behavior consists in kegpi

in order to detect the suspicious behavior particularly the non- thei v for thei kets t NN d
cooperative nodes in the routing process. Moreover, we analyze éir energy only for their own packets transmission in orae

the cost of the monitoring mechanism in terms of energy tO reduce the energy they consume when cooperating. The
consumption and the quality of detection by the evaluation of the MAC |IEEE802.15.4 beacon-enabled mode standard [2] is
monitor’s observation. The impact of nodes density, packets’ s& ysed to reduce the energy consumption in WSNs through a
network traffic load: saturated/unsaturated cases and distance sleep/wakeup mechanism [6]. As far as we know, there is no

between monitor and monitored nodes are taken into account itori hani dapted to this standard. Theref
in our evaluation. The obtained results illustrate that muDog is monitoring mechanism adapted to this standard. erefore,

more efficient than Watchdog whatever the parameter is. the main goal of this work is to propose a new efficient
and optimal analytical model allowing to monitor the netkwor
l. INTRODUCTION while minimizing the energy consumption. Moreover, the cost

Wireless Sensor Networks (WSNs) attract more and mooé the monitoring mechanism is analyzed in terms of energy
researchers and industrialists because of their potawdiat consumption and the quality of detection is evaluated bggisi
bility, accuracy, flexibility, cheapness and easy deplaymk as metric the probability of monitor correct observatioheT
addition, the WSNs application is wide: natural environmemnpact of nodes density, packets’ size, network traffic ioad
monitoring (fire detection, pollution, earthquake, etegpsys- saturated/unsaturated cases and distance between rmemitor
tem tracking, healthcare, security (videosurveillandgects monitored nodes are taken into account in our evaluatior. Th
tracking, etc.) and military (battlefield monitoring, obje obtained results illustrate that muDog is more efficienntha
localization, etc.). Watchdog whatever the parameter is.

One of the main constraints of these networks is energyThis paper is organized as follows: in section 2, we briefly
limitation due to their small size and wire independanceresent the MAC IEEE802.15.4 beacon-enabled mode stan-
This constraint must be taken into account in any protocdard and the summary of the existing works related to energy
design and sensor network deployment. The energy limitatiaware and monitoring mechanisms. Section 3 is dedicated to
creates vulnerabilities that are exploited by attackefser@ the proposed analytical model and muDog mechanism. The
are two kinds of attacks: passive (like traffic analysis arfdurth section presents the obtained results and theiysisal
selfish behavior) and active (like false routing informatioFinally, section 5 concludes the paper and presents ourefutu
injection and impersonation). The impact of passive atackworks.
on the network is not negligible compared to the impact of
active attacks. Propose a solution to counter passivekattac
a real challenge. In this section, we briefly present MAC IEEE802.15.4

In this work, we focus on passive attacks and propose a nbeacon-enabled mode and the existing monitoring mecha-
analytical model in order to monitor and detect selfish behamisms.

Il. RELATED WORK



A. MAC IEEE 802.15.4 (Guaranteed Timeslot) for the network traffic with QoS re-

The MAC IEEE802.15.4 has two working modes: nonguwements. .
beacon-enabled mode and beacon-enabled mode [2]. The noﬁ[here are three manners to_ s_end data n MAC
beacon-enabled mode is based on non-slotted CSMA/CA AE@ESOZJS.A}: (_j'reCt tran_smlssmn, indirect transmlssaxmq
there is no time link between backoff period and beacon. fars tfan.sm|SS|on. In this work, we focus on the direct
this mode the coordinator node always stays in active Idle Iiransmission.
tening. However, the beacon-enabled mode is based ondslotte .
CSMAJ/CA and when the beacon starts each node launc SEnergy aware mechanisms
its backoff period. The communication between nodes isThe MAC layer has an important role to reduce the energy
controlled by the network coordinator which transmits legec consumption. It is divided into four classes [14]: the canpu
at regular intervals (Beacon Interval) in order to syncizen tion related to control packets, collision, Idle listeniagd
the sensors. The nodes use the sleep/wakeup mechanism: tiveyhearing.
have to wake up in order to receive the coordinator’'s beacon.Several mechanisms are proposed to tackle the energy con-
The coordinator is in charge of the data routing in the networsumption problem in WSNs including the duty cycling [12].
When they receive a beacon all nodes know the superfrafigis mechanism aims at saving energy by using sleep/wakeup
duration (coordinator’s activity period) and the time wtikay technic which consists in activating the transmitter ragien
can transmit data or sleep. The advantages of this mechanthié node has a packet to transmit and switch it off when there
are the possibility for the coordinator to communicate witls no packet to transmit. The duty cycling needs coopera-
all nodes in activity periods and the reduction of energye nodes in order to coordinate the sleep/wakeup periods.
consumption when the coordinator and nodes are inactive.This coordination is ensured by the sleep/wakeup scheglulin

distributed algorithm. The duty cycle in IEEE 802.15.4 is

_— CEP parametered by the cordinator which selects $li& and BO
. ! 2}”; ! Beacon J | parameters. However, this mechanism reduces the bandwith
 ———— ) and increases the delay. The study presented in [15] shows
Active Inactive I that the energy consumption decreases linearly with the siz
T of received/transmitted packets. Unlike IEEE 802.11 inEEE

St | : 802.15.4 the energy consumption at packet reception is more
s : i important than at the transmission packet. That's why in our

! S0 =akisaSpapumelnntion 27 qyvibois | proposed model, we focus on the overhearing time to evaluate

|

[

|

I the energy consumption at the monitor node.
BI = ABaseSuperframeDiration x 2™ symbols .

There are three categories of sleep/wakeup protocols: the
on demand protocol (the node wakes up only when another
node wants to communicate with it), the scheduled Rendez-
vous protocol (the nodes wake up periodically at different

The structure of the superframe is presented in figure 1. Moments in order to avoid a collision) and the asynchronous

is composed of an active and an inactive period. The acti%heme protocol (each node wakes up independently without

period has 16 slots divided into 3 parts: beacon, CAP (Coﬁynchronisation needs).

tention Access Period) and CFP (Contention Free Perioay. Th Many MAC protocols based on CSMA and TDMA mechan-

beacon is transmitted at slot zero without using CSMA/CA arlf's are proposed to save energy in WSNs like S-MAC,
then the CAP period starts. TRAMA and Z-MAC [14]. Suh et al. [1] proposed an en-

The size of both activity and inactivity periods is calcelt hancement of IEEE 802.15.4 called TEA-15.4 which consists
according to the Beacon Order (BO) and the Superframe Orderincreasing the bandwidth and reducing the energy cost
(SO). The following equations illustrate how to calculate t by adapting the Beacon Interval according to the kind of
Bl (Beacon Interval) and the SD (Superframe Duration).  raffic. This solution is hybrid (beacon-enabled and beacon
non-enabled modes). However, its implementation is coxaple

Fig. 1. Superframe structure in IEEE802.15.4

{BI = aBaseSlotDuration x aNumSuper frameSlots x 289,

— : so
SD = aBaseSlotDuration X aNumSuper frameSlots x 2 C. Monitoring mechanisms

where aBaseSlotDuration is the symboles which form the The monitoring mechanism is defined as the set of actions

superframe wher$O = 0. that are useful to observe the nodes’ behavior. The mondgori
aNumSuperframeSlots is the number of slots in the supeéfiechanism plays a major role in the evaluation of the nodes’
frame. reputation and in the updating of the nodes’ trust level. It

The relation between BO and SO < SO < BO < 14. deals with some issues that have a negative impact, particula
When the BO = 15 the network is in non-beacon-enabledn the monitoring mechanism, when a collision occurs at the
mode. monitor node during the monitoring process. This situation

The CFP uses the Scheduled TDMA mechanism like GTgnificantly increases the false positive rate. In facg th



presence of non-cooperative nodes can affect the networkAp otherwise it is classified as selfish node. Only nasleand

a negative way. S, can act as monitor nodes and they target the transmission
Many research works were dealing with monitoring meclef nodeC' by the overhearing.

anisms in IEEE 802.11. Watchdog [4] is a monitoring mechFhe flowchart presented in figure 3 describes the muDog

anism based on packets’ forwarding to detect the nomechanism run by the monitor node.

forwarding nodes. It takes into account the routing layer bu

does not consider the physical and MAC level's parameters. [ S1 sends data frame to C J seo
It consists in listening to the traffic between monitor nede’ o
neighbors and detecting if the monitored nodes forward the po<ts

packets in routing operations. The monitor node does not Yes

check at the routing layer if the monitored node has cowyectl
received the packet. Thus, the ratio of false positives dfals
alarms) is high. To reduce the ratio of false positives, we
proposed in our previous work [3] the enhancement of the No
monitoring mechanism while taking into account the cases of
monitor’s misobservation related to monitor/monitoredlico

No

sion. The cross-layer approach is selected in order to asere S1 recives
the probability to have an accurate monitor's observation.

. . . . Yes
However, this solution cannot be directly applied to WSNs |

S1 calculates LQI_level and P,
Step (2)

and particularly the IEEE 802.15.4. As far as we know
there is no work focusing on the monitoring mechanism in
IEEE 802.15.4. That is why in this paper, we deal with the
monitoring mechanism called muDog in order to detect the

non-cooperative nodes in beacon-enabled IEEE 802.15.4.

(LQI_level >
LQL threshold) and
(P, > P,_threshold)?

(LQL level >
LQI_threshold) and
(P,, > P,_threshold)?

I11. MUDOG: MONITORING MODEL

The monitoring mechanism muDog has as objective the
improvement of the monitor's observation quality with a
minimum of energy consumption. The monitoring process’
in beacon-enabled IEEE 802.15.4 is activated only in CAP
(Contention Access Period) period. That means that the mon-
itor node wakes up to receive the beacon frame and to trgck
the packets transmitted by the monitroed node in the CAP
duration in order to evaluate the cooperative metric of thjs
node. The main objective of muDog is to reduce the time pf [L St isactive during T=min (T T )] [—FT“—l
overhearing and then the energy consumption by launching a
targeted monitoring. Fig. 3. The global flowchart of muDog

(FramePendingSubfield
= 1) and (Rl ggress €
Addressing list)?

(FramePendingSubfield
=1) and (R1qqpes €
Addressing list) ?

Step|(3)

@ The nodeS; sends a packefkt; to the nodeR; as
; illustrated in figure 2. WherPkt, is received by the nodé€’,
®‘~\ / then it transmits it to the receivdt; under theS; monitoring.
ﬁ’“*@ Two kinds of transmission are possible with and without
e S, acknowledgement. Both transmissions are supported by our
/ ‘ proposed monitoring mechanism. Let suppose the case of the
transmission with acknowledgement. The ndfleis able to
@5 check the good reception @tkt; by the coordinatoC' when
it receives the ACK packet. This reception validates the firs
Fig. 2. Scenario of monitoring mechanism step of the monitoring process. The nafle acts as monitor
node only if both conditions of step 2 in figure 3 are verified:
We explain the monitoring process of muDog by an exXtQI > LQIipreshoiq aNd Pw > Pwipreshoia Where LQI
ample illustrated in figure 2. In this scenario, we have twfLink Quality Indicator) andPw is the probability to have
connections{S1, R, } and {Ss, Ry}, coordinator node” its a monitor node’s accurate observation (see below for more
task is to route a packet frorf; to R; and fromS; to R;. details). This step ensures the quality of the monitoringr pr
The nodeS; plays the role of monitor node and its goal is t@wess. We know that in beacon-enabled mode the coordinator
monitor the coordinator nod€'. The nodeC is classified as sends periodically a beacon frame to its neighbors in order
well-behaving node if it forwads all packets to nodes and to ensure the synchronization and to give them information



related to the next transmission. The monitor node focuees averhearing time in this case is calculated as follows:

two important subfields in the beacon frame: Frame Pending 9 i+l

(itis setto 1 if the (_:oordmator has a packet to transmllt) anqwmrhewmg = (NP+1)x (Zpi x ZTtlri’ifsac(ij)) )
Pending address Fields (address list of nodes to which the pr =

coordinator has packets to transmit). When these parameters ) N o
are verified bys; that means tharame Pending Subfield =1 Where P is the probability to reach’ attempts and it is
and @R, € {Pending address Fields then the monitoring defined as follows:

process is launched (see step 3). After this step, the Sgde P { Pouee(1 = Pouee)® if i={0,1}

starts to overhear the packets sent by the néda order CTl (1= Payee)? if i=2

to check if the coordinator correctly forwards the packets We based on Pollin et al. [5] Markov model to evaluate the

particularly Pkt;. _ _ probability Ps,.. in IEEE 802.15.4.
The challenge is that the monitor nodg cannot know
when the targeted packétkt; will be transmitted during the Powee = No(1 — )N =11 — a)(1 — §) @)

overhearing period. We know that the overhearing period has
an important impact on the energy consumption that's why théhere N is the number of nodes in the network,s the
proposed mechanism muDog tries to optimize the overhearigigtionary probability of node when it attempts CCA (Clear
period while ensuring the quality of the observation. Th€hannel Assessment) for the first time during one sloand
maximum time of overhearing does not exceed the timgare the probabilities to sense the channel busy for the first
dedicated to CAP (Toverhearipg, = Tcap) and the second CCA (in IEEE 802.15.4 the transmitter must
sense twice the channel by using CCA). In order to calculate
the probability¢, we distinguish two cases: the saturated and
unsaturated network.

In order to evalaute the overhearing time of the monitor IN the case of saturated network, the node always has
node, we distinguish two kinds of transmission with an@l Packet to transmitd,c is calculated in the case of a
without acknowledgement. In the case of transmission witfRnsmission with acknowldgement as follows:
acknowledgement, we present two situations: the optimisti Back 1/N
and the realistic. The optimistic situation is when the door Pack =1-— (1 T (1= Back)(2— pm,)) )
nator sends the first monitored packektt; to the R, which o
means the monitor nod#; can switch off the monitoring
process just after the overhearing/kt;. In this situation the
overhearing time is equal to the one packet transaction time
(T:r+ Y and it is given by the following equation:

transac

A. Evaluation of the monitor overhearing time

where P,,; is the probability of collision during the transmis-
sion period and it is calculated as follows:

Noack(1—dack)¥ " 5)
1—(1—¢ack)N
Lpus In the case of unsaturated network, the node does not always
Tovernearing = Tiranisac = Thackof s (cW;) + TDataReq have a packet to transmit. We use the same model developped
+1Tpata + 2% v+ 2xw+2xTuc, +2xTrrs (1) in [5] which consists in adding the delays,, X, and X3. X;
is the delay added after each transmission attempt when the
where Ty,..orf IS the backoff time calculated accordingchannel is sensed busy., is the delay added before the next
to CSMA/CA [2]. Tpata is the time needed to transmit theperiodic transmission in the case of a transmission failire
data frame (Mac Payload Field) and its size cannot exceisdthe delay added after the next transmission in the case of
aMaxMACPayloadSiz€l'p ¢4 req iS the transmission durationa successful first transmission. So, this model is valid only
of the data command frame. is the Turn around time and in the case of acknowledgement transmission, because in the
presents the duration between the reception of data frawhe ather transmission mode it is not possible for the sendeeto b
the transmission of the ACK packet.is macAckWaitDuration sure that the packet is correctly received.
and consists in the maximum duration necessary to receivelhe probability that a collision K.) occurs because two
the ACK packet after the data frame transmissiba,.;, is the nodes transmit at the same time is calculated as follows:
transmission time of the ACK packéf; s (IFS: InterFrame Po=1-(1- ¢)N_1 ©6)
Space) is the time needed to separate two consecutive data ¢
frames. For more details you can refer to the work [5].

The pessimistic or realistic situation is when the moniiore The number of packets sent for each pending address is
packetPkt; transmitted after a certain number of packets withot specified in the IEEE 802.15.4 standard which makes
different source addresses (lilsg in the example of figure 2). the evaluation ofVP number of packets to send before the
N P is the number of packets transmitted befétet; then the monitored packePkt; not easy. Then, we evaluate theP,,,;,
time of overhearing will be crossed by P + 1. In addition, and the NP,,,, in order to calculate the average number
the packet retransmission for any reason must be taken iofoN P (N P,,,,). However, in the IEEE 802.15.4 standard
account and it is limited to only three attempts. Therefte, the number of addresses pending cannot excedden the

Pcolzl_




NP,,;, = 6 (one packet to transmit for each address). In ordé&y zero when it is covered by the carrier sense of the momtore
to calculate theNP,,,., we evaluate the maximum packenode. OtherwiseP.,,q2(d) (if d > Hé?iTT) is given by:
NR

number possible to transmit during one CAP and we obtain: ]
1 if d<ep

Npmaz = T‘Ci (7) Pcond2(d) - { e_TNh"u Otherwise

1Pkt
fransac where N, = AMuor(d) and p = —2— with R, is the

where T; M, is the time transaction for one packet withcarrier shensing ran(g()a ariljngR is the Threshold Signal to
minimum backoff value. Noise Ratio.

In the case of the transmission without acknowledgementnow, we can calculatéw(d) as follows:
that means that theurn around timeand themacAckWaitDu-
ration are required. Therefore, the equation to calculate the Puw(d) = {
overhearing time in the optimal case is:

11)

PSUCC If d S <)0

Psucc-eiTNh’"u Otherwise (12)

IV. PERFORMANCE EVALUATION

Tovernearing = Tiranisae = Thackors (05) + Thataneq In order to evaluate muDog monitoring mechanism per-
+Tpata + 2% Trrs  (8) formances, we implement the proposed algorithm and the

In the realistic case, the equations 1 and 4 become @@lytical model by using our own simulator. We evaluate the

follows: overhearing time of the monitor node with different network
parameters such as: packet size and density of nodes. In

noAck _ noAck _ addition, the probability of the monitor correct obsergatPw
Toveriearing = NPunoy(Po X Tiransac(cw;)) ® is evaluated and analyzed according diffrent paramteasfictr
B. Evaluation of the probability to have a monitor's accwatload, the density of nodes in the network and the distance
observation between monitor and monitored nodes.

1pkt

The quality of the monitoring process consists in the acCly: The overhearing time evaluation

rate observation of the monitor node. We quote two main €ON"Tvo cases have to be distinguished: the case of a saturated

ition fine th r rvation of the monitoen

ditions tq define the accuraie observatio ortne mo toenod etwork and the case of a non-saturated network. The seturat

the monitored node successfully transmits the target packe . " .. ) ]
L . .~case is divided into two cases: the acknowledged and non-

(P:onq1) @and no collision occurs at the monitor node durin

%cknowledged cases
the monitored node transmissioR,(,42). Let Pw represent )
the probability to have a monitor's correct observation had 1) Impact of the number of packety ,,,) and the packet

calculated as follows: size: In order to determine_thg variation intervaINthoy, we
) have evaluatedV P, variation according to the: packets
Pw = Poppat X Prond2 (10) size in both cases: with and without any acknowledgement.
This evaluation enables us to deduce the average number of

Peonar is calculated according to the equation 3 proposed pxckets that may be sent during CAP.
the previous subsection. Howevér,,, 2 depends on many

parameters particularly the distance between the monitdr a N Toverhsaring =f{NPaversgs)
monitored nodesd). The distance between monitor and mon- ' ' TuDoaleatraled wih Ack)
0451 +  muDegisaturated without Ack) (4

itored nodes has an impact on the monitor’s vulnerable regio muDog( unsaturatsd X1=100)
(Muvr(d)) which can affect the monitoring mechanism. This o4 ——eheeaEA
region only exists if the interference region of the monitor i R

node is not covered by the carrier sense region of a monitored
node ; we called it "the monitor vulnerable hidden region”.
If any node in this region starts to transmit, it disturbs the

Taoverhearing (2)
=
ra
o

monitor node’s observation. For more details about thisoreg ni1s)

and how we can evaluate it, the reader can refer to our previou 01 Lo+
work [3]. Therefore, P,,,.qo €quals one when no node in nost o 77

region Mor(d) transmits in a vulnerable time. This period 0 . . . .
depends on the transmission tirfig, of a packet: when a A v

node B starts to transmit dt, the vulnerable time interval

iS [ts — Taw — 1,ts + Tay — 1]. The nodes distribution is anFig. 4. T,ernearing according to the average number of packé{e,oy)

important parameter, that's why we assume that the nodes

are distributed within a topology which is a two-dimensibna The figure 4 shows that the overhearing time increases pro-

Poisson process with parameter(memoryless property of portionally to the number of packets preceding the monitore

Poisson distribution). packet and the greatest values are observed in the saturated
The nodes in regiod/vr(d) must remain silent duringg case with acknowledgement because the packets are more

slots time whereu = (T,, /o). RegionMruv(d) can be equal often generated and the transactions are longer than in the



non-saturated case. For each acknowledged transmishmn,simall packets (for instance = 20), the necessary overhearing
overhearing time remains inferior to the overhearing time time is of 0.265 s with muDog, whereas it is still fixed at
Watchdog. This is true folN P,,,,, < 22 packets in a saturated0.33 s with Watchdog, even for a small packet. muDog thus
case andVP,,,, < 26 packets in a non-saturated case. Faeduces the activity period of the monitor B§%, which will
instance, forN P,,,, = 20, the overhearing time is reducedconsequently reduce the energy cost.

by 9% in a saturated case and [3)% in a non-saturated

network. ForN P,,,, > 22 packets andV P, > 26 packets o . Toverhesiing =i(N) .
respectively in a saturated and non-saturated network, the vesl mubeglesurated win Ak ||
overhearing time equals the overhearing time observed with I Watchdog (CAP
Watchdog. muDog is thus more performant than Watchdog o

when the queue contains less thzih packets in a saturated = PP ]

network and less tha?6 packets in a non-saturated network.
In the case of a transmission without any acknowledgement,
muDog is much more performant. Indeed, even when the

o

Taverhearing (=)
=
P
o

gueue contains the maximum number of packets (31), the
overhearing time is reduced ®3%. 04
0.05F
Toverhearing =f{x) a . . .
0.35 T 0 10 =0 30 40 50
_ M
0.3 B i
. Fig. 6. Tyuerhearing according to the nodes density
E’ 0z e 2) Impact of the nodes densityin order to study the
2 muDog (saturated with Ack] impact of nodes density on the overhearing time, we varied
L el | the nodes density from 2 to 50 nodes in the network and
01 L WatchdealCAR) the obtained results are plotted in figure 6. The overhearing
M time obviously increases proportionally to the nodes dgnsi
e 1 However, muDog is much more performing in small saturated
o i - - i networks with less than 12 nodes (15 nodes in a non saturated
C T rmsdzextye network) than Watchdog. For a network composed of 5 nodes,
the overhearing time is reduced by more th8af (0.15 s) of
Fig. 5. Tovernearing according to the size of MACPayload the time given for Watchdog. In the case of great networks, it

is important to have a great overhearing time (equal to CAP)
The figure 5 shows the overhearing time according to tle order to monitor a great number of nodes and thus a more
size of the packets in 6 different situations: in an optimahtense traffic.
situation with and without any acknowledgement, in a real- ] N
istic situation with a saturated network and an acknowlddg®: EVvaluation of the probability to have an accurate observa
transmission, with a non-acknowledged transmission, attd wilon Fw
a non-saturated network. All these cases are then compared tim this subsection, we evaluate the impact of the traffic
the Watchdog (the CAP duration). charge, nodes density and distance between the monitoring
The overhearing time significantly decreases in the casearfd monitored nodes on the probability to make an accurate
a non saturated network compared to a saturated netwarkservationPw. In order to study the impact of the nodes
although we introduced a dela¥; = 100 slots. Indeed, in density on the monitoring process, we have evaluated
the case of a non saturated network, the packets are less oftariation according to the nodes density for two network
generated, and this reduces the probabilityin the case of traffic loads5pps and 15pps. The obtained results are plotted
a non acknowledged transmission, the transaction duraionn figures 9(a) and 9(b). In both cases, the probability to
minimized, and this significantly reduces the overheaiimgt have an accurate observation significantly decreases vigen t
muDog is quite performing in the cases of a non saturateddes density increases. Indeed, when the number of nodes
network and of a non acknowledged transmission; it preveritgreases, the probability to have a successful transonissi
the nodes from reaching Watchdog overhearing time for adgcreases (because of the collisions) and thus the prababil
packet size. With a value of = 118 (maximum value), the to have an accurate observation also decreases. The decreas
overhearing time is reduced B9% in a non saturated networkis even more important in the case of a saturated network.
and by72% in the case of a non acknowledged transmissioiihe difference between both cases may re#@li. The best
However, in the case of saturated network, and with a greatlues of Pw are reached when the nodes density is small
number of permanently generated packets, muDog is md@between 2 and 10 nodes) and for short distances between
efficient than Watchdog only foe < 92 bytes. Indeed, the the monitoring and monitored node$0fn). In such cases,
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Fig. 7. Pw versus nodes density with 5pps and 15 pps of traffic charge

they vary betweer).2 and 0.98. When the distance and the[3] A. Rachedi and A. Benslimang@pward a cross-layer monitoring process
traffic charge increase?w decreases more. For instance, for for mobile for mobile ad hoc networksSournal of Security and Com-
N = 10, 15pps andd = 13m, the probability decreases by gﬁouoné-catlon Networks, Volume 2, Issue 4, pages 351-368, JulyAt
11% in a non saturated network and Bg% in a saturated [4] S. Marti, TJ. Giuli, K. Lai, M. BakerMitigating routing misbehavior in
L. . _International Conference on Mobile Computing and NetwagkiBoston,
when the nodes density is high (50 nodes) and when the traffic ysa "2000; pp. 255-265.

is quite important {5pps). Pw is then equal td).1. [5] S. Pollin, M. Ergen, S. Coleri Ergen, B. Bougard, L. Vanr deerre,
I. Moerman, A. Bahai, P. Varaiya, F. Cattho®erformance Analysis
of Slotted Carrier Sense IEEE 802.15.4 Medium Access |.d{sEE

. . . Transactions on wireless communications, VOL. 7, NO. 9, Jepts
In this paper, we proposed an analytical model aiming at ,qog.

ensuring the efficient monitoring process called muDog &vhi[6] A. Keshavarzian, H. Lee, L. Venkatramatakeup Scheduling in Wireless
taking into account the energy constraints and the accuracy ggggogg\“?gz‘”sk%” Proc. ACM Mobihoc 2006, Florence, Italy, May
of the monitor's ot.)se'rvatlon. In a'ddltlf)n, the evaluation Q7] N. F.YTimmons, W. G. Scanlominalysis of the Performance of IEEE
e proposed monitoring mechanism is proposed and com- 802.15.4 for Medical Sensor Body Area Networking Sensor/héioc
the proposed toring h proposed and 802.15.4 for Medical S Body Area N king S AstheH
pared to the existing Watchdog mechanism by using differens Communications and NetworkiEEE SECON 2004, pp. 16-24, 2004.
d . he i f 8] G. Anastasi, M. Conti, M. Di Francesco, and A. Passardlzergy
parametgrsl an metr'cs_- The 'mPaCt of some parameters_ Nconservation in wireless sensor networks: A survey Hoc Networks,
the monitoring process like the distance between the monito Vol. 7, Issue: 3, pp. 537-568, 2009. _
and monitored nodes, the time of overhearin ener Cdﬁ]- Y. Kwon, Y. Chae Traffic Adaptl_ve IEEE 802.15_.4 MAC for Wireless
. h k traffic load and th dg (d gy h Sensor NetworksLecture Note in Computer Science (LNCS),Volume
sumpthn),t e network traffic load and the nodes densitg Th 4006120086, pp. 864-873, 2006.
evaluations have shown that the transmission probabiliy, [10] G. Lu, B. Krishnamachari, C. S. Raghavendparformance Evaluation
. L L in Proceedings of the EWCN’'04, Held in Conjunction with theEE
network traffic load have a negative impact on the monitoring \pccc, april 2004.
process. However, the nodes density and the type of network
(saturated or non saturated) seem to have a mostly negative
impact on the observation accuracy. Moreover, the monitor
node’s accurate observation is thus possible in a small non
saturated network with a short distance between the menitor
ing and the monitored nodes. The obtained results illestrat
that muDog is more efficient than Watchdog whatever the
parameter is.
In our future works, we plan to evaluate muDog by intro-

ducing different mobility models and by using a real test-be

V. CONCLUSION
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