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Abstract—To avoid the single point of failure for the certificate  community. A head cluster is selected among trusted nodes to
authority (C'A) in MANET, a decentralized solution is proposed play the role ofC A. To overcome a single point of failure
where nodes are grouped into different clusters. Each cluster attack againsC A, a set of one-hop node®A, are selected

should contain at least two confident nodes. One is known as . o
C A and the another as register authority RA. The Dynamic De- from the set of trusted nodes to fornrDgnamic Demilitarized

militarized Zone (DDMZ) is proposed as a solution for protecting Z0ne ODM Z). The role of these nodes, besides registration
the CA node against potential attacks. It is formed from one or authority, is to protect the” A by filtering C'A’s incoming

more RA node. The problems of such a model are: (1) Clusters requests and monitoring the behavior of nodes in the cluster

with one confident node,C A, cannot be created and thus clusters’ The approach is suitable once the confident community size
sizes are increased which negatively affect clusters’ services and. | ht t at least two trusted nod lust
stability. (2) Clusters with high density of RA can cause channel IS large enough 1o grant at least two frusted nodes per cluste

collision at the C A. (3) Clusters’ lifetime are reduced sinceRA  (i.€., oneC'A and another? A).

monitors are always launched (i.e., resource consumption). Inthis ~ The first limitation of the approach given in [22] is its
paper, we propose a model based on mechanism design that willinability to form clusters with single trusted node and tonfo
allow clusters with single trusted node ('A) to be created. Our e DPMZ from non-confident community. This will decrease
mechanism will motivate nodes that do not belong to the confident h b fol di | . hicoaff
community to participate by giving them incentives in the form the number 0, Clusters an mcreaszle'c usters’ size W,' - a
of trust, which can be used for cluster's services. To achieve this clusters’ services and MANET stability. The second limdati
goal, a RA selection algorithm is proposed that selects nodes is clusters’ lifetime since all selectelA nodes are required
based on a predefined selection criteria function and location (i.e., to run their monitor and consume resources. Moreover, a
using directional antenna). Such a model is known asnoderate. high densityDDM Z can increase the probability of channel

Based on the security risk, more RA nodes must be added to . . . . e
formalize arobust DDMZ. Here, we consider the tradeoff between collision at C'A. Finally, DDMZ formation is a limitation

security and resource consumption by formulating the problem s?nceRA nodes are selected _ignor_iltiQA coverage area. This
as a nonzero-sum noncooperative game between the CA andviolates the role ofDDMZ since it allows an adversary to

attacker. Finally, empirical results are provided to support our |aunch attacks againgt A from RA’s uncovered zones.

solutions. . . . . To overcome these limitations, the DA/ Z must be built

aumgﬁ)t( Terms—MANET security, mechanism design, certificate based on nodes from non-confident community. To build the
y and clustering.

DDM Z that can cover th€' A coverage area, nodes must be
cooperative and selected by el based on specific selection
criteria where some of the parameters of the selectionrierite

In wired/wireless infrastructure networks, a trusted dhirare considered as private information. The limitations ahsu
party, known as Certification Authority(A), is needed to a proposition are: (1) Nodes might behase&fishlyin order
certify users’ digital certificate that contains users’ limikey not to be selected aRA and consume resources. This will
and identity. It is needed to provide a secure communicatible done by revealing a fake selection-criteria informatitm
among users and ensure some security requirements, suctsalye such a problem, incentives must be given to nodes to
authentication, confidentiality and integrity of tranditdata. motivate them to participate and serve /asl. The problem
In classical Public Key Infrastructure (PKI) [9], a Registrathat arises here is: How to design the incentives to motivate
tion Authority (RA) is used to collect and analyze usershodes to participate and reveal their truthful informatton
requests before forwarding them taC&d to certify, issue and build the DD M Z? (2) To form theD D M Z that can cover the
renew user’s digital certificate. In Mobile Ad hoc Networks” A coverage area, node’s location is required, which can be
(MANETS), a decentralized certificate authority approagh [ used maliciously. To solve such a problem, directional ramee
[10], [23] is proposed, due to MANET characteristics, as used to divide th&’ A coverage area into different sectors
a solution to avoid single point of failure, MANET attacksn which the RA nodes are selected. Such a model is called as
and consider nodes’ mobility. To handle these requiremantsmoderatesince few RA nodes are selected to filter the traffic of
distributed clustering algorithm is proposed in [22] tostkr CA. The question that we address here is: When to add more
nodes based on a set of trusted nodes that belong to a confideAtnodes to form aobust D DM Z taking into consideration

I. INTRODUCTION



security and resource consumption? We answer this questiony one request to obtain a certificate or revocation (k.e.]1
by formulating a nonzero-sum non-cooperative game betwemessages are needed).
the C A and attacker where the attacker identity is unknown. A few work tried to introduce the fullyC' A distribu-
Bayesian game theory is used to solve such a game wherettbe without using the threshold cryptography. We quote the
C A’s threshold value to step to robuBXD M Z is computed. Hubaux et al.'s [6] approach and Satizabal et al.'s [23]ayst
In this paper, we design a unified model that is able to: In these systems, each user is able to generate a certificate
. Motivate nodes from non-confident community to servir other users. Certificates are stored and distributechby t
as RA and build a moderat® DM Z. users themselves. In this system, each user maintains la loca
« Prevent nodes from revealing fake information by desertificate repository. When two users want to check the publi

signing incentives based on Vickrey, Clarke and Grové€ys of each other, they merge their local certificate reposi-
(VCG) mechanism where truth telling is the dominaniories to find appropriate certificate chains. The drawbdck o

strategy among all nodes. this approach is the assumption that trust i.s transitivethad

« Increase theC'A protection through the design of mod-System becomes more vulnerable to malicious nodes.
erate DDM Z formation condition that can sele@A Several work introduce the cluster concept for security in
nodes based on their location. MANETs particularly for the CA distribution. Dong et al.

« Increase the clusters’ lifetime by selecting tRet nodes [10] and Bechler et al. [4] propose the distribution of the
based on a specific selection-criteria function. CA service by using threshold cryptography and introduce

« Increase the number of clusters and reduce the clustdh§ cluster structure. The cluster concept is adopted taigero
size. This will help to efficiently serve the nodes of théhe C'A service and proactive secret shared update protocol.
cluster and effect network stability. Moreover, it increas !N Bechler et al's [4] approach, the certification of any
the probability of detecting the misbehaving nodes. ~ guest node must possess a certain nunibeéy of warranty

« Run the robust DDMZ mode according to the securitjertificates from warrantor nodes. Then, it must request at

needs. east(k) certificates from different cluster heads (CHs), whose
The rest of the paper is organized as follows. In sectidssociation gives the network certificate. Unfortunatétys

II, we discuss the related work on certification authority i pproach is not realistic because the warrantor nodes do not

MANET and application of mechanism design to network have any information about the new node to be guaranteed.

: : .Sfo overcome this problem, the authors of [22] proposed a
In Section Ill, we provide the problem statement. In Section” . : g :

. . . ..~ “distributed architecture which divides the network intostérs
IV, MANET clustering and CA selection algorithm is given.

The moderateDDMZ model is given in Section V where and dlstr!butes th&€’'A in each cluster to secure the network._
. . o : : They defined a new trust model and new concept of Dynamic
the RA election model, selection criteria function, medhkan

model and RA election algorithm are illustrated followed bDem|I|tar|zgd Zone_ (DDMZ.) to secure the A nOQe in each
. o : |uster against a single point failure and to monitor theesod
an example. Section VIl presents empirical results. Fipall

Section VIII concludes the paper. i the cluster.

B. Mechanism Design Application
1. RELATED WORK . o ' . .
Mechanism design is a sub-field of microeconomics and

This section reviews related work on the distribution of th@ame theory [15]. It uses game theory tools to achieve a
certificate authority in MANET. Moreover, mechanism desigfesired goal. The main difference between game theory and
and game theory applications to networks are given. mechanism design is that the former is used to study what

e o could happen when independent players act selfishly, weerea
A. Certification Authority in MANET mechanism design allows us to define the game in such a way

In [5], the authors proposed a system based on the dikat the outcome of the game, known as the Social Choice
tribution of the certification authority among specific nedeFunction (SCF), will be played by independent players accord
by using the threshold cryptography scheme [24] with séveiiag to the rules set by the mechanism designer. Mechanism
threshold levels to offer nodes flexibility in selecting apeo- design has been used in computer science by Nisan and Ronen
priate security level for a given application. With this apach [19] for solving least cost path and task scheduling proklem
the fault tolerant and hierarchical key management sesvicgsing algorithmic mechanism design. Distributed mechanism
are ensured. Unfortunately, the approaches based on tidesldesign based on VCG is first introduced in [11] to compute
cryptography have some drawbacks: Firstly, theodes must the lowest cost routes for all source-destination pairs and
be initialized by a trusted authority which is responsible fgpayments for transit nodes on all the routes. It is a direct
introducing the partial secret @f' A role. On the other hand, extension of Border Gateway Protocol (BGP), which causes
an external administration is necessary to configure thiesys modest increases in routing table size and convergence time
and establish the architecture. Secondly, the nuniberust Currently in MANET, mechanism design is mainly used
be a trade-off between availability and robustness, it mbest for routing purposes. In [2], the authors present a truthful
frequently updated. Thirdly, the system overloads the agtw adhoc-VCG mechanism to find the most cost-efficient route
since the node must send at leasequests instead of sendingn the presence of selfish nodes. In [8], the authors provide



an incentive compatible auction scheme to enable packetrticipate on being selected &A to form the DDMZ. A
forwarding service in MANET using VCG. A continuousnonzero-sum noncooperative game based on Bayesian Nash
auction process runs to determine who should obtain haguilibrium is used to model the interaction between ¢hé
much of the bandwidth and at what price. Incentives are and intruder, taking into consideration that the precisafity
the form of monetary rewards. On the other hand, mechanisithe intruder is typically unknown. The solution of such a
design is recently used for intrusion detection in MANET][21 game guides th€' A to add moreR A nodes according to the
The authors propose a distributed election mechanism tigaime derived threshold.
selects the most cost efficient node to play the role of leader
IDS in a cluster. To motivate nodes to behave normally during
the election process, the authors design incentives, based To protect theC A node, a set of trusted’, = 1) nodes
VCG, in the form of reputation where intrusion detectiofone-hop) are selected to play the role ®# and form the
service is offered to nodes according to their reputatiam. Dynamic Demilitarized Zonel{ DM Z) [22]. This is done by
catch misbehaving leader after election, a catch an punfitering the traffic ofC A searching for attacks. Moreover, the
model is proposed. As an extension for their work, the authai@e of these nodes is to monitor the behavior of other nodes
proposed in [17] a distributed leader-IDS election mechanisn the cluster. The problems facing this model are: Firs, th
that can elect the most cost efficient leaders without rupnicluster formation requires at least two trusted nodes which
any clustering algorithm. prevents clusters with one trusted node to be created. Tilis w
lead nodes to join other clusters which increases the number
of nodes in the cluster and negatively affect the cluster's

Game theory [18] has been successfully applied to masgrvices (i.e., routing, intrusion detection, key disitibn and
disciplines including economics, political science, amne certification). Second, all trusted nodes are required toitoo
puter science. Game theory usually considers a multi-playend play the role ofRA to ensure security robustness which
decision problem where multiple players with different obeauses nodes to consume a lot of resources and decrease the
jectives can compete and interact with each other. Garmlester’s lifetime. Additionally, the more is thRA, the more
theory classifies games into two categorizes: Non-cooperatis the probability of channel collision &'A. Third, it is not
and cooperative. Non-cooperative games are games with tgranted that th€' A coverage area is always monitored by the
or more players that are competing with each other. QRA nodes. This is because tie@DM Z formation condition
the other hand, cooperative games are games with muttie not consider th&' A coverage area which can be violated
players cooperating with each other in order to achieve thg an attacker.
greatest possible total benefits. To predict the optimategya ~ Solving these problems will start by proposing a solution
used by intruders to attack a network, the authors of [2@3r cluster formation condition where clusters can be e@at
model a non-cooperative game-theoretic model to analyasing one trusted node which is selected’as. This propo-
the interaction between intruders and the IDS in a wiresition faces the following challenges: First, nodes thall wi
infrastructure network. They solve the problem using a zerbe selected to play the role d®A, to form DDMZ, are
sum non-cooperative game with complete information abonbd more belonging to the confident community which can
the intruder. lead nodes to behaveelfishly We defineselfish nodeas an

In complete information game, the type, strategy spacex;onomically rational node whose objective is to maximize
and payoff functions of both players are known. In [1], thiés benefits (payoffs). Secon® A selection will be based on
authors aim at demonstrating the suitability of game theospecific criteria such as energy level, trust level, mob#ind
for development of various decision, analysis, and controbnnectivity degree. Some of these information are consitle
algorithms in intrusion detection. They address some of ths private where nodes can reveal fake information in order n
fundamental network security tradeoffs, and give illusten to be selected and preserve their resources. Incentivestraus
examples in different platforms. They propose two différemiven in the form of trust in order to motivate nodes to reveal
schemes based on game theoretic techniques and considérel private information. The question arises here is: How
generic model of distributed IDSs equipped with a networttesign the incentive in such a way where truth telling is the
of sensors. Bayesian Nash is used in [14] to analyze tHeminant strategy for all nodes? Third, to increase the efisst
interaction between the intruder and defender in static alifittime and to avoid channel collision, a specific number of
dynamic scenarios. The authors provide a hybrid detectiondes must be selected to form tBeD M Z. Moreover, these
approach. nodes should be able to monitor tlieA coverage area by

These existing studies clearly show that game theory afillering all the C'A traffic. The question that we address is:
mechanism design are strong candidates for providing tWéhat is the minimum number d® A nodes needed to achieve
much-needed mathematical framework for analyzing the-intéhis goal? Such a model is known as moderate since few
action betweerC' A and intruders and motivate the nodes toodes are selected to form tlieD M Z. Finally, to increase
reveal truthfully their selection criteria function. Toetlbest of the security of theD DM Z, RA nodes have to be added to the
our knowledge, our work is among the first efforts on securirgector where the probability of attacks is high. Such a model
the CA. We use mechanism design to motivate the nodes itoknown as robusD DM Z. The question that arises here is:

Ill. PROBLEM STATEMENT

C. Game Theory Application



When to step from moderate to robustDA/ Z? What is the  Algorithm 1: Clustering Algorithm §DC Ay5)

security threshold needed to step to roblMPM Z7? When node j receives an election packet from node i
In this paper, we propose a nel¥DM Z formation con-  pegin

dition where RA nodes will be selected by thé€'A based Packet-Authentication-Integrity-checking();

on their selection-criteria function which is defined in term if (HopCount >= k) then No — Competition;

of nodes’ private information. Here, we assume that ¢hé Goto(end);

is equipped with an antenna that can work as directional or | else if (RM; < RM;) OR ((RM; == RM;) AND

omni-directional.RA election algorithm is designed where the (DN; < DN;)) then

directional antenna is used to create I(h® M Z by selecting | Accept node i as CA;

a set of RA nodes that meet the selection criteria. This will else if (RM; < RM;) OR (DN; > DN;) then

increase the robustness BfD M Z. On the other hand, omni- | node j remains as CA candidate;

directional antenna is used to overhear tRe nodes and else if (RM; == RM;) AND (DN, == DN;,) then

monitor their behavior. Moreover, we propose a model based | apply Lowest-ID;

on VCG mechanism [13] to motivate nodes to reveal truthfully

their private information. Payments are issued in the fofm o end
reputation (trust) to motivate nodes to say the truth. Bmele
model a nonzero-sum noncooperative game to find the security

threshold nee.d.ed to _step from.moderate to rotmﬁM_Z. V. A MODERATE DDM Z MODEL
These propositions will help to increase the cluster’s ggcu
and lifetime and reduce channel collision at thel. In this section, we present outA election mechanism for
truthfully electing theRA nodes that will serve a® DM Z
IV. MANET CLUSTERING AND CA ELECTION and belong to non-confident community. In Subsection V-A,
ALGORITHM we describe theé? A election model followed by the selection

In this section, we devise a clustering algorithm that ersst criteria functionF” for electing RA nodes is given in Subsec-
MANET and elects aCA in each cluster. To ensure thetion V-B. Subsection V-C formulates our mechanism model
security, it is assumed that set of the nodes belong tousing with the payment function followed by an example.
confident community. For clusters with more than one trusted .
node, theC'A is selected among these nodes based on nodé's RA Election Model
stability which increases cluster’s lifetime. Furthermothe Once theC' A node of each cluster is selected, it elects a set
clustering algorithm ensures the authentication and rityeg of RA nodes that belongs to non-confident community with a
of the transited data during the election process. certain trust-level. Thé&? A nodes are located at one-hop from

Each trusted node sends two success$iglo message in the C A node. The role ofRA nodes is to protecC A node
order to calculate the Relative MobilityR(M), after that, it against attack from unknown nodes such as Denial of Service
announces itself a§’A with a certain cluster’s size (k-hop).(DoS). Any packet destined t6’A node must be analyzed
When a trusted node receives a beacon, from one of its neigind filtered byRA nodes. To achieve this goal, a moderate
bors, it executes clustering algorithm 1 to change its stath DM Z should be created by selecting the bé&st nodes
from cluster-head (f A) to cluster-member. The decision tobased on nodes’ selection criteria function and according
change the status froiA to cluster-member depends on twdo nodes location. This will increase the performance of
main parameters: Security and stability.(AM is considered DDM Z since theCA coverage area is protected A
as more stable than others if it has a low relative mobilithodes. Selectingg A nodes according to their location requires
Any trusted node with relative mobility more than a specifia secure localization algorithm [7]. To avoid running such
threshold is considered as unstable and thus will not be donsalgorithm, directional antenna is used by thel where the
ered during th&”' A selection. The nodes situated between two' A’s zone is divided into6 sectors [12]. The sectors are
adjacent clusters can become gateway (GW) [22]. AlgorithmnLimbered from1 to 6 starting with zonel heading east
is executed by each node that belongs to confident communég. shown in figure 1. Dividing th&€’ A zone to6 sectors
where, Packet — Authentication — Integrity — checking() with 250 m omni transmission range leads #50 m of
is the function which consists to check the integrity and thdirectional transmission range [12]. With such type of ante
authentication of the election packéfopCount indicates the the CA node can allocate the location of one-hop nodes.
hop number of the election packgil/; is the relative mobility This proposition allows us to prolong cluster’s lifetime by
of node i andDN; is the degree of the neighbors nodes aflecting the minimum number aRA nodes that covers the
the node . 6 sectors. With250 m of omni transmission range, ea¢tA

Once theC A node is elected per cluster, it starts to transmitode can cover its own sector and the left and right sectors.
cluster’s beacon in order to inform the cluster's memberasodThis means tha83 RA nodes are required to form a moderate
about its availability. The cluster's nodes that are noendng D DM Z where RA nodes are selected frodisjoint sectors
any beacon from aC' A for a predefined period of time is This means thakR A nodes cannot be selected from the same
considered as unavailable. sector or from two consecutive sectors. For example,GfA



Omni-directional
communication radius

——

Residual Energy Metri€Zs3): This metric determines the
residual energy level of the nodes. This is also a private
information of a node.

Connectivity Degre€Z,): It is the number of links a node
is connected with. In other word, connectivity degree is the
number of one hop neighbors of a node. A node having
greater connect degree means that it can cover more nodes
for monitoring in the cluster.

Based on the above four parameters, our selection criteria
function F' is defined as follows:
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Fig. 1. Cluster ofl0 nodes divided intd Sectors where IV; is the weight of each parametér According to
the security context, the weight of the trust metfit;) must
chooses nodéV; then nodes from sectoils 2 or 3 cannot be be greater than others metrics. However, the stabilitg)(
selected. Thus, DDMZ can be formulated by selecting nodagd the residual energyi(;) have the same weight, because
from sectors{1, 3, 5} or {2, 4, 6}. The selection between both metrics have the same importance in the model. When
both combination depends on the selection criteria functiéhe stability metric is low, the?A node cannot be insured for
F() given in subsection V-B. This formation condition willits role for long time. On the other hand, when the residual
increase the monitoring coverage area for the cluster amsl tignergy metric is low, the?A will not be able to do its task
the DDMZ is efficiently able to protect thé'A node from for long time. Finally, the connectivity degree metrit/()
attacks originated from different directions. The objeetof has the lowest weight since it does not impact the security of
maximizing the selection-criteria function (F) & DM Z can the cluster. If the connectivity degree is low, then more RA

be expressed by the following Social Choice Function (SCF)odes are needed for coving the whole cluster. Therefore, we
can establish the relation between metrics’ weight asviglo

SCF = S(C) = max Y _ F, 1) Wy >Wy=Ws>W,andY s, W, =1.
ieN The stability and residual energy are the private infororati

This means that the summation of F given in Subsection Vaghich needs to be truthful in order to have a truthful calteda
of the selected? A nodes has to be maximum overall the sdtinction F'. We give incentive in terms of reputation so that
of possible combination. Clearly, to maximize the sumnrgtionodes are motivated to participate and reveal their truthfu
the nodes need to reveal their truthful function F. In thetnefunction F(). To achieve this goal, the payment should be
subsection, we design a mechanism design based incentesigned in such a way truth-telling is the dominant strateg
model for encouraging each node in revealing its true foncti for each node.
value.

. o . . Mechanism Model
B. Selection Criteria FunctionK) C. Mechanism Mode

The selection criteria function has the following paramete  VVe treat theRA election as a game where thé mobile

Trust Level/Metric(Z,): This metric determines the con-N°des are the agents/players. Each node plays by revesing i
fident level of nodes which is evaluated by the monitoring®" Private information (selection criteria functiof)) which
mechanism. Each node has a reputation generated by hBased on the node’s tye. The typed; is drawn from each
monitoring mechanisms according to its contribution in thglayers e}vallable type s@i={Norma[, Selfish. Each player
network like forwarding ratio or others network’ services. selects his own stratggy/type according to how much the node

Stability Metric (Z,): RA node’s stability is based on thevalues the outcome (i.e., The amount of reputation granted)

relative mobility according to th€'A node (it is the private € Player's strategy is normal then the node reveals tre tru

information of a node). The mobility metric is based on thg€lection criteria functiorf”. We assume that each player

power level (received signal strength) detected at rengivin@s & utility function [15]:
nodeRxPr, it is indicative of the distance between the trans-

L ’ o . \ i(0i) = pi —vi(0;,0(0;,0_; 4
mitting and receiving node pairs. The ratio RkPr between ui(0:) = pi = il ( ) @
two successive packets transmissions gives a good know/ledgere,
about the relative mobility between two neighboring nodes.
The relative mobility metric at node Y with respect to X is

defined byRM;* (x) [3].

e 6_, is the type of all the other nodes except

« v; is the valuation of player of the outputo € O,
knowing thatO is the set of possible outcomes. In our
case, if the node is elected then is the value of the
selection criteria functiod;.

RaPrify
= 101log;, 7RmPr§éd 5

RM(X) )



e p; € R is the payment given by the mechanism to theAlgorithm 2: Executed byC' A node
elected node. Payment is given in the form of reputation. 7. For Sector1 to 6:

Nodes that are not elected receive no payment. 2. SendsStart — Election message to its neighbors;

Note that,u;(6;) is what the player usually seeks to maxi- 3. Wait for the reply from the member nodes;
mize. It reflects the amount of benefits gained by playér 4. End For
he follows a specific type/strategly. Players might deviate 5. Determine the?A nodes forDDM Z;
from revealing the truthful value of the functioR if that 6. SendPayment — con firmation to the RAs;
could lead to a better payoff. Therefore, our mechanism mustOn the other hand, member nodes wait for it —

be strategy-proof where truth-telling is the dominanttstg. Flection message fromCA. Once received, it calculates

To play the game, every node declares its correspondli% function value,F’ and sends it toC' A for optimal RA

function F', where each node’s reported function value is th L . .
: . . . ; etermination. The member nodes then wait for the election
input for our mechanism (i.e., input vector). For each inpu :
: . ) results from the”' A. ElectedRA nodes receive ayment —
vector, the mechanism calculates its corresponding outpdt . : . .
con firmation message from theé’A and it launches its
0= o(#,...,0,) and a payment vectgp = (pi1,...,Pn)-

Payments are used to motivate players to behave in accardane hitor to perform the role oftA.

with the mechanism goals. The goal of our mechanism is télgorithm 3: Executed by Member nodes
motivate nodes to say the truth and compute the oudghat 1. ReceiveStart — Election message front'4;

is equal to the SCF defined in Equation 1. 2. Calculate and Send the Function valtido C'A node;
Payment DesignBased on the selection criteria function 3. If node receivePayment — con firmation from CA;
revealed by all the nodes to the mechanigij elects a set 4. Play the role ofR A,

of nodes according to the requirement to play the rolgdf 5. end If;

that forms theDDM Z. Our mechanism provides payments

to the electedRAs for running their monitor and forming ag. Example

DDMZ. The nodes that are not elected will not not receive __ . . .

any payment. The payment is in the form of reputations To illustrate theR A election scheme, we consider the cluster

which are then used to increase the trust level and alloc eFtl_gure L. Slncet ?#Erﬁtr}?odel (|js ;_(i]peatablte,t_we ?rgg}?t the
the cluster's services. Hence, any node will strive to iasee election process a round. 1he reputation a

its reputation in order to increase the trust level. round is given in the first row of Table I.

According to VCG [2], the following design of payment is TABLE |
. . . DDMZ FORMATION EXAMPLE
strategy proof where truth-telling is the dominant strgteg

[ Nodes [ Nt [Noa [ N3 [ Ny [ Ns [ N [ N7 [ Ng | Ny |
Reputationo’ | 100] 80 | 75 | 60 | 50 | 65 | 110 | 120 | 60
Function Value | 3 5 9 8 7 6 6 5 3
pi =F; + E v (0%) — E v;(0%) (5) Reputationl0™ | 100 | 80 | 84 | 72 | 58 | 65 | 110 | 120 | 60

1€EN JEN

where o* is the optimal selection of nodes that maximizes To elect theRA nodes in the 0" round, theC'A node sends
the sum of all the agent's declared function value. Her&tart — Election message to all the sectors one after another.

> ,en vi(ox) denotes the second maximum summation aklpon receiving theStart — Election message, the member
suming without node. nodes send their function valug, to the C' A node according

to Algorithm 2 and 3. The corresponding function values are
given in the second row of Table I. Then, thed node elects
the RA nodes based oA selection model (Section V-A).
Once theCA node is determined by Algorithm 1, itHere, the winners (or electe®As) are nodesVs, N, and
elects theRA nodes for the cluster. Initially, th€'A sends Nj since the summation of their function value is maximum,
Start — Election message to each sector according tehich is 20. Moreover, theC' A calculates the payments of
Algorithm 2 using the directional antenna. Then, el the electedRAs according to equation 5. For example, the
waits for the reply from the member nodes for a fixegayment for the nodeVs is Ps = 54 (20 — 16) = 9. This
interval of time, 7;. On expiration of Ty, it sends the is because if nodéVs did not participate then the winners
Start — Election to the next sector. Thus, ste@sand 3 would have been nodés;, N, and Ng and thus the maximum
are repeated for all thé sectors. At the end oflg, the summation would have beei6. Similarly, the payments for
CA accumulates all the values of functioR from the the nodeN, is P, = 8 + (20 — 16) = 12 and N5 is P5 =
member nodes. Then, it determines fRds according to the 7 4+ (20 — 19) = 8. Finally, the CA sends aPayment —
equation 1 and calculates the payment according to equatian firmation message to the electétid nodes and increases
5. Finally, CA sends aPayment — confirmation message the reputation of the nodes which is shown in the third row
to the electedR As. of Table I. On receiving the confirmation, the elected nodes
launches the monitors to play to role &fA.

D. RA Election Algorithm



F. Cluster Risk Assessment Strategies in the cluster. This information is important to assess the

In order to allocate a security level to the cluster, td vu!Phe rab'"tytOf. the cIuste;IanI(Ij its eﬁe;:tlvenegts. th d
must assess the security risk. The cluster security riskiis a € monitoring processt allows us to monitor the nodes

important parameter that indicates to el if the security bEh?V'otrhm O;d(er/;[O d detectl theﬂr?allcllou?t?ctlvmei. Inh;ac
level needs to be increased or decreased. In this paper,‘i er, the se nodes piays the role ot the monitor nodes

cluster security risk is called the cluster risk fact6*KF). and generates a report for 9aCh node b_e_longmg o the glgs_ter
gzor example, the cooperative and malicious nodes actvitie

; . can be the subject of monitoring.
on many uncerta.u.n parameters suc.:h as - ) The decision:At this stage, the decision regarding the

« The probability of attack against th€'A node, which rocqnfiguration of security parameters is made. The decisio
depends on the probability of attacks against i yenends on the results of the monitoring process, the wulner
nodes. If the attacker wants to launch an attack againglijity and threat assessment stages. This step gives us som
the €4, it must first attack the RA nodes (DDMZ). information about how to manage the risk, we identify three

. Th(_a probability that there are attackers in the C|l_JSte,feactions options: 1) To accept the risk and not to react, 2)
which depends on the number of unknown nodes in the, mitigate the risk by increasing the security level, which
cluster. If there are unknown nodes, it means that the trysf effect nodes resources, 3) To interrupt the services and
model does not have enough information about themanster the risk to other nodes which are able to manage the
Then the potential attacker nodes may belong to this Clagsks. Here, we selected choice two and we propose a solution
of unknown nodes. , that consider both security and resource consumption.

« The probability to compromise the trusted nodes. The peconfiguration of the security parameteTie reconfigu-
trusted nodes may be captured and the private informatigf}is, gepends on the decision stage. The goal of this stage
may be disclosed. _ is to mitigate the risk and to avoid the attacks. For example,

. T_he probability to attack the gateway nodes in order ®hen the risk is considered high, the numberFft nodes
disconnect some clusters from the network. must be increased. In the following section, we derive the

« Probability of DoS attacks against thBDMZ. AN gac ity threshold that is needed to reconfigure BUp M Z.
attacker can launch jamming attacks againstitheM 72

area in order to prevent th& A and C A nodes from VI. A M ODERATE TOROBUST GAME MODEL

communicating. This requires more than one attacker toTne R A election model, proposed before, can form a

be able to run such type of attack since RA nodes belofgyeratep DM Z since oneRA is monitoring and filtering

to different sectors. the C A’s incoming traffic for almost three sectors. This model
In order to make the security level in the cluster dynamic anhn be used whenever the probability of attack is low. It will
to design a reactive security model, the CA node must asshedp to reduce the overall resource consumption of a cluster
the possibility of having any of the cluster security riskeeis. Once the probability of attack against tiig4 is high, the
The risk assessment strategies are presented in Figure 2. C A should add moreRA nodes to the sectors in which an

attack has been launched from. Thed is able to allocate

Risks metrics the side from which an attack is generated from si6té’s
Remnﬁgumonof/’ and definition \ incoming traffic must be forwarded fromaA. Therefore, the
security parameters C A decides that thé DM Z must step into the robust mode

/ in these sectors by adding mofeA nodes. A mechanism

Decision b o a1 is needed to decide when to go from moderate mode to
robust mode. To formally address this issue, we formulate a
\ game with two playersC' A and intruder. The objective of the
intruder is to attack th€’ A node without being filtered by the
RA. To achieve this an attacker can either tries to compromise
the RA node or to overload it with high density of traffic that
Fig. 2. Cluster Risk Assessment Strategies can lead theRA to forward some packets to the CA without
filtering.
The risk metrics and definitiondn order to accurately
measure the potential impact of a risk in the cluster, a $dt The Game Definition
of important parameters must be defined and dynamicallyWe model the game as nonzero-sum noncooperative game
updated. These parameters must be enough exhaustivenith incomplete information about the players where each
ensure the good working of the cluster. player has a private information about his/her preferenices
The vulnerability and threat assessmen#t:this stage, the our case, the” A type is known to all the players while the
configuration of the cluster must be scanned and evaluatednder type is selected from the type ®et {Malicious (M),
For example, the number dRA nodes, the arrival rate of Normal (N)}. Knowing that the sender type is a private
unknown nodes, thé'A area coverage and the nodes densitpformation. Bayesian Equilibriun{25] dictates that sender’s



TABLE I . : .
MODERATE TO ROBUST GAME « C,, is the cost of running th&® DM Z in moderate mode.

SRR AT o (), is the cost of attack by the attacker.
Atiack BV _C. EV_C [ E.V_C. E.V_C. o V is the value of thea” A (asset).
Not-Attack | 0, —C; 0, —Cm

B. The Game solution

To solve the game and find the optimal valuep ehdq, the
C A and attacker compute their corresponding utility function

action depends on his/her tye By observing the behavior followed by the first derivative of the functions. From Table
of the sectors, we can determine the behavior of the sendefjathe C' 4 utility function Uc 4 is defined as follows:

time ¢, the C' A can calculate the posterior belief evaluation
function i, ., (0;a;) using the following Bayes’ rule: Ucn = [gp(Ev V — C) + p(1 — g)(Ewm V — C) — q(1 — p)C>
ity (0i) Pry (ail0:)
e (Oilai) =
o (las) = 5 8 P (@l6)
where p, (6;) > 0 and P, (a;]0;) is the probability that

strategya; is observed at this stage of the game given the
type 6 of the nodei. It is computed as follows:

(6)
—(1=q)(1=p)Cm]u(0 = M) = [qCr+ (1 - q)C](1— p(0 = M))

The main objective of th&’'A is to maximize this utility
function by choosing for a fixeg*, a ¢* strategy that max-
P, (Attack|6; = M) = Ey, x O + Fy(1— O) imizes the probability of protection and leads to equililmi
where the following holds:
P, (Attack|d; = N) = Fp,
Uips(p™,4") = Uips(p™, q)
where O is the observed behavior, which is determined by

the C A monitor. F,,, is the false rate generated by theA. ) . ) i
E,, is the expected detection rate byRal (moderate mode). To achieve this goal, th&€’A will calculate the optimal

We define the intruders pure strategy as, = value of p* by finding the first derivative with respect to
{Attack, Not_Attack}. On the other hand(C'A strategy is q* and set'gng it to zero. This will result to the following:

selected from the strategy spadeps = {Robust, Moderate}. P = %&*) ] .

By solving this game using pure strategy, there is no Nash!he value ofp” is used by theC'A to decide whether to
equilibrium. Thus, mixed strategy is used to solve the ganfdd moreRAs to the region where an attack came from. The
whereg is the probability to run in robust mode apds the CA computes the belief, as in Equation 6, of eackRA’s
probability to attack by the attacker. In Table II, the game f€9ion which reflects the sender belief. If the sender type is
defined where the utility function of thé'A by playing the malicious and de_c_lded to attack by Iaunphlng an attack the
Robuststrategy while the attacker plays tAé¢tack strategy is €XPected probability to be detected by is £i.. Since the
defined ask, V — C.. It represents the payoff of protecting?‘ttack could be Iaunched .|terat|vely and missed in the. cgmin
the CA node, which valued’, from being compromised by iterations, theC' A will decide to add more RA nodes in the
the attacker, wheres, V >> C,. On the other hand, the region in which an attack is observed, if the probability of
payoff of the attacker if the intrusion is not detected ismiedi attack is greater thap” = J—=-Cn. . _

as E, V — C.. It is considered as the gain of the attacker Qn the other hand, the utility functioli, of the attacker is
for compromising theCA node. Additionally, we define defined as follows:

E.. V-C,, as the payoff of IDS, if strategyloderateis played o Y -t T

while the attacker strategy remains unchanged. Convetsely U = ap(Er V = Ca) +p(1 = @) (Em V = C)

payoff of the attacker if the intrusion is not detected is rokedi

asE,., V — C,. Now, if the attacker play®ot-Attackstrategy ~ The main objective of the attacker is to maximize this wtilit
and theCA strategy isRobustthen the losses of th€ A function by choosing for a fixed*, a p* that maximizes

is C, while the attacker gains/losses nothing. Moreover, tibe probability of compromising the victim node and leads
payoff of the attacker with the same strategy @hd strategy to equilibrium where the following holds:

is Moderateis 0 while the losses of the IDS is defined as
C,, which is the cost of running thé’A in moderate mode.
Where,

« E.=1-E,, whereE, is the expected detection of an To maximize the utility function, it is sufficient to set the
attack in the robust mode. first derivative with respect tp* to zero which will be equal
« E,, is the expected detection in the moderate mode. @ui ¢* = (%a:%
the other handF,, is equal tol — E,,,. From the sBiution of the game, the attacker best strategy
e C, is the cost of running thé> DM Z in robust mode. is to attack once the probability of running ti@DAM Z in
We define the cost as the aggregation of the cost mfbust mode is less thaji = £oe=Ent-. To achieve this, the

monitoring by theRAs. attacker will observe the behavior of th@A at time t;, to

Ua((p*|0 = M),q") > Ua((pl0 = M), q")
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Fig. 4. Impact of selfish node on the lifetime of Network
Fig. 3. 3 external nodes with\V1; is attackingC' A

to simulate our algorithm. Simulation scenarios were gdadra
determine whether to attack or not at timg.; by comparing with parameters listed in table IIl.
its estimated observation with the derived threshold.

TABLE Il
C. Example SIMULATION PARAMETERS

After the RA election is completed, thd DM Z is in [ Parameter [ Value in our simulation|
moderate mode where eaét is responsible for monitoring Number of nodes (N)] 50
and filtering its coverage area which is more than one sector. ":‘Aeth\_/IC}fk size (mxn) F07%679m2]

. obility -20 m/sec

To demoqstrate how morg A nodgs are a_dded according to Transmission Range | 50 m - 250 m
the security needs, we show the interaction betw@ehand Pause tme 30s
3 external nodes. As an example, we select nddeas the Simulation time 200 s

RA node where an intruder is targeting to attack thel
through it. Figure 3, describes an attack scenario where arAt first, we motivate our work showing the impact of selfish
attack could be directed t6'A node either from nodeéV,;, nodes on the network. As mentioned before, nodes can behave
Ni2 or Ni3. Hence, theC A will use the belief function of selfishly before the election. A node shows selfishness befor
Equation 6 to calculate the belief of eaét¥’s region (more election by refusing to serve a8A. This selfishness has a
than one sector) using the prior observed actions. For eleamserious impact on resource consumption of the normal nodes.
we assume that th€' A’s belief regarding eaclRA’s region Figure 4 depicts the impact of selfish nodes on the life of
which reflects external node’s beliefjis= {1111 = 0.7, 412 = normal nodes. The result indicates that normal nodes wityca
0.2, 413 = 0.1}. According to RA region’s belief, theCA out more the duty oA and die faster whenever the number
computes the threshold that determines the behavior of thfeselfish nodes increase. Thus, the presence of selfish node
external nodes (i.e., attack or not). If the probability tthek effect the lifetime of the entire network.
is greater than the computed threshold then ¢hé should After we illustrated the impact of selfishness on the lifetim
add moreRA nodes to the region in which an attack camef normal nodes, we need to show the performance of our
from. For example, if the threshold of attack by nallg; is model on both: number of clusters and DDMZ formation. In
0.18, assuming tha€, — C,, =10, Vo4 = 100 andE,. — E,, Figure 5.(a), we show the average numbeiCoA nodes that
= 0.83, then theC' A node will add moreRA nodes to the can create clusters. The figure shows that as the transmissio
region whereNs is allocated. This is because the value of theange increases the number of clusters decreases for both mo
CA, with respect to the cluster, is much more than the cosls. Due to the new cluster formation conditions, the number
of running theD DM Z in robust mode. Hence, launching theof C A nodes of our modelSDC Ay, is greater than the
DDMZ in robust mode by adding more RA nodes to thprevious oneSDC Ay4. In SDC Ay, clusters are formulated
region in which an attack came from is affected by the ratioy at least two trusted nodes, where asSiRC Ay, cluster
of monitoring cost to the value of th€ A node (i.e, security formation needs one trusted node. Hence, we can conclude
of the cluster). that the new model {DCAy») is more flexible than the
previous one with respect to cluster’s formation. Thus,esdd
CA service will be enhanced and probability of detecting
In this section, we evaluate and compare the performancetioé misbehaving nodes can be increased since nodes will be
the new proposed secure clustering algorittshh(C' Ay2) with  distributed over more number of CAs.
the previous modelSDC Ay [22]. We have implemented Now, we need to show that the selection criteria function
our clustering algorithm as described previously. We use ti" and the directional antenna selection are needed to form a
Network Simulator (NS-2) [16] with CMU wireless extensionsnoderate DDMZ. First, we analyze the distribution of fRds

VIl. SIMULATION RESULTS
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Fig. 5. (a) The averag€'A node versus transmission range (b) The potential RA node méseltor (transmission range=250m) (c) The maximum value
reached by F()/sector with transmission rargfgm andw; = 0.5, we = w3 = 0.2 andws = 0.1

in each cluster according to our proposed directional araterbelief, the C A computes the attack threshold. Thed adds
selection model. Our clustering algorithm dividé8 nodes more RA nodes in the sector in which that attack came
over 5 clusters when the transmission range§®m. Figure from. Figure 6.c illustrates the cumulative energy constionmp
5.(b) illustrates the number of potenti&ddlA nodes in each by robustDDM Z for the two attack scenarios (i.e., having
cluster’s sector. We notice that clustedoes not have enoughmore RA nodes added). We assume that the robngiM Z
RAs to form a moderate DDMZ. Selecting the nodes basetbde consume$ joules of energy for one round. Thus, if
on the selection criteria can still be valid and nodes will bthe robustDDMZ mode is always monitoring it consumes
motivated to reveal their function F but select®&¥ nodes 40 x 5 = 200J for the 40 rounds. On the other hand, in our
cannot cover the&’'A coverage area. On the other hand, theodel the DDMZ consumesl45.J and 100J for the two
other clusters have sufficiefAs to form a moderate DDMZ. attack scenarios respectively. This will prolong theDM Z
As an example, cluster has RAs in all sectors. Thus, it can lifetime. Thus, the robusb DM Z mode is launched according
form a moderate DDMZ by selectingAs from sectorsl, 3, to the security needs.

5.

Finally, we show how the value of functioR() is used to
select RAs. Figure 5.(c) shows the maximum value reached The Dynamic Demilitarized Zone (DDMZ) is previously
by the functionF () in each clusters’ sector. This informationproposed as a solution for protecting thed node against
is useful for theC'A in order to select thé&2 A nodes since the potential attacks. It is formed from one or moRA nodes
function F'() determines the ability of th&A nodes to form a where theCA and RA nodes belong to the confident com-
moderate DDMZ. We notice that in clustgy sector3 has the munity. Clusters with one confident nod€;A, cannot be
maximum value ofF’'() among all the sectors. Howevdr,) created and thus clusters sizes are increased which nalgativ
value is null in sector@ and 4. Hence, theC'A will choose affect clusters services and stability. Moreover, clisteith
RA from sectorl, 3, 5. Thus, theC' A nodes select thé&¢As high density of RA can cause channel collision at tiieA.
not only based on the functiof’(), but also based on the Additionally, clusters lifetime are reduced sinf4 monitors
location (the sectors in which it belongs to) of thRel nodes are always launched and thus more resources are consumed.
in order to form a moderate DDMZ. Thus, we proposed a model based on mechanism design that

To simulate our moderate to robust model, we assume tladibw clusters with single trusted node (CA) to be creatdte T
the C'A is able to detect attacks that are not filtered by thmechanism is able to motivate nodes that does not belong
RA node. The output of th€’A ranges betweefi and1. If to the confident community to participate by giving them
the computed output is less th&B then it is classified as incentives in the form of trust, which can be used for clusters
a normal behavior, otherwise it is abnormal (attack). Figuservices. Moreover, A selection algorithm is proposed that
6.a shows the behavior of an external node (néde in the selects nodes based on a predefined selection criteriadancti
previous example) for two different attack scenarios 40r (F) and nodes location. This will lead to a moderate DDMZ
consecutive rounds. To determine the type of the sendgn( that is able to preserve the security ©fA and prolong the
the posterior belief function is calculated using Equattn lifetime of clusters. Once the probability of attacks is Hig
with prior belief ug = 0.5, F,,, = 0.1 and E,, = 0.83. more RA nodes have to be selected to form a rob€2 M 7.
Figure 6.b shows the posterior belief of the leader for the3e achieve this goal, we formulated the problem as a nonzero-
two attack scenarios. The belief for the first attack scenarsum noncooperative game between ¢hd and attacker. The
converges tad faster than the second attack scenario. This $®lution of the game guided both théA and attacker to
because in the first scenario the attacker starts to attatikreatheir optimal strategy against each other. Thus, the optima
compared to the second scenario. Once the belief reaichethreshold to step from moderate to robusbD M Z is derived.
it does not go down even if the attacker is not attackin§imulation results indicate that our model lead to more nermb
since the type already been identified. After calculating ttof clusters and moderate DDMZ can be created based on both:

VIIl. CONCLUSION
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