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Abstract: Interoperability is became a crucial question napriove success of a collaboration in a
networked enterprise. Therefore, in a collaborativentext, enterprises have to detect their
interoperability problems to solve and to reaclefiitient collaboration. This research work aimertto
define, to formalise and to analyse a set of iggerability requirements that each partner of a
collaborative process have to satisfy prior to aoljaboration. This paper focuses and illustratew h
interoperation requirements related to the dynaasigect of the collaboration may be formalised and
verified by the use of a formal verification tecine.

Keywords interoperability, interoperability requirementgllaborative process, verification technique,
model checker.

presents the generation of the behavioural modeletify
interoperation  requirements. The formalisation  of

In the current globalized and aggressive markeirenment, interoperation requirements is given section 5.illistrate

enterprises are more and more involved in collabaa the verification of interoperation requirements,aquplication

processes. A collaborative process can be defimedaa Case is given in section 6 before presenting souténes

process whose activities belong to different orgationg  Perspectives of this research work.

(Aubert et al., 2002). The efficiency of this kind of process

leads enterprise to assume its interoperabilitpanticular 2. INTEROPERABILITY REQUIREMENTS REFERENCE
prior to the collaboration. Therefore the goaldsntinimise REPOSITORY

possible defaults and risks induced by a lack c¢f - o -
interoperability, and to evaluate the potentialigenance of Several definitions of enterprise interoperabititg proposed

the collaboration. For this (Dacliet al., 2008) proposes to in the literature. (ISO/DIS 11354-1, 2009) defireerprise

' L interoperability as the ability of enterprises and entities
define and assess performance criteria such acadtethe . - . . .

: . : . within those enterprises to communicate and interac
quality and the time of the interoperation.

effectively. In this way, interoperability is seen as theliapi
The research presented in this communication agrisetp for a system (here an organizational unit such essnt
managers and engineers in networked enterpriseetecd enterprise, collaborative process), to work effithe in

possible  interoperability  problems.  Interoperapilit collaboration with any others systems. Thus, ingerability

requirements are proposed and an engineering agprocan be considered as a set of requirements tdysptisr any

allowing to establish an interoperability requirentse collaboration. A requirement is defined as Statement that
reference repository is developed. Moreover, SorrSpECiﬁes a function, abl'lty or a characteristlat a product
conceptual extensions to existing processes magdellior a system must satisfy in a given conté®&tucaneet al.,

languages to consider the notion of interoperabilit2008).

requirement are proposed (Roquet al., 2009). This
enrichment is necessary to perform the verificatioh
interoperability requirements on the resulting @bdrative
process model. A verification approach based owrendl
checking approach is then highlighted.

1. INTRODUCTION

As far as the two dimensionisg(. interoperability barriers and
interoperability concerns) of the interoperabilftgmework
developed in the Network of Excellence INTEROP
(INTEROP, 2007) are considered, three classes of
interoperability requirements are defined (Mallek al.
This paper focuses on the formalisation and veiiim of 2010): compatibility interoperation and reversibility
“interoperation  requiremerits that characterize the requirements.

expectations to be verified taking dynamic aspefctthe
collaboration into account. It is structured addiak. Section
2 reminds the principles and classification of iaperability
requirements. Section 3 introduces the proposedamsms
used to analyse interoperability requirements. iSect

In fact, interoperability remains often relatedctumpatibility
requirements Compatibility means to harmonize enterprises
(method, organization, tool...) together. For insty
heterogeneous information exchanged can be undersiad



exploited by each ones without interfacing effétbwever,
the compatibility represents only the static aspefctthe
collaboration that may be
independently from the dynamic of the entities ined in
the collaboration. The dynamic aspect of the coltabion is
thus described by thénteroperation requirements The
Interoperation focuses on the abilities of the f(par the)
enterprise to adapt its organisation, its operatiwdes and
its behaviour when it interacts. In other wordgdhcerns the
runtime phase of the collaborative process. Funtbee,
when collaboration takes over, partners wish tdeet their
autonomy while remaining efficient. Indeed,
collaboration can induce a modification of the arigation or
of the behaviour of one of the entities in ordecadiaborate.
As a consequence, it is necessary to describe emkitind of
requirements called réversibility requirements
Reversibility means that an enterprise may maintain
retrieve easily its autonomy at the end of anyadmilation.
In summary, interoperability requirements can hessified
into three classes that are, for example, in ageeémith the
creation, operation and dissolution phases of aualir
enterprise (Camarinha-Matat al., 2003). Indeed, when a
business opportunity is detected during the craagibase,
compatibility is required. Then, an efficient intperation is
necessary through the operation phase. Finallyerséility
makes its all sense on the dissolution phase wdrgeprises
aim to retrieve their own autonomy in order to garn their
own operations or to go to another collaboratiomese
classes are defined as follow:

- A compatibility requirement is defined asa ‘statement
that specifies a function, ability or a characte¢ics

checked definitely and

any

- L={L;/jOI[0n]; L == (SourceN, TargetNwith
(SourceN TargetN O N x N, SourceN# TargetNand
level(SourceN) > level(TargetN)}

N ={N; /i O[0m] ; N ::= (nameg description
relation, fact, level , valug)} where :

o (name descriptiop) O String x String

o relation ::= (quantifier, T,&, &) with :

quantifierd {* 0", “ O}

T O T/ set of possible moments
Ge:factOT - {0, 1}

G {f,h ..} O{ty, bt ..} - {0,1}

& :Nyi » {0, 1} with Ny :={N; ON/jO
[0O,m], j#i, OLg (N;, Ny / kO [0,n] } is the
set of Source nodes of.N

& : {valugNyy), valugNyy), ...} - {0, 1}

In other words, a node;epresents a requirement at a given
level of detail level It can be static (independent of the time)
i.e. considered verifiable at any time (the set of monieis
empty). It can be dynamic i.e. having to be vedifenly at
some phases of the collaboration life cycle. THatimn is
the refinement relation linking ;N to a set of nodes from
level,; i.e. nodes representing more precise requirements.
Last, the relationis conditioned by both logical functiorée
and &. ée is the logical function describing the condition i
which the requirement is satisfie& is the logical function
allowing to interpret the influence of the value sdurces
nodes on the target node N

independent of time and related to interoperability

barriers (conceptual, organizational and technol) o fact = {variables, parameters and predicates
for each interoperability concerns (data, services, values extracted fromprocessMode¢l
Er?cessei gnd _busmﬁ(cass)_, thgt enterprise mustfysatis o leve| O [0 ;+co[ indicates the level of detail of
€ gre cofla olrat|0n € -ectlven _SS ] the requirement. By definition, the root element
- An interoperation requirement is defined asstatement has level=0i.e. interoperability in this context
that specifies a function, ability or a characteids and level()) returns the levebf node N
dependent of time and related to the performancdhef . e
o valug O {0, 1} is the result of verification node,

interaction, that enterprise must satisfy duringe th
collaboratiori.

- A reversibility requirement is defined as ‘statement
that specify functions, abilities or characteristirelated
to the capacity of enterprise to retrieve its awnry and

in absentiad (false). Withvalug= ée A &.

- 0O! No = (namg, descriptiog, relation, facty, leveb=0,
valug) O N is the root node of the graph G representing
the more abstract interoperability requirement.

to back to its original state (in terms of its own

performance) after collaboration, that enterpriseu
satisfy.
The description and the handle of the requiremexpsessed
in each category remains a difficult task. Therefothe
proposed approach allows to dispose of a requiremedel
for describing the expected abilities without anuiitig

sh Where, by convention:

m = number of nodes of the oriented graph G.
n = number of links of the oriented graph G.

T = set of moments.

processModel is the pointed out
collaborative process to be analysed.

model of the

thanks to an interoperability requirements refeeentthis model is applied on interoperability requirerse

repository. This repository enables to help ther uke
structuring and organising its own

reference repository and illustrated Fig. 1. Thet roode (in

interoperability; 51y is refined into three sub-nodes, each orgesents the

requirements and to reuse existing requirementsis Thyee categories of requirements. Each categoryhé

repository is described through a causal tree mddé an
oriented graph G formalised as follow:

G = (L, N, Ny)) With:

refined with the introduction of new sub-nodes adow to
the concepts introduced in the enterprise intemdmkty
framework (interoperability concerns and interopdity
barriers) (INTEROP, 2007). Each category is refirmd



interoperability concerns which are refined thewsgl by
interoperability barriers. The causal tree is tloempleted
with the more precise requirements extracted frevesal

requirements. These interoperability requiremerdas de
verified after an adequate translation of fh®cessModel
into formal models upon which formal verificatiomrc be

research works about interoperability such as ntgtur done. In other cases, if interoperability requiratsenighlight

models (Tolk et al.,, 2003), (C4ISR, 1998), (Clark a.,

particular points of view of the process and canbet

1999), (ATHENA, 2005) and an investigation madenfro described by the modelling language, technical eigeeis

enterprises to collect their interoperability reguoients.
Therefore, possible enrichments with new interojpiéita
requirements are made on the last levels of altistrain the
causal tree.

required; this stage of checking is not detailethia paper.

Interoperability requirements can be verified frdormal
manner using two verification techniques. The fiosie is
based on conceptual graphs (Chetiml. 1992), (Roquet al.,

The choice of logical function&) used to link an abstract 2009) for the verification of static requirementsda the

requirement to more precise requirements is lefuger’'s
discretion. Thus, the requirements of each levei te
analyzed separately. In this case, some of reqeingsrthat
are not satisfied, can be considered as negligiblepresent
an acceptable risk for the user.
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Fig. 1. Interoperability
represented as a causal tree

requirements reference omfory

To analyse the collaborative process, the veriicabf more
precise interoperability requirements by formalifieation
techniques is then proposed.

3. INTEROPERABILITY REQUIREMENTS ANALYSIS

Different mechanisms are highlighted to
interoperability requirements on a model of collative
process. These mechanisms are based on formaktatah
techniques (Edmundt al., 1999) (Berarckt al., 2001) or on
technical expertise.

Indeed, some requirements can be verified on
collaborative process modgdrpcessModel} through formal
verification techniques - if the modelling languagsed to

second one is based on model checking for the dignam
requirements (Behrmann et al., 2004).

Formal verification of dynamic requirementsi.e(

interoperation requirements) is perform with the delo
checker tool UPPAAL(Behrmannet al, 2004) for different
reasons (richness of TCTL temporal logic, open c®uuser
friendly, stand alone tool, ...). The principle af model

checker is to verify properties (that representuiegnents
formally) exhaustively with temporized and eventyal
constrained automata that describe the behaviouthef
system. A model checker replies with true or faisea

property is satisfied or not and, in the seconcecases a
counter example.

Verification with model checkers requires two plas€he
first phase consists to define an (set of) equitale
behavioural model(s) of therocessModehnd to define the
processModetransformation rules to be applied. The second
phase consists to reformulate the interoperatignirements
gathered into the repository under the form of prps and
respecting the formal language adopted by the chosmlel
checker €.g.a temporal logic) (Schnoebelen, 2002). The two
phases for the verification of interoperation regoients by
the model checker UPPAAL are presented in the next
sections.

4. BEHAVIOURAL MODEL GENERATION

The modelling language used to descrjfzecessModelis
BPMN (Business Process Modelling Notation) (BPMN,
2009). It provides a standardised notation thatreiadily
understandable by all business users, from thenbssi
analysts that create the initial drafts of the psses, to the
technical developers responsible to implementebartology
that will perform these processes, and finallyth® business
people who will manage and monitor these processes.
However, this notation does not consider the dpson of
interoperability such as the nature of the exchdnfiew
(information, energy, material and person), thelaldity of

analysresources and their aptitudes. As a consequends, th

language has been enriched (1) to become able lteckithe

interoperability requirements model proposed abave, (2)

to make their verification possible. Some of these

enrichments are presented in (Rogtel., 2009). Then the
ﬂprocessModehas to be transformed in behavioural models

compatible with the model checker UPPAAL.

In UPPAAL, a model is a set of templates representi

build processModeallows the description of interoperability Networks of Timed Automata, which communicates with



synchronisation (either on the form Expression! $ending
or Expression? for receiving message), using charamd
syntax like sent/receive. Each template has logatiand
transitions to link a location source to a targeurse
(Behrmanret al, 2004).

The proposed transformation is based on (Gethal., 2005)
and proposes the transformation of the few BPMNnels:
Start and End event, the Gateway (AND and XOR) téved
Task (Activity) into templates. For instance, th&rSevent
can be transformed into a simplified template witto
locations and a synchronisation as presented Fig.
Furthermore, the Task is transformed using fouatiotis and
two synchronisations. To consider the message ffletween
two Activities, another synchronisation between nthe
(message) are added. Moreover, several Start enehEnd
event can be considered using the Declaration 8yste

BPMN elements Templates in UPPAAL
Start O
Activity
Waiting Start Working Stop
Activity © © O O
Activity sends MessageFlow
Waitl Start Working Stop
Activity © @ O O
M
Activity receives MessageFlow
1
1, Wailing Start Working Stop
© © O O
Activity

Fig. 2. Examples of transformation rules from emeid BPMN to
Networks of Timed Automata

These transformation rules are developed with ARtlas
Transformation Language) (ATLAS, 2005) as showrtrian
3 in order to re-write thg@rocessModelinto Networks of
Timed Automata. The objective is to obtain modeitheut
ambiguity in order to check formal properties tdatscribe
interoperation requirements.

| Ecore.ecore

M3

M2

ATLE

TUPPAAI;.ecore

BPMN.ecore
Conforms to [

| Conformsto

F

| o———&

—)

| = _/

BPMN2UPPAAL atl

BPMNDiagram.xmi BPMNDiagram.xml

Fig. 3. Transformation from enriched version of BPMNNetworks
of Timed Automata

The ATL is a model transformation language spedifieth
as a meta model and as a textual concrete syntex.ngin

advantage of using ATL is to dispose of two typésnodel
transformation description. The preferred style
transformation writing is declarative, which measimple
mappings can be expressed simply. However, imperati
constructs are provided so that some mappings domplex

to be declaratively handled can still specified.Fig. 3 the
transformation procedure of models (level M1) stdaking
into account the meta models (level M2) of the ered
BPMN language and the UPPAAL model checker whigh ar
conform to the meta meta model ecore (level M3EMF
(Eclipse Modelling Framework, available online at:
http://www.eclipse.org/modeling/emf/). This trangfation

is made in order to provide all the needed templated
system declaration of the Networks of Timed Autcanail|
templates are obtained by considering all the niiodel
entities which will be used in the checking taskus, each
class (including its attributes) and each relatiérthe meta
model are translated into templates. Respecting, téach
BPMN element can be extracted from fhvcessModein
order to produce the corresponding template reptiese
Networks of Timed Automata. Thus, these templatthey
all the knowledge described in the model and reprissthe
behavioural model of the collaborative processth¥g stage,
the ATL transformation remains for the moment ueiqlihe
objective is to give the choice of the transformatto the
user. For instance, the transformation of task elgnfrom
the enriched BPMN to a template in Networks Timed
Automata can change depending on the wishes ofisbe.
Indeed, a task can be transformed into a simpleplam
which has simple states and two synchronisatiorisgua
first ATL transformation and a template which caoless
resources with another ATL transformation as shéien 4.
This choice can influence the requirements checgiag.

of

ATL

BRMIEETenS Transformations

Templates in UPPAAL

Activity

Activity

Fig. 4. Exemples of two transformations of an agtifrom enriched
BPMN to Networks of Timed Automata

Transformation 1

Transformation 2 | waiting Start Working

5. INTEROPERATION REQUIREMENTS
FORMALISATION

To enable the implementation of formal verification
techniques, the interoperation requirements arendtised
into TCTL properties (Timed Computation Tree Logie.

the UPPAAL property specification language) as @nésd in
next section. TCTL is an extension of CTL (Compiotzdl
Tree Logic) which allows considering several polesib
futures from a state of a system. The model checker
UPPAAL has four TCTL quantifiers permitting to veithe
following queries for a property p:

- E<>p: p Reachablee. it is possible to reach a state
in which p is satisfied.

- A<>p: Inevitable pi.e. p will inevitable become
true.



- E[]p: Potentially Always pi.e. p is potentially
always true.

- A[lp: Invariantly pi.e. p is true in all reachable
states.

- p-Qg: p leads to d.e. if p becomes true, q will
inevitably become true.

According to the templates defined above, the ageration
requirements written in natural language are maynua-

written into properties using TCTL. Then the modkécker
UPPAAL verifies exhaustively properties in TCTL dlugh

all execution paths of the behavioural models that
reachable. For instance, a requirement describedaas
activity is working between T=5 time units and et units

can be formalised into a property using TCTL as

E<> Activity.Working and T>5 and T<10

This property indicates that a path can exists @han

activity is in the state Working between 5<T<10.isTh
property can be verified on the template represgnain

Activity shown Fig. 2. To illustrate the proposeppeoach,

examples are given in next section.

6. INTEROPERATION REQUIREMENTS
VERIFICATION: APPLICATION CASE

To illustrate the proposed approach, an examplaisigpthe
progress of four activities in an enterprise isspraged. For
instance, modelling a collaborative process whereesl
activities are involved can be done in several waycording
to several scenarios as shown Fig. 5.

Scenario(1)

(O actvtyr == actvityz ™ Actviyd  —»  Activiyd ()

Fool
Lanel

Séenario(Z)

&

Artivity2

Artivityl

3

?‘ actiitys  —+  actaitys ()

} Activityd —O

S(_:enario(N) |
oo
C

Fig. 5. Several scenarios from enriched BPMN

]
Lanel

‘ Sicenario(S)

(h_, Activityl

O—d>—

Activity2

Pool
Lanel

‘ Activity3

Activityl

Activity2

Pool
Lanel

Activity3

Activityd

The first scenario is a sequence of four activjtthe second
one represents the implementation of the firstawtivities in
parallel and the last one represents the implerientaf the
four activities in parallel. The objective is tondenstrate that
the verification of interoperation requirements cande the
user in selecting the most appropriate scenariordaty to
its needs for the implementation of the collabeaprocess.

Several interoperation requirements depending e ttan
be verified on these scenarios.

The interoperation requirement described the“resource is
available for all activities is formalised by the property
described as:

E<> Resource.Available and Activity.Start

Where Resource and Activity represent the namehef t
template and Available and Start represent the nairtbe
state. This property indicates that the resourda the state
Available when the activity starts. To verify thisoperty for
the previous scenarios, two templates are needtmplate
representing the activity and a template represgnthe
resource as shown Fig 6. The verification of thepprty will
go through all possible paths and answering trifalse.

Waiting Start

© o

i 4

Vorking Stop

OrKky
O
. J

Activity template

o iy

Active

Avaijlable

Resource template

Fig. 6. Activity template and resource template

If two activities (for example Activityl and Actityi4) of the
process have to use the same resource, the prapeniyt
satisfied if the two activities are in paralleldbed, the two
activities can use the same resource, only if they in
sequence. The resource can be allocated succgssiviie
two activities. In this case, theé™cenario do not respect the
property (.e. the requirement).

Moreover, this requirement may be verified in afediént

way. Indeed, if a time condition is added to tleguirement,
the verification will be different for the scenasioThe

interoperation requirement will be described #lse‘resource
is available for all activities on tinieFor instance, if the first
activity uses the resource in the first 10 timetsigind the
second activity needs this resource before theoartthe first

one at five time units, then the properties to fyedn the

Networks Timed Automata will be given by:

E<> Resource.Available and T<10 and Activityl.Start
for the first activity and by:

E<> Resource.Active and T>5 and Activity2.Working



for the second activity where T represents a cldokthis
case, the first property is satisfied and the séamme is not
satisfied. Indeed, if the resource is used by st activity
during 10 time units the second activity cannoteascthe
same resource at 5 time units.

As a consequence, this approach can help the osatéct
different problems in the different scenarios. e, user can
choose the scenario which seems the more effié@nthe

collaboration (to be left to the user’s discreti@ven if this
scenario does not check all the requirements. thdéee

consideration of the temporal aspect of collaborathanges
the result of the verification and can bring maroimation

about the choice of the scenario by users.

7. CONCLUSION

In a collaborative context, interoperability takea
preponderant part. Therefore, enterprises aim nd their
interoperability problems and resolve them to haue
efficient collaboration. As a consequence, fornagies, and
verification of interoperability requirements to Ibe
enterprises to find their interoperability problewsn be a
potential solution to improve this collaboration.

This paper presented the definitions of interopétab
requirements and their formulation thanks to a resfee
repository. This reference repository is used togeh
interoperability problems in order to solve thersiea

This paper focused on the dynamic aspect
collaboration, with the verification of interopdamt
requirements involved during the collaboration. make the
verification of these requirements thanks to a rhotlecker,
they must be formalised into properties using amfudr
language. Future works are related to the veriboabof
interoperability properties with formal verificatidechniques
using multiple kinds of transformations.
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