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Towards a better interaction between design and dependability analysis:
FMEA derived from UML/SysML models

P. David, V. Idasiak & F. Kratz
Institut PRISME/LVR, ENSI de Bourges, Bourges, France

ABSTRACT: It is commonly admitted that one of the crux, during the design process of new complex sys-
tems, is the efficient communication between the experts. The OMG developed UML to tackle this problem in
software design. For several years, many researchers have worked on adapting and reusing UML for whole
kind of systems. These efforts led to the creation of SysML, a new modeling language for specifying, analyz-
ing, designing and verifying complex multi-disciplinary systems. In this paper, we present how those model-
ing languages can be integrated to combine reliability study with the design process in order to compose a
conception process close to dependability priorities. We have set up a method to conduct reliability studies
without perturbing the classic procedures of designers. Our objectives were on the one hand to facilitate
communication between functional and dysfunctional analyzers and to simplify the execution of reliability
studies on the other hand. In this article, we raise the utility of FMEA for a non-intrusive modeling of dys-
functional aspects. We thus give our solution for an automatic synthesis of FMEA from UML/SysML models,
which only describe the nominal behavior. We insist on the keystone of this automatic synthesis, namely the
use and management of a database constructed from the information of the return on experience. The purpose
of this article is thus to describe a new approach to enhance the realization of dependability studies by auto-

mating steps and using easily understandable models.

I INTRODUCTION

The complexity of new systems has dramatically
grown and continues to follow this trend. So, the in-
tricacy of the development phase is clearly related to
the number of different technologies embedded in
the system. For instance, the necessity to integrate
software raised many difficulties that have been
tackled by numerous research teams. One origin of
these difficulties is the difficult communication be-
tween the experts of each discipline. Ambiguities ex-
ist with discipline-specific models and languages.
The synchronization and aggregation of technology-
specific models is a complicated task, error-prone
and time-consuming. The dependability studies suf-
fer of the same hindrance. Indeed, dependability
evaluation or qualification need dedicated models
not easily understandable by designers. Therefore,
reliability studies and conception processes are too
often considered as separated workshops in devel-
opment projects. This leads to a lack of communica-
tion between the experts of both part of the system
conception. To sum up, we can act that system de-
signers and analysts must face two main issues: In-
ter-discipline communication and multi-technology
integration.

Thus, the challenge for efficient reliability studies in
development phase is to combine and synchronize
the design models and reliability analysis. In this pa-
per, we will present a method and tools that we de-
veloped in order to link as fast as possible the design
choices and their impacts on the global system reli-
ability. In the remaining of this article, we will high-
light the benefit of the use of UML/SysML for com-
plex systems design. We will mention how those
languages can be helpful for reliability studies. Then,
we will introduce a method for reliability studies us-
ing UML/SysML diagrams. Namely, we will explain
how to deduct the dysfunctional behavior of a sys-
tem from its functional description, using an auto-
matically generated FMEA. Finally, we will intro-
duce future developments and underline the
improvements brought by SysML.

2 UML AND SYSML FOR RELIABILITY
ANALYSIS

2.1 Languages for multi-technologic system design

Communication problems were serious in software
engineering, because of the very precise and specific
language utilized by computer engineers. The end-



users, non-expert in computing method, had often
difficulties to express their needs to the program-
mers. To tackle this issue, the computer science
community developed several languages synthesized
in a common language: UML. UML has been speci-
fied in order to describe, in an easy understandable
way, software projects and complex systems em-
bodying software. This language well fitted its ob-
jectives and is currently widely used in software in-
dustry. Since UML 2.0, this language is not
restricted for software design; thanks to its object-
oriented approach it is exploitable to describe any
type of system. Many published works proposed the
use of UML for system engineering and demonstrate
all the advantages of object-oriented method in com-
plex system design like (Lykins et al. 2000). Never-
theless, because of a semantic too software-oriented,
it has not been much used for complex systems de-
sign. Therefore, system engineers always needed a
modeling language allowing sharing and unifying
discipline-specific parts.

That is why OMG created SysML (System Mod-
eling Language) (OMG 2007) for specifying, analyz-
ing, designing and verifying complex systems.
SysML has been constructed as an extension of
UML adapted for system engineering. It brings new
means for system modeling and requirements. In
(Willard, 2006) the author highlights the heritage
from UML 2.0 and presents the new possibilities
brought by SysML, he claims that the main benefit
of SysML is “to provide system engineers with a
standard and comprehensive system specification
paradigm”. In (Hause 2006) the reader can find a
good introduction to SysML and its new diagrams
namely requirements diagrams, parametric diagrams.
SysML uses UML 2.0 diagrams as class or object
diagrams but adapts the semantic to avoid software
vocabulary (e.g. class and object are replaced by
blocks). Moreover, new diagrams are added to sim-
plify requirements declaration and to build a bridge
towards simulation-based design. Parametric dia-
grams describe the equations linking the multiple pa-
rameters of the model. In (Peak et al. 2007a,b), the
authors introduce the background of the SysML pa-
rametric diagrams and their relation with Compos-
able OBject (COB) technology; they explain how pa-
rametric diagrams will allow SysML to support
simulation-based design. In fact, they demonstrate
how the models can be exploited with analysis tools
and equation solver as XaiTools (X-Analysis Inte-
gration Toolkit is a trademark of Georgia Institute of
Technology).

Those two languages, and especially SysML, are
then suitable to system engineering. The oriented ob-
ject approach and the hierarchy and composition
possibilities permit to model multi-technological
systems. Moreover, it is widely noticed that their
graphical description enhances understanding and
reduces miscommunication. Finally, we have to

mention that a crucial advantage of those languages
is that many software tools support them.

2.2 UML/SysML for reliability study and risk
analysis

Because UML caught the interest of system engi-
neers, dependability analysts decided to explore how
dependability study could combine with this kind of
models. This leads to several works that are cur-
rently extended to SysML.

Integrating reliability requirements or conducting
reliability or risk studies on UML models raise many
challenges of model construction and information
representation. The problem of modeling reliability
using UML is presented for software systems in (Le-
angsukun et al. 2003). The authors notice that tech-
niques utilized for dependability estimation are not
well mastered by engineers. Consequently they have
imagined a method to reduce the gap between con-
ception practices and reliability analysis. They pro-
pose to define new UML stereotypes to describe the
dysfunctional behavior of the system. This dysfunc-
tional behavior is thus added to the model so that the
two views of system activities are mixed. Thanks to
the interchange file format (XMI) used by UML
tools, the authors automatically extract the informa-
tion needed to “feed” the SHARPE tool (Symbolic
Hierarchical Automated Reliability and Performance
Evaluator developed at Duke University) as failure
and repair rate. Fault trees and Markov chains are
then constructed and analyzed. The analysis of a
two-tier client/server architecture illustrates their pa-
per. Zarras and Issarny have already used a similar
approach. In (Zarras & Issarny 2001) they present
their stereotypes for reliability declaration. More-
over, they decide to specify the requirements with
OCL (Object Constraint Language), which is another
OMG specification for expressing special relation-
ships in the model. In the two previous articles, the
additional information concerning dysfunctional be-
havior is clearly constructed in order to be used by
the analysis tools employed. In (Zarras et al. 2004)
the approach is slightly different. The model is con-
structed in a similar way but the exploitation of the
model is not a simple data transformation. In fact,
algorithms are employed to automatically generate
some artifacts usable for reliability analysis. Block
diagrams, fault trees and Markov chains are thus
created and analyzed to assess the functioning of a
composite web service. Other works exploit UML
models for risk analysis. In (Guiochet et al. 2004),
the approach is fundamentally different. They ana-
lyze a medical robot for tele-echography. The model
is not constructed to characterize the possible failure,
but to conduct a risk analysis on the represented sys-
tem. The authors define error models for the mes-
sages of UML sequence diagrams. Firstly, they
model the task and mission of the system. Then, they



use their message error model to product the FMEA
of the tasks.

These multiple approaches showed that it is pos-
sible to express or deduct information about risks or
dysfunctional behavior of systems modeled in UML.
Nevertheless, those works are guided by specific
goal. The modeling principles and the information
given in models are conditioned by the analysis that
users want to apply. Moreover, the information must
respect a very strength semantic, which is difficult to
follow, as the stereotypes defined in Zarras and Le-
angsukun works (Zarras & Issarny 2001, Leangsu-
kun et al. 2003). In those cases reliability analysis
add complexity to the model. Furthermore, to con-
struct them the modeler must already know the dys-
functional behavior and be able to quantify the fail-
ures of each component. On the contrary, in his work
Guiochet only uses the model to deduct risks from
an only functional point of view. But, the model is
only built to perform the risks analysis and not really
used for the system design. In each case, we can say
that the model is built for reliability study purpose,
so that the models built by system engineers are not
really analyzed.

The use of SysML mitigates some of those draw-
backs by the mean of new diagrams. Actually, re-
quirements diagrams will be precious to express re-
liability requirements without using complex OCL
rules as in (Zarras & Issarny 2001). Besides, model-
ing reliability aspects have been clearly an interest
for SysML (OMG 2007), parametric diagrams repre-
sent constraints on system property values such as
reliability. Furthermore, in works as (Peak et al.
2007a,b), we see that it will be possible to connect
parametric diagrams with function solver, allowing
us to compute new reliability indicators. In the next
section, we will present our method for reliability
analysis, which aims at bringing new solutions in or-
der to reduce the gap between design practices and
reliability analysis methods.

3 CONNECTING DESIGN PROCESS AND
DEPENDABILITY STUDY

As we exposed in the preceding section, the current
works, on bringing together design process and reli-
ability studies, are certainly perfectible but demon-
strate huge possibilities and really encouraging re-
sults. Since UML is the main trend in design
activities, we are persuaded that developing method
exploiting UML models is the right solution. More-
over, an adaptation to SysML is necessary for these
techniques, in order to deal with system engineering.

The aim of our research is not to find how to
model reliability in UML or SysML, but to be able to
analyze real conception models expressed in those
languages and to obtain new information concerning
the dependability of the system. A major drawback

of reliability study is that it delays and complicates
the design process. Consequently, we develop a
method that does not interfere with the model cre-
ated by the designer. We set up a software tool that
helps an engineer to perform this task as easily as
possible. We thus propose a deductive and iterative
method in three steps:

e Deduction of the dysfunctional behavior

with a FMEA
¢ (Construction of the dysfunctional model
® Analysis and quantification
Each step of this approach requires dissimilar

models and methods. Our role is thus to enhance as
much as possible the link between each activity.
That is why we are currently creating tools to auto-
matically conduct risk and reliability studies from
the designer model written in UML/SysML. The
goal of each step is to generate new knowledge or to
automatically create new models for various analy-
ses. A diagram representing the approach is shown
on Figure 1 and details the successive models.

Reviewed
FMEA
> l’.h:':‘

UML/SysML X - Automatic
Functional e ::—» synthesis of
Model | & FMEA

Generalized % hat 7
Stochastic o
Indicators on Petri Nets O
Reliability %
& Automata
Scenarios ) Model
AltaRica
Model
~—

Figure 1. An approach from functional model to reliability in-
dicators

The first step of the instrumented method is the
establishment of a FMEA. This FMEA is generated
from the study of UML/SysML models. We use a
FMEA to find the dysfunctional behavior of the sys-
tem. In fact, in our approach we do not consider that
the dysfunctional behavior is already known as (Le-
angsukun et al. 2003) and (Zarras et al. 2001, 2004)
do. Therefore, this step is very critical in our ap-
proach because it has to highlight the failure modes
that will be qualified and quantified in the rest of the
study. In order to generate the FMEA from
UML/SysML models, we use techniques of data
translation using files exploiting XML (eXtensible
Markup Language). The creation of the FMEA is de-
tailed in the fourth section of this article.

We do not want to add the dysfunctional behavior
to the first model. We thus build a model in mode
automata (Rauzy 2002) to depict the whole behavior
of the system. We have chosen the mode automata
formalism because of its structure. With mode
automaton, it is easy to represent for each compo-
nent of the system their reachable states and the



treatment of the flow that they receive and transmit.
The construction of the model is done component by
component, so that the decomposition established in
the FMEA can be naturally reused. Moreover, this
modeling formalism highlights the error propagation
between components by describing the flow ports
and the state of the flow. Then, with a mode auto-
mata model it is possible to derive models in Al-
taRica (programming language implementing mode
automata) or Generalized Stochastic Petri Nets
(GSPN). The main concern of those models is to
show the influence of data and energy transmission
throughout the architecture of the model. The rules
of creation of those models will be given in future
communications

Both AltaRica and GSPN models are used in
software tools (respectively the OCAS module of
Cecilia workshop and Jagrif edited by Dassault Data
Services). Those software tools permit to quantify
reliability indicators, such as global failure rate or
mean time to failure. Solutions to compute fault
trees also exist (e.g Aralia Sim Tree) and give a
mean to find failure scenarios and also to compute
failure rates. The last step of our approach is thus to
use those kind of tools on the previously obtained
models in order to compute the necessary results for
the design evaluation.

In order to render this approach efficient, we de-
velop tools for the automatic creation of each model
and for the construction of the files needed by the
reused tools. We try to construct a bridge as short as
possible between a functional design and the evalua-
tion of the reliability characteristics of the proposed
architecture. A software tool is developed in order to
integrate the different phases in a single application.
In the next section, we will discuss the realization of
the first step. We will present the problems raise by
the automatic synthesis of FMEA and mention the
existing works. Then, we will describe our policy for
an automatic synthesis of FMEA.

4 AUTOMATIC SYNTHESIS OF FMEA
DERIVED FROM UML/SYSML FUNCTIONAL
MODELS

FMEA is the standard method for risk analysis in the
design phase (Tumer et al. 2003). It is a well-known
inductive and qualitative method that proposes to
explore the system component by component. For
each one the analyst searches their failure modes and
their effects on the system, detailing their severity
and occurrence rate, in order to underline their weak
points.

4.1 Works on FMEA automation

Over the past few years, many authors have men-
tioned the obstacles against FMEA execution. In

fact, many organizational and operational constraints
reduce its efficiency. FMEA is often seen as a time
consuming and error prone analysis. For industrial
user, it is frequently difficult to link the results of
FMEA with the execution of corrective procedures.
The main interest of FMEA, which brings up infor-
mation to direct design efforts, is thus lost. The
heaviness of the method seems to have many origins,
as the difficulty to call together the participants or
the huge amount of information to produce, repre-
sent and understand. Nevertheless, this method, cre-
ated to satisfy precise needs in system analysis, has
sufficient advantages to justify works on it. The
method provides a systematic detection of risk and
failure at an early stage of the design process. It
guarantees the exhaustive identification and the clas-
sification of risks. Finally, it allows to identify the
weak points of the system only from a functional
view.

The benefits of this analysis are important enough
to justify the employment of new techniques to en-
hance its utilization. There are two options to im-
prove FMEA, which are: to ameliorate the organiza-
tion or to support the study with software. Bassetto,
in (Bassetto 2005), thanks to an experiment on a
whole plant, gives organizational advises to involve
the engineers and enhance their perception of
FMEA:

® Define the analysis limits and objectives.

e (Constitute team with experts and user of the

analyzed system.
Teach the method to the participants.
Impose regular meetings.
Obtain the interest of the management and
operational teams by underlying their bene-
fits in using the method.
To improve those dispositions, it seems very impor-
tant to support FMEA with a software tool. Many
authors and normative documents have pointed the
lack of adapted software for FMEA management. By
the way, many researchers have explored how soft-
ware could be useful for FMEA development.
Therefore, it exists various helps brought by soft-
ware tools:
® Maintaining a return on experience database
(Bassetto 2005).
Help to fill the FMEA table.
Automatic synthesis of parts of the FMEA
table (Papadopoulos et al. 2004a), (Bull et
al. 1996).
® Organizing and highlighting the relevant
elements (Price, 2000).
e Help for the use and creation of failure tax-

onomy (Tumer et al. 2003), (Bassetto,
2005).

® Model generation from FMEA table (Papa-
dopoulos 2004b).

® Managing simultaneous failures (Price and
Taylor, 2002), (Papadopoulos, 2004b).



The automatic synthesis of FMEA is treated in mul-
tiple works. Some of those are centered on the ex-
ploitation of a database and on making it sustainable.
Others deal with the automatic generation of infor-
mation by causal reasoning. In the two main works
(Price and Taylor 2002), (Papadopoulos et al.
2004b), the requisites for automatic synthesis of the
FMEA are the modeling of each failure for each
components. The real benefit of these methods is the
computation of the effect on the whole system. The
profit of the FMEA is no more to identify the unitary
failures that could occur, but to find multiple failures
that could be significant. Finally, we can mention
works on the semantic used in FMEA. To solve the
ambiguity of coupling natural vocabulary with
quoted values, (Bowles and Pelaez, 1995) propose to
use fuzzy logic rules. This technique is still experi-
mented in recent works (Xu et al. 2002), (Yeh and
Hsieh 2007) on various kinds of system (engine,
sewage plant). Those different works helped us to
identify the crucial points for the automation of
FMEA creation.

4.2 Influential points for Automatic synthesis of
FMEA

We have identified two major points for the success
of an automatic synthesis of FMEA. These are the
model from which the analysis is built on the one
hand, and the database of dysfunctional behavior on
the other hand.
FMEA specification indicates that this analysis is
developed on the results of a functional analysis. In
fact, the analyst needs to know each function of each
component to conduct his FMEA. In order to fill
each line of the FMEA, the engineer plays a compo-
nent life scenario, so he must be familiar with the
functioning of the relationships between system
components. To express this functional information,
many methods and languages are utilizable; the ma-
jority of them are technologically dedicated solu-
tions. Currently, the methods utilized for the auto-
matic synthesis of FMEA are functional models
enriched by data on the dysfunctional behavior of the
components (Price and Taylor 2002, Papadopoulos
et al. 2004a). This is quite paradoxical with the first
aim of FMEA, which is to underline and detect risks
and failures only from the knowledge of the ex-
pected functional behavior. For us, a model is ex-
ploitable for FMEA, if it allows to isolate the archi-
tecture of the system (physical distribution of the
functions), as well as the energy and data transmis-
sion between components. In fact, in a deductive
study it is important to easily recognize the propaga-
tions between the system elements. To sum up, the
elements that the modeling language, used for
FMEA, should be able to model are the following:

® Architecture of the system and its function-

alities

e Hierarchy between blocks
e Data and flow transmission

Those aspects can be modeled with UML or SysML
by the use of class diagrams, composite diagrams
and deployment diagrams. A data and flow transmis-
sion view also exists in sequences diagrams and in-
teraction diagrams, moreover the UML 2.0 and
SysML specifications introduce very useful flow
port diagrams. Finally, the possibility to classify the
objects gives to those languages a great capacity to
furnish easily reusable uniform information.

It is essential to construct a database containing the
return on experience on the failure modes of utilized
components. (Basetto 2005) exposes that: “if each
risk component possesses its own typology, the
automatic generation of risk can be envisaged”. For
Basetto a “risk” is the term that refers to a FMEA
line. A risk is thus composed of an element name, its
failure modes, their effects and causes and optionally
its severity and occurrence. According to him the
automatic generation of FMEA can be performed
only if the set of words utilized to qualify each risk
element is finite and previously known. In the
FMEA process, this kind of database is used in two
ways: firstly the database is a source that helps pro-
posing for each element the right and precise failure
modes, secondly after the user has reviewed and
completed the FMEA the new information must up-
date the database for the specific use of the compo-
nent in the studied system. In those conditions,
FMEA becomes a precious resource for the estab-
lishment of a management process for return on ex-
perience. Nevertheless, the use of a database causes
an unavoidable rigidity in the employed vocabulary.
In fact, taxonomy must be fixed, researcher teams as
(Tumer et al. 2003) work on that topic. For instance
this team defined taxonomy on failure modes for
plastics. The taxonomies aim at describing in precise
words the elements that compose FMEA lines.
Those elements depend on the studied technology.
Each technological domain possesses its own termi-
nology. The risk elements that should have their
proper taxonomy are the components, functions,
failure modes, effects, causes, detection means and
the corrective actions. This exhaustive list can be re-
duces regarding the goals of the FMEA. A typology
for the components is essential for the automatic
synthesis, moreover it provides means for the reuse
of known components in new systems. The compo-
nent typology constitutes an entry in a database that
indicates each failure modes for the designated ele-
ment. This simple mechanism is a main step in the
automation of FMEA synthesis, which helps to
guarantee the exhaustive enumeration of failure
modes. Then a typology of failure modes is neces-
sary and will authorizes to reason on effects and
characteristics as severity and occurrence. Using ty-
pologies for effects and causes makes possible to
underline consequence relationships between risks.



For example Basetto analyses the bijections between
the typology set of effects and causes and so high-
lights the “risk core” of his application. The use of
typologies for the database exploitation in the case
of automatic FMEA synthesis is essential. Therefore,
to be efficient we must impose on the designer the
respect of a typology for the definition of his model.
The best way is to reuse as much as possible his own
vocabulary and to let him modify and enrich the da-
tabase with his own experience.

4.3 Using UML/SysML for automatic synthesis of
FMEA

We will describe in this section our solution for the
automatic synthesis of FMEA. Our goal, in this step,
is to render operational the execution of a FMEA.
The role of this FMEA is to help us to find the dys-
functional behavior of the studied system with its
functional model. We wish to use the model de-
signed by the conception engineer without adapting
it to our purpose. We want to make this generation
as complete as feasible, but also as fast as possible.

4.3.1 Exploited model and first solution
As explained in the second section, using models in
UML/SysML seems to be the best solution in order
to define a general approach that is to be integrated
in a modern design process. The models in
UML/SysML are well suited to be exploited for
FMEA generation. Traditionally, FMEAs are built
from functional analysis. Our first algorithm only
exploited the sequence diagrams of the designer
models. The use of sequence diagrams in order to
create an FMEA is justified because we observe that
it is possible to find the same information about the
studied system in both formats. The functional
analysis makes it possible to identify all the system
functions. These are the functions that are described
by each use case represented by the sequence dia-
grams. An algorithm that we developed, whose in-
structions are described in the following lines, real-
izes the treatment that creates the FMEA from
sequences diagrams.
Input of the algorithm:

e Set of the Actors noted A

e Set of the Objects noted O (A N O =)

e Set of the messages noted M
The elements of M are couples (x,y) where
X, ye AUO, x is the sender of the message and vy its
receiver.

e (C andE are two empty sets (Causes, Effects)

e The set of the failure modes is noted FM
FM = {partial function, no function, intermittent
function, unintended function}
Output of the algorithm:

e Table of the FMEA
Operators:

e +is the operator of concatenation on the right

e forme M, m=(m[l], m[2])
Start of the algorithm:

Creation of a table whose first line is composed
of 9 boxes that indicate, the name of the object or ac-
tor, the failure mode, the cause(s), the effect(s), the
severity, the probability, the risk, the means of detec-
tion, the technical solutions.

Vie AuOandV fm e FM

Vme M,ifm[2]=1,C=C +m[1]

Vme M,ifm[l]=1, E=E + m[2]
Creating a line = {i, fm, C, E, &, O, &, &, O}

This algorithm has been tested on diagrams used
by (Guiochet et al. 2004). Results and benefits of its
utilization are exposed in (Belhadaoui et al. 2007).
The main interest of this version is that it automati-
cally lists all systems components and proposes to
evaluate their behavior according to the fourth basic
failure modes. Moreover, it directly associates the
entity linked with the component so that the effects
and causes are easier to identify. In (Belhadaoui et
al. 2007), the authors used this algorithm on a proc-
essor UML model. They remark that our solution al-
lowed them to find faster the same information that
they found in a previously manually built FMEA.
They add that they saved time, by using this algo-
rithm (implemented in a prototype), in the FMEA
creation. Moreover, they indicate that it permitted
them to identify new risks forgotten in the previous
study, thanks to the links between components and
the failure modes proposed by the software tool.
Nevertheless, this first solution has a significant
drawback. In fact, too many lines are produced and
the identified risks need to be clarified by the user.
Consequently, we decided to enhance this algorithm,
thanks to a connection with a component database.
The database proposes for each component its proper
failure modes. Those modes are taken from docu-
ments on the return on experience of the compo-
nents. The created FMEA became more precise and
concise. The connection to the database intervenes
for the enumeration of the failure modes. The algo-
rithm identifies the type of the studied component
and then it searches the right failure modes for the
component in the database.

4.3.2 Classification and database constitution for
automatic FMEA synthesis

As presented in section 4.2.2 the database of func-
tional behavior is crucial because it involves the re-
turn on experience for the risk identification. This
way, we insure the coherence among various risks
studies and we automatically obtain more precise re-
sults. The database that we use contains the failure
modes of the component that we exploit. Therefore,
the new algorithm indicates for each risk the right
failure modes as they are described in the database.



Nevertheless, if a component not indicated in the da-
tabase is met, the algorithm will continue to propose
the basic failure modes as in the first version. Later,
by integrating the failure modes corrected by the
analyzers, the database can be enhanced. Figure 2 il-
lustrates the use of a database for FMEA creation.
We have constructed our database using the concept
of class depicted in UML and extended in SysML
with the Block Definition Diagrams (BDD). This
enables us to work at various level of detail in the
systems description. In fact, types of components can
be depicted with generalization relationships.

| componentBB | sfunctional behavior

| com}lonentAQ\)l
mpouent A
!

! message: MessageType | ClagsA
!

' FailureMode :FailureMode[*]

Sequence "Diagram
! ClassB
1
" FailureMode :FailureMode[*]
1
1
|
1
FMEA [Table
Comp-,’ment Failure effgfts | causes Detection | Correctives
I Modes means Actions

Risk Priority
Number

seventy
occurrence

I

I
1
1
1
v

»

Figure 2. Use of a classified database for FMEA synthesis
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ComponentTypeAl ComponentTypeA2

fmAl L FmType il
fmAl2FmType 12

fmA21 FmType_il
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Figure 3. Typical sequence diagram and component database

If SysML is used, the database is constructed with
BDDs, an example his given on the bottom part of
Figure 3. The database is organized around the com-
ponents types. Generalization relationships exist be-
tween them, for each type we indicate their failure

modes as attributes. The names of the failure modes
are indicated so that the algorithm will be able to
note them in the FMEA table. This technique helps
us to save a lot of time in the FMEA synthesis. We
are able to create a major part of the FMEA in a pre-
cise way and we also guarantee that we exhaustively
study the components. Figures 3 and 4 show a typi-
cal use of this algorithm on simple sequence dia-
grams. The part of FMEA that is automatically cre-
ated is given. We can read in this table the precise
failure modes of the components as well as sugges-
tions about the behavior of the failure (components
involved in causes and effects).

The component database can be completed by a
failure modes database. This second database allows
us to conduct the next step of the process presented
in section 3. In fact, this database describes the fail-
ure mode types defined in the component database.
We associate diagrams expressing their behavior
with the failure mode types. Those diagrams could
be GSPN models, AltaRica files or Statecharts dia-
grams. This will be a first step in an automatic crea-
tion of the dysfunctional model. Moreover those dia-
grams can help to find the effects of the failure
modes and thus to build the FMEA.

Components | Failure | Potentially affected |Effects Components potentially
Modes | Components involved in the Failure
Al finAll  |A2 (ml) fimAll behavior |[Al (internal failure)
finAl2  |A2 (ml) fmA12 behavior |Al (internal failure)
A2 finA21 |B(m2) finA21 behavior [A2 (internal failure)
Al (ml)
B (m3)
finA22 |B(m2) finA22 behavior |A2 (internal failure)
Al (ml)
B (m3)
B finB1 A2 (m3) fmBI1 behavior | B (internal failure)
A2 (m2)
finB2 A2 (m3) fmB2 behavior | B (internal failure)
A2 (m2)

Figure 4. Deducted FMEA

4.3.3 Development of the software tool

We are currently developing a software tool in order
to fully integrate the first step of our approach. This
tool is designed to help designers in FMEA synthe-
sis. The UML or SysML files written in XML,
thanks to the XMI formalism of the OMG, are
loaded. Then the software uses a parser in order to
interpret the data and execute the algorithm for the
creation of the FMEA. This software is also de-
signed to manage the database described before, it
authorizes the user to fill and utilize it for the FMEA
synthesis. A second parser will analyze the complete
FMEA in order to pass the more precise information,
on the failure modes, to the component database.

5 CONCLUSION

In this article we discussed the appropriateness of
using UML/SysML for reliability studies. We briefly
described our approach that aims at making easier



reliability studies during design process. We pointed
out the essential issues for automatic synthesis of
FMEA as a method for risk and failure identifica-
tion. Then, we presented our first solution for this
synthesis. We presented a more efficient version of
the preceding algorithm and focused on databases
construction for this purpose. In the future, we will
develop and integrate in our tool, a second parser in
order to create Statecharts and GSPN from the re-
sults of the FMEA and the UML/SysML models.
Moreover, the novelties of SysML specifications
open new opportunities for reliability studies. For in-
stance, we currently develop a third version of our
algorithm exploiting the new SysML diagrams. We
hope to realize the complete reliability study, using
SysML and existing analysis tools. We wish to link
the failure rates computations to their declaration in
the component database. To perform that, it is possi-
ble to associate a parametric diagram for each failure
mode of the components. This diagram models the
equation for the failure rate calculus, linking envi-
ronmental parameters and the component features.
Those equations can be found in the normative
documents dedicated to the studied technology.
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