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Télecoms (EMAT)
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Abstract. In the last two decades, wireless communications have been introduced
in various applications. However, the transmitted data can be, at any moment, inter-
cepted by non-authorized people. That could explain why data encryption and secure
transmission have gained enormous popularity. In order to secure data transmission,
we should pay attention to two aspects: transmission rate and encryption security level.

In this manuscript, we address these two aspects by proposing a new video-image
transmission scheme. The new system consists in using the advantage of optical high
transmission rate and some powerful signal processing tools to secure the transmitted
data.

The main idea of our approach is to secure transmitted information at two levels: at
classical level by using an adaptation of standard optical technique and at second level
(spatial diversity) by using independent transmitters. In the second level, a hacker
should intercept not only one channel but all of them in order to retrieve information.
At the receiver, we can easily apply ICA algorithms to decrypt the received signals
and retrieve information.

Keywords: Multiple-image encryption, Optical Image Encryption / Decryption, ICA,
Fourier transform, Blind Source Separation, Decorrelation, Second and Higher Order
Statistics, Signal and Image Processing, Transmission, Whiteness.

1. Introduction

Any commercial, military or civil communication system should have at least a mini-

mum security level, which depends on application, and an acceptable transmission rate.

Confidential: not for distribution. Submitted to Institute of Physics Publishing for peer review on 13 June 2007
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To increase the confidence in the authenticity of communicating entities and ensure the

confidentiality of exchanged information, advanced security tools have been proposed in

the literature. Many of them use time consuming algorithms.

To reduce the amount of time required to carry out this encryption operation,

methods using optical image processors have been recently developed thanks to

commercial availability of Spatial Light Modulators (SLM). Indeed, image processing

techniques with coherent optics based on filtering, can be used to perform image

recognition [1][2]. Similar techniques can also be used to encrypt a two-dimensional

information structure [3][4], figure (1). The authors of [3][4] proposed an encryption

method based on optical filtering which is mainly interesting for two reasons:

(i) At first, the source image has an optical form, therefore an optical encryption of

this image can simplify the encryption process by avoiding all digital conversion

operations.

(ii) That algorithm allows us to deal with huge images using the potential of coherent

optic parallelism.

The main idea of their approach consists in multiplying the target image spectrum

with one or more masks. This modification of the spectral distribution is in fact the

way of encrypting the image.

Image processing tools as well as spectral algorithms (based on spectral filtering)

have also been used to encrypt images. In [5] [6], the authors propose a method using

a random phase. A multiplication of the image spectrum by a pseudo-random phase is

applied. Fractional Fourier transform was the key element in other optical encryption

algorithms [7][8]. In such circumstances, hacking is easily performed by finding out this

parameter. Figure 1 shows a generic encryption scheme with an optical system.

- New secure transmission system:

Today it is widely admitted by the scientific community that an encryption system

should use keys to transform data and hide information. In a previous study [4], we

proposed a new optical system based on spectral information clustering. The technique

uses a new segmentation approach developed in another work [9][10]. This segmen-

tation process has been used to generate a filter (i.e. a segmented filter) to improve

the performance of optical correlator in terms of discrimination level [9] and to carry

out an optical compression system [10]. By using the concept of segmented filter, the

encryption process can be considered as an image encrypting with segmented phase

masks playing the role of keys in conventional encryption techniques. In our case, these

keys contain information gathered from different sub-keys according to a well-defined

criterion. For decryption the correct segmented phase masks should be known. It is

worth mentioning that the encryption keys are often generated by complex images. This
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Figure 1. Encryption Scheme: (a) synoptic diagram (b) optical set-up of an
encryption system based on segment key

means that they cannot be randomly generated in a reasonable time.

We note that by knowing the encryption keys, intercepted data can be easily de-

crypted and a non-authorized people can easily decode information. To increase the

security of our transmission system, we propose a new secure transmission system which

uses spatial diversity along with classical encryption scheme, as depicted in figure 2.

Figure 2. Transmission Encryption/Decryption Scheme: An input Di can be an
encrypted image (high security level: since two encryption techniques have been
considered) or any image of interest Ii (normal security level: one encryption technique
have been considered ).
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To decode the received signal, one should have at the same time all the required

keys and receive all the transmitted information (i.e. a hacker should intercept at the

same time not only one transmitted signal but many of them). The spatial diversity of

our system ’ICA-EncryDe’ is carried out using Independent Component Analysis (ICA)

techniques. By adding ICA and spatial diversity to our transmitter and receiver sys-

tems, the image quality will not be affected [11].

Independent Component Analysis is a powerful tool recently introduced into the

signal processing field in order to solve the Blind Source Separation (BSS) problem

[12][13]. In fact, it can be applied in different situations and has many applications [13]

such as wireless communication systems (mobile phone, Spatial Division Multiple Ac-

cess, free hand phone), speech enhancement as well as face recognition problems [14][15].

The blind separation of sources problem (BSS) has been a topic of interest in signal pro-

cessing since 1984 [16]. In the past decade, BSS has been studied by several research

teams, and many algorithms have been proposed [17]. The BSS involves retrieving un-

known sources (signals or images) by only observing a mixture of them [18, 19] (see Fig.

2). In general, authors assume that the sources are non-Gaussian signals (at most, one

of the sources can be a Gaussian signal) and statistically independent of one another.

Therefore, concepts of independent component analysis (ICA) [20] have been widely

used and developed to solve the BSS.

While, the new structure contains two secure levels, only the second level (ICA

level) is emphasized in this manuscript‡. In addition, ICA level can be used alone to

reach a normal security transmission.

2. Optical image encryption system

Here, an optical encryption system is given. We introduced this system in an earlier

study [4, 21].

2.1. Encryption system

Figure (3) shows an optical set-up and a synoptic diagram of the optical encryption

system that we proposed in a previous study. According to our system, an image can

be easily encrypted by performing its Fourier transform using a convergent lens (L1).

The obtained image spectrum should be multiplied by a special encryption key. This

key consists of many sub-keys. To produce the special key from sub-keys, we should use

segmented techniques (developed below section(2.2)).

‡ More details about the first security level (optical encryption system) can be found in our previous
studies [21, 4].
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The obtained key is called Segmented Encryption Phase Mask ”SEPM”. After

multiplying the image spectrum by this ”SEPM Mask, the phase spectrum distribu-

tion of the image is changed which leads to image encryption in spectral domain. Finally,

by using a second convergent lens (L2), another Fourier transform can be performed in

order to obtain the final encrypted image ”D” in the output plane.

Figure 3. Optical set-up and synoptic diagram of optical encryption system using a
segmented key

2.2. Segmented Encryption Phase Mask manufacturing

Using an adapted segmentation method§ and several encryption sub-keys, segmented

encryption phase mask can be carried out, as depicted in figure 4. In fact, the segmen-

tation gathers information from each encryption sub-key in the Fourier plane in order

to obtain one specific mask called segmented encryption phase mask, SPEM, [3, 4, 21].

Moreover, this segmented method cancels the local saturation phenomena in the Fourier

plane, by segmenting the Fourier plane in several domains and by assigning each of these

domains to only one winner class (spectrum sub-key). Optimal segmentation can also

be obtained using the minimization of phase energy functions, see figure 4. In this case,

the energy ratio is given as the ratio between the real part of any sub-key spectrum

pixel and the total energy. This energy ratio of each sub-key should be compared to the

ratio of other sub-keys in order to select a winner class.

§ This method was initially proposed to make a segmented correlation filter [1, 9].
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Figure 4. Synoptic diagram of a segmented encryption phase mask

Figure (4) presents an example of segmented encryption phase mask with a base

made up of 4 encryption keys.

2.3. Decryption system

Image decryption can be conducted by a correlator using an adapted Segmented

Composite Phase Only Filter (SCPOF) [1]. The goal of using this correlator is to

recognize the Encryption Phase Mask introduced in the encryption process. To reach

this purpose, SCPOF must be constructed using the same sub-keys of the Encryption

Phase Mask. The choice of ”SCPOF” filter is justified by its very selective nature [1]. In

other words, that enables us to complete perfectly the decryption process by eliminating

all effects of encryption.

3. Encryption enforced security level using ICA

In the previous section, an optical encryption system is presented. Here, we propose a

new architecture based on ICA techniques to enforce security levels of the previously

proposed system. We should mention that the modification carried out using ICA can

improve the overall system performance [11]. In fact, we will show later that the security

level will be improved, without seriously affecting the image quality and the transmis-

sion rate.
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To explain our idea, let us consider the following application: In automatic face

recognition system (for example, in a bank or an airport security system), we often have

to transmit simultaneously some images to a central server for data base in order to be

identified. Obviously, the image transmission must be done over a secure transmission

channel and at a relatively high transmission rate. Let us consider that we have three

images Ii, i ∈ {1, 2, 3}, (N ×N) pixels each one, from a video sequence see figure 5. At

first, selected images should be processed using a classical optical encryption algorithm

(this procedure can allow compression processing), see figure 5-b. The obtained images

5-c (encrypted images Di, i ∈ {1, 2, 3}) are mixed using a mixture procedure which is

explained later. Thus, we obtained a mixed version (5-e) of our encrypted images (5-c).

The final encryption stage consists in transforming the images Ii (N × N pixels

each one and i = 3 ) previously encrypted and mixed (Mixi) into one vector (1× 3N2).

The pixel order (i.e. the coefficients of the vector) should be modified according to an

pre-defined interlacement criterion. This step can be considered as adding a supplemen-

tary encoding key. We should mention that the interlacement technique is a well known

and widely used technique in wireless digital communication protocols [22]. The final

interlaced vector should be divided into p (p can or not necessarily equal to i) vectors

which are transmitted using the same or different channels.

At this level, final images are coded using three layers. In the first layer, an optical

encryption key is used. In the second layer, information are mixed up. In the final layer,

after using an interlacement technique, we transmit it using same (but successively) or

different (but simultaneously) transmission channel(s). In other words, our idea consists

in sending the mixed encrypted data using various sequences. These sequences can be

sent in two different ways:

• Spatial diversity: using different independent transmitters.

• Temporal diversity: over the same channel, the sequences are transmitted in differ-

ent orders, i.e. in similar way to ”interlaced” algorithms used in digital communi-

cation. We should mention here, that the sequence levels can be considered as new

encryption keys.

It is clear that using the new encryption scheme and in order to retrieve transmitted

information, a hacker should, at the same time, know the keys and successfully intercept

our different independent transmitted sequences.

Then, we will discuss different needed steps to mix up images, to apply ICA, to

separate the mixed images and all the other details needed to achieve the decryption

step.
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Figure 5. New Encryption-Decryption system using ICA techniques.
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4. Model & Approach

As mentioned before, in the blind separation of sources (BSS) problem, we can re-

trieve ”p” unknown mixed signals (sources) by only using ”q” observed mixing signals

[12, 17, 23]. The sources are assumed to be statistically independent of each other [20].

4.1. Mixing Model

To simplify the discussion and better explain our ideas, we consider firstly that we only

have two images to transmit. The generalization to n images is straight forward. Let

us consider by s1(t) and s2(t) the two images where ”t” stands for a given pixel.

In this study, only linear mixture has been considered. In this case the mixed

images xi(t) can be obtained as followed:

x1(t) = a11 ∗ s1(t) + a12 ∗ s2(t)

x2(t) = a21 ∗ s1(t) + a22 ∗ s2(t)
(1)

where aij are real or complex coefficients used in order to hide better the infor-

mation. We should mention here that the linear mixing process can be replaced by a

non-linear one. For example, we can use a similar approach to the one presented in [5].

In the latest approach, the authors multiply the images by a random mask in order to

modify the image spectrum. Actually, we will investigate the latter procedure among

other non-linear procedures where the non-linear transformation will be made in Fourier

plane. By introducing non-linearity in the mixing step, we can secure better transmitted

data, however this procedure will be time consuming during the coding as well as the

decoding procedures.

To easily generalize equation (1) to an arbitrary number of images, we can use the

following matricial notation:

X(t) = A (I(t), · · · , I(t − L)) (2)

where I(t) =




s1(t)
...

sn(t)


 stands for the original images (i.e. the source images), X(t)

is the mixed images and A represents the channel effect and it can be any functional

operator. It is well known that the latest equation, in generally case (without any

assumption about A or I(t)), represents a generic problem that can not be solved. In

the case of static memoryless channel, equation (2) can be simplified as followed:

X(n) = AI(n) (3)

In this case, A becomes a real or a complex scalar matrix. This channel is called

an instantaneous mixture model. It is well known that the separation of model (3) can
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be made using ICA techniques based on the independence assumption of sources and

can be achieved up to a permutation and a scale factor [20].

4.2. Optical Image Mixer

The mathematical mixing operator presented in the previous subsection, can be com-

pletely realized using optical components. In figure 6, we present our optical set-up

which allows to encrypt and mix (optically) two images (I1 and I2):

• At first a laser source is used.

• The obtained laser beam is divided into two laser beams using a beam separator

(i.e. a laser polarizing beam-splitter cube).

• Each laser beam will be used to illuminate a specified image (I1 and I2).

• These two images are optically encrypted by using the method exposed in section

(2). Thus, we obtain two encrypted images D(1) and D(2).

• Other beam-splitters cubes should be used again in order to generate copies of each

encrypted image. The number of needed copies is equal to the desired number of

mixed images.

• Different obtained images should be multiplied by correspondent coefficients.

At this stage, we can use opto-electronic components (Spatial Light Modulator

(SLM)).

• Finally, the mixed images are obtained by a simple addition done using properties

of optical holography, on CCD Camera (equations 4,5):

CCD1 : X(1) = |a11 ∗ D(1) + a12 ∗ D(2)| (4)

CCD2 : X(2) = |a21 ∗ D(1) + a22 ∗ D(2)| (5)

4.3. Demixing Model using an ICA Algaorithm

The key point of our application is that the separation can be made without knowing

the sources or the channel parameters. In the literature, we can find many algorithms

to conduct the separation [17]. These algorithms generally use different approaches:

• the minimization of a cost function based on High Order Statistics (HOS) [24, 25],
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Figure 6. Optical Image Mixer

• the maximization of mutual information [26],

• using geometrical concepts [27], etc..

Most of the ICA algorithms deal with the separation of mono-dimensional signals

(i.e speech, telecommunication signals, · · ·). However, in our application, the sources

consist of images. In order to apply ICA algorithms in our application, preprocessing

and post-processing steps are required.

In [28], Hyvarinen and Oja proposed an algorithm called FastICA which stands for

“Fast Fixed Point Algorithm for Independent Component Analysis”. Their algorithm

uses the fact that the kurtosis (i.e. a normalized fourth order cumulant [29]) of a Gaus-

sian signal [24, 30] is zero. On the other hand, it is well known that mixing signals

generates close to Gaussian signals, as the application of central limit theorem [31].

Some ICA algorithms, such as FASTICA [28] require two computing stages:

• The first stage is a whitening procedure: Using Principal Component Analysis

(PCA) [32] based on second order statistics of observed signals, we can simplify

the mixing model by transforming the mixing matrix into a rotation mixing ma-

trix. In fact, it is known that separation matrix A can be decomposed [33] as

the product of two matrices A = WU , where W is a spatial decorrelation matrix

and U is an unitary one. Common [34] proved that we can estimate W by using

a simple Cholesky factorization [33] of the covariance matrix of the observed signals.
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• Rotation: In this stage, high order statistics [29] criteria can be used to estimate

the residual permutation mixing matrix, i.e. U .

We should mention that at the output of the whitening stage the signals are spa-

tially decorrelated. In other words, the correlation matrix of these signals becomes a

definite positive diagonal matrix. After the whitening process, one can apply FastICA

algorithm to separate the received signals (the vectors of our images).

Finally, FastICA can be considered as a deflation approach since the algorithm

tries to separate the mixing by extracting one signal after another. In their approach,

Hyvarinen and Oja suggest the maximization of a contrast function based on a simplified

version of the kurtosis. The maximization is done with respect to a norm constraint

according to a vector b using a Lagrangian method. Finally the vector b is updated

using a gradient algorithm.

5. Image encryption method with enforced security level

Data encryption is mainly used for security reasons. This process consists in making

illegally intercepted data as useless as possible. In other words, information will be

hidden and lost in any intercepted data without the authorization of the sender. This

permission can be realized in many ways: already known passwords, a given hardware

circuit, known decryption methods or by splitting information or data into many parts

which should be sent separately.

By using ICA algorithms, such as FASTICA, we are aiming at reaching mainly two

goals:

• First of all, we enforce security level of our encrypted image by mixing up ”n”

optical encrypted images. Then several mixed images should be transmitted using

several channels.

• At receiver (destination), the decryption process should be fast and easily

implemented. At the same time, the extracted image should be of high quality.

This stage consists in demixing the received data using an ICA algorithm. Finally,

the decryption should be carried out using the method described in section (2).

In order to achieve our task of image encryption (two levels: optical encryption and

mixing) and decryption using ICA algorithms, pre- and post-processing steps have to

be taken. To clarify this statement, a video sequence contains at least three images I1,

I2, I3 of 256 × 256 pixels each, is described in figure (7).

5.1. First stage: Optical encryption

The first stage consists in encrypting the previous video sequence using our optical en-

cryption system developed in section (2). Then, only two images (I1, I2) are encrypted
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Figure 7. A sequence of video images contains three 256×256 pixels grayscale images
: I1, I2 and I3

Figure 8. Two images of video sequence encrypted with the classical optical system
(section (2))

and we don’t consider the third image (I3) in order to keep it as an example to corrobo-

rate performances of our encryption enforced method. In this case, the first two images

are encrypted using two security levels, but the last image is encrypted using only one

security level.

The results of optical encryption, using a segmented phase mask carried out with

two sub-keys, are shown in figure (8) : D1 and D2. The third image (D3 ≡ I3) presented

in (8) is without encryption.

5.2. Second stage: Mixed Encryption process

The second stage of our system consists in mixing together different images (i.e. in

our example, we should mix D1, D2 and D3 figure 8). However in order to apply ICA

techniques, we should make sure that the mixed images are non-gaussian statistically

independent images. From a practical point of view, the images independence can be

justified when the images are chosen from different video sequences (or at least, they

should be taken at different moments). In the following paragraphs we present a method
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to enforce the selection of candidate images. The optically encrypted images D1, D2 and

D3 should be modified to D′1, D′2 and D′3. The modified images can be obtained by

multiplying encrypted images Di with non-information images which are called auxiliary

images (see section 5.2.1).

5.2.1. Generation of auxiliary images

The choice of auxiliary images is of great importance mainly to reach the following

three goals:

• G1: Result multiplication between encrypted images (Di) and auxiliary images

should generate statistically independent images D′
i. This is the main assumption

in any ICA algorithm.

• G2: It is well known that the separation of mixed sources can be make if at most

one of the sources is a Gaussian signal. In this case, we should select auxiliary

images that are statistically different from Gaussian signals.

• G3: The auxiliary images should be chosen so that the encrypted images (D1, D2

and D3) are completely hidden and can not be recognized from any obtained mixed

image.

Our experimental study shows that a first auxiliary image A1, of 256× 256 pixels,

can be easily generated by considering all the pixels as randomly distributed variables,

see figure 9-A1. It is clear that image A1 meets the first two goals G1 and G2. To reach

G3, one should well select the variance of the pixels and the parameters of the mixing

matrix A, see next subsection.

To generate another auxiliary image A2, we first create an image L1 in a similar

way to the first auxiliary image A1. Then another image L2 has been generated by

applying a low-pass filter on L1, see figure 10. Finally, the second auxiliary image A2

is the output of an inverse Fourier transform applied on L2, see figure 9-A2.

As already mentioned, to reach G3, we can modify the generation parameters

(variance, low-pass filter parameters) of the two auxiliary images. However, this is

not the only way since the mixing parameters (i.e. the coefficients of the mixing matrix

A) have great influences on the separation performances.
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Figure 9. Two auxiliary images A1 and A2 used to be multiplied with the encrypted
images D1, D2.

Figure 10. An image L2 obtained as the output of a low-pass filter when its input is
a uniformly distributed random image.

5.2.2. Enforcing the security by adding Non-Linear Function

after several detailed studies, we have found that some candidate images are close to

Gaussian. By applying some nonlinear functions to D′1, D′2 and D′3 as ”tangent : tan”

or ”hyperbolic tangent : tanh”, we can obtain images that are far from Gaussian signals.

In order to enforce the security level and improve the statistical properties of our

treated image, we should apply a non-linear function‖ to each coded image. At this

stage, the function can be the same for all the images. However, to add more security

levels and improve the over-all performance of our algorithm, we considered different

functions.

Let us call D
′−i, the result of multiplication between the optically coded images Di

and the auxiliary ones Ai (see the previous subsection). For the three obtained images,

we chose three different functions: f1(X) = X3, f2(X) = tan(X) and f3(X) = tanh(X).

Images at the output of the nonlinear functions are called DI1, DI2 and DI3 and

‖ The chosen function should be continues, derivative and invertible function.
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Figure 11. Images at the output of the nonlinear functions.

presented at figure 11.

5.3. Mixed images

The instantaneous model, see equation (3), can be applied in our application as followed:

X(n) = A
(

V ec(DI1) V ec(DI2) V ec(DI3)
)T

(6)

where A = (ai) is the mixing matrix, V T is the transpose of V , V ec(DI1) is a

(256)2 × 1 colon vector and X(n) is a 3× (256)2 real matrix which stands for the mixed

signals. The coefficients ai of A should be selected to meet two constraints:

• To achieve the separation, matrix A should be an invertible matrix, i.e. det(A) 6= 0.

• The values of ai have great influences on the third encryption goal G3.

Figure 12 shows us the three mixed images. These images can be transmitted using

wireless communication using two different ways:

• We can transmit them at the same time using three different channels.

• They can be transmitted at different moments using the same channel.

We should mention here that the encryption results are very satisfying since origi-

nal images are completely hidden. The encryption techniques presented in this section

can be generalized to encrypt any number of useful images Ii. In fact, we can consider

the other images as auxiliary images. However, we should pay attention that at the

decryption stage, at most one of useful image can have Gaussian distribution.
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Figure 12. Three mixed images represent three encrypted images with three security
levels.

Finally, we should mention that at this stage our images are encrypted using four

security levels, see figure(2):

• At first, original images Ii are encrypted using an optical encryption system. The

encrypted images are called Di.

• Multiplying images Di by auxiliary images Ai and using non-linear functions fi(X)

give us second level encrypted images DIi.

• A mixing process is used to encrypt again the already encrypted images DIi. Let’s

call Mixi the encrypted mixed images.

• At the final stage, pixels of encrypted mixed images Mixi, are interlaced¶ and

transmitted using different times using the same channel or simultaneously using

different channels.

6. Decryption

As it was shown in previous section, the encryption of video sequence was successfully

carried out using four security levels. After the encryption step, it is necessary to man-

¶ This technique is widely used in Digital Wireless Communication System.
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Figure 13. Various output images using classical optical encrypted system enforced
using ICA

age the decryption, since the receiver should retrieve the information. The decryption

scheme can be summarized as follows:

• At First, we must retrieve mixed encrypted images Mixi by inverting the interlaced

sequences.

• Once, we have obtained the mixed encrypted images Mixi, the second level en-

crypted images DIi can be easily found using an ICA algorithm. In our case, we

applied FastICA. Further details concerning this stage can be found in our previous

study [11].

• The first stage encrypted images Di can be easily obtained by inverting the non-

linear function and considering the auxiliary images.

• During the final decryption stage, original images Ii can be obtained from Di using

the system described in section (2) : For that, we start by carrying out separately

the Fourier transform of each demixed image (D1, D2 and D3). Then, we multi-

ply their corresponding spectrum by an inverse of the segmented phase mask used

in the encryption process. By carrying out a second Fourier transform of each de-

crypted spectrum, we retrieve the original images Out1, Out2 and Out3 (figure 13).
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In order to corroborate our approach, many experimental studies have been con-

ducted. In the following, standard simulation results are shown. Once we have optically

encrypted and mixed the original images, we apply our method to these mixed images

and we obtain decrypted images shown in figure (13). The last figure shows that the

decryption of our video sequence have been successfully carried out.

As a performance index, we use MSE (Mean square error) which measures a dif-

ference between the output image (decrypted image) and the input one [35]. By calling

I1 the first original image to be encrypted ((N × N) pixels), Out1 the estimated image

(decrypted ((N × N) pixels)), the MSE equation is defined as followed:

MSE =
1

N2

∑

i,j

(|I1(i, j)| − Out1|(i, j)|2 (7)

By applying the MSE to the decrypted images of figure (13), we obtain MSE values

presented in table (1). The quality of obtained images as well as small obtained values

of MSE prove the effectiveness of our approach.

I1-Out1 I2-Out2 I3-Out3

MSE 0.0892 0.137 0.0936

Table 1. Results of the tests (MSE) carried out with our optical video-image
encryption with enforced security level using ICA

7. Conclusion

In this manuscript, a new Encryption/Decryption scheme is presented. The main ad-

vantages of this scheme compared with classical systems are obtained by using optical

instruments and ICA techniques. Concerning the optical part, it is used to increase the

rate transmission. On the other hand, ICA are one of the recent and powerful signal

processing tools which are introduced in our system in order to increase the security

using spatial diversity and multi-transmission channels.

Our simulation studies show that it is now possible to transfer data using a bi-

dimensional signal while protecting it from an unspecified user. The useful signal will

just have to be mixed with other independent signals. The data is encrypted since it

can not be used by someone who doesn’t have the authorization from the sender.

For future works, we are going to improve the performance of our approach by

adding compression techniques based on JPEG compression algorithms to minimize the

processing time as well as the allocated memory. Video Sequence and color images are
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under-consideration. Recently obtained results should be corroborated by more studies

and simulations. The later study will be presented in future works.
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