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Abstract:

In this manuscript, a new approach of multiplexagsimultaneous encoding of target
images is presented. Our approach can enhancethgpgon level of a classical “DRP”

system, by adding a supplementary security laybe. dew approach can be divided into
two security layers. The first layer is called theltiplexing level which consists in using
iterative Fourier transformations along with seVemacryption key-images. These latter
can be a set of biometrical images. At the secaiydr] we are using a classical DRP
system. The two layers enable us to encoding setaegget images (multi-encryption) and
to reduce, at the same time, the requested dedodfl@unation (transmitted or storage

information).
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1. Introduction

In the last two decades, the development of seécamemission systems becomes the priority
of many research and engineering institutions.alet,fmany approaches can be found in the
literature. Among these methods, cryptography naslaye very attractive ones which consist in
transforming original information to an illegiblermat (encrypted information). To retrieve the
original information, encryption keys and encryptionethods are required. To reduce the
processing time, an increase attention has beemttggaid to optical encoding methods. In
addition, multi-encryption and a very good encodiexgl including a biometric key (as digital
fingerprints) are required in many recent applmadi The study proposed in this manuscript

deals with the latest mentioned problems.

In [1-7], methods using a double random phase baea proposed. Different other methods
can be found in the literature. The latter methadsbased on: Digital holography [8,9], Fresnel
domain [10,11], multiplexing [12,13], polarized hig [14], and interferometer [15,16]. We
should mention here that Fractional Fourier tramsfas essential to perform some optical
encryption algorithms, further details can be foumd17-19]. To support modern applications,
multiple image encryption methods have been reggmtbposed [20]. The main idea of the
multi-encryption methods consists in encoding thase and the amplitude of two original

images and combines them into a single image.

To meet the requirements of modern applicationk wihigh encoding level, a modified and
an improved version of Bouble RandomPhase encryption systenDRP” is proposed in this

manuscriptDRP systems are very attractive thanks to their simpiglementation, robustness



and their easily application on several differemage formats (B&W, gray level or colored

images). To increase the security level of a otafdRP system, we firstly use several and
independently keys. In fact, we are using two défe kinds of image-keys: random and
structural images. Secondly, we are using differealtiplexing algorithms. We should mention

that at least one image-key can be a biometric @n@gir modified method can be summarized
as following:

» The first level consists in multiplexing severatget images using a set of iterative
Fourier transformations. In this stage, severabdmg-keys, including known biometric
images, should be used. This level can be dondineff{numerically) to avoid the
complexity of an all optical implementation.

* The second level, more traditional, is based oruieeof double random keys.

We should mention that the DRP and the IFTA are techniques well know in the
literature. Should we mention here that, to the bésur knowledge, these two techniques have
been never employed in tandem. Besides that, omrafgorithm has shown very good results in
various scenarios: using mono-dimensional sigredsspeech, music and other acoustic signals)
as well as bi-dimensional data (as black and whijmyscale or colored images). Many
experiments have been conducted to corroboratpeHermances and the convergence of our

approach.

The principal idea of our approach consists in gisiwo encryption levels to avoid
implementing a simple phase mask as the inputatdissical DRP. In fact, by using IFAT and a
known image (such as the fingerprint), we can gutcay same time the amplitude and the phase

of target image or mixed images. By doing so, nyatintee advantages can be obtained:



1- Cracking and hacking the encrypted images becomtehd_et us imagine the case when
a hacker may crack the DRP key, i.e. the secondk mvagch is the random phasis, he
could still not obtain the target image as it istpcted by the first mask and the other
auxiliary keys (i.e the mixed images).

2- All acts of piracy on the encrypted image couldeeffthe first mask, i.e. the hidden
fingerprint. In this case, we can easily noticéghi# received image has been intercepted
and modified.

3- This approach could be also used as a water-magkdtchnique. Some useful

information (copyright, version, etc) can be eakilyden in the encrypted image.

This manuscript is organized as follows: Sectiomleacribes classical DRP systems. In
section 3, our modified algorithm is presented.cdooborate our new approach, simulations are
shown in that section. Section 4 presents the pteking and simultaneous encryption of several

target images. Finally, conclusions and future wate given in section 5.

2. Classical Double Random Phase “DRP”: Mono-encryp  tion

system

In the last two decades, various optical encodipgr@aches have been proposed. These
works can be traced back to the original work psagbinitially by Ph. Refergier and B. Javidi
[1]. In their approach, Ph. Refergier and B. Japidiposed an image encryption scheme based
on the modification of the spectral distributionitNdut any prior information about the spectral

modification or the target image, the image decgdiannot be done. The main idea of their



approach, see figure 1, consists in inserting taapding-keysrandom phase)in a setup called
“4f”. The proposed approach consists mainly of thteges:

* The first key, i.e. the first Random Phase M&dR;, is multiplied by a target
image (the image which should be encrypted). Thestaimage should be
displayed in the input plane of 4f* setup and lighted with a parallel coherent
light resulting from a Laser generator. This praged introduces a first
modification to the spectrum of the target image.

 The second key (i.eRP,) is directly inserted into the image spectrum hie t
Fourier plane. The multiplication of th&P, by the spectrum obtained at the first
stage can introduce a second modification intesgieetrum of the target image.

» Finally, a second optical Fourier transformatiomasried out using a second lens

to obtain the encoded image in original 2D spacyes.

This approach can generate a high-noise encrypteda. We should mention that the
simplicity and the easy implementation of this @gmh make it very attractive. On the other
hand, its drawbacks are emphasized in the litexrafPt-23]. Recently, the authors of [21]
meticulously analyzed this approach and they preg@slarge number of possible attacks. In the
same work, they suggested few propositions to asze¢he encoding rate DRP systems: One
should use a huge number of encoding keys and weldstvery often change them. In this
manuscript, a new scheme satisfying their propmsstis proposed. In addition, another security

layer has been added. Further details are prowid#a following.

3. Multiplexing and simultaneous images encryption: multi-

encryption DRP system



In specific applications (such as military applioas, police identification procedures, online
banking systems, etc.), a robust encoding system#ighly required. Here, we reinforce the
encoding rate of a classical “momRP” system by adding another security layer. The main
idea of our approach (multi-encryption system),sitsts in multiplexing target imagek,(l1, 12
etc which are images to be encrypted) with at ladsty-image. The latest procedure realizes our
first security level, see figure 2-a. At our secardtoding level, we introduce the outcomes of

our first encoding level as the input of a cladsiBRP system. The result of the first layer is a
complex image “I, € " which is completely different from the originarget image (figure 2-

b), where 1" is a known image used in our DRP stage. This enaguld be a bio-metric image

such as a digital fingerprint. Finally, as showrigure 2, the output of our system is a two layer

encrypted image I €% " obtained by two independent sub-systems.

To simplify the principle of our new scheme andhwitt any loss of generality, only two
images (4 and k) will be used in the first encoding levej:i$ a grayscale digital image andsla
known white-black image of a fingerprint or a phoiefore applying the iterative Fourier
transform algorithm, the target imageshould be multiplied by a pure random phase foncti

[0,m].

3.1 Encryption

The synoptic diagram of our approach with two emegdindependently levels is

illustrated in figure 3The target imagelg” is introduced at the input of the first leveldtire 3).

In the first stage, the imagéy® is multiplied by a selected phase function;&%: . By carrying

out, a first Fourier TransfornFT”, we obtain “p,€'%:”. Then, we carry out successively several



Fourier Transformationg=T( ),) by modifying for each iteration the phase funatimtil “p,’

(amplitude of the target image spectriyymodulated with a function phase) converges towards
“1;” (with I; could be a known black and white image as fingetgits own fingerprint for

example) or grayscale image as a phetg, After “N-iterations”, we obtain at the output of our

first level “1, e~ " a digital fingerprint modulated with a functiomase (Equation 1):

e =FT, (1,6 (1)
With (¢,, & ¢,,) are two pure phase functions necessary to temaithplitude of the

target image spectrum towards the desired digigefprint. The algorithm, used to find these
two functions, will be detailed in the following r@araph. Then, this complex imagg &% ” is
introduced at the input of the classidaRP (second level). Thus, this complex image is

multiplied by a first random phase keyl‘é‘(¢1"*¢f*1)”. After a Fourier transform, we multiply this

spectrum with a second random phase l@W) ”. Finally, a last Fourier transform gives, in the

output of our system, the doubly encrypted image wio different and independently layers

4] Ice|¢c n.

3.2 Mathematical Concepts and Convergence

In [19] Z. Liu and Sh. Liu proposed a double entigip based on iterative fractional
Fourier transform. This approach is similar to fingt layer of our encryption system. In fact, in
this manuscript, an iterative Fourier transforncamsidered. To get benefit of the high security
level offered by these methods and the simplicityhe Fourier transform which can be done
optically using a single convergent lens. The cogeece of the iterative Fourier transform

could indeed be similar to the convergence of tlyprahm proposed by [19]. We should



mention that the convergence analysis has not lkeasidered in [19]. Indeed, the authors
showed the convergence of their algorithm throlnghdutcomes of their conducted simulations.
In this section, this analysis of the convergendebe discussed. Without loss of generality and
for seek simplicity, the convergence of the iteatiD Fourier transform is considered instead
of the 2D Discrete Fourier transform. The case®@fdurier transform required in our algorithm
is just straightforward [24-26]. Fig. 4 shows thesults of applying our algorithm on speech
signals. We should just mention that the absolataerof the signals should only be considered
instead of the original real zero-mean signals. Eighows the convergence of the Mean Square
Error (MSE). Let x(t) and Y(f) respectively be tharget signal and the key signal. The main
loop of the iterative Fourier transform can be difigal as following; further details can be
founded in the Matlab code provided in appendix A:

fori=1.T

Xy (f)=TF(x(t)explj 4, (t))
#s(f)=angidX,(f))

y(t) =TF (v (f )exp(igs(f))
#.(t) =angly(t))

enc

(2)

By considering the above equations, we can rougbhsider that at each iteration the

amount of information in #,(t) ” and related tor(f) will be increased [27]. At the same time,
¢, (t) will also contain more information aboxit). In the following, we will give some hints to

prove the previous basic reasoning.
The mean square erroMEE) is considered as the convergence criterion of our
algorithm. In this case, one should prove that nbelinear “angle” function of the Fourier
transform of target signal is an optimal solutiérMSE:
|2

Min EfTF(r(f )exelig(f))) - x(0) @)



It is obvious that the minimisation of equation {8 minimization of energy functional
[28-30]. We should mention here that there is noegal or unique solution for such problem.
However, few approximation numerical methods carfdumded in the literature [31-33]. The
main idea of the latter methods consists in appmaking the solution using a projection in a set
of kernel functions. These numerical methods cha'used to prove that the nonlinear “angle”
function (i.e. the phasis of the Fourier transfoima solution that belongs to the set of optimal
solutions of equation (3). However, by using Tayeries and the previous methods, we can
approximate the solution. The proof using the misation of energy functional is beyond the

scope of this manuscript.

We mention that intensive simulations have beendeoted to corroborate the
performance and the convergence of the proposeadtithigy. In following sections, some

simulations are shown and discussed.

3.3 Algorithm

Figure (6) shows the flowchart of our algorithm wahican mix multiple target images

together and modify them towards a single knowrgiealeey. At first a random and a pure phase
“ %" should be selected. The multiplication of thedaphase function by the first target image
“lg” gives us a modulated image equal ta,e'?:”. Once the multiplication is done, a first

Fourier Transformation of this modulated image asried out. Then, a comparison test (i.e. a

(1]

convergence criterion) is required to compare theliéude of the obtained spectrunp,” and

the key-imagel1” (which is a black and white known image or it wbbe a grayscale image, as

its own digital fingerprint or a photo). The Meaquare error MSE” is widely used as a



convergence criterion. Therefore in our algorithwve, evaluated the MSE between the amplitude

of the spectrum p,” obtained at the first stage and the image-kky as that is shown in
equation (4), with (M, N) are the pixel size of iheages.

D0l 1401) @)

MSE=
M

The encryption is considered achieved when theevafuobtainedVISE becomes lower
than a preselected threshold”* The value of the threshold should be wisely atgd. In fact, a
very small value of “C” means a better performabaemore computing efforts and processing

time are needed. If the convergence is achievedfitst level output image can be written as:
“ pe€?f =1.e%" Otherwise, if (o, #1,), we change p,” by “I;” and we apply an inverse
Fourier transform. This Inverse Fourier transformal@des us to return our obtained image in the
image domain. In a similar way, we should compageamplitude p,” of the inverse Fourier
transform with the target imagé™. For that, we estimated anothdSE between ‘p,” and “1o”

and we compared its value with a second threshGl@"“If “ p, #1,”, we replaced ‘p,” by

“lp” and another iteration should be done. The corererg of our algorithm is achieved when a

measurement error applied to imaged respectively to becomes less than a fixed threshold

“€p= C” and respectively€¢; = CC”.

3.4 Effect of the iteration number

We should mention here that in all conducted sitiuia, good results have been
obtained in less than 50 iterations. For this reasee implemented a simplified version of the
proposed algorithm mainly to decrease the procgdsime. The simplified version is given in

appendix A. in that version a fixed number of itemas is used instead of the output of MSE.

10



However, the first version can obviously be implated. In order to fix the needed number of
iterations to obtain optimal performance, a heigriahalysis is conducted. In this section, the

effect of the iteration number on the performaniceur proposed algorithm is emphasized.

The following example shows the effect of the itiera number on the quality of obtained
images using the algorithm described in Fig. 6.usetonsider two images: A black-white image
and a gray level image; see Fig. 7. Figure 8 shtbeMSE values between the origin image and
the image obtained afteb00’ iterations and 3000 iterations.

Figure 8 emphasizes the strong convergence of lgaridam. Once the MSE becomes less
than our threshold, then the convergence of owrdlgn is achieved. In this case, the spectrum
of processed image becomes a real image multiplyeal phase function. This result proves that
we finally can get:

€% 0 e et =FT (1) (5)
The previous equation is the solution of equati8p As mentioned before, in many
simulations, 50 iterations were enough to obtainsfsetory or good results. Hereinafter, we

select 500 as the maximum number of iterations.

3.4 Validation by numerical simulations

Many simulations were conducted to show the effectess and the performance of our
algorithm. Figure (9) presents one target image @mel known image-key, both of them are
grayscale images: The target image is “Florent” ‘dreha” is the known key-image. AftéN =
25 iterations, our algorithm converges and we obthm itnage shown in figure (9-c) with a

“MSE = 0.0014. After “500 iterations, a slightly improved image was obtaineith “MSE =

11



1.2869 10" (figure 9-d). In the second stage of our encryptipproach, the outcome of the first
stage, i.e. the image shown in Fig 9-c or Fig &djsed as the input of a classib&P. In the

DRP part, two random phase masks are used. The ficayjgted image is shown in figure (10).
The final result presented in Fig. 10 shows thén lgjgality of encryption that could be obtained
by two stage encryption scheme. The iterative Eouransform could reinforce the encryption
done by a classical DRP system. In the followihg, influence of algorithm parameters will be

investigated.

3.6 Decryption

The main advantage of our proposed algorithm ishiity to be implemented using an
all-optical system. In fact, once the convergerscatiained, our system can be considered as a
simple Fourier transform applied to the producipbgse functions of input images. Besides, the
classicaDRP system could be realized using an all-opticaleystThe decryption system could
also be implemented by mainly using an all-optgyatem. The latter system is described in the
next section. We should mention here that all-@ptsystems have many advantages comparing

to classical digital systems. The main advantages a

1- High speed (almost the light speed) processing.

2- A Fourier transform or an inverse Fourier transfazam be realized using a simple
convergent lens

3- Compact systems: While classical digital systenagire digital cameras, processing

unites, memories, power supplies, etc.; opticalesys can be made very compact.

12



A powerful encryption system becomes useless witlioel existence of a corresponding
decryption system which allows us to retrieve tiddén transmitted information. Hereinafter,
we will describe a decryption system that couldiege the target image from the final two level
encrypted image(lcew’c ) At the receiver, we assume that various encrgptiys: %) & gli#x)
are known. Fig. 11 presents a synoptic diagramuoflecryption system:

« At first, an inverse Fourier Transform of the emtsd image(lcei¢°) should be
conducted.

* Then, we multiply the obtained spectrum by the sdgohase random key conjugate
« o=(igne) 7.

» Later on, we should carry out a second inverse FT.

* The outcome of the inverse Fourier transform shbeldnultiplied by a second phase
random key conjugatee‘*(‘¢A1)”. In this step, the digital fingerprint, modulatedth a

phase function {i,e%" )", is obtained.

* Finally, the decrypted imadeg could be obtained as the modulus of another ievers

Fourier transform fi sefr| = 1",

By introducing a known key-image (as a digital #ngyint) at the first stage of our
algorithm, two main benefits could be observed:
* One could perform the multiplex of various targetages to reinforce the
encryption result.
* Any unauthorized modification on the transmitteargpted image(lce”’c). (i.e.
an image attack) could be easily detected at thept®n stage. Indeed, any

vandalism attempt (attacks) results in a modifaratof the encrypted image

13



(l ce‘¢°). The latter modification could be detected at théput of the first

decryption stage as the digital fingerprint is welbwn to all authorized users.

Fig. 12 presents the outcomes of our encryptiomyg¢ion systems. These results were
obtained after “25” iterations. We should mentibattwe succeeded in decrypting the encrypted
image with a very lomMSE =0.0173. The low value of MSE proves the good detton
performances obtained by our approach. This lowesainakes possible the encryption-

decryption of multiple target images.

3.7 Hacking

Previous sections show good experimental resulishvare obtained using our proposed
algorithm with two layers of encryption security. this section, the robustness of our approach
to cracking or hacking procedure is considered.eBdvmodifications of classic DRP can be
found in the literature [34]. Most of them can keaightforward included in our system to
improve the robustness of our DRP stage. We shoddtion that the major weakness of a
classic DRP is the possibility for a hacker to krdte second key, i.e. the random phase mask.
In this case, the hacker can easily retrieve tleeypéed image. This problem could be solved
using our approach. In fact, at the first stageowf algorithm, the principal image has been
intentionally modified. Therefore, without priomformation, the hacker can’t obtain the other
keys (the mixed images) by simply intercepting gmdcessing the encrypted image. On the
other hand, without the knowledge of all used kdélys,original image can’t be clearly retrieved.

In order to prove the latter statement, many sitiia results have been conducted.

14



In the following simulation, the target image iseal greyscale image shown in figure (13-a).
Let us consider “Lena’s” photo as the known image, the first key shown in fig (13-b). The
encrypted image is shown in figure (13-c). If thecker has successfully found the key of the
classical DRP, he will be able to find the knowrage up to a phase function as shown in figure
13-d. By applying a Fourier transform on the refe@ image, one can obtain the image shown in
figure 13-e. This result clearly shows that thegioial image can’t be obtained without knowing
the second key of the DRP. The task of hacking tmesomore and more difficult when the

number of mixed images is increased.

4. Multiplexing and simultaneous encryption of mult iple target

images.

In previous sections, the case of two target imdgesbeen discussed. Here, a most general
case, with a set of target images, is consideredeirafter, the extension of our approach to
encrypt simultaneously several target images isrde=sd. The encryption system is based on
DRP-Multi-encryption. To illustrate the power of roproposed approach comparing to the
classical Mono-DRP system, we compared the outcarhésth algorithms applied to encrypt

same real target imagds, (2,...., k).

4.1. Mono-DRP system

From a practical point of view, the encoding of tplé target images can be simply
obtained by successively encrypt various targetgemausing the classical mono-DRP

system. Two cases can be distinguished, see f(gdje

15



1. The first case illustrated in figure (14-a) corsistthe encryption of all target images (
l3,...., h) using the same phase random keg¥*) & €/%«)". In the decryption system,
all encrypted imagesl ,el%:) 1 ,el%2) ) |_el%n) and one key &0#<)" are needed.

However according to [21] this case does not dadfargh encoding rate because the same
encryption keys are used in the whole process.

2. The second case, shown in figure (14-b), consistssing different encryption keys for
every target image. This case offers a higher @ngodate. However, it seriously

increases the required transmitted informatiorfatn, the decryption stage necessities all

encrypted images el 1 el%2) 1 |_eli%=n) as well as all keya?n2) gldn) [ glidame),

4.2. The proposed Multi-encryption-DRP system

Using classi®RP to encrypt a set of {arget images has two major drawbacks:
* 2 N; random phase keys should be used.
* N encrypted images should be processed.

It is clear that this procedure involves huge amt@f data which requires huge memories,
enormous transmission time and computing effortkesé problems can be solved by
considering our approach. In fact, the target imagmild be mixed together to form one mixed
image using the first layer of our approach. Laterthe mixed image should be considered as
the input of standar®RP. The mixing procedure can be achieved using varmoathods. One
of them is the method proposed in [35] and it isdohon the fusion of relevant information in
the Fourier plane. However, the latter approactsdo@chieve good performances. In fact, this
approach is mainly based on the extraction ofcaitspectrum information from each target

image. Therefore, the spectrum space should bedlgrall these spectrum information. When

16



the number of target images increases the resap@crum information for every target image

will decrease. This can result in important detation of reconstructed images [34].

Hereinafter, an alternative method to mix multipégget images is proposed. A multi-
encryption is performed by multiplexing variousgetr images together. This multiplexing is
realized using our algorithm which is based oratige Fourier transformations. We called this
approach the Multi-encryption-DRP system, see Eddb). Our encryption system consists of
two stages:

1. At first, various independent target images shduddjointly equalized to a single
image “I €. This multiplexing can be done using adequatespHanctions which
are making it possible to writet €' = FT(I J-_le””"l). The algorithm is discussed in
section 4.3.

2. A second encryption level is obtained as the outpattraditional DRP-system.

In our approach, the mixing of various target ing@gan result in a unique image which
contains all necessary information for the decopiprocess. The obtained mixed image should
be used as the input of a classical DRP. In th8e cae are getting double encryption layers. Our

simulation results show very good performancesuofapproach. Other aspects of our algorithm,

such as the convergence and the compression ahil@yalso studied.

4.3. Multi-Layer Encryption-Decryption Algorithm

Hereinafter, an extend version of our algorithmpased in figure 6 is presented, see Fig.
16. Let us considered m target imaggs (z,...., k). At first only two target imaged;( I,) is

considered as the input of the first layer. At tbenvergence, we obtained two other

17



images(l 1ei¢l,|2ei¢2). The second step is similar to the first one ekéepthe two considered

images(l L€' ,|3). The convergence of the second step generatea&wdmageé Ly |3e‘¢3).
This procedure should be continued until the lawstge, i.d,, has been taken into consideration.
The final obtained imademe“”m) is used as the input of tiERP algorithm. The outcome of the
DRP is the doubled encrypted image. The multi-encoypttan be resumed using the following
steps:

» At first, two phase function{?pl ,¢'2) have been adjusted to satisfy the following

relationship:1,&'% = FT(I e )
* Another iterative Fourier transforms should be iedrout to find two new phase

functions (¢;,¢;) which satisfy similar relationship correspond tihey target
images (4, l3): 1,6% = FT(I 2e‘¢5).
« A difference phase functign = ¢, - ¢,, corresponding to the second imagesd

evaluated.

« Using similar way, the other phase functides, ¢,,7 ,#,.,) could be calculated.
» After the fourth step, a new imagenei( m)is obtained. This latter is used as the
input of our second level (classidaRP) after multiplying it with a first phase

random mask. The output of tiERP, i.e. the final encrypted imagecei( ‘) IS

obtained. The final encrypted image contains dfférkeys and necessary
information to decrypt target images.

The decryption system necessities the knowledge of:

. Ice‘( c): encrypted image at output of our multi-encryptaystem,

18



* ¢, the second random encryption key using a tratiliDRP system,
* ¢, the first random key of traditionBIRP system,

s ¢,,0,0 ,¢,,: Various phase functions which have been usedennultiplexing of

various target images.

4.4. Convergence of Multi-Layer -Encryption-Decryption Algorithm.

Various simulations have been conducted to shovpém®rmance and the convergence
of our algorithm as well as the impact of an inereg number of target images on the quality of
decrypted images. It is obvious that an increasungber of target images is the most important
issue to the stability, the convergence of our r@lgmn and the quality of reconstructed images.
In this section, we emphasize the impact of thisiper. Using three images (two target images
and one key image), encryption and decryption pafrtsur algorithm have shown very good
results: very weak values MSE, 1.014*10" and 5.15*10, are obtained. When the number of
target images is increased to three, once agancdahvergence is reached and good results are
observed; see the second row of table 1. The eteztymage is shown in the third row of the
same table. By increasing further the number @felaimages, we notice a small deterioration of
decrypted images. However, the convergence has deeys obtained and the quality of the

reconstructed images could be improved by incrgatsi@ number of iterations.

Other simulations have proved that our algorithmm@e sensitive to the bit number. To

better compress the involved images, the numbbiteshould be decreased. On the other hand,

the reduction of this number has a big impact efdbality of reconstructed images. This effect
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has been emphasized in our recent study presemt&PIE conference Europe Security and

Defence / September 2009 in Berlin. A resume df shady is given in the following.

Hereinafter, a comparison between a stan@®R& and the proposed algorithm is given.

This comparison takes into consideration the reguinformation, the image quality among

other performance indexes to encrypt-decrypt ntatget images.

Third target image Key-image

0 L L T
0 0 W 30 4 50 60 70 80 90 1m0 0 0 L . T n T
oo ™4 m B 70 80 50 00 0 10 20 30 41 s 6 0 81 90 10

Convergence between I1 & I2 Convergence between 12 & I3 Convergence between 13 & 14

Multiplexed and encrypted image
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MSE = 1.73810° MSE = 4.618210" MSE = 9.356110°

Table (1): The outcomes of our multi-encryption my@eh: multiplexed, encrypted,

decrypted and demultiplexed images.

4.5. Comparison between two encryption techniques: Successive

classical DRP and the proposed multi-encryption DRP.

It is clear that in our approach, we considerabdgluce the size of transmitted
information necessary to carry out the decryptibmmaltiple target images. To highlight this
fact, we compared the two techniques describetiighgection to encrypt and decrypt a set of
real target images. Many simulations have beenwded. Table (2) shows one of the obtained

results. In Table (2), four target images (256,3%58¢ls have been used.

The results presented in table (2), show that wesiderably reduced the size of
encrypted information (storage information andfansmitted information), needed to encrypt a
multiple target images. Indeed, a rate factor @fa® been observed. Finally, we should notice
that the compression ratio (between the two preshowlescribed techniques) increases
according to the number of images. We are condgindies to evaluate the reconstruction

quality of the different target images accordingite compression ratio.
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Multi-encryption

Required informatio
to decrypt “4” target

n Quantity express in
K-Bytes

MSE between the
target and decrypte

=

images images
Approaches using & | _g«) 7 | =) 1048,5+ ... +1048,5
classical DRP system +
524,2+ ...+524,2 0.0259
¢A21’ ¢A22’D ’¢A2m -
6 291.1KBytes
Approaches using g |Cei(¢c)’ 1048,57
DRP system with +
two levels 524,2 + ....+524,288 0.0264

¢A2 ' ¢A2 ' ¢2 !D ' ¢m—1

3 145.7 KBytes

Compression rate

between this tow

methods equal to:
«2».

Table(2): Comparison between two encryption teahesg Successive classical DRP and the
proposed multi-encryption DRP.

4.6. Reduction of the bit number

In this section, we emphasize the impact of redudhe bit number on necessary

information required to reconstruct target imadgesclarify our idea and simplify the study, we

only consider two grayscale imagés (1) andly (2)) with (256x256) pixels, see table (3). These

images should be quantized using firstly a hugentigetion number (up to 64 as usually used in

Matlab, the quantization number is given in thetfaolumn of table 3). Then, lower quantization

numbers are considered till reaching a binary eimgp@vith a single bit). The second column of

table 2 contents the compression ratio achievedvery phase function. The compression rate is

defined as the ratio between the size of the faase function (with respect to the quantization

number) and the original size coded on 8-bit (dquag).
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0 256 x 256x2 '
Cr=1 - — X100 (6)
3 256 x 256 x 2 3

Columns 3 and 4 of table (3) present different nstmicted images with their corresponding
MSEs values. We should mention that an optimalnbitnber should be used. This number
should be resulted as a compromised solution téeaehgood compression ratio and good

encryption-decryption quality.

Phase| Compression
bits Ratio :Cr

number
Image b(1) Image b(2)

64 MSE = 8.82 10° MSE= 6.54 1¢
16 MSE = 1.64 10 MSE,= 5.82 10"
8 Cr=0%

MSE, = 5.74 1¢f MSE, = 4.48 10
7 Cr=125% MSE; = 1.11 1C° MSE= 7.31 1C°
6 Cr=25% MSE,; = 6.62 1C° MSE,=2.21 10

5 Cr=375%

MSE; = 3.80 10 MSE, = 3.68 10

4 Cr =50 % MSE,; = 8.11 10 MSE,=5.91 10
3 Cr=625% MSE; = 1.11 10 MSE,= 9.64 10
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2 Cr=75%

MSE; = 1.25 10 MSE,= 1.34 10"

1 Cr=875% MSE; = 4.94 10" MSE,= 1.41 10

Table (3): simulation results

5. Conclusions and prospects

In this manuscript, a new all-optical and two |legetryption/decryption system is proposed.
The new proposed system has several advantagesacainfo the classical system. Indeed,
while the new algorithm is faster, it can achiew® fevel encryption securities, enables us to
obtain better compression / transmission infornmatete, realizes a joint encryption of various
target images and enables us to use biometricalitk@ges. Many simulations have been
conduct to corroborate the effectiveness and tloa geerformance of the proposed algorithm.
Our future works will emphasize the relationshiptween the reconstruction qualities of

different target images according to the incredsmmpression ratio.
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FIG.

Figure Captions

1: Synoptic diagram of classic8louble Random Phase encrypted system: “Mono-

encryptionDRP system”
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2: Synoptic diagram of our multi-encryptionpapach

3: A double random phase encryption systeroreetl by two encryption levels

4: The outcomes of our algorithm applied osifie speech signals

5: Convergence of the Mean Square Error (MSE)

6: Proposed multiplexing Algorithm used in fivet level of our multi-encryption scheme.
7: Two input images (a target image and aikegge).

8: Mean square errors with respect to iteratiombers.

9: The outcomes of the first stage of our ypiton algorithm
10: The final encrypted Imadee'? after 500 iterations

11: A synoptic diagram of the decryption syste

12: The outcomes of the encryption - decrypadgorithm

Fig 13: Pirated image

FIG.

FIG.

FIG.

14: Encryption of a multiple target imagesngsa DRP system.
15: Synoptic diagram of Multi-encryption-DR¥{sgem

16: Main ideas of our algorithm.
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FIG. 10 Alfalou and Mansour
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