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Abstract: In this paper we will show the method we adopt to transform normal laboratories to Emulated
Industrial Laboratories ‘EIL’ for industrial research studies. We will also explain the tools and
communication protocols that we have developed to accomplish this migration. Finally we will give an idea
on how we evaluate Industrial Automation System (IAS) network performance and respond a lot of
industrial interrogations such as network industrial response time, system reliability etc.
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1. Introduction

The automation of industrial installations is nowadays ensured using the programmable logic controllers
‘PLC’. Supervision control and data acquisition system ‘SCADA’ is used in these kind of installations to
monitor, control and command all the PLCs equipments inside the installation. SCADA system and PLCs
are interconnected via Ethernet network in order to form the whole industrial automation system ‘IAS’
architecture.

Substation Automation System ‘SAS’ is one of these industrial automation systems. SCADA system, PLCs
and Intelligent Electronic Devices are incorporated in SAS architecture. In this kind of architectures,
critical and safety networks are implemented in order to solve critical situation, ensure the security and
avoid the blackout of the whole system. This is considering one of the most important strategic research
problems in industries.

The reliability of the system relies on sending a large number of real time messages via the communication
network which increase the usage of the network bandwidth and degrade the time performance of the 1AS
architecture. In some cases, a large number of queries are dropped due to the network charge which causes
a real actual problem in word of industry.

The IAS network could be separated into two levels: process level (PLC’s level) and station level
(supervision level). Our paper will introduce the way we simulate these two levels.

Our approach consists on transforming any computer centre to an Emulated Industrial Laboratory (EIL) in
order to realize any 1AS project and give a performance study of the IAS network architecture according to
the scenario of exchanging data defined by the user. Using this EIL, we can study and install any PLC
program, SCADA application, build up the whole network architecture and finally setup new research
applications that evaluate the performance of the 1AS network. In such a way, any computer in the EIL can
be transformed to a PLC or to a supervisor panel. This permits the user to develop and build any PLC
industrial project at the process level and develop any SCADA applications at station level with large
number of scenarios for exchanging data between the PLCs and SCADA system.

Different kind of SCADA such as servers, redundant servers, light clients and heavy clients will be installed
to ensure the reactivity of the EIL laboratory. PLC computers will be interconnected to the IAS network in
order to serve the queries coming from SCADA client or SCADA servers. Once the PLC program is done
and the SCADA application is well configured, different networks topologies will be proposed in order to
setup communication between IAS equipments. This is done using real networks equipments such as
switches, routers and hubs.

Network analyzers and dedicated software can be installed in all computers in order to evaluate and discuss
the performance of the network. If needed, the topology/ scenario of the 1AS architecture can be modified.
In our paper, we will show the method we adopt to transform normal laboratories to EIL industrial research
laboratories. We will also explain the tools that we have developed to evaluate IAS network performance
and respond a lot of industrial interrogations such as network industrial response time, system reliability
etc.
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2. Architecture Overview

Each industrial automation system IAS is composed of two essential bus, station bus and process bus. In
the process bus we can easily identify the existence of PLCs interconnected via a local area network. The
station bus permits the transmission of data between PLCs and Interface Human Machine ‘IHM’ in order to
ensure the supervision, control and command of the process.

The figure 1 shows a typical IAS architecture.
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Figure 1: IAS Architecture
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2. PLC Composition

2.1. Rack of cards

Each PLC is composed of several card interconnected through a metallic rack. Each card has a specific job
to ensure the complete work of the automation process.

As shown in the figure 2, the most essential cards that we can find are the power supply, processor module,
input card, output card, digital input card, digital output card and communication card.

Communication card are usually used inside the processor module.
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Figure 2: PLC components
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The connection between the processor module and input/output cards is ensured using several buses that
exists inside the rack. We can identify three different buses:

- Data Bus.

- Address Bus.

- Control Bus.

2.2. Program Execution

The execution mode of a PLC program is divided into three phases:
1- Input acquisition.
2-  Program processing.
3- Output activation.

The scheduling of these phases is very important. The execution of each program cycle must begin with the
phase 1 and finish with the phase 3.

At the input acquisition phase, the real inputs are transmitted to a specific memory area of the processor
module through the rack busses. Once finish, the program processing phase uses the input memory area to
realize the program. At the end of the cycle, the statuses of all outputs are transmitted from the outputs area
memory of the processor module to the outputs cards. This transmission uses also the Rack busses.

The figure 3 illustrates the execution mode of a PLC program.
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Figure 3: PLC execution mode

3. PLC Simulation

3.1. Software simulation
Many PLC constructors such as Schneider, Siemens, ABB, and General Electric exist in the market. Each
constructor distributes programming software with their PLC in order to ensure two essential points:

- Programming the PLC.

- Simulation of the program before its transfer to the PLC.
The PLC constructor we choose in our study is the Schneider constructor and the programming software
that we adopt is the UNITY Pro software.
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In our study we will give a big importance to the PLC programming software more particularly its
simulation part. This paper shows how to transform the PLC simulator to a real PLC so that we can use a
PC instead of a PLC to realize the complete PLC application.

The major difference between a PLC simulator and a real PLC is that the simulation cannot be connected to
the real world via real inputs and outputs. The inputs and outputs are modeled as internal bits inside the
simulation software. In the execution mode of the simulated PLC, the input acquisition and output
activation will disappear as shown in the figure 4.
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Figure 4: Execution mode in real and simulated PLC

3.2. Migration from Real to Simulated PLCs

In industrial world, we can find equipments named deported inputs and deported outputs. These equipments
aim to transmit the status of inputs and outputs to the PLC through a local area network.

The usage of deported inputs and outputs equipment take place habitually when the sensors and actuators
are distant from the processor module of the PLC.

The migration from real to simulated PLC is based on these deported modules. The simulation part of
Unity Pro software permits the exchanging of the internal memory of the software through the network. In
fact any IHM operator can modify internal bits and words inside the simulated program. The
communication part of the PLC software and the deported inputs and outputs leads to the creation of the
simulated PLC as shown in the figure 5.
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Figure 5: Execution mode in real and simulated PLC

3.3. Communication intelligent core

The transmission of the deported inputs at the beginning of each simulated program cycle and the
activation of the deported outputs at the end of each simulated program cycle is based on a Communication
Intelligent Core ‘CIC’ that we have developed in our study.

As shown in the figure 6 this core permits to accomplish the mission below:
1-  Acquisition of inputs from the deported inputs module.
2- Copy the status of inputs it in the simulated program.
3-  Acquisition of output from the simulated program.
4-  Activation of outputs in the deported outputs module.
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Figure 6: Goal of the CIC driver

3.4. Protocol and architecture of communication of the CIC

The CIC software is based on Modbus architecture. To accomplish its mission, our CIC software makes the
job of a Modbus Client and a Modbus Server.

In fact, the deported modules are normally a Modbus server, in this case a Modbus communication client
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mode must be installed inside the CIC in order to make the acquisition of deported inputs and activate the
deported outputs. To respect the same execution mode of a PLC, the first section of the simulated program
must be a Modbus Client in order to read status of inputs inside the CIC. The final section must be also a
Modbus Client in order to write the status of the outputs inside the CIC software.

The figure 7 illustrates the communication mode of the CIC software.
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Figure 7: CIC internal architecture

4. EIL network performance

After transforming a single PC to an emulated PLC, the next step is to connect the emulated PLC to the
IHM PC. The evaluation of network performance is based on the calculation of the End To End time
parameter between the transmission of a command coming from the IHM and the reception of its
signalization coming from the emulated PLC. This is done by installing network analyzer software in the
IHM computers. A network packet analyzer aims to capture network packets and tries to display them as
detailed as possible. The collected data are then exported to Excel editor. Finally an executable application
is developed in our study in order to generate performance curves and determine response time.

The figure 8 shows the principal parts of EIL network performance.
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Figure 8: Evaluation of EIL performance

5. Conclusion

This paper permits to show the procedure to transform any computer center to an emulated industrial
laboratory. Real PLCs are transformed to emulated PLC using personal computers. The whole IAS
architecture could be constructed using the simulated PLCs and the IHM software.

In this paper we also give the procedure to evaluate the performance of the 1AS architecture.

The figure 9 shows the importance we bring to the industrial domain
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Figure 9: From normal to emulated architecture
In this figure we can see that the final EIL architecture is formed by a group of personal computers ‘PCs’
interconnected between them via a network which means that any computer center can be transformed to
an Emulated Industrial Laboratory.
Each of these PCs replaces specific equipment in IAS architecture, more particularly PLCs, IHM operators
and SCADA System.
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