N
N

N

HAL

open science

Multihop Cognitive Radio Networks: to Route or not to
Route
Hicham Khalife, Naceur Malouch, Serge Fdida

» To cite this version:

Hicham Khalife, Naceur Malouch, Serge Fdida. Multihop Cognitive Radio Networks: to Route or not

to Route. IEEE Network, 2009, 23 (4), pp.20-25. 10.1109/MNET.2009.5191142 . hal-00524785

HAL Id: hal-00524785
https://hal.science/hal-00524785
Submitted on 8 Oct 2010

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.


https://hal.science/hal-00524785
https://hal.archives-ouvertes.fr

Multihop Cognitive Radio Networks:

To Route or not To Route

Hicham Khalife, Naceur Malouch and Serge Fdida
Université Pierre et Marie Curie - Paris 6

Email: name. surnane@i p6. fr

Abstract

Routing is a fundamental issue to consider when dealing mithihop cognitive radio networks. We investigate in this work,
the potential routing approaches that can be employed ih adaptive wireless networks. We argue that in multihop itivgn
radio environments no general routing solution can be @egdut cognitive environments can be classified into theparate
categories, each requiring specific routing solutions.iddly, this classification is imposed by the activity of theers on the
licensed bands that cognitive radios try to access. Firgr @ relatively static primary band, where primary noddsndss
largely exceeds cognitive users communication duratistetjc mesh routing solutions can be reused, whereas seowad
dynamically available spectrum bands new specific routigt®ns have to be proposed, we give some guidelines anghiiss
about designing such solutions. Third, if cognitive radinsto access over highly active and rarely available primaands,

opportunistic forwarding without pre-established rogtis to be explored.

I. INTRODUCTION

Research on Cognitive Radio Networks (CRNs) has been e#&ctaunched since 2002 following a report by the FCC
(Federal Communications Commission) [1]. The report emagles for the first time the common belief of spectrum scaluit
pointing that at any given time and in any geographic logaldss than 10% of the available spectrum is being utiliZéue
FCC also highlighted that a large portion of the licensedBpen is used sporadically and that geographical variatiarthe
utilization of licensed spectrum portions oscillates fras?o to 85% with a high variance in time. To exploit underinét
portions of the spectrum, known adite spaces or spectrum holes, the report motivates the need for a new generation of smart,
programmable radios that are capable of interferencersgnsannel state learning, and dynamic spectrum accepsrétiel,
newly developed devices proved that this technology is ighilg feasible. Although still basic experimental protpgs, the
devices published recently in [2] and [3] are the most tyjggeamples. In the most common design considered tamapitive
radios (CRs) must transparently coexist with licensed users lgaeloviously more priority on the licensed spectrum bands.
In fact, CR can exploit the licensed bands either during th&eace of their legacy users or by judiciously computingrthe
transmission power in order to benefit from the underuiilipertion of the spectrum. Both strategies (illustrated iguFe 1),
should be carefully conducted, while avoiding any negaitivpact on the licensed users.

It is clear that an access control that gives optimal sohgtim a single cell configuration may become largely ineffitia

a multihop scenario. For example, an optimized MAC protaual provide the best joint channel-power-rate assignnoama f



particular link, but such an assignment can be quite inefiicivhen considering the end-to-end path of a given flow pbssi
traversing several primary networks. Hence, the impodaoifcfinding appropriate cognitive multihop protocols cadpabf
optimizing solutions over end-to-end paths. In fact, theuésin multihop cognitive radio networks is how to ensureiaad
resources for cognitive transmissions while guarantetiagservice for all ongoing Primary Radio (PR) communiagaiover
the exploited channels on the whole path. Besides, the nuarzkthe width of the “cognitively” used frequency bands can

vary as required.
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Fig. 1. Over a primary spectrum band, the total capacity efttand in terms of power (interference) at any geographézation can be either underutilized
or exploited fully for a period of time then left without anygtaity for another time duration

The topology and the connectivity map of the multihop cageitadio networks are determined by the available PR freque
bands and their instantaneous variations. More specifidaiing the appropriate path from a source node to a de&tmam a
topology that evolves dynamically can be considered as layhithallenging problem. Moreover, with regards to the seade
imposed by the specific primary nodes behavior, an apprtepréauting approach should be considered. The activity Aed t
holding time of the exploited primary bands by the cognitieeio determines the routing solution to use. We classiéy th
possible environment created by the primary nodes activigr the primary channels into three separate categoniasti€ally,
these categories are defined by the employed primary teogyan the channel over which the cognitive radios explait th
spectrum holes:

« Static: The holding time of the used primary band offers atietly static wireless environment. From a cognitive user

point of view, once a frequency band is available it can bdatgul for an unlimited period of time.

« Dynamic: In a dynamic scenario, the primary band can be éeplby a cognitive user, however its intermittent avaiipi

seriously affects the service offered for a CR.

« Opportunistic or highly dynamic: If surrounding primarydia users are highly active, then the availability of such

frequency bands for a whole communication duration becoamesnrealistic assumption. Therefore, a possible solution

for CRs is to opportunistically transmit over any availagpectrum band during the short period of the spectrum axste

We detail and discuss in the following sections, respelgtithese three categories of multihop cognitive radio meks and

give insights on possible routing solutions in each of thAmarticular stress is put on the dynamic primary radio emwvinent,



since it necessitates new multihop routing technique®mifft from existing paradigms employed today in multihopeleiss

networking.

II. ROUTING IN MULTIHOP COGNITIVE RADIO NETWORKS

Research on CRN has mainly focused on MAC and physical lages®cols. Since it is clear from previous studies
(especially [4]) that cognitive nodes can relay on each rathe form a heterogeneous network spreading across differe
Primary Radio Networks “cells” (Figure 2), multihop CRN cha constructed whereby CRs relay information between a CR
sender and a CR receiver. This task becomes even more dialiemecause the cognitive radio domain still lacks for many
defining rules and principles. Clearly, routing is the fisstue to deal with in order to construct cognitive radio awatdtihop

networks however not much research has been achieved todhgtiarea.

Primary Band I

PRNs Multihop CRN

Fig. 2. A possible example of multihop CRN architecture amel interaction between primary radios and CRs

It is true that cognitive radio networks present some resanae with multi-radio multi-channel mesh networks, hoarev
CR technologies add the new challenges of having to deal trdtiismissions over parallel channels and handling the PR-
to-CR interference. Moreover, CRs possess physical chtebthat if efficiently exploited, allow them to sense, it and

transmit over many bands of the spectrum thus removing sdiysigal constraints considered in previous wireless netsvo



Nevertheless, if the primary spectrum band, once availabl@ains usable for an unlimited duration (counted in haurs
days for instance), the obtained network model does naerdiff essence from any wireless environment considered tbaa
fact, the routing problem becomes very similar to the onendefiand resolved in a multihop multi-channel mesh network.
Besides, if the environment imposed by the primary nodesvdiehgets more dynamic, then new cognitive specific apfgresc
need to be proposed. Such dynamic routing approaches shalidd until the sporadic availability of primary bands lmes
on average smaller than a (short) communication durati@ctieally, this last dynamic environment requires pergacouting
solutions since a path cannot be considered for a whole flowtidn. Therefore, in such cases, an opportunistic forimard
approach based on the instantaneously available primagsiia a potential candidate to replace end-to-end rouppgoaches.
Indeed, the overhead and the time duration required to lediad path for a short period usage make traditional rouéing
unthinkable solution. Similar approaches were exploreBétay Tolerant Networks (DTN) [5] where communications wrcc
only when a physical contact with a neighbor is possible. el@v here, the forwarding opportunity for CRs is createdHay t
spectrum bands mobility and not nodes physical movementanthct time as in DTN.

The three possible routing approaches are summarized urd-ig, that shows that for every primary environment, an
adequate routing solution has to be determined. Howevertbalefine the boundaries that limit every approach appilitgab
is a challenging task. For instance, selecting between ardimrouting solution and an opportunistic approach in aivst
environments is a hard decision to take. Intuitively, one see that the undecided region that delimits opporturégtproach
region and dynamic routing region can be large. Hence, tejebetween these two approaches seems more tricky than

between a dynamic and a static one when the availabilityoddior a CR over a primary bands becomes larger.
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Fig. 3. The primary band holding time and its effect on rogitin multihop cognitive radio networks

IIl. STATIC MULTIHOP COGNITIVE RADIO NETWORKS

When a primary frequency band is available for a duratiom ¢éixaeeds the communication time, static wireless netwgrki
methods defined for ad hoc and mesh networking can be adapte@RNs. In this context, a cognitive node considers
an available frequency band as a permanent resource irtdBfiavailable during its activity. Nevertheless, staticeless
networking has attracted a huge amount of research durmdagit years thus many of its research problems were resolved

More specifically, many researchers have looked at routimigchannel assignment in a multi-channel multihop mesh arédsy



they were able to derive optimal routing solutions depegdin the traffic demands, the available channels capacityttand
mesh routers positione the considered topology and traffic throughput.

Consequently, it is clear that static cognitive radio ne&salo not constitute a completely unexplored research &mdact,
the basic differences between mesh networking and cogniéidios are basically the dynamic and heterogeneous gpectr
access and the physical capability to transmit simultasigaaver multiple frequency bands. However in a static emvinent,
the dynamic dimension of the spectrum band is reduced toaigtavailable channels and moreover the physical cdipabf
transmitting over multiple channels can only be exploitedsonilar almost static bands. Indeed, selecting an erehtbpath
over both a static channel and a dynamic one may cause pa#bilitg problem since the failure of the dynamic spectrum
band may cause the route to become inefficient. Naturallpe&ial consideration to the detection of new arriving priyna
nodes over the exploited bands and the reaction it showddrihas to be included in the routing design. So far, therlatt
problem is largely neglected in most of today’s routing toks.

Typical examples of a static cognitive radio network can bgeoved over a satellite or analog TV bands where the baridwid
occupied by the primary users in a geographic location alfa continuous CR activity over this channel. Or even, a GSM
or CDMA base station in a rural area where an activity of a pryruser in the vicinity is very scarce, can also create é&stat
cognitive radio network.

Unfortunately, most of the work on multihop cognitive radietworks target primary bands with long holding times.
Essentially, these works assume that primary channelsepiep are defined by the primary nodes operating over these
frequency bands, however once a band is available it is kaggsaible and its properties unchanged for the whole nktwor
life. Practically, [6], [7] and [8] are recently publishedrsples. Clearly, such assumptions do not differ from thes@moasidered
in multi-channel mesh networking. Here, in addition to th&a-cognitive nodes interference, the primary nodegsfiertence

(statically) produced on the considered channel is addddhas to be accounted.

IV. DYNAMIC MULTIHOP COGNITIVE RADIO NETWORKS

Designing routing algorithms and protocols fiynamic CRNs raises several new challenges. The issues are retatedté
stability, exchanging control information and channel@ymonization. More importantly, in dynamic CRNs the firstopity
is for finding anavailable and stable path. Therefore, in order to select a stable path that aehiaeceptable performance, an
option can be to cumulate the achieved throughput over mangdon every hop of the path. So, even if a first ineffective
channel is selected, it could be reinforced by other chanlagér. However, these selected channels musesléy available
and stable. Essentially, path stability can be ensured tlyding spectrum information in the path selection aldomt This
can be done by proposing routing metrics that capture spetéiuctuations and favor stable (less dynamic) spectrund$an
over the unstable ones. Moreover, the computation must ik gnd allows dynamic changes, thus a complex optimization

algorithm similar to the ones existing in mesh networks epjpropriate.

A. Conventional vs. Channel-aware Routing

The first question we discuss is whethldynamic routing in CRNs should consider the presence of multiplenokés for

parallel transmissions or the channel selection and thetspae management should only be treated at the MAC layehén t



latter case, any proposed routing algorithm for wireles$hacl networks can be reused. In fact, the interaction betviee
MAC and routing layers should be carefully studied sincedhannel decision usually happens at the MAC layer whereas th
path to the destination is obtained by the routing layer.

Selecting the channel by the cognitive MAC implies the s@decof the next hop which means that different channels may
lead to different neighbors. This could be optimized lochlhsed on MAC related information to choose all next hopséah
hop) to the destination. But, the obtained paths may not hienapfor all flows in the cognitive network because the sttec
process considers only local information and lacks the @lemsion of the network. Moreover, picking a node as a nex ho
on a set of available channels may yield to a route that sirdplgs not reach the destination. On the other hand, running
the routing at the network layer while using a MAC layer featas a routing metric, would lead to instability even if the
constructed routes are optimal regarding to interferemceteansmission power. Here, any change in the MAC and palysic
environment (caused for instance by primary users acjivitlf initiate a spectrum handover and possibly a new roatskup.
Furthermore, enhancing routing with a MAC layer informatis a cross-layer technique that has a non negligible effact
overhead and complexity. A solution in between these twa@ghes is needed to trade-off between feasibility andligyab
from one side and reactiveness and complexity on the ottler 8i good compromise is to assist the routing by a metric from
lower layers that remains usable for a long period of timeisThetric should also reflect the spectrum availability atsd i

quality. Probabilistic metrics as the one proposed in [9stibute a valid approach.
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Fig. 4. Conveying control information between nodes S andsibgia synchronization window or a control channel. In bothitimop scenarios a minimum
delay is required so that the newly sent information becomslable for nodes located few hops away. The arrows andbetsnidentify the available
frequency bands. D needs two steps to receive S's controtniation.

B. Control Information

In order to gather global information about the networkrf@aty and cognitive), and follow its dynamic evolution, ciiye

nodes need to exchange control information about the spacttatus and routing specific data. In the common configurati



considered today, no feedback or interaction between tegraind primary nodes is allowed, thus CR need to find infefit
techniques to convey control information without affegtifirst the primary nodes traffic and second the valuable ressu
(capacity) available for their data exchange.

Two approaches have been advocated for CRNs. The first igl lmas¢he use of a synchronization window. It consists of
using a fixed time slot before every transmission where &lrtbdes are tuned to all the frequencies (or specific ones) and
exchange all possible control messages. However, thisadetbeds a centralized clocking between the nodes so thatdme
exchange the synchronization information in this predise tslot. Thus, the implementation of such mechanisms irtinog
scenarios seems challenging.

The second approach uses a specific common control chammetdbanging control information. The control channel can
be seen as a low frequency reserved band that can be sentzal tathe by all the nodes in the network. More precisely, gver
node accesses the control channel periodically (or whedawmheto update its related information carried on that ckann
Clearly, this technique eliminates the synchronizatioobfgms that may arise from neighbors tuned to different nbkm
Moreover, the common control channel replaces the need@é kcale broadcasts over multiple channels. Usually, dhéral
channel is chosen to be a low frequency channel, if possibla the unlicensed pool, that covers long distances but en th
other hand supports low rates. The challenges are to keegizheof information exchanged relatively low and to reduee t
convergence time of the information carried on the conthanmel in multihop scenarios. For instance, if a node updite
profile on the control channel, the time needed until this igarmation is available for every node should be bounded.

Note also that before every single transmission at the MA@rlanodes should go through a synchronization phase in
order to make sure that both CRs sender and receiver, ard tarthe same channels. This can be also done using either the
synchronization window or the control channel before eveapsmission depending on the employed technique. Theatont
messages exchange process over a synchronization windbwa aantrol channel is shown respectively in Figures 4(a) and
4(b). Both figures highlight the fact that the delay requifedthe control information to reach all the nodes in mulpho

environments grows with the number of hops of the topology.

C. Routing Technique

It is clear that a proactive routing such as OLSR or DSDV, teguires time to converge and to build a network topology
map, is not suited to thdynamic properties of the considered CRNs. Further, a choice shmeilchade between a destination-
based routing and a source-based routing approach. Thed@stnecessitates a periodic routing table exchanges temntipdy
broadcasting Route Requests and Route Replies as it is domany ad-hoc routing protocols such as AODV. These broaeltas
messages could be initiated on all channels. An intuitivlzetter solution is to include them in the exchanged contedsages
over the control channel or during the synchronization windBesides, if a source-based routing approach similarS& i
employed, every node before starting a new communicaticguiees the control information concerning all the nodeshef
network from the control channel or the synchronizationdew. The node can then compute locally a path to the desiimati
that also contains the channel assignment informationoanittany need to flood the network with control messages. The

advantage of source routing in CRN is in eliminating the needonstruct routing tables and exchanging them (broaihcast



on multiple channels) with the overhead required to maintaem. With a source routing algorithm, a node will forward a
received packet based on the information written in the eeskeader. Any dynamic routing approach should also densi
in its design route recovery mechanisms as a mandatoryréeauch task is required to re-establish routes that fael tu
primary nodes activity.

In the category of dynamic routing, few work has been acc@hptl. A routing algorithm based on a probabilistic metric
that captures stochastically the PR behaviors was propoasgd. A hybrid approach combining static mesh routing ared p
packet dynamic routing was also proposed in [10]. Here, thiaas first build a proactively a graph then adapt reguldmrjr

transmissions to the multihop network variations.

V. OPPORTUNISTICFORWARDING IN MULTIHOP COGNITIVE RADIO NETWORKS

If the available time for a CR activity over a primary band tses shorter than the time needed to undergo a communication
by the cognitive radios over these bands, establishing & fou a whole flow is clearly an unthinkable solution. Furthere,
computing an end-to-end path cannot be considered, betatisie scenario for every sent packet the network properiay
change thus requiring a new path computation for every sitrginsmission. This operation can be very heavy computatio
wise and control message overhead wise, even if a sourdagdstemployed. Moreover, since the primary bands avditgbi
period is short, it is highly probable that once a path cormafan is achieved no data transmission can take place oeer th
obtained path since the primary properties have alreadggeth

In such highly dynamic and often disconnected environmeaaty sent packet may be forced to follow a different patredas
on the primary bands availability. In fact, as shown in Fg8t the exploited primary bands dictate the cognitive resgh
that can be observed on every channel. Therefore opting donmlete opportunistic solution, where every packet candug
and forwarded over opportunistically available channelsstitutes a potential solution. Such approach is even imteeesting
because the cognitive radio networks, through their initéemt channels availability, give immediate opportuicistetworking
possibilities (for free). Using this feature can reducedbmplexity of establishing end-to-end routes and incréasefficiency
of the proposed solutions. Very few researchers have loakedultihop CRNs under these assumptions. We give hereie som

insights and guidelines for future research in this digatti

A. Selecting Vacant Channels

In an opportunistic multihop CRN, the choice of the chanmaiswhich information should be forwarded is of a major
importance. In fact, one may envisage first to select a nummbeacant bands in a complete random manner. However, more
intelligent techniques, that enhance such forwardingsil@es can be considered. The approach based on history segousl
candidate. Clearly, the channels history can guide thedntimg decision in a way to increase the delivery ratio oeraaly
available spectrum. For instance, a spectrum band thatders imreliable for a long period of time still has to be avdideen
if PR activity over it halted. One can also look on how histoan be constructed and used to decide before every forveardin
decision. Practically, on every channel a node can keeptarhisf the conducted actions and the achieved success rate.

Besides, history can contain implicit information of a nrajmportance about the underlying topology and the network

connectivity map. An interesting approach is to study howhgeed information about primary nodes help enhance lyistor



Channel 1 Channel 2

Channel 1

@ Source and Destination CR @ non relaying CR
O relaying CR

(a) Forwarding over unadequate frequency band (b) Forwarding over a better frequency band

Fig. 5. Forwarding over two different channels in a multiraggnitive radio network. A different subset of receiver I#aned by selecting different radio
bands.

information then forwarding decisions. Clearly, such d¢onged history should be capable to evolve based on uséts) (P
behaviors and CRs activity and mobility. Furthermore howedmbine gathered history data and how to dimension therkisto
time intervals should be carefully defined.

It is worth saying here that this approach is different frdme probability based approach already developed in [9] for
routing in dynamic cognitive radio networks, since it che®among the opportunistically existing channels the dmasshave
the best history regarding the information to be transmhittdéence, the exact opposite of probabilistic approachatssblects
only based on the probability (i.e. history). Other possigbproaches for selecting opportunistically channel samadnultihop

CRNs still to be defined.

B. Control Information and Synchronization

Practically, the potential forwarding techniques cited\abstill lack for basic aspects in order to fully operate icognitive
radio environment. The previously defined principles amaedoow known and were investigated in a DTN context. However,
to operate in a multi-frequency environment and to exchamogérol messages, additional procedures need to be dehlbyge
instance, if unlicensed channels are not available, howigsethinate control information on sporadically availagbectrum

bands is still an open question and no research have alre@dtyred this aspect. Such control information can be rdladea
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neighbor history and available channels or even topolofyrimation that can help to reach the destination of a seritgiac
Particularly, the topology and the history information danvery helpful in increasing the delivery success ratio lamaring
the delivery time in opportunistic environments. It is c¢leéhat neither a synchronization window nor a control chamas
be envisaged in such opportunistic configurations. Inddedstate of channels and in particular their availabiliy change
while control informations are exchanged between cogmitivdes.

Besides, channel synchronization between a CR sender an@Rhreceiver becomes even more complicated when the
spectrum band availability is shortened. In other words, fbrwarding opportunity for a CR sender is available, theeiger
should be tuned to the same channel during this short timededn fact, a transmission initiated without making sunatt
the intended receiver is listening on the same frequencygsand ready to receive, can cause data loss and valuablgaeso
wasting. Here again, if the holding time of such bands is toarts no possible handshake is possible between the sender a
the receiver. Consequently, in order to exploit opportimiforwarding in multihop cognitive radio environment, dwopen
guestions still to be resolved. One needs first to find igfelit techniques to disseminate control information witmimum
resource consumption and second, to synchronize the semndethe receiver once frequency bands that both can exploit

become opportunistically vacant.

VI. CONCLUSION

Multihop cognitive radios is one of the most promising reshaarea in already well explored wireless environments. A
growing number of solutions targeting essentially routamgl channel assignment in such environments are gettiqpped
by the research community. Nevertheless, no one has a d&anwn how multihop cognitive radios will look like and wha
is the time granularity the primary nodes will offer to cotiye radios communications. For this reason, we focus is plaiper
on multihop cognitive radio networks and on the routing Sohs they can support.

Essentially, we categorize cognitive radio networks itmeé separate categories depending on the timescale ofitharp
bands idle time compared to the cognitive communicatiomtiam. In fact, if the availability periods of the primaryruds is
greatly larger than the CR exchanges, the created multiangpe considered as a static mesh. In contrast, if the primaags
activity gets more dynamic, the resource availability foe ICR becomes unstable, consequently new routing soluted n
to be proposed. Indeed, if the holding time of an availabieary resource still allows a whole flow of a communications
to be transmitted over the same bands, specially concematihg solutions are to be envisaged. These solutions take i
account the channel stability in their paths selection gmetsum assignment computation. Whereas, if the primandba
availability becomes too short to convey a whole flow, perkedopportunistic forwarding is to replace end-to-end irayin
such contexts. Optionally, forwarding solution advocdmdDelay Tolerant Networks can be re-adapted.

Practically, it is not obvious which routing approach to useognitive radio networks. Clearly, the answer to this sjiom
depends on the environment in which the deployment of civgnitidios will take place. If cognitive radios will be expkxd
over well defined primary bands in terms of activity and hogdtime, a single routing approach of the three defined in this
paper can be exclusively used. However, if cognitive radiplementation will offer more flexibility in terms of the alable

spectrum bands and their usage, the appropriate routingpagip should be judiciously chosen first for every environtne
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depending on the traffic to carry and second based on theahil@jl of the primary bands and their history in the consétk

environment.
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