N

N

QoS Based Desing Process for Pervasive Computing
Applications
Christine Louberry, Philippe Roose, Marc Dalmau

» To cite this version:

Christine Louberry, Philippe Roose, Marc Dalmau. QoS Based Desing Process for Pervasive Com-
puting Applications. ACM Mobility, Sep 2009, Nice, France. pp.7. hal-00416015v1

HAL Id: hal-00416015
https://hal.science/hal-00416015v1
Submitted on 11 Sep 2009 (v1), last revised 30 Nov 2011 (v2)

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://hal.science/hal-00416015v1
https://hal.archives-ouvertes.fr

QoS-Based Design Process for Pervasive Computing
Applications

Christine Louberry
LIUPPA
IUT de Bayonne
64600 Anglet, France
+33559574326

Christine.Louberry@univ-pau.fr

ABSTRACT

In this article, we address the recurrent problein QoS
management in pervasive computing due to resouroés,|
context changes and users’ requirements. We propo§®S-
driven design process allowing managing applicatitimits and
particularities of mobile devices in order to redot context
evolution with dynamic reconfiguration reflectinguality and
sustainability of the deployed solution.

Categoriesand Subject Descriptors

D.2.9 Management]: Software configuration management

D.2.10 Design]: Methodologies

General Terms
Design.

Keywords
Design process, QoS, sensor network, software coemns,
supervision platform.

1. INTRODUCTION

We are currently facing with an important evolutiohusages in
the communication domain. Recent technological ades have
allowed the democratization of wireless networkd #me mass-
marketing of devices allowing users to communicsteh as
mobile (smart-)phones, PDA and mini PC. These @svfresent
the advantage to be tiny, mobile and equipped ef anseveral
wireless communication medium. They embed a soéwazart
allowing receiving, computing and transmitting infation. So-
equipped, these peripherals contribute to the utyigqu services
in the sense of providing access to their favositevices from
anywhere and from any device.

Characteristics of mobile devices present both aidgges and
disadvantages. Advances in microelectronics donsinngly
increased the service range of such devices. Howexelware
resources such as CPU, memory, data rate andybaterell as
software resources are still very limited. Also timeobile
functionality is a source of constraints. Mobiliyay imply some
connection losses and disrupt the functioning a&f #ervices
provided. To resume, these characteristics evalving time and
therefore affect the QoS of the service providdd [3
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We are particularly interested in QoS managemertisifibuted

applications faced with hardware limits, users’dgeand current
context use. Although the characteristics propdmesuch mobile
devices improve the QoS, their integration intalitianal systems
implies to take up the challenge of the durabildy the

application and the continuity of services facethva@onnectivity
problems due to mobility, weak data rate and lichivattery.

In this article, we are interested in context adaph using QoS
management of the applications. Indeed, when comealves,
the QoS evolves too and thus the application mesadapted in
order to provide an efficient service. We proposeadsolve the
problems raised by context evolution by QoS-drivlgmamic

reconfiguration of applications. We defined a sufston

platform for distributed context-aware applicatiombhere the
context is the main information source for QoS eatibn [10].

However, in order to provide to the platform thecemsary
information for configurations’ evaluation, we pase a design
process of the architecture of such applicatiodewdg the

integration of QoS characteristics.

The section 2 presents the definition of the qualftservice that
we use for these works. In the section 3, we ptemem®xample of
application to illustrate the design process weppse. The
section 4 details the steps of this process siheeunrefined
decomposition of the application up to the dethibwery possible
configuration. The section 5 lists the events legdito a
reconfiguration of the application and the correxfing actions.
The section 6 presents elements driving the chatethe
configuration to be implemented. The section 7 tmtes and
presents the perspectives of these works.

2. QoSDEFINITION

There is no consensus about QoS definition. Noffimiten is

convenient for all the domains. Nevertheless thadsrd X.902,
defined by International Telecommunication Unioh, [fescribes
the quality of service as a set of requirementscenring the
collective behaviour of one or several objects.

Usually used in network to measure the performande
transmissions according to quantitative criterizhsuas delay,
gigue, data rate, number of error, etc. the mostngon definition
found in literature expresses that it is not pdssitowadays to
consider QoS only as network and hardware critefiat] [12]

[3]. The user’s point of view is necessary but sufficient for the
QoS evaluation when dealing with limited devicesdded the
works actually done in the QoS sensor networks droreaow



that this one is estimated in terms of precisiorthef collected
data and the lifetime of the network. Moreover, firecision of
the data is strongly correlated to the energy lefelodes [8]. To
obtain relevant and effective results, it is ofeneist to optimize
the energy consumption and to protect at mostitéenie of the
nodes.

In previous works [10], we defined the quality efsce as "the
adequacy between the service wished by the usethenservice
which is provided to him". This definition allowsking into

account the classic definition of network QoS bilgoathe

functional aspects like the ergonomics and theocniziation of

the service. However it is not sufficient when wse imited

devices, so we wish to act at the three levelsesgmted in the
figure 1.

User Usage constraints
Application Durability
Infrastructure Contimaity

Figure 1. Qostypesand levels

At the structural level, we have to guarantee ttiauity of the
service, whatever are the evolutions of the inftestire and in
spite of hardware or network failure. At the apation level, we
have to guarantee the durability of the applicatliodeed, the use
of energy-autonomous peripherals raises the proldértheir
lifetime. Finally, at the user level, we have toamntee the
respect of applications limits.

Continuity of service. Considering application QoS, the main
objective is to guarantee the continuity of thevieer in spite of
hardware, software and network failures. Indeed tise of
wireless networks implies disturbances such asgeiting lower,
data unavailability, etc. Furthermore we have toefan the
problems of heterogeneity due to the use of sevdras of
devices, as well as the problems of hardware fiaisthe level of
the battery of mobile devices.

Durability of application. We wish to guarantee the continuity of
the service devices onto which are executed thécagipns have
limited resources. One way to guarantee the coityird service
is to maximize the lifetime of the application besa a device
which does not have energy anymore causes thentisction of
all services it provides and consequently may comgse the
continuity of service. Works on wireless sensoiigahowed that
data transmission on the network consumes betweenahd
hundred times more energy than computation. Solstitased on
service mobility may decrease transmissions andefie
increase lifetime.

Usage constraints. We defined usage constraints as the functional

specifications of the application. There are caists on the
functioning which the system has to respect. Fangple, in a
remote surveillance application, the designer catpress
constraints as follows:

- When the luminosity is lower than the required mmal
threshold, activate the infrared function of carsera

- When a movement is detected, activate cameras and

microphones.

We also take into account the context independeality, called
intrinsic quality. It is a determinant criterion the classification
step of configuration (see section 4.2).

3. AN EXAMPLE OF AN APPLICATION IN
A LIMITED ENVIRONMENT: VISIT OF
MUSEUM

In this paper, we illustrate our process with amanegle of an
application dedicated to tourism: the visit of as@wum.

The application is used by three visitors, eaclthem having a
mobile device (PDA or Smartphone for example). Tineseum
provides a server proposing a video informatiorviser(fig. 2).
We consider that the best QoS is to broadcasta vimleo.

Wisitor]

BW
COIVersion

Color Video /
Visitor3 Wigitor3

Figure 2. Visit of a museum application

The following paragraph details possible scenarios this
application. The three visitors are getting theoinfation video
service. The visitor #3 moves in the museum. Tratfq@im is
advised of this movement and consequently estinthtesjuality
of the video service provided to the user #3. Thseenarios
appear. First, although it moves, the device ofuisdor #3 still
reaches the video server and the rate still alloassmitting a
color video. Secondly, the rate is weak but thei@eean reach
the server. To ensure the continuity of serviceoltion is to
reduce the number of data transmitted. The senes chot
broadcast a color video anymore, but a black andewbne.
Thirdly, the device cannot reach the server. Thef@m has to
look for a new route to reach the device #3 andurenshe
continuity of the service. For example, the dewéehe visitor
#2, which also uses the video service, can beag fel the device
#3.

Discovering a new route to transmit information asclassic
problem, many protocols as AODV [6] can be impletadn
However, we use a supervision platform distributad each
device allowing having a complete and global knalgke of the
application. Such a platform can provide more &déng
solutions not only based on technical criteria edsibility, the
semantic level of information is higher. Indeed dese the color
video is already broadcasted to the users #1 and #2possible
to use one of these two users as a relay for tee #83 which
cannot reach the video service anymore. Howevehef relay
device does not have enough energy available, ritdchsting of



a color video is no more possible. Thus, we cap@se to install
a color/black and white conversion component orré¢fesy device
in order to transmit a black and white video whichmore

compatible with the energy available. So, to ensiaeecontinuity
of service, before sending the video to the de¥8ethe device
#2 performs a conversion into black and white. Trergy
consumption strongly depends of the quantity oadetnsmitted.
The conversion of the video into black and whiteva$ to reduce
the quantity of data to transmit to the device #@l ahus to
preserve its energy as well as that of the tratemiAnother
complementary solution is to reduce the video regmi.

Furthermore distributing a part of the serviceswvall balancing
responsibilities in the network. Obviously suctolution requires
a good knowledge of the whole application in tewhservices.
Our reconfiguration based approach allows proposel@ble

solutions from both points of view of the appliceati the structure
and the QoS.

The following paragraphs detail the design of thedetions and
the decision of reconfiguration.

4. DESIGN PROCESS FOR
APPLICATIONSIN LIMITED
ENVIRONMENT

This paragraph presents the various steps of thigridprocess we
propose. This process aims at bringing the necessfrmation
to the reconfiguration platform so that it managebest possible
way the quality and the lifetime of the applicatiovhich it
supervises.

4.1 ldentification of services

As presented in section 2, our definition of theSQe not only
user centered. Although traditional QoS definitmmy concerns
non-functional characteristics, we include some cfiomal
aspects. The method we used in [10] was centeredhen
categories of user and was too specific. Therefesedecide to
decompose the application into services. Each amrean be
implemented by one or several assemblies of compspe
dynamically evolving during time according to tregjuired QoS.
These components are interconnected by connectatsdata
flows (fig. 3).

Application

il

Service

Stream C

Figure 3. Application composition

Each assembly provide the same service but witlowsrQosS.
The role of the platform is to select, for eachvided service, the
assembly offering the best quality compatible witte QoS
criteria expressed in 2. The deployment of comptsento the
structure is also done by the platform. The platfocan

dynamically adapt the application according to tentext's
evolutions because it can choose both the compnsifia service
and the deployment of a service. As we said insdé@ion 3, the
minimization of the energy consumption is esselyt@thieved by
minimizing transmissions. That is why solutions uieipg many
components can be more economic than simpler @®sin our
previous example, the broadcasting of a color viteeards the
user #3 could perfectly operate using the useradl2aas relay
but asking them to transmit only half of the videfor example
one image or one block of images out of two). Ideorto have
such an available solution, at the design step,vitieo service
should have been proposed to be realized by sudissembly
and components of partial broadcasting and shaeesption
should have been available.

The first step of the design process that we pemmsists in
identifying all the services constituting the apption. In our
example, the visit museum application provides @jdmudio and
text services.

4.2 Configurations

We consider QoS as a set of three layers: conginditrability
and usage constraints. First, we consider usagstreamts layer.
For example, evaluating a video-based solutionseslass when
usage constraints require no video. In order toicawvach
situations, we constitute configuration familiescading to
constraints. Then we decompose services and detreach
configuration.

<<tomponents= =
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AcfLisitio <<components» ] <<companent>> g | Restifution
E Emission  [€-————— Reception il
<<componentss =
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; . L anents <<COMponent;
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Figure 4. Possible assemblies realizing the video service

In case of the video service we list three possilskemblies. The
first one is made of two components: a componermotdr video
emission and a component of color video recepfitve. second is
also made of two black and white video componeate for
emission and one for reception. Finally the thisdeanbly is made
of these last four components and a black and wdutesersion
one (fig. 4). Naturally, the compositions listedréneare not
exhaustive. The number of configurations proposed tie
designer will depend on the type of applicationsl am the
context in which they will be used. In our example, can satisfy
QoS with only few assemblies because we can supghas¢here



will be numerous visitors in the museum and thatilitalways be
possible to use them as relays to reach servides.sifuation is
different is distances increase increasing riskshafing an
isolated user (islets).

Moreover, each configuration is classified accogdito its

intrinsic quality in order to drive the platformritug the choice of
the most appropriate configuration. The assemblyrsh position
is the assembly providing the better intrinsic ¢yahnd so on.
This classification is completed with a durabilityark which
varies according to the context. These two markmfa tuple
determining the order in which the configurationsll vbe

evaluated by the platform when a reconfiguratioangvs raised.
Such a classification allows improving the QoS.ded, when a
reconfiguration event is raised, the platform fra&valuates the
best configuration to intend to improve the QoSit Ifloes not
suit, it evaluates configurations with an inferiatrinsic value.
Furthermore this classification allows reducingosgly the
number of solutions because such research of thémap
assembly is a NP-complete problem [15] [9] [4].

In the example of the video service, the assenibiated in first
position is the one providing a color video. Thetnene is the
assembly providing a black and white video. The wsiag direct
broadcast and the one with relays are equivaleoivender to use
a relay allows to balance the responsibility of tietwork and
when a device is very far from the server, usingelay will
consume fewer resources than maintaining a ratlevergul
signal to receive the data.

5. RECONFIGURATION EVENTS

Our applications are supervised by a platform etalg the
current QoS, triggering and evaluations reconfijans of the
application deployment. Choices of reconfiguratians based on
three levels: 1) continuity, 2) durability and 3ynttional
limitations (section 2).

User

New instance T, Environmental context

-

Mermoty
CPU
Rate

Delete instance

New assembly

Figure 5. Dependences links between action and events
triggering reconfigurations

Here are the three operations that we propose deraio
provide adaptation policy:
- Create a new instance of a service,

- Suppress a new instance of a service,

- Implement a new configuration of a service. By
deploying a new assembly providing
functional result but with different QoS in ordes t
ensure the desired service.

The figure 5 illustrates the dependencies betwaents likely to
trigger a reconfiguration of the application.

the same

The first and the second operations are due taaagehin user's
needs, environment context or mobility of a devi#en a new
visitor comes into the museum, the platform depkgsassembly
providing the video service to this user. Recipligcavhen a
visitor does not want any more this service or whenis out of
the area where this service is interesting, thdégta suppresses
it from the host. An environment contextual chacge imply a
functional change. For example, if a speech isrgiméo a room
of the museum, it is necessary to avoid disturbanc®
forbidding the access to the audio service of thglieation for
users entering into this room and to replace ihweittext based
service. The third operation is related to a resesirchange on
the host onto the service is running. A too lowelesf energy, an
overload of the processor, a lower network data cah provide a
negative evolution of the QoS and therefore, intplyprovide a
new assembly of components in order to ensure ghénuity of
the current service and to preserve the lifetimghefapplication.
In the previous museum example, when the batterythef
peripheral of the visitor #3 indicates a 50% ofrgearemaining,
the platform will evaluate the possibility to deplan assembly
consuming less energy than the current one. Fangbea if the
visitor #3 was using a color video service, thetfptan can
evaluate the assembly providing a black and whiee (6ig. 6).

visitor 1 visitor 2
<<components> 5] <<companent>> 5]
Reception Reception
P
video ! . visitor 3 |
<<component>> H] <<component>> &]
Emission ||| >| Reception
P} .
<<camporent=> =]
BW conversion
2 :
! Platform \:/
<<camponent>> E]‘
Evaluation

Figure 6. Reconfiguration triggered by resour ce changes
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Platform Ve
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- search of a new route: direct route
- research of a new assembly

Figure 7. Reconfiguration triggered by host mobility



The mobility has the particularity to provoke tlneee adaptation
policies. Let's take the example of the visitor @®. 7). If he
moves too far from the visitor #2 and can no meach him, the
part of the assembly deployed on visitor #2's hioas to be
deleted. If visitor #3 goes back and visitor #2dyees reachable
again, a new instance of the video service hastddployed on
visitor #2's host. Consequently, if visitor #3 isam from video
server and if it has enough energy, it is not remssto use the
visitor #2 as a relay and the platform can directploy the
assembly and send a black & white video.

6. CHOICE OF A SOLUTION

The objective of our process is to propose to uaegeod QoS
and to ensure the continuity of the service, whattdvappens.
Moreover, we particularly focus on the case of eddleel
peripherals for which the lifetime is essential. rOprocess
guarantees to maximize the durability of the serviat a
functional and time point of view. The choice oétbkolution to
deploy will consequently be guided by two critetize quality of
the solution and its durability.

Durability is mainly a resources problem. We mustsprve hosts’
resources by implementing solutions adapted to éhergy
consumption problem, the power of computation dredrtetwork
data rate.

The designer must establish an ID Card for eachpoment and
each host of the application. This ID Card is mefi2 parts:

- A static part listing all static characteristicarexample,

for one component, the designer has to indicate the
amount of needed memory and for a device, its type

which it can be: fix (desktop PC), CBD®r CLDC.
Fixed hosts have insignificant resources limitsereas
CDC or CLDC devices are the most limited.

- A dynamic part representing the current state @& th

component or the host. Such characteristics evolve

during execution time like state (active/inactive),
memory space, data rate, battery level, CPU charge
available memory.

These ID Cards allows avoiding compatibilities esro
(deployment of a CDC compliant component on a Clda@able
device) or a too big component on a host withoubugh

remaining memory. ID Card will guide the platfornfisuristic to

reach the best solution. Optimizing a whole apglicais a too

complex problem. When a reconfiguration event ise@ the
platform evaluates only services currently runniong the host
where the event comes from. The heuristic is bamedtwo

criteria: the intrinsic QoS and the durability:

QoS = f(In,Du)

In previous works, we choose to evaluate the fimstfiguration
with minor change in order to ensure applicaticeo#ity [10].
Nevertheless, both the environment and time havegligible
impact on QoS evolution comparatively to the oneytthave
when mobile devices are used.

! Connected Device Configuration
2 Connected Limited Device Configuration

With the particular context of embedded devices itot possible
to loose time and energy to make tries in orddini an optimal
solution. We must implement a solution good enotgghapidly
adapt the application to the evolution of the emwiment [13].

Our heuristic evaluates solutions according to dfassification
made at the second step of the process, and trenats the
durability using components’ and hosts’ ID Cardse &lgorithm
stops when it finds a solution candidate to be alggl. The last
step consists in ensuring that the selected solutan be
implemented using the topology map of hosts.

In our example, visitors #1, #2 and #3 want to tlee video

service. ID Cards of hosts indicate that thereeisher energy nor
data rate problem. The solution #1 broadcastinguolideo

stream is deployed onto the three hosts. If vis#®rmoves and
becomes out of reach of the video service, thdgphatis advised
about this move and look for a route to reach liisToute needs
to go through visitor #2. Each peripheral has coreslia bit of

energy. According to the QoS service function, e durable
solution is one that preserves energy of the hdsiT#e solution
#2 allows reducing the amount of data to transmiincluding a

black and white conversion software component.ti®® solution

#2 is deployed with this conversion software congn
implemented on visitor #2's host. Next, this visitlbes not want
anymore this video service. However, its positioesinot change
and visitor #3 still wants to use this video seevie\s well as

visitor #2's resources allows it, the solution #2main

implemented. But, as soon as an event concernisitpvi#2’s

resources is raised, the heuristic looks for a m®lution to

deploy, starting by looking for a new relay allogikeeping the
solution #2. If it is not possible, it will checlrfsolution #3.

Reconfigurations events are those presented aefiguThey are
transmitted to the platform by the software compisend the
data flows. Software components and data flowseaoapsulated
into containers (calleddsagaia for software components and
Korrontea for data flow containers [1]). Both containers &rst
class containers. The role of containers is to wallbosts
compatibility (one implementation for each type tafst — ie:
fixed, CDC or CLDC). They are the main informatisource for
the platform. When a container detects an evolutifoits context,
it raises an event to inform the platform. This onms its
heuristic in order to reconfigure the applicatidmeeded, ie -
suppress/add/move software components and recotieect

7. Related work

We concur with other work concerning dynamic adémtain
ubiquitous computing. Most of them propose somecgssing
and delivering mechanisms of context and resounfoemation.

MADAM and MUSIC projects [16] propose a middlewavith a
context representation dedicated to ubiquitous renment.
Despite its flexible design and the use of the ORiGdel, the
representation lacks of QoS characteristics desmnipsuch as
resource characteristics. Our approach needs @smformation
in order to ensure the application durability.

QuAMobile [11] is a QoS-aware component architeetur
including mobile domain specific mechanisms andcepts. It
models applications as service types which is amib our
configuration families. It also models context angsource.
However, it lacks of component modeling. In our @@gh we



guarantee the compatibility between components dedces
according to characteristics description of sofexasmponents.

To deal with unanticipated adaptation like [2] doge propose to
change QoS adaptation priorities modifying pountieaf QoS
characteristics in configuration. As context evslveuser
requirements can evolve too and consequently chapg&
priorities.

8. CONCLUSION AND FUTURE WORK

Pervasive computing is becoming a reality. Nowadpgsple can
contact each other at anytime, anywhere with angcde This
brings new challenges to traditional applicatiofks.described in
[1], applications should be context aware becausdinuted
resources of the devices and the variability of éescution
context. [1] proposes to solve the constrained adesviproblem
using a fault-tolerance driven approach. In [5haus propose an
ILP model to manage various context parametersigalig based
on resources limits. Although theses approachesvat provide
service adaptation in a seamlessly way to the eed they do not
take into account the QoS dimension as we defiresection 2.
Our approach monitors and adapts the whole apjditatnce the
devices to end users.

So we propose a process allowing identifying alledes
information in order to guaranty the continuity ayiplications’
services and to maximize their lifetime. The duligbiis a
fundamental notion with embedded hosts becausgla duality
application is useless if it just run for a few &im

The classification step that we propose allowstiimgithe number
of solutions to be checked when an event occurssaritiavoids
the well knowing NP-complete problem to look for aptimal
assembly in order to reach the best QoS. Thisifitzd®on allows
guiding the choice of the solution to deploy. ltaissociated to a
durability criterion evaluated with the ID Cardshafsts.

However, it still exists an obvious limit to ourgmess. The
algorithm to select a solution is a heuristic tugt evaluates the
QoS of the host where the reconfiguration eventoed, and not
the whole application. When reconfiguring, we offéhe

possibility to get the best QoS for one service.eTh

reconfiguration of one service does not imply teeonfiguration
of another one on another host. But, the modificatand
implementation of the application (its deployment)as
consequences on the execution context becausedifiesothe
charge of hosts and the network traffic. So, a mégaration of
one service may induce the raise of events thdttrdger new
reconfigurations.

Future works focus on the design and test of thisfiguration
choice heuristic. We must specifically work on:

- Does the platform have to manage priorities on &vém
order to manage quicker reaction for some of them?

- When an event is managed, do we have to manage thos

waiting or ignore them? Doing a reconfiguration rifpthe
context and consequently some events producedebtfir
configuration may be obsolete.

- The evaluation function (In.Du) manages intrinsic QoS

and durability. The importance between these tteriai

depends on the application. For example, a video

surveillance application needs to give prioritydorability
whereas the one presented for museums visits givesty

to intrinsic QoS in order to produce good quality
information corresponding to users’ demands.

Even if we do not develop this aspect in this paper also
manage the integration of wireless sensors intb spplications.
We particularly work with Sun Spots through coopiera with
Sun Microsystems. However such peripherals are very
constrained, they can host software components dadome
local processing. Moreover, they are a good inféionasource
about the environment (temperature, light, movesjeetic.) and
can strongly enrich applications. Such hosts caodosidered by
the platform as hosts participating to the struetwf the
application and so, can be included in software mpmment
deployments.
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