
HAL Id: hal-00394226
https://hal.science/hal-00394226

Submitted on 31 May 2022

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépôt et à la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche français ou étrangers, des laboratoires
publics ou privés.

System engineering and risk assessment in complex
organization: application to health care organizations

Saber Aloui, Vincent Chapurlat

To cite this version:
Saber Aloui, Vincent Chapurlat. System engineering and risk assessment in complex organiza-
tion: application to health care organizations. Systems research Forum, 2009, 3 (1), pp.1-14.
�10.1142/S1793966609000031�. �hal-00394226�

https://hal.science/hal-00394226
https://hal.archives-ouvertes.fr


System engineering and risk assessment in complex 
organization: application to health care organizations 

Saber Aloui, Vincent Chapurlat 

LGI2P, Site EERIE de l’EMA, Parc Scientifique Georges Besse, 30035 Nîmes cedex 1 
Saber.Aloui@gmail.com ; Vincent.Chapurlat@ema.fr 

Abstract 

This paper presents an approach merging 
on one hand System Engineering, Enterprise 
Modeling and Risk assessment concepts, 
techniques and methods; on the other hand 
formal verification techniques. This approach 
aims to model and to analyze complex socio 
technical organization when facing risks 
which may impact the performance, the 
stability and the integrity of the organization. 
It is applied here to Health Care Organizations 
modeling and analysis.  

Introduction and problematic 

In a moving socio-economic environment 
companies must not only answer requirements 
in term of cost, of quality and of reactivity but 
must also hold account of the risks related to 
their activity (financial, human, social, 
technical, and industrial (Guinet et Chaabane, 
2003)). Their management becomes 
increasingly difficult. To be effective, the 
manager must improve his understanding of 
the organization and he must in same become 
able to detect and to anticipate the possible 
risks which can induce loss of performance, of 
stability and integrity of the organization. To 
achieve simultaneously these goals, it is 
necessary to have concepts, methods and tools 
allowing first to model from an adapted and 
unambiguous manner the organization and 
second to analyse the obtained (set of) 

model(s) in order to predict and if possible to 
prevent any potential risk. This article presents 
a framework of modeling, from semi formal to 
formal models, and then analysis method to 
prove that models are coherent and consistent. 
This approach will be used for the 
management of organization by risks. The 
application is made in health care 
organizations. 

Requirements 

Classically, a model is a representation of 
a system intended to enhance human’s ability 
to understand, predict, or control its behavior 
(AIAA, 1998). According to (Koubarakis et 
Plexousakis, 2002) and to Enterprise 
Modeling domain (Vernadat 1996), an 
enterprise model is instructive in itself, 
revealing anomalies, inconsistencies, 
inefficiencies and opportunities for 
improvement. According now to (INCOSE, 
2004) and (Le Moigne, 1977), a system musty 
be modeled within three views which details 
separately a particular aspect of the system: 
- Functional view: The goal is to define the

mission and the objectives of the system
taking into account the customer
viewpoint.

- Structural view:  The goal is to define
without ambiguity how the mission will be
done and who is getting involved.

- Behavioral view: The system, due to its
composition (organizational unit, human



resources, material resources, etc.) and its 
organization can have a wide range of 
behaviors that have to be defined. 

Being most exhaustive as possible, each 
view is to be represented by using dedicated 
formalisms i.e. languages recognized in same 
time by the scientific and industrial 
communities such as proposed for example in 
the enterprise modeling community (Petit et 
al. 2006). Then several levels of detail must be 
taken into account in each view and put in 
prospects various points of view each ones 
corresponding to different actor’s points of 
view. Last, existing modeling approaches do 
not include the risk dimension as an inherent 
knowledge which cannot be represented 
separately (CAS 2003). 

So, modeling a complex organization 
requires disposing of relevant framework 
allowing: 

• To use and to merge simultaneously
several languages chosen for their ability to 
represent any of the required views considered 
and including risks representation whatever 
may be the needed level of details. By 
consequence these languages must be 
interoperable (EICTA 2004) i.e. they must be 
able to represent but also to exchange and to 
share without ambiguity or loss of sense the 
knowledge corresponding to different views or 
actors’ points of view. 

• To guide the actors during modeling
process in order to facilitate the description of 
their own advice and to obtain in same time 
their consensus around the organization 
model. 

Concerning the analysis of the model(s), 
rigor of the approach, relevance to the actor’s 
objectives and actor’s autonomy are 
requested. As seen before, the model(s) may 
be numerous, and they focus on different 
aspects of the organization: behavior, 
function, structure. So it is necessary to 
provide concepts and mechanisms allowing 
first to gain confidence into the models. This 
is the verification goal consisting to check 

errors, mistakes and misunderstanding. 
Second, these mechanisms must be also used 
to detect risky situations and to highlight 
problems in the organization. 

The proposed approach can be then 
considered as a composite approach allowing 
modeling and analyzing complex systems 
facing to risks. It is based on: 

• A modeling framework and the reference
guide presented in the next part. 

• A formal analysis set of mechanisms
presented and illustrated in the fourth part. 

Modeling framework 

For several years, modeling languages 
have proven more or less their effectiveness 
and accuracy. There is thus no question of 
developing another one, but of re-using those 
in a coherent and homogeneous way called the 
modeling framework. This one takes 
advantage of three disciplines; System 
Engineering, Enterprise Modeling and risk 
modeling inspired by the Cindynics (Kervern, 
1994). 

System Engineering is defined by (IEEE, 
1994) as “a co-operative and interdisciplinary 
approach for the progressive development and 
the checking of a solution for the system, 
balanced on the whole of its life cycle, 
satisfying waitings of a customer and 
acceptable by all”. According to (Meinadier, 
1998) system engineering is a collaborative 
and interdisciplinary process of problems 
resolution based on knowledge, methods and 
techniques from several sciences and 
implemented to define a system which 
satisfies an identified need. We can also 
define system engineering like a process based 
on heterogeneous conceptual and technical 
knowledge associated to contribute to 
problems resolution. 

So modeling framework is based on an 
adaptation of the system engineering 
framework called SAGACE (Penalva, 1997; 
Aloui et al., 2007). This framework allows to 
conceptualize the three classical views but it 



do not provide means and guide for the 
modeling steps it self. So the proposed 
adaptation consists: 

• To integrate dedicated modeling
languages coming then from Enterprise 
Modeling domain. Indeed, according to 
SAGACE each view is divided into point of 
view. The views offered are interconnected 
and each requires describing one or more 
points of view. Each viewpoint then call to 
one or more dedicated modeling languages. 

• To integrate a property modeling
language called LUSP (Unified Properties 
Specification Language) (Lamine, 2001). In 
order to improve the modeling phase and to 
detail more precisely the system 
characteristics and requirements, the approach 
introduces a fourth view called property view 
(Aloui et al., 2006b). A property may be 
defined differently in the literature (Manna et 
Pnuelli, 1992; Henzinger et al., 1994; 
Meinadier, 1998). We will consider in the 
following the definition given by (Lamine, 
2001): a property translates an expectation, a 
requirement (behavioral, functional, 
structural or organic, dependent or not of 
time) or an objective (performance, safety or 
reliability) which have to be respected, 
strictly or with a reliable level being enough 
by a model. Then, on the one hand the 
property view allows users to enrich their 
knowledge and thus enrich by the same 
occasion the information already contained in 
each model coming from any view. This is 
done by specifying properties highlighting 
some essential characteristic which must be 
respected by each object composing the 
organization and handled in the different 
views and models: processes, resources, 
scenario and so on. On the other hand, it 
allows covering analysis requirements as 
shown in the following. 

• To develop a user’s guide allowing to
help actors involved during the modeling 
process to formalize, to answer specific 

questions and to compare their knowledge 
with another users.  

The result is then an integrated set of 
modeling paradigms and languages expressed 
at a high level of formalization. This allows 
the use of proof tools presented below. 
However, considering a dedicated modeling 
language for each view requires to assume 
their interoperability (Aloui et al., 2006a). To 
overcome this problem the Model Driven 
Architecture (Bézivin et Gerbé, 2001; OMG, 
2003) approach is used within the 
formalization of meta models. Therefore we 
established for each modeling language a 
Meta Model in UML. In what follows, an 
example of this use is presented for the 
functional view and the point of view mission, 
for a more detailed description see (Aloui, 
2007). 

Functional view. This sight makes it 
possible to describe the mission, the objectives 
and the finality of the system. The modeler 
has to define in a rigorous and formal way the 
aims of the system (in terms of performance, 
stability and reactivity). This sight makes it 
possible to initially describe the objectives on 
the basis of a high level of abstraction 
corresponding to a strategic vision, that of the 
managers. In the second time, it makes it 
possible to break up and refine these 
objectives in order to obtain a unit arranged 
hierarchically and ordered more concrete by 
employing a formal language extracted from 
KAOS (Van Lamsweerde, 2000) to face 
objectives refinement. 

Meta model. Figure 1 shows the meta 
model language developed. An objective is 
broken down into sub-objectives and so on up 
to the level of granularity chosen. This level of 
granularity agrees with the experts in the field 
and depends on the organization goals to be 
achieved. 
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Figure 1. UML meta model of objectives 

modeling language inspired by KAOS 

In this meta model: 
• The class Objective models the objective

concept, the attribute InformalDescription 
allows natural language to describe the goal. 

• The class Indicator represents any
indicator (quantified or qualified) that can be 
associated with each of the objectives. 

Model. Figure 2 is a partial representation 
of a given organization objectives refinement 
using the meta model Figure 1. This tree is 
built on the basis of the Accreditation Manual 
of the High Authority of Health (HAS 2005). 
To be accredited each care organization must 
meet a series of references themselves divided 
into sub references. 

Figure 2. HAS objectives refinement 

Analysis mechanisms 

By definition, verification must provide 
rigorous arguments in order to convince users 
of the correctness and coherence of a model. 
The proposed technique is based on reasoning 
mechanisms by using of existing model 
checkers or by using Conceptual Graphs 
(Sowa 1984) as proposed by (Kamsu Foguem, 
2003). 

Reasoning. The reasoning aims two goals. 
The first goal is to ensure the coherence 
between models of a given organization, thus 
improving communication and exchange 
among the different users, or ensuring 
coherence between the different abstraction 
levels, each one represented by a specific 
model. The second goal is to detect where and 
what are the main deficiencies and to evaluate 
their possible impact by analyzing the 
resulting behaviors (scenarios, configurations 
and functioning modes). 

In this case each property P has to be 
proven whatever may be the resources 
configuration and the available scenarios in 
which the organization may be considered. 
Knowing in which condition or for which 
scenario the property P cannot be verified 
allows detecting a modeling error or a 
mistake, a real dysfunction or a risk 
opportunity. 

Even partial, the checking up of the 
properties makes it possible to handle a 
knowledge each time more relevant, and 
especially more consensual between the 
actors. Organization model can be modified 
and possible errors or gaps are eliminated. The 
model is enriched by a whole of properties 
which cannot be objected thereafter. However, 
by assumption, any new modification of 
whole or part of the models requires to check 
again all the properties. That requires having 
tools making it possible to manage a great 
quantity of information and allows applying, if 
it is possible in an autonomous and not guided 
way. Theorem provers or model checkers are 



generally used at this stage (Yahoda, 2003). 
However, the proposed approach is based on 
several interacting models and paradigms 
which have to be merged with a common set 
of verification mechanisms. So, property proof 
is done by adapting and using a conceptual 
graphs (Sowa, 1984) analysis approach as 
proposed by (Kamsu-Foguem et Chapurlat, 
2006). 

Conceptual graph. A conceptual graph is 
a formal knowledge representation. It is a 
finite, connected, directed and bipartite graph 
composed of an alternation of nodes called 
concepts and nodes called relations.  

A concept is a double: 

[<type>: <marker>] 

Where: 
- type represents the occurrence of the

object’s class. They are grouped in a 
hierarchical structure called concepts lattice. 
The concepts lattice is obtained by translating 
each object class and each attribute described 
in the meta model by using translating rules 
(Chapurlat et Aloui, 2006). 

- marker specifies the meaning of a
concept by specifying an occurrence (i.e. an 
instance) of the type of concept. For example, 
the concept [Scenario: ‘to deliver medicine’] 
describes an object of type scenario identified 
by ‘to deliver medicine’. These markers 
correspond to the instances of each object (the 
marker description is provided by the name of 
the instance) contained into the system 
models. A relation binds two concepts 
according to the following diagram: 

[Concept1]←(relation)←[Concept2] 

For example, the following relation means 
that the object of type Configuration called 
’C1’ authorizes the object of type Scenario 
called ‘S1’: 

[Scenario: 
‘S1’]←(Authorize)←[Configuration: ‘C1’] 

As for the concepts, all the possible 
relations between concepts are gathered into a 
relations lattice. This relations lattice is 
obtained by translating each relation role 
between object of the meta model in a relation 
between concepts described in the concept 
lattice. 

Application 

The following example concerns the 
Delivering process of medicine in a hospital. 
This process organizes the medicine delivery 
to patients taking into account information 
coming from the doctor, the pathology, and 
the hospital rules and so on.  

System model. A partial view of the system 
model is shown in Figure 3 and is 
decomposed as follow: 

• Fuinctional view. The mission consists to
deliver medicine. The objectives are: 

- A total dispensation of the medicine
after control of the prescriptions.

- To assume in the same time the
transmission of biological sampling of
analysis and their results. 

- To gather and to memorize medical
information using the documentary
and data-processing resources of 
pharmacy. 

• Structure: There is one process
composed of 8 main activities: diagnosis, 
prescription, prescription analysis, 
preparation, transcription, transport, 
administering, monitoring. There are two 
organizations units called ‘Clinical activity’ 
and ‘Pharmacy’. They involve human 
resources (Doctors, Nurses, Pharmacist, 
Chemist assistant), machine (medicine trolley 
for each patient, PC, etc.) and software 
applications (information system, dedicated 
software, etc.). 

• Behavior:



- Scenario: The study can consider two
scenarios called ‘Normal flow of
prescriptions’ and ‘Important flow of 
ordinance’. 

- Configuration: There are two possible
configurations called ‘The system is at
full strength’ and ‘The system isn’t at 
full strength’. 

Figure 3: System model (partial view) 

Properties modeling :  Tab. 1 describes risks 
related to the system deficiency (Kervern, 
1995) which describe traditional deficiencies 
of a group of actors within an organization 
(Chapurlat et al. 2006). This table shows how 
these properties are translated in the modeling 
framework, initially in natural language then 
by using the language LUSP (Lamine, 2001; 
Chapurlat et al., 2006). 

Tab. 1 Properties: deficiency modeling

The property P Mission who specifies that the 
components of the system have always 
objectives can be broken up into P1 for the 
processes, P2 for the resources, P3 for 
activities, and P4 for the subsystems, etc. 
Within the selected framework, the objectives 
are modeled by using graphs of decomposition 
of objective (we start from a high level 
objective that will be refined thereafter). Thus 
by formalizing using the language LUSP 
(Chapurlat et al., 2006), we obtain:  

P1 = (∀∀∀∀ A ∈∈∈∈ System.Processus), [nature(A) 
= Type.BusinessProcessus] 

⇒⇒⇒⇒

[∃∃∃∃ M ∈∈∈∈ System.Model, (nature(M)
=Type.ModelObjectif ] 

Model Translation. Now, the studied system 
is represented by a model composed of several 
sub models coming from each view. The used 
languages are more or less formal. To exploit 
the organization model and allowing analysis, 
it is necessary to re write the different sub 
models and the properties described in LUSP 
(Figure 4) in an unique conceptual graph 
which gathers then all the knowledge 
represented in the organization model but now 
represented by using only one modeling 
language. 

Figure 4: Translation from the formal 

language LUSP to conceptual graph 



Figure 5: Translation eFFBD and KAOS vs. 

conceptual graph 

Properties verification. The hypothesis 
adopted is: if a property, in particular that 
representing a potential deficiency is not 
verified, the system runs a risk. Analysis 
mechanisms allowed by conceptual graphs are 
then used for checking each property on the 
resulting conceptual graph. These analysis 
mechanisms are: 

• Projection: This involves comparing the
obtained conceptual graph coming from the 
translation of the model with another one 
translating the property. If the projection fails, 
then the modeled property cannot be verified 
and the causes are highlighted. 

• Constraint: a property describes what the
links and/or constraints are between facts. In 
this case, the property is translated on a 
positive or negative conceptual graph 
constraint. A positive constraint between two 
facts A and B must be interpreted as: “If A is 
true, then B must also be true”. Conversely, a 
negative constraint must be interpreted as: “If 
A is true then B must be false” (if B is true, A 
must be true or false). 

• Dynamic and static rules: A property is
directly modeled as a rule composed of a 
cause and an effect. If the graph 
corresponding to the causes match with a part 
of the conceptual graph translating the system 

models, then the effect must be checked in the 
same way. 

Conclusion 

The proposed methodology allows to model 
and to analyze from a rigorous manner a 
complex socio technical organization when 
facing occurring risky situations and in order 
to improve its resiliency i.e. its ability to face 
any situation without loss of performance, of 
integrity and of stability. 
The associated tool of modeling and analysis 
is now under test on a hospital. The main 
perspective of development consists to 
integrate an agent based simulator into the 
modeling framework. This will allow to 
validate when possible and to facilitate the 
emergence of new behaviors in the 
organization by modeling and interpreting the 
human behavior of resources involved into the 
organization. 
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