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AIM OF THE SESSION

Strong industrial demand for safe control systems
Standards specific to industrials field (railway, power conversion, ...)
IEC 61508 standard for E/E/PE safety-related systems

- safety life-cycle
« SIL (Safety Integrity Level)

Numerous research results contributing to safety
(synthesis and analysis of control systems, fault
tolerant systems, redundancy in man-machine

systems, ...)

To federate complementary works in the

field of safe control systems



METHODS CLASSIFICATION

Life-cycle criterion

E?equirements} [Validation J—{ Operation J

Off-line methods aim at \ /
minimising the fault risk [ Design J [ Testing J
during realisation \ /‘

On-line methods are
developed to ensure
safety in an existing and
running system
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OFF-LINE METHODS - General case

Verification [Requirement%q {Validation }
Are we building the product right ? B
Intrinsic properties (stability,
liveness, deadlock, ...) checking D Testing

Validation
Are we building the right product ?
Consistency checking

4
| mplementati oi

Methodological helps
Useful for project management .. » Output

C L : — Verification
Sound'formallsatl'on r'equwed Validation
(especially for validation)
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OFF-LINE METHODS - Case of DES (Discrefe

Event Systems) control

Informal > MANUAL > Control
requirements SYNTHESIS model

Using languages
such as Petri nets,

N | |IEC 61131-3 Formalisation
For mah&atlon;,.f standard languages

Expected behaviour Obtained behaviour

Arethere any hazardous differences ?
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OFF-LINE METHODS - Case of DES (Discrefe
Event Systems) control

Safety and state spaces

Obtained behaviour Expected behaviour

Hazardous states Not hazardous states

generated during generated during
design and/or design and/or
implementation implementation
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OFF-LINE METHODS - Case of DES
How to insure safety ?

To increase the size of the expected
state space

- by using a generic model of the control system
- by defining design or implementation rules

To reduce the gap between the two
spaces

- during the elaboration of the control model (a priori
checking)

- after this model has been built ( a posteriori checking)
* simulation
« formal methods (model checking, theorem proving)
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OFF-LINE METHODS - Case of DES

Several ways to reach safety

Formalisation of
the process
behaviour

Properties

/ formalisation |

Informal
requirements

k Manual

synthesis
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Forma model
of the uncontrolleg

Formal model
of properties

Control model

Automatic
synthesis

Validation

Formalisation
of the control
model

Formal model
of the control
system

!

Verification

Safe
control system
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SESSION STRUCTURE

Five talks by researchers from laboratories
belonging to GRP (French research group in
Production Engineering)

Three papers dealing with OFF-LINE methods
Bridging the gap between semi-formal and formal
Automatic synthesis using supervision theory
Formal verification of industrial control systems

Two papers for ON-LINE methods
Modes management for fault tolerant systems
Co-operative redundancy in man-machine systems

Synthesis (open discussion)
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