\

Managing network congestion with a Kohonen-based RED
queue

Emmanuel Lochin, Bruno Talavera

» To cite this version:

Emmanuel Lochin, Bruno Talavera. Managing network congestion with a Kohonen-based RED queue. IEEE
ICC 2008 : IEEE International Conference on Communications 19- 23 May 2008, Beijing, China., May 2008,
Beijing, China. 5p., {10.1109/ICC.2008.1047). <hal-00361334)

HAL Id: hal-00361334
https://hal.science/hal-00361334v1

Submitted on 15 Feb 2009

HAL is a multi-disciplinary open access archive L’archive ouverte pluridisciplinaire HAL, est des-
for the deposit and dissemination of scientific re- tinée au dépoét et a la diffusion de documents scien-
search documents, whether they are published or not. tifiques de niveau recherche, publiés ou non, émanant
The documents may come from teaching and research  des établissements d’enseignement et de recherche
institutions in France or abroad, or from public or pri- francais ou étrangers, des laboratoires publics ou
vate research centers. privés.

Auto':izition
HAL Authorization


https://hal.science/hal-00361334v1
https://about.hal.science/hal-authorisation-v1/
https://about.hal.science/hal-authorisation-v1/
https://hal.archives-ouvertes.fr

Managing network congestion with a
Kohonen-based RED gueue

Emmanuel Lochin Bruno Talavera
Université de Toulouse, DMIA Université Pierre et Marie Curie,
ISAE - France, Polytech’Paris, France,
emmanuel.lochin@isae.fr bruno.talavera@upmc.fr

Abstract— The behaviour of the TCP AIMD algorithm is Feng RED (FRED) [2] and Adaptive RED (ARED) [4]
known to cause queue length oscillations when congestion -oc introduced the notion of adaptive AQM. These adaptive strat
curs at a router output link. Indeed, due to these queueing gies recompute thenaz, probability value following an

variations, end-to-end applications experience large day jitter. . . .
Many studies have proposed efficient Active Queue Managemen AIMD algorithm. However, the parameters that weight this

(AQM) mechanisms in order to reduce queue oscillations and AIMD process remain difficult to estimate.

stabilize the queue length. These AQM are mostly improvemea Some past work have already suggested that RED is funda-
of the Random Early Detection (RED) model. Unfortunately, mentally hard to tune [8]. In this study, the authors show tha
these enhancements do not react in a similar manner for varies RED parameters can be tuned to improve stability, but only

network conditions and are strongly sensitive to their inital .
setting parameters. Although this paper proposes a solutioto @t the cost of large queues even when they are dynamically

overcome the difficulties of setting these parameters by usyy a adjusted. Even if other different queueing approaches have
Kohonen neural network model, another goal of this study is® been proposed to improve the efficiency of RED-like algo-
investigate whether cognitive mt_e_lllgence could be plackin the rithms in various network conditions, the parameters used t
core network to solve such stability problem. In our context we set these new AQM are sometimes more complex to determine

use results from the neural network area to demonstrate that . .
our proposal, named Kohonen-RED (KRED), enables a stable than RED. In particular, this is the case for the PI controlle

queue length without complex parameters setting and passv [6]. Nowadays, general parameters able to stabilize theejue

measurements. don’t yet exist whatever the AQM used and we could discuss
whether the problem is in fact solvable.
. INTRODUCTION Although the validity of RED concept is still debated, we

claim that the parameters’ settings are one of the maindrarri

More than ten years ago, the Random Early Detectigy jts acceptance. In this paper, we propose to compute the
(RED) was proposed to avoid congested links [5]. The maghtimal maz, value with a Kohonen neural network [7]. We
idea of the RED algorithm is to drop packets before the queg not attempt to design another queueing mechanism or
is full. As a consequence, when a TCP source gets sygihpose to enhance the core mechanism itself. We only focus
preventive drops, it decreases the emitted throughputditep on the optimal estimation of the probability parameter.sThi
to the AIMD (Additive Increase Multiplicative Decrease)paper aims at illustrating the impact of the role of learning
algorithm. RED drops packets with an increasing probabilimechanisms on core network Internet problems with similar
(mazx,) when the occupancy of the queue lies between twhotivation than the one presented in [1].
thresholds #uin,, maz,,). The goal of RED is to maintain  Thjs paper is structured as follow. Section Il presents the
a small buffer occupancy and avoid casual bursts of packgbtivation of this work. Section Ill gives pointers related
losses. to the implementation of the core mechanism. Section IV

The authors in [10] and [11] weight up the disadvantag@sesents the training phase of the neural network. Thetipsec

for deploying such mechanism. In certain cases, increas\ydevaluates the proposal and finally section VI gives the
the number of dropped packets can have unexpected effggdgspectives of this work.

on the overall performance [11]. This has motivated the use

of preventive marking instead of preventive dropping with Il. MOTIVATION OF USING A KOHONEN NEURAL

the use of the Efficient Congestion Notification (ECN) flag. NETWORK

In this case, instead of dropping packets, the RED queue

marks the packet's ECN flag to notify senders that they areKohonen networks are a class of neural networks known
crossing a congested link and that they should decrease theisolve the pole balancing problem [9]. Pole balancing is a
sending rate. In [10], the authors claim that tuning paranset control benchmark historically used in mechanical enginee
in RED remains an inexact science. We fully acknowledgeg. It involves a pole placed on a cart via a joint allowing
the criticisms of this approach which motivate our propagal movement along a single axis. The cart is able to move along
managing the RED configuration with a neural network. a track with a fixed length as represented in figure 1(a). The



aim of the problem is to keep this pole balanced by applyirenqueued while ARED has another parameter allowing to
forces to the cart. update this value during a time interval. This action period
The main idea of our contribution is based on the analogan smooth the effect of an aggressive setting of the AIMD
existing between this balancing problem and the RED quedaetors. Moreover, FRED does not apply consecutive deereas
ing problem. In RED, we can compare the pole balancing tw consecutive increase of theax, value. This choice can
the evolution of the queue occupancy which oscillates betwebe problematic in case of rapid traffic change.
both thresholdsr(in,,, maxs). The physical forces resulting  The neural network we use here is known as the Kohonen
on the pole have a similar role to the packets arrival rate 8elf Organizing Map (SOM) [7]. It consists in a one or two

the queue. Figure 1 illustrates this view. dimensional information processing layer of functiondités
called neurons. It is connected to input data seen as input
N vectors and provides output data also as vectors. We present
,/ in table | the entries used to feed the neural network in both

cases and the resulting output. The input vector contai@s th
previous and the current queue length and the output vdwor t
mazx, probability. For a sake of comparison, we give in this
table the vectors used with the pole balancing problem. The
- : : — input data is fully mapped onto the Kohonen layer's neurons
which respond to this data according to the weight assigmed t
() Pole balancing the connexions between input vectors and neurons and delive
an output response vector. To begin with, the neural netigork

: - presented a learning set of example input vectors and adjust

I f (i.e. learns) appropriate weights for its neurons by conmgar
Input packets | Amaz, Output packets  the input vectors to the weight vectors for each neuron thus

I L7 ! electing a "winning” neuron “close” to the input vector.

: _r Y \ In addition to this, the Kohonen SOM deals with a topo-

- ming, \ Dackets logical learning feature, which implies neural neighbartio

generalization of a correct learning experience so as tatere
(b) Adaptive RED clusters of neurons responding to similar input vectorbeit
necessarily having explicitly learnt them. If a neuron fear
that a given input vector is a vector it should respond to, its
neighbours will learn they also should respond, only in ades
way, depending on their topological distance to the first'wi

Fig. 1. Analogy between the single pole balancing problech RED AQM

Pole RED ning” neuron. This way, the Kohonen SOM is well adapted to
inputvalue[l] | previous position|  previous stability preservation tasks as the one we present heree Onc
queue length the learning procedure is over, i.e. when the neural network
inputvalue[2] new position current prodgces an acgeptable amount of erroneous responseg _durin
queue length learning, the weights of the neural connexions to the datatin
are freezed. That means that the training process needs to be
outputvaluefl] foirr‘:eNteOW"t"g’r?'y mazp done only once without specific scenario and should work for
every kind of situation.
TABLE | Given the Kohonen SOM algorithm, the neural network
INPUT AND OUTPUT VALUES USED can generalize its learnt experiences to other input vector

it has never seen before and produce adapted responses. In
this way, the conservation of a direction, an equilibrium or
Self-configuring RED schemes such as FRED or AREfhe correct parameter to adjust a RED mechanism is made
update thenaz, value as a function of the arrival rate in ordepossible although there is no way of predicting the way the
to stabilize the queue size between both threshatds,, and neural network learns to solve this particular problem. um o
maxy,. 1N [2], the authors explain the queue length variatiocase, the learnt sequences of input vectors are not the ones
by the need of dynamically changimgaz, as function of the used in our tests, in order to prove that the learning method
gueue occupancy. They propose to recompute this prolyabilirovides a general purpose neural network for the resaolutio
following an AIMD algorithm. The update is done as functiorf the problem we deal with here. Once it has learnt, it can
of the average queue size. If the average queue size is arobadised indefinitely for the task it has been trained for.
maxyp, the algorithm increasesiax, to drop more packets Previous related work [3] presents the use of a multi layer
and decreasesiaz,, if the value is aroundningy. perceptron to adapt the and 3 coefficients of a Pl controller.
The AIMD algorithm performed by FRED is different fromIn [3], the authors don’t improve the queue length stability
ARED. Indeed, FRED updatesaz, each time a packet is but smooth the Pl dynamic and in average, results obtained



are globally similar. We think that such a neural network isxperiments. In the first scenario, the number of TCP flows in
well adapted to pattern and shape recognition problemdstwvhthe network is increasing from 50 to 250 flows following the
a SOM such as the Kohonen SOM could be better suited fattern figure 3(a). The RTT for each flow is identical. This
the task of stability preservation which we deal with herescenario allows us to verify the impact of the traffic load on o
Indeed, this Kohonen SOM algorithm preserves topologicatoposal compared to others AQM. In the second experiment,
relationships between neighbouring vectors. the traffic changes every 50 seconds following the scenario

Each time a packet is enqueued, the Kohonen netwgrkesented in figure 3(b). Furthermore, each flow has a random
computes a newnax, following the previous and the currentRTT ranging from 64 to 102 ms. The rationale for using this
average queue size. No other parameters are needed tanpertoaffic pattern is to evaluate our proposal under wide traffic
this operation. variations.

IIl. | MPLEMENTATION 250

One important point of dealing with Kohonen network is
the small memory footprint required by the implementation.
our case, we have implemented our proposal in ns-2 simulator
The most complex structure is simply a square mabix 25
which represents the Kohonen network. The code used is a

200

150

100

number of TCP flows

modification of the well-known Karsten Kutza’'s implemen- 50
tation'. All the scripts and ns-2 implementation used in this
study are available for download at the author’s webpage 50 100 150 (20? 250 300
time (sec
IV. THE TRAINING PROCESS (@) First scenario

The KRED queue has been trained with an arbitrary chosen
number of eight long-lived TCP/Newreno flows emitted during
600 seconds without traffic variation on a single link toplo
The neural network map learnt to stabilize the KRED queue
with the common parameters given table Il after 331 seconds.

100 E—

75

50

number of TCP flows

No further training has been done. The resulting Kohonen map 25

is used thereafter in all the experiments. Both experiments

related in section V use the same Kohonen map resulting from 50 100 150 200 250 300
the same training process. time (sec)

(b) Second scenario
V. EVALUATION AND ANALYSIS

This section presents the experiments driven to evaluate th Fig. 3. The simulation scenarios

KRED and comments the results obtained.

A. Testbed and assumptions Common maing, = 100pkts max, = 150pkts,
Parameters (C.P.) gsize = 200pkts, queight = 1072,

Dst 1 RED C.P.,maxp, = 0.1.

10 Mbivs RTT=2ms FRED C.P.,maxp =0.1 a = 3.0, 8 =2.0.

RED Router

' 5 Mbit/s RTT=60ms
‘ ARED C.P.,a =0.01, B8 = 0.09, gentle = true,
U DstN interval = 0.3, maxp = 0.1.

RTT = 64ms (scenario #1)
T -

[ - =
Y — RTT = 64ms to 102ms (scenario #2) Y/ —
PI a=1.822.10%, b= 1.816.10"5,

Gref = 100pkts, w = 170H 2.
Fig. 2. The simulation topology

KRED C.P.

We drive experiments over a standard dumbbell topology
represented in figure 2. We compare our proposal to RED,
Feng RED (FRED), ARED and Pl AQM. The parameters
used for each queue are given in table Il. The TCP flows are
NewReno with a large window size set 16000 packets. The
RED queue is configured to drop and not to mark packets. First scenario
In order to evaluate our proposal, we drive two distinct

TABLE Il
RED PARAMETERS USED

Results are given in figure 4. Each graph shows the in-
Ihttp:/Amwww.neural-networks-at-your-fingertips.com/ stantaneous and average queue size. The two horizontsl line
2http://manu.lochin.org/kred represent thenin,, and max,;, threshold RED parameters.
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Fig. 4. Performance comparison of various AQM with KREDS! cenario)

. QM Mean / Std. Dev. Mean / Std. Dev. TCP

The re;glts presented for the KR_ED queue are obtained affef* Queue Delay (ms) Link Throughput (Mbit's) | drop rate
the training process. As shown in these figures, ARED 4(C) RED 29.1773.05 4.0978/0.29 22.23%
and KRED 4(e) queues obtain a stable queue length betweegggg gg-gi ; ggg i-gg;g 5 g-gg ggggz)

H . . . . . 0
both t_hresholds com_pared to the others. To bett_er |Ilusm_& Pl 29.51 / 5.27 49979 / 0.29 9253%
benefit of our algorithm, we use as comparative metric thekrep 21.92 / 3.02 4.9978 / 0.29 25.34%
gueue delay. The link statistics reported table Il showt tha
the queueing delay for ARED and KRED are the lowest. The TABLE Il
drop rate for both queue is similar and the overall throughpu STATISTICS FROM1%T SCENARIO

at the output link is equal for all AQM.
With this first experiment we can conclude that ARED and

AQM Mean / Std. Dev. Mean / Std. Dev. TCP

KRED are the best algorithms in terms of stability of the cqeieu Queue Delay (ms) Link Throughput (Mbit/s) | drop rate
when the traffic load increases but we cannot stand in favpr RED 23.68 /5.68 4.9978 / 0.0294 7.65%
. . . 0,
of KRED since the results obtained are in the same order pf. RED 21.96/6.14 4.9978 / 0.0294 8.54%
) . ARED 22.7316.27 4.9978 / 0.0294 8.42%
magnitude. Indeed, the overall performances obtained by ba p 2167/ 10.78 4.9979 / 0.0294 8.70%
AQM are quite similar. However, we have to keep in mind KRED 20.10/4.75 4.9978 / 0.0294 9.15%
that fixed initial parameters are needed for ARED (given in
table II). TABLE IV

: : . STATISTICS FROM2VP SCENARIO
The second scenario, presented in the next section, extends

these measurements by changing the traffic pattern dureng th
simulation and the RTT of each flow is ranging from 64 to

102 ms. The original pg(ameters remain unchanged.in ord(_erpté)ce of convergence to the optimal value is slow and if
verify the well adaptability of these AQM to the rapid trafficpq weights are high, the resulting probability can strgng|
change problem. oscillate when the traffic is changing. The initial configioa
parameters used with success in the first scenario by ARED
are not adapted to the second one. Thus, the KRED proposal
As shown in figure 5, the KRED queue obtains a stabilows to overcome this difficult problem of initial setting
gueue length between both thresholds compared to the AlMihich is managed by the neural network. Finally, table IV
process method of the FRED 5(b) and ARED 5(c). Moreovegive the statistics of this scenario and show that KRED still
KRED reacts rapidly to a traffic change compared to AREDDbtains the lowest average queuing delay.
Due to the rapid traffic changing, theaz, value is constantly
recomputed and the previous computed value strongly irspact
on the current result. In the case of an AIMD process to This paper introduces Kohonen-RED: an adaptive RED
compute the bestrax, value, if the weights are small, themechanism easily implementable. The idea deals with the

C. Second scenario

VI. DISCUSSION AND CONCLUSIONS
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use of a Kohonen neural network to compute the optimah]
probability parameter in order to achieve stable queuetlteng
KRED reduces the number of parameters and in particular tr@
non obvious ones. The Kohonen network does not need to be
retrained and therefore can be put in hardware in the coofext [€]
a router implementation. The mechanism'’s efficiency has bee
illustrated through ns-2 simulation where other schemiedifia  [7]
this work, we use a Kohonen based neural network specificallg]
designed to solve the pole balancing problem. One of th
main contribution of this study is to show the feasibility of
using neural network to solve a networking stability praile
Considering promising preliminary results, we are cutyent
designing a specific neural network for RED queue able tm]
stabilize on a given value and not between two bounds and
we are investigating on the improvements required in the Cqiiq)
mechanism itself to achieve this goal. We also explore the
design of a neural network able to accurately charactehize t
TCP behaviour.
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