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FrédéricGuidecandNicolasLe Sommer
VALORIA Laboratory
University of SouthBrittany, France
{Frederic. Gui dec| Ni col as. Le- Sormer } @ni v-ubs. fr

1 Introduction

All softwarecomponentarenotequivalentasfarasresourceaccesandconsumptiorareconcernedSome
componentsando verywell with sparser evenmissingresourcesyhile othersrequireguaranteedccess
to theresourceshey need.In orderto dealwith non-functionalrequirementgertainingto resourceutili-
sationwe proposea contractuabpproachof resourcananagemerandaccessontrol. This ideais being
investigatedn the context of projectRASC (Resource-Aware Software Components). In this projectour
objectieis to provide softwarecomponentsvith meango specifytheir requirementsegardinghardware
and/orsoftwareresourcesandto designmethodsand modelsfor utilising this kind of informationat ary
stageof acomponenglife-cycle.

This shortpaperreportsthe designof two softwareproductscalled RAJE andJamMus, whosedevelop-
mentis in progressn the context of projectRASC. RAJE is an extensionof the standardlasa 2 platform.
It reifiessystemresourcemswell as“conceptual’resourcesothatthey canbe obsened— and,in some
casescontrolled— by Java applicationprograms.RAJE alsoprovidesfacilitiesfor implementingresource
monitors, using either a synchronousr an asynchronousnodel. JAmus (the acrorym standsfor Java
Accommodation of Mobile Untrusted Software) is anexperimentaplatformwe developontop of RAJE. It
supportghe deploymentof “untrusted”softwarecomponentsprovidedthatthesecomponentganspecify
theirrequirementsegardingresourcautilisationin bothqualitative (eg accessightsto partsof thefile sys-
tem)andquantitatve terms(eg readandwrite quotas). Emphasiss put on providing asafeandguaranteed
runtimeenvironmentfor suchcomponents.

2 RAJE: a Resource-Aware Java Environment

M otivation

The architectureof the Java 2 platform implementsa securityarchitecturethat relies on the notions of
protectiondomainand accesscontroller [6, 7]. A protectiondomainis a runtime ervironmentwhose
securitypolicy canbe specifiedasa setof permissions An accessontrollercanbe associatedvith each
protectiondomain. Its role is to checkary resourceaccesgperformedfrom this domain. This security
modelrelieson statelessnechanismsAccessto a specificresourcecannotbe conditionedby whetherthe
very sameresourcevasaccessegreviously, or by how muchof this resourcevasconsumedreviously.
Hence,quantitative constraintgamountof CPU time, I/O quotas,etc.) cannotbe seton the resources
accessefrom protectiondomains.As a consequencealthoughthe securitymechanismémplementedn
the JREare appropriateor achieszing qualitative control over resourceusage they canhardly be usedto
achiese quantitatve control over resourceconsumption.

RAJE aimsat providing meangto monitor both resourceaccessandresourceconsumptiorat middle-
warelevel. Moreoverit makesit possibleo monitortheusageof “global” resource¢CPU,systemmemory
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andswap,etc.),aswell asthatof theresourcesisedspecificallyby Java programgTCPandUDP soclets,
CPUtime andmemoryconsumedy eachJavathread,etc.). RAJE canactuallybe percevedasanexten-
sionof thetraditionalruntimeervironmentof the Java 2 platform. This extensionprovidesvariousfacilities
for monitoringthe resource®f the underlyingOS andhardwareplatform, aswell asfor monitoringand
controllingtheresourcesisedby Java applicationprogramsat runtime.

Resour ce modelling: system resour ces vs conceptual resour ces

In RAJE all resourcesremodelledasfirst-classJava objects.Fromthis viewpointit compareswith other
resource-avaervironmentssuchasJReq3] andKaffeOS[1]. RAJE includesclasseghatreify systenre-
sourcegCPU, memory swap, etc.) aswell asclasseshatmodel“conceptual’resourcesthatis, resources
thatmostly make senseat applicationlevel (soclets, files, threadsetc.). Someof theseclassesrespecific
to RAJE, while otherssimply provide alternatve implementationgor classe®f thestandardlasa API. For
example,standardlava classesSocket andFile weregiven specificimplementationsn RAJE, sothatarny
accesso theconceptuatesourceshey modelcanbe monitoredandcontrolledatruntime.More generally
informationaboutary systemor conceptuatesourcecanbe gatheredoy calling appropriatemethodson
the Java objectmodellingthis resourcen RAJE. Of coursethe natureof the informationhenceobtained
depend®nthetypeof resourceconsideredBelow is alist of thetypesof resourcefRAJE currentlyallows
for. For eachresourcaypetheinformationthatcanbe collectedis specifiedn braclets:

e SystemCPU (processotype,speedandcachesize)
e Systemmemoryandswap (availablesize,currentconsumption)
e Systemprocesseandthread§CPUandmemoryconsumption)

¢ Java threads(CPU and memory consumptionfor eachthreador group of threads,priority level,
schedulingpolicy)

e JavaTCPandUDP soclets(localandremoteaddresseandports,numberof bytessentandreceved,
numberof UDP datagramsentandrecevedthrougheachsoclet)

o Jasafiles (numberof byteswritten/readto/from eachfile)

RAJE wasdesignedsoasto behighly extensible.Hencenew classeshouldbeincludedin thedistribution
in thenearfuturein orderto modelnetwork interfacegincludingwirelessinterfaces) aswell asthebattery
of alaptop.

Extending the standard JRE: trading portability for control

Most of the codeincludedin RAJE is pure Java and, as such,is readily portable. However, part of this
codeconsistsof C functionsthat permit the extraction of informationfrom the underlyingOS, andthe
interactionwith innerpartsof the JVM (Java Virtual Machine).To dateRA JE is implementedunderLinux,
andthe JVM it reliesonis a variantof Trans\rtual Technologys Kaffe 1.0.6. Systemresourcesuchas
the CPU andsystemmemoryaremonitoredby polling variousfiles in the /proc pseuddile-systemof the
Linux OS.

The JVM wasmodifiedin sucha way thatmemoryconsumptiorcanbe tracedon a perthreadbasis.
Whenever a new Java objectis created the amountof memoryhenceconsumeds put on the currently
active threads account. Likewise, wheneer an objectis collectedby the JVM’s garbagecollector, the
amountof memoryhencefreedis deductedrom the accountof the threadthatwasactive whenthe object
wascreated.

The JVM was also modified so that Java threadsare implementedas standard_inux native threads.
This approachgivesusbettercontrol over the CPUresource For example,it makesit possibleto monitor
the amountof CPU consumedy eachJava thread,sincethis informationis readily availableunder/proc
for ary Linux thread

The standardAPI for Java threadswas extendedso that the amountof memoryand CPU time (in
usertime and systemtime) consumedy ary threadcanbe obsened by simply calling a methodon the



threadconsideredTheamountof memoryandCPUtime consumedy a groupof threadsanbe obsened
similarly.

SincelLinux threadsare actually Posix threadsthe API for Java threadswas extendedso that Java
threadscantake benefitof the threeschedulingstrategjies definedin the Posix standardFIFO, Round-
Robin,andathird stratgy referredto asSCHED OTHER). Howeverin Linux the FIFO andRound-Robin
stratgiesareresened for processeandthreadsthat run with superuseprivileges. “Normal” processes
andthreadsmustdo with the default SCHED_OTHER stratayy, whichin Linux implementsatime-sharing
policy with dynamicpriority. All threestratgyiesarethusavailablefor Javathreadsn RAJE, but only if
theJVM itself is startedwith superuseprivileges.Otherwiseall Javathreadsaresubmittedo the standard
SCHED_OTHER policy.

Resour ce tracking and protection

In RAJE all resourcearemodelledasJavaobjectyinstance®f classesocket, File, Thread, CPU, Memory,
etc.). Sincesuchobjectscanbe createdanddestroyed— or, moreprecisely de-referenced dynamicallyby
JavaprogramsRAJE implementsaresourceegister whoseroleis to identify andto keeptrackof resource
objectsat runtime. By consultingthe resourceregistera programcan locateall the objectsthat model
systemor conceptuatesourcedn its namespace.

With the currentsecuritymodelof the Java 2 architectureseveral “protectiondomains”canbe created
within a singlevirtual machineby loadingdistinct applicationprogramsusingasmary ClassLoader ob-
jects.In RAJE adistinctresourcaegistercansimilarly be associatedavith eachprotectiondomain,sothat
theresourceobjectsusedby differentprogramsunningin thesameJVM will beregisteredseparatelyOn
theonehandthis approachelpspreventingresourceaptureandcorruptionbetweerconcurrenprograms:
aprogramwill not beableto locateandgainaccesgo the resourceobjectsusedby anothermprogram.On
the otherhand,somekind of collaborationbetweenresourceregisterscould sometimese desirable(for
exampleto locateandto keeptrack of sharedresources)Althoughwe have not tackledthis problemyet,
we think thatit shouldbe possibleto build a hierarchyof resourceregisters,so that theseregisterscan
somehwv collaborateandsharepartof their knowledgeaboutresourcesn a controlledandsafeway.

Support for consumption accounting: asynchronous vs synchronous monitoring

RAJE providesabstractionandimplementatioralternatvesfor performingresourceconsumptionmoni-
toring in eithera synchronousr asynchronousvay.

Resourcenonitoringis saidto be achiezedsynchronouslyvhenary attemptto accessa givenresource
canbeinterceptedaindchecledimmediately Thisapproacttanbeimplementedjuiteeasilyfor conceptual
resourcesfor ary accesgo suchresourcesmplies thata methodbe calledon a Java object(suchasan
instanceof classesSocket, DatagramSocket, or File).

Synchronousgnonitoringis obtainedby implementinga call-backmechanisnin resourceclassesAny
resourceobjectcanadmitoneor severallisteners Wheneer amethodis calledonaresourcenbjectby an
applicationprogram theresourceobjectinformsall its registeredistenershatanattemptis beingmadeto
accessheresourcat models.This approachmalkesit possibleto designdedicatedesourcenonitors,that
will beableto registeraslistenersof a specificsetof resourcenbjectsin orderto keepinformedaboutthe
usageof theseresources.

All resourcesannotbe monitoredusing the synchronousapproachthough. For example,in most
currentimplementation®f the JVM Javathreadsareimplementedasnative threads Accesso the CPUis
not achieved by calling methodsexplicitly. Insteadit is controlleddirectly by the scheduleiof the under
lying operatingsystem.In orderto dealwith systenresourcesuchasthe CPU (systemmemory network
interfacesgtc.),which canhardly be monitoredsynchronouslywe proposeo do with asynchronoumon-
itoring. Monitoring a resourceasynchronouslygonsistsin consultingthe stateof this resourceexplicitly
every now andthen,in suchaway thatthetime of the obsenationdoesnot necessarilicoincidewith the
time of anattemptto usetheresource.

In orderto be obsenable asynchronouslyan object that modelsa resourcein RAJE must be able
to producean obsenation reporton demand. For example,a Thread object (threadsare consideredas



resourcesn RAJE) canproducea ThreadReport, which reportsthe currentpriority level andscheduling
policy for thisthread,aswell astheamountof CPUit consumediuringthelastobsenationperiod.

Both monitoring modelsare indeedcomplementarynodels. Dedicatedmonitorscanbe designedn
orderto traceary kind of resourcausageusingeitherthe asynchronousr synchronougacilities offered
by RAJE. In ary casedecidingwhich modelshouldbe appliedcomesdown to makinga tradeof between
the precisionof monitoring,andthe costof monitoring.

Indeedsynchronousmonitoring canbe quite costly, especiallywhenthe actionsbeing monitoredre-
quire very little time (eg imaginethata network monitor requiresto be notified synchronouslyvhenezer
asinglebyteis beingsentthrougha TCP soclet). In return,synchronousnonitoringmakesit possibleto
monitor resourceaccessandconsumptiorat a very fine grain, sinceary accesgo a givenresourceobject
canbetracedandaccountedor.

Corversely asynchronousnonitoring permitsresourceobjectsto be polled periodically in orderto
consulttheir status.Of course the longerthe period,thelessintrusive the monitoring. But in return,there
is arisk thatinterestingor critical eventsbe eitherdetectedoo late, or evenignoredbecausehey fell in
betweertwo consecutie obsenationsof the resourcegonsidered.

Support for resour ce access control: object locking

RAJE providesmechanismdor controlling the usageof resources.For exampleall conceptualesource
classedmplementinterfaceLockable. Any conceptuaflesourceobjectcanthusbe locked andunlocked
explicitly. Whena resourceobjectis locked, utilisation of this objectby an applicationprogramis de-
nied until the objectis unlocked. Any attemptto accessa locked resourceby calling a methodon the
associateabjectraisesan exceptionsignal. This mechanisnmalkesprovision for theimplementatiorof
high-level Java-basedchedulingandpolicy enforcemenstratayies. In thecurrentimplementationthough,
ary applicationprogramthatwishesto access lockedresourcenbjectcanunlockthis resourceonits own
authority The methodsdefinedin interfacelLockable shouldsomehav be “protected” (for exampleusing
an authenticatiorprocedure)so that resourcdocking and unlockingcanonly be achiezed by authorised
Javacomponent®r programs.

3 Towardsa contract-based approach of resource consumption

M otivation

RAJE is dedicatedo supportinghigh-level resource-aareenvironmentsandapplicationssuchasadaptie
systemssecurity-orientedystemspr QoS-orientedsystems.Adaptive software componentould take
adwantageof the monitoringfacilitiesimplementedn RAJE in orderto “discover” at startupthe resources
offeredby their runtimeernvironment,andto keepinformedaboutthe statusof theseresourcest runtime.
Security-orientedystemscouldrely on the samefacilitiesto enforcesecuritypoliciesregardingresource
accessand consumption.As for QoS-orientedsystemsthey could rely on thesefacilitiesto managere-
sourcesn suchaway thatresourceconsumergthatis, softwarecomponentsgangetalevel of servicethat
goesfar beyondthetraditional“besteffort” policy.

Jamus is anexperimentalplatformthatlies at the frontier betweerthe two latter categories.lIt is ded-
icatedto supportingthe deploymentof “untrusted” software componentgsuchas applicationprograms
andapplets) providedthatthesecomponentganspecifytheir requirementsegardingresourceutilisation
in both qualitative (eg accessightsto partsof thefile system)and quantitatve terms(eg readandwrite
guotas).Thesecomponentsould be downloadedfrom remotelnternetsitesor receved asEmail attach-
mentsbeforebeingdeployed on the platform. As a consequencesmphasiss putin JAMUS on providing
a safeand guaranteeduntime ervironmentfor component®f suchdubiousorigin (the acrorym JAMUS
actuallystandgfor Java Accommodation of Mobile Untrusted Software), aswell asguarantee@oSasfar
asresourceavailability is concerned.



Overview

Resourcecontrolin JAMUS is basedon a contractuabpproach.Whenever a software componengpplies
for beingdeployed on the platform, it mustspecifyexplicitly whatresourcest will needat runtime,and
in what conditions. Moreover accessconditionscan be specifiedin both a qualitatve way (eg access
permissionsanda quantitatve way (eg accesgjuotas).By specifyingits requirementsegardingresource
accesgrivilegesandquotasthecandidat&eomponentequestaspecificservicefrom the JAMus platform.
At thesametime it promisego useno otherresourceghanthosementionedexplicitly. In return,wheneer
the platformacceptsa candidatecomponentijt promisego provide this componentvith all theresources
it requires.At thesametime it resenestheright to sanctionary componenthatwould try to acces®ther
resourceshanthoseit required.

Themainoriginality of our approactwith respecto relatedworks(seefor example[4, 2, 5]) liesin the
factthata specificcontractmustbe subscribedetweerthe JAmus platformandeachsoftwarecomponent
it accommodatesBasedon thesecontracts, JAMuUS providessomequality of serviceregardingresource
availability. It alsoprovidescomponentsith a relatively saferuntimeernvironment,sinceno component
canacces®r monopoliseesourceso the detrimentof othercomponents.

Implementation details

JaMus implementsa resourcebroker, whoserole is to guaranteehe availability of resourcegor hosted
componentsAt startup the brokeris givena descriptionof the availableresourcesaswell asinstructions
on how theseresourceshouldbe usedby componentsJamus providesa seriesof interfacesandclasses
thatenablethe specificatiorof resourceaccessonditionsas“resourceutilisation profiles” (see[9, 8] for
details).Suchprofilescanthusbe definedasJava code,andhandledat runtimeasstandardlava objects.

Contractsubscriptionis achiezed as a two-stepprocedure.Any software componenthat appliesfor
beingdeployedonthe Jamus platformmustfirst passanadmissiorcontrolexamination. Therequirements
of this componentnustalsobe expressedsa setof resourceutilisation profiles. Theserequirementsare
examinedby theresourcédrokerin orderto decideif thecomponentanbe admittedon the platform. Ad-
missioncontrolis basedn a simple,yet effective resourceesenationschemea components admissible
only if theresourcedt requiresareavailableon the platformin sufficient quality andquantity Moreover
whena componenis admittedthe resourcest requiredare “resened” for its soleusageuntil it reaches
completion.

Whena candidatecomponenthassuccessfullypassedhe admissioncontrol test, it canstartrunning
on the platform. However, oncea componenhasbeenacceptedit is still consideredasnon-trustvorthy.
A componentesignedn a clumsyway — or in a malevolentperspectie — may attemptto misbeha&e by
accessingesourced did notexplicitly askfor. In orderto preventsuchproblemsavery componenhosted
by the Jamus platformrunsunderthe control of a dedicateccomponenimonitor, whoseimplementation
relieson the monitoringandcontrolfacilities offeredby RAJE (se€[9, 8] for details).Whene&eramonitor
obsenesthatthecomponentt is in chaigeof is misbehaing, it cansanctionthe componentSanctioning
acomponents doneeitherby locking theresourcegonsideredor by killing the componenttself.

4 Discussion and per spectives

The developmentof both RAJE and JAmuUsS is still in progress. As a consequencehoth productsare
obviously still limited and quite perfectible. In the following we list someof the problemswe should
addresshortly, aswell assomeof the questionave’d like to answetin thefuture.

No extensie performancesvaluationhasbeenperformedso far. However, preliminary experiments
have shavn thatthe overheadf resourcemonitoringin JAMUS remainsquite low. For example,in order
to evaluatethe specificoverheadof network activity monitoring, measurementsave beenrealizedwith
a Java-basedrTP sener run asa componenhosted(andconstantlymonitored)by JAmuUsS. During this

2JFTPdsener developedby the MIT (http://jftpd.prominic.org/index.html). Experimentachiered usingtwo workstations(with
PII processorsjlirectly connectedy a point-to-pointL00 Mbps FastEthernetink.



experiment,file uploadsand downloadsrealizedby the sener in theseconditionsshaved no detectable
degradationof performance.

Resourcecontractingin JAMUS relieson a quite simplistic model: the requirement®f a component
mustall be known andfully expressedefore this componentanbe admittedon the platform. In mary
casesthough, the requirementf a componentcan hardly be definedstatically becausehey depend
on parametershe componenshouldonly discover at runtime, or becauseahey arelikely to changedy-
namicallywhile the components running. The architectureof JAmus makesprovision for moreflexible
contract-managementechanismsNew facilities shouldbe includedin the platformin the nearfuture so
asto permitthat contractsbe subscriptedcancelled or modified dynamicallythroughouta componens
lifetime.

Jamus constitutesa demonstratoiplatform, with which we experimentwith the idea of resource-
constrainedsoftware deployment. It is our corviction that mary otherapplicationdomainsand systems
(suchasagent-basedystemsor adaptie systemsyouldbenefitof — or take inspirationfrom —themodels
andmechanismsve developin this particularcontext.
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