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1 Introduction

All softwarecomponentsarenotequivalentasfarasresourceaccessandconsumptionareconcerned.Some
componentscandoverywell with sparseor evenmissingresources,while othersrequireguaranteedaccess
to theresourcesthey need.In orderto dealwith non-functionalrequirementspertainingto resourceutili-
sationwe proposea contractualapproachof resourcemanagementandaccesscontrol. This ideais being
investigatedin thecontext of projectRASC1 (Resource-Aware Software Components). In this projectour
objective is to provide softwarecomponentswith meansto specifytheir requirementsregardinghardware
and/orsoftwareresources,andto designmethodsandmodelsfor utilising this kind of informationat any
stageof a component’s life-cycle.

This shortpaperreportsthedesignof two softwareproductscalledRAJE andJAMUS, whosedevelop-
mentis in progressin thecontext of projectRASC.RAJE is anextensionof thestandardJava 2 platform.
It reifiessystemresourcesaswell as“conceptual”resourcesso that they canbeobserved– and,in some
cases,controlled– by Java applicationprograms.RAJE alsoprovidesfacilitiesfor implementingresource
monitors,usingeithera synchronousor an asynchronousmodel. JAMUS (the acronym standsfor Java
Accommodation of Mobile Untrusted Software) is anexperimentalplatformwedevelopon topof RAJE. It
supportsthedeploymentof “untrusted”softwarecomponents,providedthatthesecomponentscanspecify
their requirementsregardingresourceutilisationin bothqualitative(eg accessrightsto partsof thefile sys-
tem)andquantitativeterms(eg readandwrite quotas).Emphasisis putonproviding asafeandguaranteed
runtimeenvironmentfor suchcomponents.

2 RAJE: a Resource-Aware Java Environment

Motivation

The architectureof the Java 2 platform implementsa securityarchitecturethat relies on the notionsof
protectiondomainand accesscontroller [6, 7]. A protectiondomain is a runtime environmentwhose
securitypolicy canbespecifiedasa setof permissions.An accesscontrollercanbeassociatedwith each
protectiondomain. Its role is to checkany resourceaccessperformedfrom this domain. This security
modelrelieson statelessmechanisms.Accessto a specificresourcecannotbeconditionedby whetherthe
very sameresourcewasaccessedpreviously, or by how muchof this resourcewasconsumedpreviously.
Hence,quantitative constraints(amountof CPU time, I/O quotas,etc.) cannotbe set on the resources
accessedfrom protectiondomains.As a consequence,althoughthesecuritymechanismsimplementedin
the JREareappropriatefor achieving qualitative controlover resourceusage,they canhardlybe usedto
achievequantitativecontrolover resourceconsumption.

RAJE aimsat providing meansto monitorboth resourceaccessandresourceconsumptionat middle-
warelevel. Moreoverit makesit possibleto monitortheusageof “global” resources(CPU,systemmemory

1http://www.univ-ubs.fr/valoria/Orcade/RASC
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andswap,etc.),aswell asthatof theresourcesusedspecificallyby Javaprograms(TCPandUDPsockets,
CPUtime andmemoryconsumedby eachJava thread,etc.). RAJE canactuallybeperceivedasanexten-
sionof thetraditionalruntimeenvironmentof theJava2 platform.Thisextensionprovidesvariousfacilities
for monitoringthe resourcesof theunderlyingOS andhardwareplatform,aswell asfor monitoringand
controllingtheresourcesusedby Java applicationprogramsat runtime.

Resource modelling: system resources vs conceptual resources

In RAJE all resourcesaremodelledasfirst-classJava objects.Fromthis viewpoint it compareswith other
resource-awaenvironments,suchasJRes[3] andKaffeOS[1]. RAJE includesclassesthatreify systemre-
sources(CPU,memory, swap,etc.)aswell asclassesthatmodel“conceptual”resources,thatis, resources
thatmostlymakesenseat applicationlevel (sockets,files, threads,etc.).Someof theseclassesarespecific
to RAJE, while otherssimplyprovidealternativeimplementationsfor classesof thestandardJavaAPI. For
example,standardJava classesSocket andFile weregivenspecificimplementationsin RAJE, so thatany
accessto theconceptualresourcesthey modelcanbemonitoredandcontrolledat runtime.Moregenerally,
informationaboutany systemor conceptualresourcecanbe gatheredby calling appropriatemethodson
theJava objectmodellingthis resourcein RAJE. Of coursethe natureof the informationhenceobtained
dependsonthetypeof resourceconsidered.Below is a list of thetypesof resourcesRAJE currentlyallows
for. For eachresourcetypetheinformationthatcanbecollectedis specifiedin brackets:

� SystemCPU(processortype,speedandcachesize)

� Systemmemoryandswap(availablesize,currentconsumption)

� Systemprocessesandthreads(CPUandmemoryconsumption)

� Java threads(CPU and memoryconsumptionfor eachthreador group of threads,priority level,
schedulingpolicy)

� JavaTCPandUDPsockets(localandremoteaddressesandports,numberof bytessentandreceived,
numberof UDP datagramssentandreceivedthrougheachsocket)

� Javafiles (numberof byteswritten/readto/from eachfile)

RAJE wasdesignedsoasto behighly extensible.Hencenew classesshouldbeincludedin thedistribution
in thenearfuturein orderto modelnetwork interfaces(includingwirelessinterfaces),aswell asthebattery
of a laptop.

Extending the standard JRE: trading portability for control

Most of the codeincludedin RAJE is pureJava and,assuch,is readily portable. However, part of this
codeconsistsof C functionsthat permit the extractionof information from the underlyingOS, and the
interactionwith innerpartsof theJVM (JavaVirtual Machine).To dateRAJE is implementedunderLinux,
andtheJVM it relieson is a variantof TransVirtual Technology’sKaffe 1.0.6. Systemresourcessuchas
theCPUandsystemmemoryaremonitoredby polling variousfiles in the /proc pseudofile-systemof the
Linux OS.

TheJVM wasmodifiedin sucha way thatmemoryconsumptioncanbe tracedon a per threadbasis.
Whenever a new Java object is created,the amountof memoryhenceconsumedis put on the currently
active thread’s account. Likewise, whenever an object is collectedby the JVM’s garbagecollector, the
amountof memoryhencefreedis deductedfrom theaccountof thethreadthatwasactivewhentheobject
wascreated.

The JVM wasalsomodifiedso that Java threadsare implementedasstandardLinux native threads.
This approachgivesusbettercontrolover theCPUresource.For example,it makesit possibleto monitor
theamountof CPUconsumedby eachJava thread,sincethis informationis readilyavailableunder/proc
for any Linux thread

The standardAPI for Java threadswas extendedso that the amountof memoryand CPU time (in
usertime andsystemtime) consumedby any threadcanbe observedby simply calling a methodon the
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threadconsidered.Theamountof memoryandCPUtimeconsumedby agroupof threadscanbeobserved
similarly.

SinceLinux threadsareactuallyPOSIX threads,the API for Java threadswasextendedso that Java
threadscantake benefitof the threeschedulingstrategiesdefinedin the POSIX standard(FIFO, Round-
Robin,anda third strategy referredto asSCHED_OTHER). However in Linux theFIFO andRound-Robin
strategiesarereserved for processesandthreadsthat run with superuserprivileges. “Normal” processes
andthreadsmustdo with thedefaultSCHED_OTHER strategy, which in Linux implementsa time-sharing
policy with dynamicpriority. All threestrategiesarethusavailablefor Java threadsin RAJE, but only if
theJVM itself is startedwith superuserprivileges.Otherwiseall Java threadsaresubmittedto thestandard
SCHED_OTHER policy.

Resource tracking and protection

In RAJE all resourcesaremodelledasJavaobjects(instancesof classesSocket, File, Thread, CPU, Memory,
etc.).Sincesuchobjectscanbecreatedanddestroyed– or, moreprecisely, de-referenced– dynamicallyby
Javaprograms,RAJE implementsaresourceregister, whoserole is to identify andto keeptrackof resource
objectsat runtime. By consultingthe resourceregistera programcan locateall the objectsthat model
systemor conceptualresourcesin its namespace.

With thecurrentsecuritymodelof theJava2 architecture,several“protectiondomains”canbecreated
within a singlevirtual machineby loadingdistinct applicationprogramsusingasmany ClassLoader ob-
jects.In RAJE a distinctresourceregistercansimilarly beassociatedwith eachprotectiondomain,sothat
theresourceobjectsusedby differentprogramsrunningin thesameJVM will beregisteredseparately. On
theonehandthisapproachhelpspreventingresourcecaptureandcorruptionbetweenconcurrentprograms:
a programwill not beableto locateandgainaccessto theresourceobjectsusedby anotherprogram.On
the otherhand,somekind of collaborationbetweenresourceregisterscouldsometimesbe desirable(for
exampleto locateandto keeptrackof sharedresources).Althoughwe have not tackledthis problemyet,
we think that it shouldbe possibleto build a hierarchyof resourceregisters,so that theseregisterscan
somehow collaborateandsharepartof their knowledgeaboutresourcesin acontrolledandsafeway.

Support for consumption accounting: asynchronous vs synchronous monitoring

RAJE providesabstractionsandimplementationalternativesfor performingresourceconsumptionmoni-
toring in eithera synchronousor asynchronousway.

Resourcemonitoringis saidto beachievedsynchronouslywhenany attemptto accessagivenresource
canbeinterceptedandcheckedimmediately. Thisapproachcanbeimplementedquiteeasilyfor conceptual
resources,for any accessto suchresourcesimplies that a methodbe calledon a Java object(suchasan
instanceof classesSocket, DatagramSocket, or File).

Synchronousmonitoringis obtainedby implementinga call-backmechanismin resourceclasses.Any
resourceobjectcanadmitoneor severallisteners.Wheneveramethodis calledona resourceobjectby an
applicationprogram,theresourceobjectinformsall its registeredlistenersthatanattemptis beingmadeto
accesstheresourceit models.This approachmakesit possibleto designdedicatedresourcemonitors,that
will beableto registeraslistenersof a specificsetof resourceobjectsin orderto keepinformedaboutthe
usageof theseresources.

All resourcescannotbe monitoredusing the synchronousapproach,though. For example,in most
currentimplementationsof theJVM Java threadsareimplementedasnative threads.Accessto theCPUis
not achievedby calling methodsexplicitly. Insteadit is controlleddirectly by theschedulerof theunder-
lying operatingsystem.In orderto dealwith systemresourcessuchastheCPU(systemmemory, network
interfaces,etc.),whichcanhardlybemonitoredsynchronously, weproposeto dowith asynchronousmon-
itoring. Monitoring a resourceasynchronouslyconsistsin consultingthe stateof this resourceexplicitly
every now andthen,in sucha way that thetime of theobservationdoesnot necessarilycoincidewith the
timeof anattemptto usetheresource.

In order to be observable asynchronously, an object that modelsa resourcein RAJE must be able
to producean observation reporton demand. For example,a Thread object (threadsareconsideredas
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resourcesin RAJE) canproducea ThreadReport, which reportsthe currentpriority level andscheduling
policy for this thread,aswell astheamountof CPUit consumedduringthelastobservationperiod.

Both monitoringmodelsareindeedcomplementarymodels. Dedicatedmonitorscanbe designedin
orderto traceany kind of resourceusage,usingeithertheasynchronousor synchronousfacilitiesoffered
by RAJE. In any casedecidingwhich modelshouldbeappliedcomesdown to makinga tradeoff between
theprecisionof monitoring,andthecostof monitoring.

Indeedsynchronousmonitoringcanbe quite costly, especiallywhenthe actionsbeingmonitoredre-
quirevery little time (eg imaginethata network monitor requiresto be notifiedsynchronouslywhenever
a singlebyteis beingsentthrougha TCPsocket). In return,synchronousmonitoringmakesit possibleto
monitor resourceaccessandconsumptionat a very fine grain,sinceany accessto a givenresourceobject
canbetracedandaccountedfor.

Conversely, asynchronousmonitoringpermitsresourceobjectsto be polled periodically in order to
consulttheir status.Of course,thelongertheperiod,thelessintrusive themonitoring.But in return,there
is a risk that interestingor critical eventsbe eitherdetectedtoo late,or even ignoredbecausethey fell in
betweentwo consecutiveobservationsof theresourcesconsidered.

Support for resource access control: object locking

RAJE providesmechanismsfor controlling the usageof resources.For exampleall conceptualresource
classesimplementinterfaceLockable. Any conceptualresourceobjectcanthusbe locked andunlocked
explicitly. Whena resourceobject is locked, utilisation of this objectby an applicationprogramis de-
nied until the object is unlocked. Any attemptto accessa locked resourceby calling a methodon the
associatedobjectraisesan exceptionsignal. This mechanismmakesprovision for the implementationof
high-levelJava-basedschedulingandpolicy enforcementstrategies.In thecurrentimplementation,though,
any applicationprogramthatwishesto accessa lockedresourceobjectcanunlockthis resourceon its own
authority. Themethodsdefinedin interfaceLockable shouldsomehow be“protected”(for exampleusing
an authenticationprocedure)so that resourcelocking andunlockingcanonly be achievedby authorised
Java componentsor programs.

3 Towards a contract-based approach of resource consumption

Motivation

RAJE is dedicatedto supportinghigh-level resource-awareenvironmentsandapplications,suchasadaptive
systems,security-orientedsystems,or QoS-orientedsystems.Adaptive softwarecomponentscould take
advantageof themonitoringfacilitiesimplementedin RAJE in orderto “discover” at startuptheresources
offeredby their runtimeenvironment,andto keepinformedaboutthestatusof theseresourcesat runtime.
Security-orientedsystemscouldrely on thesamefacilitiesto enforcesecuritypoliciesregardingresource
accessandconsumption.As for QoS-orientedsystems,they could rely on thesefacilities to managere-
sourcesin suchaway thatresourceconsumers(thatis, softwarecomponents)cangeta level of servicethat
goesfarbeyondthetraditional“besteffort” policy.

JAMUS is anexperimentalplatformthatlies at thefrontier betweenthetwo lattercategories.It is ded-
icatedto supportingthe deploymentof “untrusted”softwarecomponents(suchasapplicationprograms
andapplets),providedthatthesecomponentscanspecifytheir requirementsregardingresourceutilisation
in bothqualitative (eg accessrights to partsof the file system)andquantitative terms(eg readandwrite
quotas).Thesecomponentscouldbedownloadedfrom remoteInternetsitesor receivedasEmail attach-
mentsbeforebeingdeployedon theplatform. As a consequence,emphasisis put in JAMUS on providing
a safeandguaranteedruntimeenvironmentfor componentsof suchdubiousorigin (the acronym JAMUS

actuallystandsfor Java Accommodation of Mobile Untrusted Software), aswell asguaranteedQoSasfar
asresourceavailability is concerned.
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Overview

Resourcecontrol in JAMUS is basedon a contractualapproach.Whenever a softwarecomponentapplies
for beingdeployedon theplatform, it mustspecifyexplicitly what resourcesit will needat runtime,and
in what conditions. Moreover accessconditionscan be specifiedin both a qualitative way (eg access
permissions)anda quantitativeway (eg accessquotas).By specifyingits requirementsregardingresource
accessprivilegesandquotas,thecandidatecomponentrequestsaspecificservicefrom theJAMUS platform.
At thesametime it promisesto useno otherresourcethanthosementionedexplicitly. In return,whenever
theplatformacceptsa candidatecomponent,it promisesto provide this componentwith all theresources
it requires.At thesametime it reservestheright to sanctionany componentthatwould try to accessother
resourcesthanthoseit required.

Themainoriginality of ourapproachwith respectto relatedworks(seefor example[4, 2, 5]) lies in the
factthataspecificcontractmustbesubscribedbetweentheJAMUS platformandeachsoftwarecomponent
it accommodates.Basedon thesecontracts,JAMUS providessomequality of serviceregardingresource
availability. It alsoprovidescomponentswith a relatively saferuntimeenvironment,sinceno component
canaccessor monopoliseresourcesto thedetrimentof othercomponents.

Implementation details

JAMUS implementsa resourcebroker, whoserole is to guaranteethe availability of resourcesfor hosted
components.At startup,thebroker is givena descriptionof theavailableresources,aswell asinstructions
on how theseresourcesshouldbeusedby components.JAMUS providesa seriesof interfacesandclasses
thatenablethespecificationof resourceaccessconditionsas“resourceutilisationprofiles” (see[9, 8] for
details).SuchprofilescanthusbedefinedasJavacode,andhandledat runtimeasstandardJavaobjects.

Contractsubscriptionis achieved asa two-stepprocedure.Any softwarecomponentthat appliesfor
beingdeployedontheJAMUS platformmustfirst passanadmissioncontrolexamination.Therequirements
of this componentmustalsobeexpressedasa setof resourceutilisationprofiles. Theserequirementsare
examinedby theresourcebroker in orderto decideif thecomponentcanbeadmittedon theplatform.Ad-
missioncontrolis basedonasimple,yeteffectiveresourcereservationscheme:acomponentis admissible
only if the resourcesit requiresareavailableon theplatformin sufficient quality andquantity. Moreover
whena componentis admittedthe resourcesit requiredare“reserved” for its soleusageuntil it reaches
completion.

Whena candidatecomponenthassuccessfullypassedthe admissioncontrol test, it canstartrunning
on theplatform. However, oncea componenthasbeenaccepted,it is still consideredasnon-trustworthy.
A componentdesignedin a clumsyway – or in a malevolentperspective – mayattemptto misbehave by
accessingresourcesit did notexplicitly askfor. In orderto preventsuchproblemseverycomponenthosted
by the JAMUS platformrunsunderthecontrolof a dedicatedcomponentmonitor, whoseimplementation
relieson themonitoringandcontrolfacilitiesofferedby RAJE (see[9, 8] for details).Wheneveramonitor
observesthat thecomponentit is in chargeof is misbehaving, it cansanctionthecomponent.Sanctioning
a componentis doneeitherby locking theresourcesconsidered,or by killing thecomponentitself.

4 Discussion and perspectives

The developmentof both RAJE and JAMUS is still in progress. As a consequence,both productsare
obviously still limited andquite perfectible. In the following we list someof the problemswe should
addressshortly, aswell assomeof thequestionswe’d like to answerin thefuture.

No extensive performanceevaluationhasbeenperformedso far. However, preliminaryexperiments
have shown that theoverheadof resourcemonitoringin JAMUS remainsquite low. For example,in order
to evaluatethe specificoverheadof network activity monitoring,measurementshave beenrealizedwith
a Java-basedFTPserver2 run asa componenthosted(andconstantlymonitored)by JAMUS. During this

2JFTPdserver developedby the MIT (http://jftpd.prominic.org/index.html). Experimentachieved usingtwo workstations(with
PII processors)directlyconnectedby apoint-to-point100MbpsFastEthernetlink.
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experiment,file uploadsanddownloadsrealizedby the server in theseconditionsshowed no detectable
degradationof performance.

Resourcecontractingin JAMUS relieson a quite simplistic model: the requirementsof a component
mustall be known andfully expressedbefore this componentcanbe admittedon the platform. In many
cases,though, the requirementsof a componentcan hardly be definedstatically, becausethey depend
on parametersthe componentshouldonly discover at runtime,or becausethey are likely to changedy-
namicallywhile thecomponentis running. Thearchitectureof JAMUS makesprovision for moreflexible
contract-managementmechanisms.New facilitiesshouldbeincludedin theplatformin thenearfutureso
asto permit that contractsbe subscripted,cancelled,or modifieddynamicallythroughouta component’s
lifetime.

JAMUS constitutesa demonstratorplatform, with which we experimentwith the idea of resource-
constrainedsoftwaredeployment. It is our conviction that many otherapplicationdomainsandsystems
(suchasagent-basedsystems,or adaptivesystems)couldbenefitof – or take inspirationfrom – themodels
andmechanismswedevelopin this particularcontext.
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