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VALORIA Laboratory
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Abstract Softwaredeploymentcanturn into a bafling problemwhenthe com-
ponentsbeingdeplagyed exhibit non-functionalrequirementslf the platformon
which suchcomponentsredeplged cannotsatisfytheir non-functionarequire-
ments,thenthey mayin turn fail to performsatisfctorily. In this paperwe pro-
poseacontract-basedpproactof resource-constrainesbftwaredeployment.We
thusfocuson a specificcategyory of non-functionalrequirementsthosethat per
tain to the resourcessoftware componentieedto useat runtime. Ultimately,
our objectie is to provide software componentsvith meansto specifytheir re-
quirementsegardinghardwareand/orsoftwareresourcesandto designmethods
and modelsfor utilising this kind of informationat ary stageof a componens
life-cycle. The paperreportsthe designof JAMUS, an experimentalplatformwe
developin orderto supporthedeploymentof mobilesoftwarecomponentsyhile
providing thesecomponentsith guaranteediccesdo the resourceshey need.
JaMus implementsa contract-basedhodel so asto recogniseandto allow for
therequirement®f componentsegardingresourceaccesandconsumption.

1 Intr oduction

Whendeploying softwarecomponentsn atargetplatform,onecanwonderwhetherthe
requirement®f thesecomponentganbe satisfiedby the runtimeenvironmentoffered
by the platform. Almost ary software componengxhibits specificnon-functionalre-
quirementsSuchrequirementganin turn be catgyorised,dependingon whetherthey
refer to propertiessuchas persistencefault-tolerancereliability, performancesecu-
rity, etc. As obsenedin [17], 'it is obviousthatin mostpracticalexamplesa violation
of non-functionalrequiremerd canbreak[components]ust aseasilyasa violation of
functionalrequirements’Hence|jf theplatformonwhichacomponents deployedfails
to meetits non-functionalrequirementsthenthe componenmay in turn fail to fulfil
its mission,which usually consistsin providing a clearly definedsetof serviceswith
a certainlevel of quality of service(QoS).The questionof decidingwhetherthe non-
functionalrequirement®f componentganbesatisfieds evenmorecrucialonanopen
platform, for nev componentgan be deployed on — or removed from — sucha plat-
form while othercomponentarerunning.Dynamicallyloadingor removing a single
softwarecomponenbn suchaplatformmayimpactdramaticallyon all thecomponents
thatsharethe sameruntimeenvironment.



In this paperwe focuson a specificcategory of non-functionalrequirementsthat
is, thosethatpertainto theresources softwarecomponenheeddo useat runtime.All
softwarecomponentg&renot equivalentasfar asresourceaccessandconsumptiorare
concernedSomecomponentgando very well with sparseor evenmissingresources,
while othersrequireguaranteedccesdo theresourceshey need.n orderto dealwith
non-functionarequirementpertainingto resourceutilisationwe proposea contractual
approachof resourcemanagemenandaccessontrol. This ideais beinginvestigated
in the context of projectRASC! (Resouce-Avare Softwae Components)This project
aims at providing software componentsvith meansto specify their requirementse-
gardinghardware and/or software resourcesand to designmethodsand modelsfor
utilising this kind of informationatany stageof acomponenslife-cycle.

This papermostly reportsthe designof JAMUS, an experimentalplatform whose
developmentis in progresswithin project RASC. The JAMUS platform supportsthe
deploymentof softwarecomponentsprovidedthatthesecomponentganspecifytheir
requirementsegardingresourcautilisationin both qualitative (eg accessightsto parts
of thefile system)andquantitatve terms(eg readandwrite quotas).JAMUS is actually
mostspecificallydedicatedo hostingsimple mobile Jara componentssuchasappli-
cation programsand applets.Thesecould be downloadedfrom remotelnternetsites
or receved as Email attachmentbeforebeingdeployed on the platform. As a conse-
quenceemphasiss putin JAMUS on providing a safeand guaranteeduntime ervi-
ronmentfor component®f suchdubiousorigin. (" JAMUS” is actuallyanacrorym for
Java Accommodatiof Mobile UntrustedSoftwae. Any mobile componentleployed
onthis platformis consideredisa potentialthreatthroughoutts execution.)

Theremainingof this paperis organisedasfollows. Section2 presentghe general
architectureof the Jamus platform. It also givesan overview of RAJE, the runtime
ervironmentthis platformrelieson, andwhosedevelopmentis alsocarriedout within
project RASC. Section3 introducesthe notion of resourceutilisation profile, and it
shavs how this notionis implementedandusedin JAMuUsS. Resourceitilisationprofiles
areimportantelementsn theplatform, asthey makeit possibleto setrestrictionsonthe
resourcest offers,while specifyingthe requirement®f hostedcomponentsegarding
theseresourcesThe notion of resourceusageprofile is thusthe key to resourcecon-
tractingin JAMUS. This specificmissionis undertheresponsibilityof aresourceoroker,
whoserole and main featuresare detailedin Section4. Sincethe mobile components
deployed on the platform are perceved asinherentlynon-trustvorthy, their execution
is submittedto a constanimonitoring sothatresourceacceswiolationscanbereadily
detectedcanddealtwith. Sections detailsthemechanismghatpermitthis monitoringin
Jamus. Relatedwork is mentionedn Section6. As a conclusionSection7 discusses
someof the currentlimitations of the JAMus platform, and givesan overview of the
lineswe planto work alongin the future.

Yhttp://ww. uni v-ubs. fr/val ori a/ Or cade/ RASC



2 Overview of the JAMUS Platform

The generalarchitectureof the platformis shovn in Figure 1. The platformis imple-
mentedover RAJE, a Resouce-Avare Java Ervironmentwhosedevelopmentis also
carriedoutin our laboratory

2.1 Middlewar e support for resourcemonitoring and control

RAJE canbe perceved asan extensionof the traditional runtime ervironmentof the
Java 2 platform. This extensionprovidesvariousfacilitiesfor monitoringtheresources
of ahardwareplatform,aswell asfor monitoringandcontrollingtheresourcesisedby
Java applicationprogramsat runtime. It includesclasseshatreify systemresources
(CPU, network interfaces,etc.) as well as classesthat model conceptualresources
(soclets, files, etc.). Someof theseclassesare specificto RAJE, while otherssimply
provide alternatie implementationgor classe®f the standardlava API. For example,
standardlava classesSodket and File are given specificimplementationsn RAJE, so
thatary accesso theconceptuatesourceshey modelcanbemonitoredandcontrolled

atruntime.
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Figurel. Overview of the platform’s architecture

Most of the codeincludedin RAJE is pure Java and,assuch,is readily portable.
However, part of this codeconsistsof C functionsthat permitthe extractionof infor-
mationfrom the underlyingOS, andthe interactionwith inner partsof the JVM (Java
Virtual Machine).To dateRAJE is implementedunderLinux, andthe JVM it relieson
is a variantof Trans\irtual Technologys Kaffe 1.0.6.Systemresourcesre monitored
by polling variousfiles in the /proc pseuddfile-systemof the Linux OS.The JVM is
modifiedin sucha way that Jasa threadsare implementedas standardLinux native
threads.This approachgivesus bettercontrol over the CPU resource For example, it
makesit possibleto monitorthe amountof CPU consumedy eachJava thread,since
thisinformationis readily availableunder/proc for any Linux thread.

RAJE is dedicatedto supportinghigh-level resource-avare applications,suchas
adaptve systemssecurity-orientedystemsor QoS-orientedystemsThe JAMUS plat-
form lies at thefrontier betweerthetwo latter cateyories.lt controlstheresourcesised



by Java applicationprogramsn orderto ensurea secureruntimeernvironmentfor these
programsaswell asguaranteeoSasfar asresourcevailability is concerned.

2.2 Resourcecontracting in JAMUS

As mentionedin Sectionl, resourcecontrolin JAMUS is basedon a contractualap-
proach.A four-level classificationof the variouskinds of contractsencounteredn
object-orientegorogramminghasbeenproposedn [4]. Accordingto this classification,
the contractsve considerin JAMus fall into thefourth level, whichis thatof contracts
pertainingto non-functionalpropertiesandrequirements.

Whenever a software componentppliesfor beingdeployed on the platform, this
componentmustspecifyexplicitly whatresourcedt will needat runtime,andin what
conditions.Moreover accesconditionscanbe specifiedin both a qualitatve way (eg
accesgermissionsiand a quantitatve way (eg accesgjuotas).By specifyingits re-
quirementgegardingresourceaccesyrivilegesand quotas the candidatecomponent
requestsaispecificservicefrom the JAMUS platform.At thesameimeit promisego use
no otherresourceghanthosementionedexplicitly. Likewise,whentheplatformaccepts
a candidatecomponenit promisesto provide the componenwith all the resourcest
requires.At the sametime it resenesthe right to sanctionany componenthatwould
try to acces®therresourceshanthoseit required.

The main originality of our approachwith respecto relatedworks (suchasthose
mentionedn Sectionb) lies in the factthata specificcontractmustbe subscribede-
tweenthe JAMUS platform and eachsoftware componenit accommodatedBasedon
thesecontracts, JAMUS provides somelevel of quality of serviceregardingresource
availability. It also provides componentswith a relatively saferuntime ervironment,
sinceno componentanacces®r monopolisaesourceso the detrimentof othercom-
ponents.

Contract subscription. Contractsubscriptionin JAMUS relies on a two-stepproce-
dure.Any softwarecomponenthatappliesfor beingdeployedonthe JAMUS platform
mustfirst passanadmissiorcontrolexamination.Therequirementsf acandidateom-
ponentregardingresourceutilisation mustbe expressedasa setof so-calledresource
utilisation profiles.Section3 givesa detaileddescriptionof theseprofiles. Therequire-
mentsof a candidatecomponentireexaminedby a resourcebrokerin orderto decide
if this componentanbeadmittedon the platform.Admissioncontrolis basecbn are-
sourceresenationschemea components admissibleonly if the resourcedt requires
areavailable on the platformin sufiicient quality and quantity Whena components
declaredadmissiblethe resourcebroker resenesthe requiredresourcegor this com-
ponent.Therole andfeaturesof theresourcebroker arefurtherdetailedin Section4.

Whenthe admissiorcontrol stepandthe resourcaesenation steparecompletea
candidatecomponentanstartrunningon the platform. However the platformandthe
componentaire boundby a contract:the platform expectsthatthe componenwill not
attemptto acces®therresourceshanthoseit required,andthecomponenexpectsthat
theplatformwill providetheresourced required.



Contract monitoring. Contractmonitoringwould notbenecessaryf thecomponents
deployed on the Jamus platform could all be consideredas trustworthy. If that was

the caseany componentouldreasonablpe expectedto behare exactly aspromised,
andto useonly thoseresourcest required.Indeed,works arein progresghataim at

providing so-called’trustedcomponents’15,12,14]. Hence thereis hopethat,in the

future, contractmonitoringwill notnecessarilperequiredin all circumstances.

Jamus is being developedin orderto provide a safeand guaranteeduntime en-
vironmentfor component®f dubiousorigin, suchasapplicationprogramsor applets
downloadedrom remotelnternetsites.Consequentlyary componentieployedonthe
platformis consideredsa potentialthreatthroughoutits execution.

Oncea componenhasbeenacceptedn the JAMUS platform, this doesnot neces-
sarily meanthatat runtimethis componentwill respecthe contractit subscribedvith
theplatform.A componentlesignedn aclumsyway— or in amalevolentperspectie—
may attemptto misbeha&e by accessingesourcest did not explicitly askfor. In order
to prevent suchproblemsarny componentdeployed on JAMUS is consideredas non-
trustworthy. Its executionis monitoredsoasto to checkthatit never attemptgo access
resourcein away thatwould violatethecontractit subscribedvith the platformduring
theadmissiorcontrolstep. Themechanismghatpermitthe supervisiorof acomponent
atruntimearepresentedn Section5.

3 Describing Restrictions and Requirements:the Keyto Contracts

At startupthe JAMuUs platformis givenadescriptionof theresources canmake avail-
ableto hostedcomponentsaswell asinstructionson how theseresourceshouldbe
usedby componentsRAJE and JAMUS togetherprovide a seriesof interfacesand
classeshatpermitto modelresourcesindaccesgonditionsasso-called‘resourceutil-
isationprofiles”. SuchprofilescanthusbedefinedasJaracode , andhandledat runtime
asstandardlasa objects.

Settingrestrictionson the platform. Thepieceof codereproducedn Figure2 shovs
how resourcaisageprofilescanbedefinedin orderto describeandto setrestrictionson
the resourceswvailableon the platform. In this examplethe platformis provided with
threedistinctprofiles.

An instanceof classResouceUtilisationPofile basicallyaggreyatesthreeobjects
whichimplementthe ResouceRattern, ResouceRermissionandResouceQuotainter-
facegespectiely (seeFigure3).

Jamus providesspecificimplementationsf thesenterfacedor eachresourceype.
For example,someof the classeshat implementthe ResourceBtterninterface are
shavn in Figure 4. By including a given type of ResouceRatternin a ResouceUtil-
isationPofile oneindicatesthatthis profile is only relevantfor thoseresourcesvhose
characteristicsnatchthe pattern,andthatthe ResouceRermissionand ResouceQuota
objectsdefinedin this profile only pertainto this particularsetof resources.

For example,the SoketPRattern definedin profile C1 (seeFigure 2) specifiesthat
this profile only concernssoclet resourcesThe accespermissionsandtransmission
quotasdefinedin C1 shouldthusbe enforcedonly on soclets.The FilePatterndefined



int MB = 1024*1024;
ResourceUtilisationProfile C1, C2, C3;

/I Global restrictions set on all socket-based

// communications: 200 MB sent, 500 MB received.

C1 = new ResourceUtilisationProfile(
new SocketPattern(),
new SocketPermission(SocketPermission.all),
new SocketQuota(200*MB, 500*MB));

/I Global restrictions set on any access
/I to directory /tmp: 100 MB written, 100 MB read.
C2 = new ResourceUtilisationProfile(
new FilePattern(“/tmp”),
new FilePermission(FilePermission.all),
new FileQuota(100*MB, 100*MB));

/I Selective restriction set on any access
/I to directory /tmp/jamus: 15 MB written, 40 MB read.
C3 = new ResourceUtilisationProfile(
new FilePattern(“/tmp/jamus”),
new FilePermission(FilePermission.all),
new FileQuota(15*MB, 40*MB));

Figure2. Exampleof restrictionamposedon the JAmuUs platform.

[ResourceUtilisationProfile |
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[ResourceQuota]| [ResourcePermission| [ResourcePattern |

Figure3. Object-orientednodellingof resourcautilisation profiles.
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Figure4. Excerptfrom theresourcepatternhierarchy asdefinedin JAMus.



in profile C2 specifieghatthis profile concernnly file resourcesandmoreprecisely
thosefilesthatarelocatedunderthe/tmpdirectory The permissionandquotasdefined
in C2shouldthusbeenforcedonly onruntimecomponentattemptingo accessindiles
in /tmp. Profile C3 setsfurther restrictionson directory /tmp/jamusimposingsmaller
quotavalueson this specificdirectory

Specifying hostedcomponents’requirements. Wheneer a candidatecomponents
submittedto the admissioncontrol step,it mustspecifyits own requirementsvith re-
spectto theresourcesfferedby the platform.Theserequirementsanalsobemodelled
asinstance®f the classResouceUtilisationPofile.

Figure5 shavs how acomponentanspecifyits requirement®y definingthe static
methodgetResowreRequiements()which returnsa setof ResouceUtilisationPofiles
Thismethods systematicallyalledby the platform’slauncheiin orderto askcandidate
programdor theirrequirements.

Checking requirementsagainst restrictions. The interfacesResouceRattern Re-
sourceRermissiorandResouceQuotaall defineaboolearfunctionconforms®(), which
canbe usedto checkthe conformity betweenwo objectsthatimplementthe samein-
terface (as shovn in Figure 4 in the caseof interface ResouceRattern). Conformity
betweerpatternspermissionsandquotass definedasfollows:

— A patternSais saidto conformto anotherpatternSbif any resourceobjectwhose
characteristicsatisfythe selectioncriteriondefinedin Saalsosatisfythatof Sh

— A permissionPa is saidto conformto anothermpermissionPb if ary operational-
lowedin Pais alsoallowedin Pb.

— A quotaQais saidto conformto anothelguotaQb if any amount(or rate)specified
in Qais smallerthan(or equalto) thatspecifiedn Qb.

The function conforms®() canthusbe usedat runtimeto checka programs require-
mentsagainstthe restrictionsimposedon the platform. With this function one can
readily identify the requirementsndrestrictionsthat concernthe samecategory of re-
sourcesandthenverify thattheserequirementarecompatiblewith thoserestrictions.

4 Admission Control and Resource Resewation: Contract
Subscription

The resourcebroker implementedn Jamus is inspiredfrom thatdescribedn [13]. It
implementsaresenationmechanismn orderto guaranteehe availability of resources
for hostedcomponents.

Initialisation of theresourcebroker. At startupthebrokerrecevesthesetof resource
utilisation profilesthat describethe restrictionsimposedon the platform’s resources.
This informationis usedby the broker to build its own “perception”of the resources
initially available on the platform, and of the conditionsseton ary accesso these
resources.



public class MyProgram {
public static Set getResourceRequirements(String[] args) {
int MB = 1024*1024;
ResourceUtilisationProfile R1, R2, R3, R4;

/I Global requirement for all socket-based

/I communications: 20 MB sent, 80 MB received.

R1 = new ResourceUtilisationProfile(
new SocketPattern(),
new SocketPermission(SocketPermission.all),
new SocketQuota(20*MB, 80*MB));

/I Selective requirement for connections to the specified

/I Internet domain: 5 MB sent, 12 MB received.

R2 = new ResourceUltilisationProfile(
new SocketPattern(“univ-ubs.fr”),
new SocketPermission(SocketPermission.all),
new SocketQuota(5*MB, 12*MB));

/I Global requirement for the file system: access limited
/I to directory '/tmp’: 30 MB written, 40 MB read.
R3 = new ResourceUtilisationProfile(
new FilePattern(“/tmp”),
new FilePermission(FilePermission.all),
new FileQuota(30*MB, 40*MB));

/I Selective requirement concerning access to directory
/I tmp/jamus/data: 5 MB read, write access not required.
R4 = new ResourceUstilisationProfile(
new FilePattern(“/tmp/jamus/data”),
new FilePermission(FilePermission.readOnly),
new FileQuota(0, 5*MB));

Set req = new HashSet();
req.add(R1); req.add(R2); req.add(R3); req.add(R4);
return req;

}

public static void main(String[J args) { ... }:
}

Figure5. Exampleof ansimpleapplicationprogramthatspecifiests own requirementsegarding
theresourcedt plansto useatruntime.



Admission of a candidatecomponent. Wheneeracandidate&eomponents submitted
to the admissioncontrol test, the resourcebroker examinesthe requirementf this
componentFor eachbasicrequirementthe broker mustdecideif this requirements
admissible A requirements declaredadmissiblef it violatesnoneof the restrictions
imposedon the platform. The candidatecomponenitself is declaredadmissiblef all
its requirementsare admissible A componentcan be hostedon the JAmMus platform
only afterit hasbeendeclaredadmissibleby theresourcebroker.

Considetherequirement®2andR3expressedy the candidatecomponentepro-
ducedin Figure5, andassumehatthe broker is checkingtheserequirementsagainst
theplatform’srestrictionsdefinedin Figure2. Sincethe patterndefinedin R2only con-
formsto thatof C1, the permissionand quotaconditionsrequiredin R2 shouldonly
be checled againstthoseimposedin C1. The broker mustthus checkthatthe access
permissiongresp.quotasyequiredin R2do notviolatetherestrictionamposedn C1L
In thepresentase R2 canbedeclarecadmissibleby the broker.

The patterndefinedin R3 conformsto thosedefinedin both C2 andC3. Accessto
the partof thefile-systemconsideredn R3shouldthusbe performedaccordingto the
restrictionamposedn bothC2 andC3. Analysisof theaccespermissionsequiredin
R3shavsthatthey contradictheithertherestrictionamposedn C2, northoseimposed
in C3. On the otherhand,althoughthe accesjuotasrequiredin R3 are compatible
with thoseimposedin C2, they do not conformto thoseimposedin C3. Requirement
R3shouldthusbe declaredasnon-admissibléy the resourcedroker: the requirement
expressedn R3couldnotbesatisfiedby JAMus withoutviolating atleastoneof there-
strictionsimposedon the platform.As a consequenceéhe candidatecomponenshavn
in Figure 5 shouldbe declaredas non-admissibléy the platform, assuminghat this
platformis boundby therestrictionsshovn in Figure2.

Resource resewation and release. When a candidatecomponenthas successfully
passedheadmissiorcontroltest,it canstartrunningon theplatform.However, JAMUS
commitsitself to providing hostedcomponentswith the resourcegshey require. The
resourcebroker is responsibleor this commitmenton behalf of the entire platform.
Resourcaesenationis achievedby dynamicallyupdatingthe broker’s “perception”of
theresourcesvailableon the platform.

Onceacomponenhasbeendeclarecadmissibleby the broker, andbeforethis com-
ponentactuallystartsrunning,the broker updateghe quotavaluesin the platform’sre-
strictions,basedon the componens requirementsHence whenever the requirements
of anew candidatecomponenareexaminedby thebroker, theserequirementsireactu-
ally checledagainsta setof profilesthatmodelthe currentlyavailableresources;ather
thantheresourceshatwereavailablewhenthe brokerwasfirst initialised.

Lik ewise,whena componenteachesompletionthe broker updateghe quotaval-
uesin the platform’s restrictionsaccordingly so asto accountfor the releaseof the
resourceshatwereresenedfor this component.



5 Resource AccessSupelvision: Contract Monitoring

5.1 Monitoring entities

Every componenhostedoy the JAMUS platformrunsunderthecontrolof acomponent
monitor. This monitorusestheresourcautilisation profilesprovidedby the component
to instantiateasmary resourcemonitors.

A resourcemonitor admitsa ResouceUtilisationPofile asa constructionparam-
eter Its missionis to monitor the resourcesvhosecharacteristicsnatchthe pattern
definedin this profile, and to enforcethe profile’s accespermissionsaand quotason
theseresources.

Jamusincludeddifferentkindsof resourcemonitors.For example theclassSodet-
Monitor implementsa resourcanonitor dedicatedo socket resourceswhenmonitor
ing theresourcesisedby a hostedcomponenttherole of a SodketMonitoris to check
thatthe soclet resourceshat satisfythe selectioncriterion definedin its SodketPattern
areusedaccordingo theconditionsspecifiedn its SoketRermissiorandSoketQuota

As an example,considerthe componenshovn in Figure 5, and assumehat this
componentasbeenadmittedby the Jamus platform. Whenloadingthis component,
the platform createsa componenmonitor. This monitor examinesthe requirement®f
the componentandsincetheserequirementsreexpressedisfour resourcautilisation
profiles,it createdour resourcemonitors.Two of theseresourcanonitorsare Sodet-
Monitors, andthe othertwo areFileMonitors. The first SoketMonitor receivesprofile
R1 asa constructionparameterFrom this time on it is thus dedicatedo monitoring
theuseof all the Soket resourceshe hostedcomponenmay createat runtime,while
enforcingthe global quotasspecifiedin R1 (no morethan20 MBytes sent,no more
than80 MBytes receved) on thesesoclets. The secondSodetMonitor recevesR2 as
a constructionparameterit will thushave to monitor only socletsconnectedo hosts
of the remotelnternetdomain”univ-ubs.fr”, enforcingthe quotasspecifiedin R2 (no
morethan5 MBytes sent,no morethan12 MBytesreceved)on thesesoclets.

Notice thatat runtimeary soclet monitoredby the secondSodketMonitor shallbe
alsomonitoredby thefirst one,asits characteristicsvill matchthe patternsdefinedin
both R1andR2 A resourcemay thus be supervisedoy several monitors,just like a
singlemonitor may have to superviseseveralresourcesimultaneously

The remainingof this sectiongives an overview of the mechanismsomponent
monitorsandresourcemonitorsrely on.

5.2 Resourcetracking

In JAMus all resourcesremodelledas Java objects(instanceof classesSodket, File,
CPU, etc.),which canbe createdanddestrged (or, moreprecisely de-referenced)ly-
namically by a hostedcomponentAs a consequencdhe componentmonitor that is
responsibldor monitoringa givenhostedcomponentustbeinformedaboutary cre-
ation or destructionof a resourceobjectby this componentThe JAMus platformim-
plementsa resourceregister whoserole is to identify andto keeptrackof all resource
objectsusedby ahostedcomponent.



In the currentimplementatiorof the platforma distinctresourceregisteris associ-
atedwith eachhostedcomponentMoreover, eachcomponents loadedusingadistinct
ClassLoaderThisapproactensureshatresourcenbjectsusedby differentcomponents
areregisteredseparatelyit alsoguaranteethattwo hostedcomponentslo notsharethe
samename-spacejencepreventingresourcecaptureand corruptionbetweenconcur
rentcomponents.

5.3 Monitoring models

Resourcenonitoringis saidto beachiezedsynchronouslyvhenary attemptto access
givenresourcecanbeinterceptecandchecledimmediatelyby the monitorsassociated
with this kind of resourceSynchronousnonitoringcanbe obtainedquite easilywhen
aresourcas modelledby anaccessoobject,thatis, whenaccessing resourcecomes
down to calling a methodon a Java objectthatrepresentshis resourcen the Java en-
vironment.ClassesSodket, DatagramSoket, File, etc.areaccessoclassesthey model
conceptualesourcesandassuchthey defineaccessoobjectsthatcanbe submittedo
synchronousnonitoring.

All resourcesannotbe monitoredusing the synchronousapproachthough. For
example,althoughall Java componentgor, more precisely all Java threads)}consume
sharesof the CPU resourcethey do not do so explicitly by calling methodson an
objectthatwould modelthe underlyinghardware CPU. Insteadaccesgo the CPU is
controlledexclusively by the scheduleof the Java Virtual Machine,or by that of the
underlyingoperatingsystem[18]. In orderto dealwith resourceshatcannotbe moni-
toredsynchronouslysuchasthe CPU,we proposdo dowith asynchronoumonitoring.
Monitoring a resourceasynchronouslgonsistan consultingthe stateof this resource
every now andthen,in suchaway thatthetime of the obsenationdoesnot necessarily
coincidewith thetime of anattemptto usetheresource.

RAJE provides abstractionsand implementationalternatves for performingboth
kinds of monitoring. Someof thesefacilitiesareusedin JAMUS to putresourcesinder
the control of resourcemonitors.

Implementation of the synchronousmodel. Synchronousnonitoringis obtainedin
RAJE by implementinga call-backmechanismnin resourceclassesAny resourceob-
ject admitsa setof listeners Whenerer a methodis calledon a resourceobjectby an
applicationcomponenttheresourcebjectinformsall its registeredistenerghatanat-
temptis beingmadeto accessheresourceét models A listenercanrefusethata certain
operationbe performedon a resourceby returninga ResouceAccessExceptigignal
to the correspondingesourceobject. In sucha casethe resourceobject mustabort
the operationconsideredandreturnthe appropriateexceptionsignalto the application
component.

With this approacha resourcemonitorthatimplementghe synchronousnodelcan
keepinformedaboutary operationattemptedn theresourceobjectsit monitors.

Implementation of the asynchronous model. In orderto be obsenable asynchro-
nously anobjectthatmodelsa resourcanustbe ableto producean obsenationreport



ondemandln RAJE, anobsenationreportis an objectthatimplementshe Observa-
tionReportinterface.RAJE providesa specificimplementatiorof thisinterfacefor each
type of resourceconsideredo date.Moreover, eachresourceclassdefinesa method
observe(thatreturnstheappropriatekind of ObservationReport

For example,a Thread object(threadsare consideredasresourcesn JAMUS) can
producea ThreadReportwhich reportsthe currentpriority level of this thread,aswell
asthe amountof CPU it consumedluring the last obsenation period. Likewise, the
methodobserve(Jmplementedn classSoketreturnsa SoketReportwhichreportsthe
currentcharacteristicef thecorrespondingoclet (remoteaddressndport, numberof
bytessentandreceiedsincethis socket wasopenedetc.).

RAJE alsoprovidesmechanismdor controlling resourceskFor examplemary re-
sourceclasseglefinedin RAJE implementinterfaceLockable Whenaresourceobject
is locked, utilisation of this objectby anapplicationcomponents denied,andary at-
temptto accesshe associatedesourcaaisesanexceptionsignal.

Noticethatobsenationandlocking facilitieshave beenkeptseparatén RAJE. The
reasonfor this separatioris that althoughall resourcesanbe obsened quite easily
thereareresourcegsuchasthe systemCPU)thatcanhardlybelocked.

5.4 Dealingwith Faulty Components

Resourcemonitorsin JAmMUS rely on eitherthe asynchronousr the synchronouga-
cilities implementedn RAJE in orderto monitor the resourcesvhosecharacteristics
matchtheir pattern.Eachmonitor enforceshe accesgpermissionsand quotasdefined
in its profile onthe resourceobjectsit monitors.Whenever atransgressiors obsened,
the monitor notifiesthe resourcebroker. The broker thenterminateghe faulty compo-
nent.Releasef theresourceshis componentusedis accountedy the broker, sothat
theseresourceganlaterbereassignetio new candidateeomponents.

6 RelatedWork

TheJavaRuntimeEnvironmentJRE)implementgheso-calledsandboxsecuritymodel.
In thefirst versionsof the JRE  this securitymodelgave local code—consideredssafe
code—full accesgo systemresourceswhile codedownloadedfrom the Internet(for
exampleunderthe form of an applet)wasconsideredas untrusted andwastherefore
only grantedaccesgo a limited subsetf resource$9]. With the Java 2 platformthis
restrictve securitymodelwas abandonedor a nev modelthat relieson the concept
of protectiondomain[9,10,18]. A protectiondomainis a runtime environmentwhose
securitypolicy canbe specifiedasa setof permissionsAn accessontrolleris associ-
atedwith eachprotectiondomain.It checksary resourceaccesgerformedfrom this
domain,andit implementghe securitypolicy asdefinedby the permissionsassociated
with thedomain.

J-Kernelextendsthis approachby permittingcommunicatiorand datasharingbe-
tweenprotectiondomains[11]. Communicatiorbetweendomainsis however limited
to methodcallson so-calledcapabilityobjects.



Thesecuritymodelsmplementedn J-Kernelandin the JRErely on statelessnech-
anisms Accessto a specificresourcecannotbe conditionedby whetherthe very same
resourcevasaccesseg@reviously, or by how muchof thisresourcevasconsumedgre-
viously. Hence,quantitatve constraint§amountof CPU, I/O quotas,etc.) cannotbe
setontheresourcesccesseftom protectiondomains As a consequencehe security
mechanismsmplementedn J-Kernelandin the JRE cannotpreventabnormaloper
ationsresultingfrom an abusive consumptiorof resourcegdenial of serviceattacks,
etc.).

Environmentssuchas JRes[3,5], GVM [2], and KaffeOS[1] partially solve the
above-mentionegroblem.They includemechanismshat permitto countandto limit
the amountsof resourcesusedby an active entity (a threadfor JRes,a processfor
GVM andKaffeOS).However, resourceaccountingis only achiesed at coarsegrain.
For exampleit is possibleto countthe numberof bytessentandreceved by a thread
(or by aprocess}hroughthenetwork, but it is not possibleto countthenumberof bytes
exchangedvith agivenremotehost,or with aspecificremoteportnumber Similarly, it
is possibleto counthow mary byteshave beenwrittento (or readfrom) thefile system,
but it is not possibleto setparticularconstraintson the useof specificdirectoriesor
files.

ProjectsNaccio[7,6] andAriel [16] arededicatedo security Both provide a lan-
guagefor defininga securitypolicy, aswell asmechanismgor enforcingthis policy
while an applicationprogramis running. Security policy enforcemenis carried out
statically by rewriting the applicationprogrambyte-codeas well asthat of the Java
API. An adwantageof this approachis that the cost of the supervisionof a program
is keptat a minimum, for codesegmentsthat checkthe accesgo a particularkind of
resourceareinsertedn Jasa API classe®nly if the selectedsecuritypolicy requirest.
However, the generatiorof an API dedicatedo a specificsecuritypolicy is a quite ex-
pensve procedureTheapproactproposedn NaccioandAriel is thusmostlydedicated
to the generatiorof predefinedlava APIs that eachenforcea genericsecuritypolicy.
UnliketheJamus platform,though,NaccioandAriel canhardlyensureghesupervision
of anapplicationprogramwhenthe securitypolicy mustbe derivedfrom theresource
requirementspecifiecby the applicationprogramitself.

[8] presentsa resource-constraineshndboxingapproactthat shavs much simili-
tudewith ours.Thesandboxdescribedn this papercanenforcequalitatve andquantita-
tive restrictionson the systenresourcesisedby applicationprogramswhile providing
theseprogramswith softguaranteesf andfairnesf resourcedt monitorstheapplica-
tion’s interactionswith the underlyingoperatingsystem pro-actively controllingthese
interactiondn orderto enforcethedesirecbehaiour. The paperdistinguishedbetween
implicit and explicit requestdo the OS, andit shaws that resourceutilisation canbe
constraineckitherby interceptingexplicit requestgo the OS, or by monitoringthefre-
queng of implicit requestsThis distinctionobviously compareswith our obsenation
thatresourcemonitoringshouldbe performedeithersynchronouslyr asynchronously
dependingon thekind of resourceconsideredandon the desiredevel of control. Un-
like the otherworksreportedn this section,andunlike JAMUS, the sandboxdescribed
in [8] is not object-orientedlt relieson standardsharedsystemlibraries availablein
Windows NT andin Linux, in orderto provide sandboxingor executableprograms.



7 Discussionand Perspectves

The developmentof the JAMUSs platform (and of the underlyingervironmentRAJE)
is still in progressAs a consequencelaAMUs is obviously still limited and quite per
fectible. In the following we list someof the problemswe shouldaddresshortly, as
well assomeof thelineswe planto work alongin thefuture.

In the currentimplementationyesourceusageprofiles mustbe expressedas Java
sourcecode (as shovn in Section3). This is a rathercrude,and sometimesot-so-
convenientcreationprocedureWe shouldsoonraisethis limitation, though,asit would
be mostinterestingif profile objectscould be storedin files, andretrieved from these
files at startup.An approactto achieve this goalwould be thatall ResouceUstilisation-
Profile objectsimplementthe standardlava interfaceExternalizable Anotherinterest-
ing approachwould beto definea dedicatedXML-basedlanguagesothatprofilescan
be definedandeditedusingsomeof thetoolsdevelopedaroundthe XML technology

The currentsyntax,grammay and semanticsassociatedvith resourceutilisation
profileshave notbeenformerly defined Besidesthey couldcertainlybeimprovedsoas
to gainexpressvenessandflexibility . For exampleit would be interestingif resources
could be resened for groupsof componentsratherthan for individual components.
Another possibility would be to complementthe mechanisnof resourceresenation
with alternative accesschemegsuchasbesteffort, priority-basedaccessetc.).

Resourceontractingn JAMUS relieson a quite simplisticmodel:therequirements
of a componenmustall be known andfully expressedefore this componentanbe
admittedon the platform.In mary casesthough,the requirement®f acomponentan
hardly be definedstatically becausehey dependon parametershe componenshould
only discover at runtime, or becausehey arelikely to changedynamicallywhile the
components running. The architectureof JAmus gives provision for more flexible
contract-managememiechanismsNew facilities shouldbe includedin the platform
in the nearfuture so asto permitthat contractsbe subscriptedcancelledor modified
dynamicallythroughouta componens lifetime.

Sincethe developmentof the platformis not complete ho performancesvaluation
hasbeenperformedsofar. However, thefactthat JAmus relieson fully dynamicmech-
anismssuggestshatthe costof monitoringJaszacomponentsitruntimemightberather
high. In compensationye believe thatthis costcould eventuallybe consideredasac-
ceptableconsideringhatthe platformmakesit possibleto controlresourcestavery
fine grain, and consideringit should soonbe possiblefor a componento negotiate
contractadynamically

JAMUs constitutesa demonstratoplatform, with which we experimentwith the
ideaof resource-constrainesbftwaredeployment.It is our corviction thatmary other
applicationdomainsand systemgsuchas agent-basedystemsor adaptve systems)
couldbenefitof — or take inspirationfrom — the modelsandmechanismsve developin
this particularcontext.
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