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Abstract Softwaredeploymentcanturn into a baffling problemwhenthecom-
ponentsbeingdeployed exhibit non-functionalrequirements.If theplatform on
whichsuchcomponentsaredeployedcannotsatisfytheirnon-functionalrequire-
ments,thenthey may in turn fail to performsatisfactorily. In this paperwe pro-
poseacontract-basedapproachof resource-constrainedsoftwaredeployment.We
thusfocuson a specificcategory of non-functionalrequirements:thosethatper-
tain to the resourcessoftware componentsneedto useat runtime.Ultimately,
our objective is to provide softwarecomponentswith meansto specifytheir re-
quirementsregardinghardwareand/orsoftwareresources,andto designmethods
andmodelsfor utilising this kind of informationat any stageof a component’s
life-cycle.Thepaperreportsthedesignof JAMUS, anexperimentalplatformwe
developin orderto supportthedeploymentof mobilesoftwarecomponents,while
providing thesecomponentswith guaranteedaccessto the resourcesthey need.
JAMUS implementsa contract-basedmodelso as to recogniseandto allow for
therequirementsof componentsregardingresourceaccessandconsumption.

1 Intr oduction

Whendeployingsoftwarecomponentsonatargetplatform,onecanwonderwhetherthe
requirementsof thesecomponentscanbesatisfiedby theruntimeenvironmentoffered
by the platform.Almost any softwarecomponentexhibits specificnon-functionalre-
quirements.Suchrequirementscanin turn becategorised,dependingon whetherthey
refer to propertiessuchaspersistence,fault-tolerance,reliability, performance,secu-
rity, etc.As observedin [17], ’it is obviousthat in mostpracticalexamplesa violation
of non-functionalrequirementscanbreak[components]just aseasilyasa violation of
functionalrequirements’.Hence,if theplatformonwhichacomponentis deployedfails
to meetits non-functionalrequirements,thenthe componentmay in turn fail to fulfil
its mission,which usuallyconsistsin providing a clearly definedsetof serviceswith
a certainlevel of quality of service(QoS).Thequestionof decidingwhetherthenon-
functionalrequirementsof componentscanbesatisfiedis evenmorecrucialonanopen
platform, for new componentscanbe deployed on – or removed from – sucha plat-
form while othercomponentsarerunning.Dynamicallyloadingor removing a single
softwarecomponentonsuchaplatformmayimpactdramaticallyonall thecomponents
thatsharethesameruntimeenvironment.



In this paperwe focuson a specificcategory of non-functionalrequirements,that
is, thosethatpertainto theresourcesasoftwarecomponentneedsto useat runtime.All
softwarecomponentsarenot equivalentasfar asresourceaccessandconsumptionare
concerned.Somecomponentscando very well with sparseor evenmissingresources,
while othersrequireguaranteedaccessto theresourcesthey need.In orderto dealwith
non-functionalrequirementspertainingto resourceutilisationweproposeacontractual
approachof resourcemanagementandaccesscontrol.This ideais beinginvestigated
in thecontext of projectRASC1 (Resource-AwareSoftware Components). This project
aimsat providing softwarecomponentswith meansto specify their requirementsre-
gardinghardware and/orsoftware resources,and to designmethodsand modelsfor
utilising this kind of informationatany stageof a component’s life-cycle.

This papermostly reportsthe designof JAMUS, an experimentalplatform whose
developmentis in progresswithin project RASC. The JAMUS platform supportsthe
deploymentof softwarecomponents,providedthatthesecomponentscanspecifytheir
requirementsregardingresourceutilisationin bothqualitative(eg accessrightsto parts
of thefile system)andquantitative terms(eg readandwrite quotas).JAMUS is actually
mostspecificallydedicatedto hostingsimplemobile Java components,suchasappli-
cationprogramsandapplets.Thesecould be downloadedfrom remoteInternetsites
or receivedasEmail attachmentsbeforebeingdeployedon the platform.As a conse-
quence,emphasisis put in JAMUS on providing a safeandguaranteedruntimeenvi-
ronmentfor componentsof suchdubiousorigin. (” JAMUS” is actuallyanacronym for
JavaAccommodationof Mobile UntrustedSoftware. Any mobilecomponentdeployed
on this platformis consideredasapotentialthreatthroughoutits execution.)

Theremainingof this paperis organisedasfollows.Section2 presentsthegeneral
architectureof the JAMUS platform. It also givesan overview of RAJE, the runtime
environmentthis platformrelieson, andwhosedevelopmentis alsocarriedout within
project RASC. Section3 introducesthe notion of resourceutilisation profile, and it
showshow thisnotionis implementedandusedin JAMUS. Resourceutilisationprofiles
areimportantelementsin theplatform, asthey makeit possibleto setrestrictionsonthe
resourcesit offers,while specifyingtherequirementsof hostedcomponentsregarding
theseresources.The notion of resourceusageprofile is thusthe key to resourcecon-
tractingin JAMUS. Thisspecificmissionis undertheresponsibilityof aresourcebroker,
whoserole andmain featuresaredetailedin Section4. Sincethe mobile components
deployedon the platform areperceivedasinherentlynon-trustworthy, their execution
is submittedto a constantmonitoring, sothatresourceaccessviolationscanbereadily
detectedanddealtwith. Section5 detailsthemechanismsthatpermitthismonitoringin
JAMUS. Relatedwork is mentionedin Section6. As a conclusion,Section7 discusses
someof the currentlimitations of the JAMUS platform,andgivesan overview of the
linesweplanto work alongin thefuture.

1 http://www.univ-ubs.fr/valoria/Orcade/RASC



2 Overview of the JAM US Platform

The generalarchitectureof the platform is shown in Figure1. The platform is imple-
mentedover RAJE, a Resource-Aware Java Environmentwhosedevelopmentis also
carriedout in our laboratory.

2.1 Middlewar esupport for resourcemonitoring and control

RAJE canbe perceived asan extensionof the traditional runtimeenvironmentof the
Java 2 platform.This extensionprovidesvariousfacilitiesfor monitoringtheresources
of ahardwareplatform,aswell asfor monitoringandcontrollingtheresourcesusedby
Java applicationprogramsat runtime. It includesclassesthat reify systemresources
(CPU, network interfaces,etc.) as well as classesthat model conceptualresources
(sockets,files, etc.).Someof theseclassesarespecificto RAJE, while otherssimply
providealternative implementationsfor classesof thestandardJava API. For example,
standardJava classesSocket andFile aregiven specificimplementationsin RAJE, so
thatany accessto theconceptualresourcesthey modelcanbemonitoredandcontrolled
at runtime.
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Figure1. Overview of theplatform’s architecture

Most of the codeincludedin RAJE is pureJava and,assuch,is readily portable.
However, part of this codeconsistsof C functionsthatpermit the extractionof infor-
mationfrom theunderlyingOS,andthe interactionwith innerpartsof theJVM (Java
Virtual Machine).To dateRAJE is implementedunderLinux, andtheJVM it relieson
is a variantof TransVirtual Technology’sKaffe 1.0.6.Systemresourcesaremonitored
by polling variousfiles in the /proc pseudofile-systemof the Linux OS.The JVM is
modified in sucha way that Java threadsare implementedas standardLinux native
threads.This approachgivesus bettercontrolover theCPU resource.For example,it
makesit possibleto monitor theamountof CPUconsumedby eachJava thread,since
this informationis readilyavailableunder/proc for any Linux thread.

RAJE is dedicatedto supportinghigh-level resource-aware applications,suchas
adaptivesystems,security-orientedsystems,or QoS-orientedsystems.TheJAMUS plat-
form liesat thefrontierbetweenthetwo lattercategories.It controlstheresourcesused



by Javaapplicationprogramsin orderto ensureasecureruntimeenvironmentfor these
programs,aswell asguaranteedQoSasfarasresourceavailability is concerned.

2.2 Resourcecontracting in JAM US

As mentionedin Section1, resourcecontrol in JAMUS is basedon a contractualap-
proach.A four-level classificationof the various kinds of contractsencounteredin
object-orientedprogramminghasbeenproposedin [4]. Accordingto thisclassification,
thecontractswe considerin JAMUS fall into thefourth level, which is thatof contracts
pertainingto non-functionalpropertiesandrequirements.

Whenever a softwarecomponentappliesfor beingdeployed on the platform, this
componentmustspecifyexplicitly what resourcesit will needat runtime,andin what
conditions.Moreover accessconditionscanbe specifiedin botha qualitative way (eg
accesspermissions)and a quantitative way (eg accessquotas).By specifyingits re-
quirementsregardingresourceaccessprivilegesandquotas,the candidatecomponent
requestsaspecificservicefrom theJAMUS platform.At thesametimeit promisesto use
nootherresourcethanthosementionedexplicitly. Likewise,whentheplatformaccepts
a candidatecomponentit promisesto provide the componentwith all the resourcesit
requires.At the sametime it reservesthe right to sanctionany componentthatwould
try to accessotherresourcesthanthoseit required.

Themain originality of our approachwith respectto relatedworks (suchasthose
mentionedin Section6) lies in the fact thata specificcontractmustbesubscribedbe-
tweenthe JAMUS platform andeachsoftwarecomponentit accommodates.Basedon
thesecontracts,JAMUS providessomelevel of quality of serviceregardingresource
availability. It also providescomponentswith a relatively saferuntime environment,
sinceno componentcanaccessor monopoliseresourcesto thedetrimentof othercom-
ponents.

Contract subscription. Contractsubscriptionin JAMUS relieson a two-stepproce-
dure.Any softwarecomponentthatappliesfor beingdeployedon theJAMUS platform
mustfirst passanadmissioncontrolexamination.Therequirementsof acandidatecom-
ponentregardingresourceutilisation mustbe expressedasa setof so-calledresource
utilisationprofiles.Section3 givesadetaileddescriptionof theseprofiles.Therequire-
mentsof a candidatecomponentareexaminedby a resourcebroker in orderto decide
if this componentcanbeadmittedon theplatform.Admissioncontrolis basedon a re-
sourcereservationscheme:a componentis admissibleonly if theresourcesit requires
areavailableon the platform in sufficient quality andquantity. Whena componentis
declaredadmissible,the resourcebroker reservesthe requiredresourcesfor this com-
ponent.Therole andfeaturesof theresourcebrokerarefurtherdetailedin Section4.

Whentheadmissioncontrolstepandtheresourcereservationsteparecomplete,a
candidatecomponentcanstartrunningon theplatform.However theplatformandthe
componentareboundby a contract:the platformexpectsthat the componentwill not
attemptto accessotherresourcesthanthoseit required,andthecomponentexpectsthat
theplatformwill providetheresourcesit required.



Contract monitoring. Contractmonitoringwouldnot benecessaryif thecomponents
deployed on the JAMUS platform could all be consideredas trustworthy. If that was
thecase,any componentcouldreasonablybeexpectedto behave exactly aspromised,
andto useonly thoseresourcesit required.Indeed,works arein progressthat aim at
providing so-called”trustedcomponents”[15,12,14]. Hence,thereis hopethat, in the
future,contractmonitoringwill not necessarilyberequiredin all circumstances.

JAMUS is beingdevelopedin order to provide a safeandguaranteedruntimeen-
vironmentfor componentsof dubiousorigin, suchasapplicationprogramsor applets
downloadedfrom remoteInternetsites.Consequently, any componentdeployedon the
platformis consideredasa potentialthreatthroughoutits execution.

Oncea componenthasbeenacceptedon the JAMUS platform,this doesnot neces-
sarily meanthatat runtimethis componentwill respectthecontractit subscribedwith
theplatform.A componentdesignedin aclumsyway– or in amalevolentperspective–
mayattemptto misbehave by accessingresourcesit did not explicitly askfor. In order
to prevent suchproblemsany componentdeployed on JAMUS is consideredasnon-
trustworthy. Its executionis monitoredsoasto to checkthatit neverattemptsto access
resourcesin awaythatwouldviolatethecontractit subscribedwith theplatformduring
theadmissioncontrolstep.Themechanismsthatpermitthesupervisionof acomponent
at runtimearepresentedin Section5.

3 DescribingRestrictionsand Requirements:the Keyto Contracts

At startuptheJAMUS platformis givenadescriptionof theresourcesit canmakeavail-
ableto hostedcomponents,aswell as instructionson how theseresourcesshouldbe
usedby components.RAJE and JAMUS togetherprovide a seriesof interfacesand
classesthatpermitto modelresourcesandaccessconditionsasso-called“resourceutil-
isationprofiles”.SuchprofilescanthusbedefinedasJavacode,andhandledat runtime
asstandardJava objects.

Settingrestrictionson the platform. Thepieceof codereproducedin Figure2 shows
how resourceusageprofilescanbedefinedin orderto describeandto setrestrictionson
the resourcesavailableon the platform. In this examplethe platform is providedwith
threedistinctprofiles.

An instanceof classResourceUtilisationProfile basicallyaggregatesthreeobjects,
which implementtheResourcePattern, ResourcePermission, andResourceQuotainter-
facesrespectively (seeFigure3).

JAMUS providesspecificimplementationsof theseinterfacesfor eachresourcetype.
For example,someof the classesthat implementthe ResourcePattern interfaceare
shown in Figure4. By including a given type of ResourcePattern in a ResourceUtil-
isationProfile oneindicatesthat this profile is only relevant for thoseresourceswhose
characteristicsmatchthepattern,andthat theResourcePermissionandResourceQuota
objectsdefinedin thisprofile only pertainto thisparticularsetof resources.

For example,the SocketPattern definedin profile C1 (seeFigure2) specifiesthat
this profile only concernssocket resources.The accesspermissionsandtransmission
quotasdefinedin C1 shouldthusbeenforcedonly on sockets.TheFilePatterndefined



int MB = 1024*1024;
ResourceUtilisationProfile C1, C2, C3;

// Global restrictions set on all socket-based
// communications: 200 MB sent, 500 MB received.
C1 = new ResourceUtilisationProfile(

new SocketPattern(),
new SocketPermission(SocketPermission.all),
new SocketQuota(200*MB, 500*MB));

// Global restrictions set on any access
// to directory /tmp: 100 MB written, 100 MB read.
C2 = new ResourceUtilisationProfile(

new FilePattern(“/tmp”),
new FilePermission(FilePermission.all),
new FileQuota(100*MB, 100*MB));

// Selective restriction set on any access
// to directory /tmp/jamus: 15 MB written, 40 MB read.
C3 = new ResourceUtilisationProfile(

new FilePattern(“/tmp/jamus”),
new FilePermission(FilePermission.all),
new FileQuota(15*MB, 40*MB));

Figure2. Exampleof restrictionsimposedon theJAMUS platform.

ResourceUtilisationProfile

ResourcePatternResourcePermissionResourceQuota

Figure3. Object-orientedmodellingof resourceutilisationprofiles.

ResourcePattern
+conformsTo(other:ResourcePattern): boolean
+isMatchedBy(res:Resource): boolean

SocketPattern
+remoteDomain: InetDomain
+minPort: int
+maxPort: int

ThreadPattern
+parentId: int

FilePattern
+pathName: String

Figure4. Excerptfrom theresourcepatternhierarchy, asdefinedin JAMUS.



in profile C2 specifiesthat this profile concernsonly file resources,andmoreprecisely
thosefilesthatarelocatedunderthe/tmpdirectory. Thepermissionsandquotasdefined
in C2shouldthusbeenforcedonly onruntimecomponentsattemptingto accessingfiles
in /tmp. Profile C3 setsfurther restrictionson directory /tmp/jamus, imposingsmaller
quotavalueson this specificdirectory.

Specifyinghostedcomponents’requirements. Whenever a candidatecomponentis
submittedto theadmissioncontrol step,it mustspecifyits own requirementswith re-
spectto theresourcesofferedby theplatform.Theserequirementscanalsobemodelled
asinstancesof theclassResourceUtilisationProfile.

Figure5 showshow acomponentcanspecifyits requirementsby definingthestatic
methodgetResourceRequirements(), whichreturnsasetof ResourceUtilisationProfiles.
Thismethodis systematicallycalledby theplatform’slauncherin orderto askcandidate
programsfor their requirements.

Checking requirementsagainst restrictions. The interfacesResourcePattern, Re-
sourcePermissionandResourceQuotaall defineabooleanfunctionconformsTo(), which
canbeusedto checktheconformitybetweentwo objectsthat implementthesamein-
terface(as shown in Figure 4 in the caseof interfaceResourcePattern). Conformity
betweenpatterns,permissions,andquotasis definedasfollows:

– A patternSais saidto conformto anotherpatternSbif any resourceobjectwhose
characteristicssatisfytheselectioncriteriondefinedin Saalsosatisfythatof Sb.

– A permissionPa is saidto conformto anotherpermissionPb if any operational-
lowedin Pa is alsoallowedin Pb.

– A quotaQa is saidto conformto anotherquotaQb if any amount(or rate)specified
in Qa is smallerthan(or equalto) thatspecifiedin Qb.

The functionconformsTo() canthusbe usedat runtimeto checka program’s require-
mentsagainstthe restrictionsimposedon the platform. With this function one can
readily identify therequirementsandrestrictionsthatconcernthesamecategory of re-
sources,andthenverify thattheserequirementsarecompatiblewith thoserestrictions.

4 Admission Control and Resource Reservation: Contract
Subscription

Theresourcebroker implementedin JAMUS is inspiredfrom thatdescribedin [13]. It
implementsa reservationmechanismin orderto guaranteetheavailability of resources
for hostedcomponents.

Initialisation of the resourcebroker. At startup,thebrokerreceivesthesetof resource
utilisation profiles that describethe restrictionsimposedon the platform’s resources.
This informationis usedby the broker to build its own “perception”of the resources
initially available on the platform, and of the conditionsset on any accessto these
resources.



public class MyProgram {
public static Set getResourceRequirements(Str ing[] args) {
int MB = 1024*1024;
ResourceUtilisationProfile R1, R2, R3, R4;

// Global requirement for all socket-based
// communications: 20 MB sent, 80 MB received.
R1 = new ResourceUtilisationProfile(

new SocketPattern(),
new SocketPermission(SocketPermission.all),
new SocketQuota(20*MB, 80*MB));

// Selective requirement for connections to the specified
// Internet domain: 5 MB sent, 12 MB received.
R2 = new ResourceUtilisationProfile(

new SocketPattern(“univ-ubs.fr”),
new SocketPermission(SocketPermission.all),
new SocketQuota(5*MB, 12*MB));

// Global requirement for the file system: access limited
// to directory ’/tmp’: 30 MB written, 40 MB read.
R3 = new ResourceUtilisationProfile(

new FilePattern(“/tmp”),
new FilePermission(FilePermission.all),
new FileQuota(30*MB, 40*MB));

// Selective requirement concerning access to directory
// /tmp/jamus/data: 5 MB read, write access not required.
R4 = new ResourceUtilisationProfile(

new FilePattern(“/tmp/jamus/data”),
new FilePermission(FilePermission.readOnly),
new FileQuota(0, 5*MB));

Set req = new HashSet();
req.add(R1); req.add(R2); req.add(R3); req.add(R4);
return req;

}

public static void main(String[] args) { . . . }:
}

Figure5.Exampleof ansimpleapplicationprogramthatspecifiesitsown requirementsregarding
theresourcesit plansto useat runtime.



Admissionof a candidatecomponent. Wheneveracandidatecomponentis submitted
to the admissioncontrol test, the resourcebroker examinesthe requirementsof this
component.For eachbasicrequirement,the broker mustdecideif this requirementis
admissible.A requirementis declaredadmissibleif it violatesnoneof the restrictions
imposedon theplatform.Thecandidatecomponentitself is declaredadmissibleif all
its requirementsareadmissible.A componentcanbe hostedon the JAMUS platform
only afterit hasbeendeclaredadmissibleby theresourcebroker.

ConsidertherequirementsR2andR3expressedby thecandidatecomponentrepro-
ducedin Figure5, andassumethat the broker is checkingtheserequirementsagainst
theplatform’srestrictionsdefinedin Figure2. Sincethepatterndefinedin R2only con-
forms to that of C1, the permissionandquotaconditionsrequiredin R2 shouldonly
be checked againstthoseimposedin C1. The broker must thuscheckthat the access
permissions(resp.quotas)requiredin R2do not violatetherestrictionsimposedin C1.
In thepresentcase,R2canbedeclaredadmissibleby thebroker.

Thepatterndefinedin R3conformsto thosedefinedin bothC2 andC3. Accessto
thepartof thefile-systemconsideredin R3shouldthusbeperformedaccordingto the
restrictionsimposedin bothC2 andC3. Analysisof theaccesspermissionsrequiredin
R3showsthatthey contradictneithertherestrictionsimposedin C2, nor thoseimposed
in C3. On the other hand,althoughthe accessquotasrequiredin R3 arecompatible
with thoseimposedin C2, they do not conformto thoseimposedin C3. Requirement
R3shouldthusbedeclaredasnon-admissibleby the resourcebroker: the requirement
expressedin R3couldnotbesatisfiedby JAMUS withoutviolatingat leastoneof there-
strictionsimposedon theplatform.As a consequence,thecandidatecomponentshown
in Figure5 shouldbe declaredasnon-admissibleby the platform,assumingthat this
platformis boundby therestrictionsshown in Figure2.

Resource reservation and release. When a candidatecomponenthassuccessfully
passedtheadmissioncontroltest,it canstartrunningontheplatform.However, JAMUS

commitsitself to providing hostedcomponentswith the resourcesthey require.The
resourcebroker is responsiblefor this commitmenton behalfof the entireplatform.
Resourcereservationis achievedby dynamicallyupdatingthebroker’s “perception”of
theresourcesavailableon theplatform.

Onceacomponenthasbeendeclaredadmissibleby thebroker, andbeforethiscom-
ponentactuallystartsrunning,thebrokerupdatesthequotavaluesin theplatform’sre-
strictions,basedon thecomponent’s requirements.Hence,whenever therequirements
of anew candidatecomponentareexaminedby thebroker, theserequirementsareactu-
ally checkedagainstasetof profilesthatmodelthecurrentlyavailableresources,rather
thantheresourcesthatwereavailablewhenthebrokerwasfirst initialised.

Likewise,whena componentreachescompletionthebrokerupdatesthequotaval-
uesin the platform’s restrictionsaccordingly, so as to accountfor the releaseof the
resourcesthatwerereservedfor this component.



5 ResourceAccessSupervision: Contract Monitoring

5.1 Monitoring entities

Everycomponenthostedby theJAMUS platformrunsunderthecontrolof acomponent
monitor. This monitorusestheresourceutilisationprofilesprovidedby thecomponent
to instantiateasmany resourcemonitors.

A resourcemonitor admitsa ResourceUtilisationProfile asa constructionparam-
eter. Its missionis to monitor the resourceswhosecharacteristicsmatchthe pattern
definedin this profile, and to enforcethe profile’s accesspermissionsandquotason
theseresources.

JAMUS includesdifferentkindsof resourcemonitors.For example,theclassSocket-
Monitor implementsa resourcemonitordedicatedto socket resources.Whenmonitor-
ing theresourcesusedby a hostedcomponent,therole of a SocketMonitor is to check
that thesocket resourcesthatsatisfytheselectioncriteriondefinedin its SocketPattern
areusedaccordingto theconditionsspecifiedin its SocketPermissionandSocketQuota.

As an example,considerthe componentshown in Figure5, andassumethat this
componenthasbeenadmittedby the JAMUS platform.Whenloadingthis component,
theplatformcreatesa componentmonitor. This monitorexaminestherequirementsof
thecomponent,andsincetheserequirementsareexpressedasfour resourceutilisation
profiles,it createsfour resourcemonitors.Two of theseresourcemonitorsareSocket-
Monitors, andtheothertwo areFileMonitors. Thefirst SocketMonitor receivesprofile
R1 asa constructionparameter. From this time on it is thusdedicatedto monitoring
theuseof all theSocket resourcesthehostedcomponentmaycreateat runtime,while
enforcingthe global quotasspecifiedin R1 (no morethan20 MBytes sent,no more
than80 MBytesreceived)on thesesockets.ThesecondSocketMonitor receivesR2as
a constructionparameter:it will thushave to monitoronly socketsconnectedto hosts
of the remoteInternetdomain”univ-ubs.fr” , enforcingthe quotasspecifiedin R2 (no
morethan5 MBytessent,no morethan12 MBytesreceived)on thesesockets.

Notice thatat runtimeany socket monitoredby thesecondSocketMonitorshallbe
alsomonitoredby thefirst one,asits characteristicswill matchthepatternsdefinedin
both R1 andR2. A resourcemay thusbe supervisedby several monitors,just like a
singlemonitormayhaveto superviseseveralresourcessimultaneously.

The remainingof this sectiongives an overview of the mechanismscomponent
monitorsandresourcemonitorsrely on.

5.2 Resourcetracking

In JAMUS all resourcesaremodelledasJava objects(instancesof classesSocket, File,
CPU, etc.),which canbecreatedanddestroyed(or, moreprecisely, de-referenced)dy-
namicallyby a hostedcomponent.As a consequence,the componentmonitor that is
responsiblefor monitoringa givenhostedcomponentmustbeinformedaboutany cre-
ationor destructionof a resourceobjectby this component.The JAMUS platform im-
plementsa resourceregister, whoserole is to identify andto keeptrackof all resource
objectsusedby ahostedcomponent.



In thecurrentimplementationof theplatforma distinct resourceregisteris associ-
atedwith eachhostedcomponent.Moreover, eachcomponentis loadedusingadistinct
ClassLoader. Thisapproachensuresthatresourceobjectsusedby differentcomponents
areregisteredseparately. It alsoguaranteesthattwo hostedcomponentsdonotsharethe
samename-space,hencepreventingresourcecaptureandcorruptionbetweenconcur-
rentcomponents.

5.3 Monitoring models

Resourcemonitoringis saidto beachievedsynchronouslywhenany attemptto accessa
givenresourcecanbeinterceptedandcheckedimmediatelyby themonitorsassociated
with this kind of resource.Synchronousmonitoringcanbeobtainedquiteeasilywhen
a resourceis modelledby anaccessorobject,thatis, whenaccessinga resourcecomes
down to calling a methodon a Java objectthat representsthis resourcein theJava en-
vironment.ClassesSocket, DatagramSocket, File, etc.areaccessorclasses:they model
conceptualresources,andassuchthey defineaccessorobjectsthatcanbesubmittedto
synchronousmonitoring.

All resourcescannotbe monitoredusing the synchronousapproach,though.For
example,althoughall Java components(or, moreprecisely, all Java threads)consume
sharesof the CPU resource,they do not do so explicitly by calling methodson an
objectthatwould modelthe underlyinghardwareCPU. Instead,accessto the CPU is
controlledexclusively by the schedulerof the Java Virtual Machine,or by thatof the
underlyingoperatingsystem[18]. In orderto dealwith resourcesthatcannotbemoni-
toredsynchronously, suchastheCPU,weproposeto dowith asynchronousmonitoring.
Monitoring a resourceasynchronouslyconsistsin consultingthestateof this resource
everynow andthen,in suchaway thatthetimeof theobservationdoesnot necessarily
coincidewith thetimeof anattemptto usetheresource.

RAJE providesabstractionsand implementationalternatives for performingboth
kindsof monitoring.Someof thesefacilitiesareusedin JAMUS to put resourcesunder
thecontrolof resourcemonitors.

Implementation of the synchronousmodel. Synchronousmonitoringis obtainedin
RAJE by implementinga call-backmechanismin resourceclasses.Any resourceob-
ject admitsa setof listeners.Whenever a methodis calledon a resourceobjectby an
applicationcomponent,theresourceobjectinformsall its registeredlistenersthatanat-
temptis beingmadeto accesstheresourceit models.A listenercanrefusethatacertain
operationbe performedon a resourceby returninga ResourceAccessExceptionsignal
to the correspondingresourceobject. In sucha casethe resourceobject must abort
theoperationconsidered,andreturntheappropriateexceptionsignalto theapplication
component.

With this approacha resourcemonitorthatimplementsthesynchronousmodelcan
keepinformedaboutany operationattemptedon theresourceobjectsit monitors.

Implementation of the asynchronousmodel. In order to be observableasynchro-
nously, anobjectthatmodelsa resourcemustbeableto produceanobservationreport



on demand.In RAJE, anobservationreportis anobjectthat implementstheObserva-
tionReportinterface.RAJE providesaspecificimplementationof this interfacefor each
type of resourceconsideredto date.Moreover, eachresourceclassdefinesa method
observe()thatreturnstheappropriatekind of ObservationReport.

For example,a Threadobject(threadsareconsideredasresourcesin JAMUS) can
producea ThreadReport, which reportsthecurrentpriority level of this thread,aswell
as the amountof CPU it consumedduring the last observation period.Likewise, the
methodobserve()implementedin classSocketreturnsaSocketReport, whichreportsthe
currentcharacteristicsof thecorrespondingsocket (remoteaddressandport,numberof
bytessentandreceivedsincethis socketwasopened,etc.).

RAJE alsoprovidesmechanismsfor controlling resources.For examplemany re-
sourceclassesdefinedin RAJE implementinterfaceLockable. Whena resourceobject
is locked,utilisationof this objectby anapplicationcomponentis denied,andany at-
temptto accesstheassociatedresourceraisesanexceptionsignal.

Noticethatobservationandlocking facilitieshavebeenkeptseparatein RAJE. The
reasonfor this separationis that althoughall resourcescanbe observed quite easily,
thereareresources(suchasthesystemCPU)thatcanhardlybelocked.

5.4 Dealingwith Faulty Components

Resourcemonitorsin JAMUS rely on either the asynchronousor the synchronousfa-
cilities implementedin RAJE in order to monitor the resourceswhosecharacteristics
matchtheir pattern.Eachmonitorenforcestheaccesspermissionsandquotasdefined
in its profile on theresourceobjectsit monitors.Whenevera transgressionis observed,
themonitornotifiestheresourcebroker. Thebroker thenterminatesthefaulty compo-
nent.Releaseof theresourcesthis componentusedis accountedby thebroker, sothat
theseresourcescanlaterbereassignedto new candidatecomponents.

6 RelatedWork

TheJavaRuntimeEnvironment(JRE)implementstheso-calledsandboxsecuritymodel.
In thefirst versionsof theJRE,this securitymodelgave local code–consideredassafe
code–full accessto systemresources,while codedownloadedfrom the Internet(for
exampleunderthe form of an applet)wasconsideredasuntrusted,andwastherefore
only grantedaccessto a limited subsetof resources[9]. With theJava 2 platform this
restrictive securitymodelwasabandonedfor a new model that relieson the concept
of protectiondomain[9,10,18]. A protectiondomainis a runtimeenvironmentwhose
securitypolicy canbespecifiedasa setof permissions.An accesscontrolleris associ-
atedwith eachprotectiondomain.It checksany resourceaccessperformedfrom this
domain,andit implementsthesecuritypolicy asdefinedby thepermissionsassociated
with thedomain.

J-Kernelextendsthis approachby permittingcommunicationanddatasharingbe-
tweenprotectiondomains[11]. Communicationbetweendomainsis however limited
to methodcallson so-calledcapabilityobjects.



Thesecuritymodelsimplementedin J-Kernelandin theJRErely onstatelessmech-
anisms.Accessto a specificresourcecannotbeconditionedby whetherthevery same
resourcewasaccessedpreviously, or by how muchof this resourcewasconsumedpre-
viously. Hence,quantitative constraints(amountof CPU, I/O quotas,etc.) cannotbe
seton theresourcesaccessedfrom protectiondomains.As a consequence,thesecurity
mechanismsimplementedin J-Kerneland in the JREcannotprevent abnormaloper-
ationsresultingfrom an abusive consumptionof resources(denialof serviceattacks,
etc.).

EnvironmentssuchasJRes[3,5], GVM [2], andKaffeOS[1] partially solve the
above-mentionedproblem.They includemechanismsthatpermit to countandto limit
the amountsof resourcesusedby an active entity (a threadfor JRes,a processfor
GVM andKaffeOS).However, resourceaccountingis only achieved at coarsegrain.
For exampleit is possibleto countthe numberof bytessentandreceivedby a thread
(or by aprocess)throughthenetwork,but it is notpossibleto countthenumberof bytes
exchangedwith agivenremotehost,or with aspecificremoteportnumber. Similarly, it
is possibleto counthow many byteshavebeenwrittento (or readfrom) thefile system,
but it is not possibleto setparticularconstraintson the useof specificdirectoriesor
files.

ProjectsNaccio[7,6] andAriel [16] arededicatedto security. Both provide a lan-
guagefor defininga securitypolicy, aswell asmechanismsfor enforcingthis policy
while an applicationprogramis running.Securitypolicy enforcementis carriedout
statically, by rewriting the applicationprogrambyte-codeaswell as that of the Java
API. An advantageof this approachis that the costof the supervisionof a program
is kept at a minimum, for codesegmentsthat checkthe accessto a particularkind of
resourceareinsertedin Java API classesonly if theselectedsecuritypolicy requiresit.
However, thegenerationof anAPI dedicatedto a specificsecuritypolicy is a quiteex-
pensiveprocedure.Theapproachproposedin NaccioandAriel is thusmostlydedicated
to the generationof predefinedJava APIs that eachenforcea genericsecuritypolicy.
UnliketheJAMUS platform,though,NaccioandAriel canhardlyensurethesupervision
of anapplicationprogram,whenthesecuritypolicy mustbederivedfrom theresource
requirementsspecifiedby theapplicationprogramitself.

[8] presentsa resource-constrainedsandboxingapproachthat shows muchsimili-
tudewith ours.Thesandboxdescribedin thispapercanenforcequalitativeandquantita-
tiverestrictionson thesystemresourcesusedby applicationprograms,while providing
theseprogramswith softguaranteesof andfairnessof resources.It monitorstheapplica-
tion’s interactionswith theunderlyingoperatingsystem,pro-actively controllingthese
interactionsin orderto enforcethedesiredbehaviour. Thepaperdistinguishesbetween
implicit andexplicit requeststo the OS, andit shows that resourceutilisation canbe
constrainedeitherby interceptingexplicit requeststo theOS,or by monitoringthefre-
quency of implicit requests.This distinctionobviously compareswith our observation
thatresourcemonitoringshouldbeperformedeithersynchronouslyor asynchronously,
dependingon thekind of resourceconsidered,andon thedesiredlevel of control.Un-
like theotherworksreportedin this section,andunlike JAMUS, thesandboxdescribed
in [8] is not object-oriented.It relieson standardsharedsystemlibrariesavailablein
WindowsNT andin Linux, in orderto providesandboxingfor executableprograms.



7 Discussionand Perspectives

The developmentof the JAMUS platform (andof the underlyingenvironmentRAJE)
is still in progress.As a consequence,JAMUS is obviously still limited andquite per-
fectible. In the following we list someof the problemswe shouldaddressshortly, as
well assomeof thelineswe planto work alongin thefuture.

In the currentimplementation,resourceusageprofilesmustbe expressedasJava
sourcecode(as shown in Section3). This is a rathercrude,and sometimesnot-so-
convenientcreationprocedure.Weshouldsoonraisethis limitation, though,asit would
be mostinterestingif profile objectscouldbe storedin files, andretrieved from these
filesat startup.An approachto achievethis goalwould bethatall ResourceUtilisation-
Profile objectsimplementthestandardJava interfaceExternalizable. Anotherinterest-
ing approachwould beto definea dedicatedXML-basedlanguage,sothatprofilescan
bedefinedandeditedusingsomeof thetoolsdevelopedaroundtheXML technology.

The currentsyntax,grammar, and semanticsassociatedwith resourceutilisation
profileshavenotbeenformerlydefined.Besides,they couldcertainlybeimprovedsoas
to gainexpressivenessandflexibility . For exampleit would be interestingif resources
could be reserved for groupsof components,ratherthan for individual components.
Another possibility would be to complementthe mechanismof resourcereservation
with alternativeaccessschemes(suchasbesteffort, priority-basedaccess,etc.).

Resourcecontractingin JAMUS reliesonaquitesimplisticmodel:therequirements
of a componentmustall be known andfully expressedbefore this componentcanbe
admittedon theplatform.In many cases,though,therequirementsof a componentcan
hardlybedefinedstatically, becausethey dependon parametersthecomponentshould
only discover at runtime,or becausethey are likely to changedynamicallywhile the
componentis running.The architectureof JAMUS givesprovision for more flexible
contract-managementmechanisms.New facilities shouldbe includedin the platform
in thenearfuturesoasto permit thatcontractsbesubscripted,cancelled,or modified
dynamicallythroughouta component’s lifetime.

Sincethedevelopmentof theplatformis not complete,no performanceevaluation
hasbeenperformedsofar. However, thefactthatJAMUS reliesonfully dynamicmech-
anismssuggeststhatthecostof monitoringJavacomponentsat runtimemightberather
high. In compensation,we believe that this costcouldeventuallybeconsideredasac-
ceptable,consideringthat theplatformmakesit possibleto control resourcesat a very
fine grain, and consideringit shouldsoonbe possiblefor a componentto negotiate
contractsdynamically.

JAMUS constitutesa demonstratorplatform, with which we experimentwith the
ideaof resource-constrainedsoftwaredeployment.It is our conviction thatmany other
applicationdomainsandsystems(suchasagent-basedsystems,or adaptive systems)
couldbenefitof – or take inspirationfrom – themodelsandmechanismswedevelopin
this particularcontext.
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