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Abstract: The decision-making in fault diagnosis methodsegalty relies on the analysis of

fault signature vectors. This paper presents aamwoach of decision-making in the case of
the signature vectors for various identical or dmfaults. The main contribution of the

paper consists in the fusion between the relighdlitd the evaluation of the residuals in order
to increase the fault isolation efficiency. The idemn-making, formalised as a bayesian
network, is established with a priori knowledgefault signatures, false alarm and missing
detection probability, on line component stateneation computed by a bayesian fusion of
the component reliability and measurements. Thecé#ffeness and performances of the

method are illustrated on a heating water processipted by various faults.

Keywords: Model-based fault diagnosis, Bayesian NetworksjaR#ity, Markov chains,

Decision-making.

1. INTRODUCTION

Modern control systems are becoming more and mongptex. Consequently, there is a growing demand for
fault diagnosis to increase the reliability of susystems. In this context, fault diagnosis domaas gained
increasing consideration. A fault is considerednadfunction in the actual system that tends to aégrthe
overall system performances. In this paper, o@nétin is focused on model-based fault diagnosishvimakes
use of the analytical relationships between medsuagiables. A short historical survey on faultgfiasis can
be found in[1] and various approaches have been reportgd].if he fault diagnosis procedure consists in three

stages:



* Residuals generation: it consists in associatingpdel-observation pair to evaluate difference wétspect to
the normal operating conditions;

« Residuals evaluation: the residuals are comparsdrn® predefined threshold according to a test anithjs
stage, symptoms are produced,;

« Decision making: the role of the decision makin¢pislecide according to the symptoms, which elemarg

faulty, that is isolation.

This requires the design of residuals that areeclozero in the fault-free situations while clgatéviating from

zero in the presence of faults. These residualsgsssthe ability to discriminate between all pdsesibodes of

faults, which explain the use of the term decigimaking. Classically, decision-making is realizedading to

an elementary logic. Nevertheless, when multipidt$aor false alarms occur, the faults cannot béaisd[3].

Some specific mathematics algorithms can improeeefficiency of the decision-making, for instance:

= [4], [5], have proposed methods which increase the rolasstferesidual by decoupling the effects of faults
from each other and from the modelling errors amcketainties.

« [6] have developed a method based on adaptive thcksippiroach to reduce the sensitivity of the resgdua

evaluation against false alarms.

However, in any case, the binary data producedebigluals evaluation are poor in information. Moegthe
degree of isolability based on Hamming distancesaggested?7] is very low. Consequently, some other
knowledge related to the residuals should be censitifor isolation[8] and[9] have combined qualitative and
quantitative knowledge to improve the fault diagaadficiency. In the spirit of10], fault isolation performance
may be increased by integrating extra informationthie diagnosis process. Thus, reliability, claas$ic
computed by means of stochastic process model akoM&hains (MC), defines tha priori behavior of the
probability distribution over the nominal statesldaulty states of the system. Also, this additiantormation

is seldom used to improve decision-making in mdmeled fault diagnosjg1].

The aim of the paper is to propose a new approdgbhwincreases the performance of the decision-nggaki
fault diagnosis by taking into account a priori Wbedge on the system state through a dynamic Bayesi

network.



The paper is organized as follows: Section 2 pitssise principle of the decision-making in modesde fault
diagnosis and fault isolation problem is stated:ti8a 3 describes the method which achieves thésidee
making based on the Bayesian network (BN) infereft®n, the proposed approach used to merge beth th
fault diagnosis and the dynamic reliability is preted. The proposed approach is illustrated throagh

simulation example in Section 4. Finally, conclusi@nd perspectives are given in last Section.
2. PROBLEM STATEMENT
2.1 Symptoms generation

The first step produces indicators sensitive tofthdts. These indicators are defined as Residualed . A
residual is defined as the difference between asorement and the corresponding reference valumasti

with a model of the fault-free system (Figure 1).

Inputs Outputs
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Figure 1: lllustration of residual generator.
While a single residual is sufficient to detectaalf, a set of residuals is required for fault &imn. Several
methods have been proposed in the literature tergén structured residuals and to perform the fialynosis
[1]. One of the most popular is the observer-basemjnl§E2], [13]. The causal knowledge-based addressed in
[14] deals with the complexity of large scale systeArsother way to generate structured residuals deteelop
models having an appropriate structure. The stradtuesiduals may be generated by parity equations the
input-output model, or balance equationhap. 6 and 9[4]). The objective is to decouple the faulty effects

from each residual. Each residual is designedaittis sensitive to different faults or subseft$auilts.

Usually, the second step of the diagnostic proeedResidualsevaluation, is based on the assumption that if a
fault occurs, the statistical characteristic of thsiduals is modified. The residuals evaluatiomives statistical

testing such as limit checking test, generalizkelilhood ratio test, trend analysis test. The outmetor of the



statistical test, called coherence vedthrcan be built according to a test applied to teeof J residuals:
U =[uy...U... uy’ whereu; represents the status of the residuglss equal to “0” when the residual signal is

closed to zero in some sense and equal to “1” wikery; is called the symptom associated to the resigual

Unfortunately, the residual is corrupted by noigdjich affects the decision-making. The efficiendytle
detection is related to the false alarm and misdigigction probability. In the residual evaluatitme problem

may be formulated as a hypotheses testing proliletrus recall the main definition:

* H, : the residual is not affected by a fault;

* H, :the residual is corrupted by fault.

f(r(k),Ho) f(r(k),Hy)

/

Ask B risk a

-0.05 0 0.05 0.1 r(k)
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Hits H, RejectH,

Figure 2: lllustration of the error of the firstrki @ and error of the second kinél .

Figure 2 gives an illustration of hypotheses testproblem with Gaussian density functions. The igns

functions f (r(k),H,) and f(r(k),H,) characterize the probability that the residu@l) respect the hypothesis
H, or H,. The surfaces representing the probability ofefafarm correspond to the risk defining as the

conditional probability:

a= p(rejectHo|Ho istrue) (1)

and the probability of missing detection corresptinthe surface risk3 defining the conditional probability:

L= p(notrejectH0|H1 istrue) (2)



More details can be found in the reference booRaxfseville and Nikiforoy15] or in the second chapter of the

book of Young and Calve[16].

The risk valueso and S are calculated priori if the density functionsf (r(k),H;) are known. However, this

is rarely the case in practice. If the density fiows are not available, then an estimation ofgtababilities is

computed by mean offeequentistapproach based on data includangosterioridetection results.

2.2 Incidence matrix

Several approaches have been proposed to gendrattured residuals and consequently to generate th

incidence matri§12]. Let us consider the following example where thidferent faults F;, F, andF3) can be

isolated by designing three symptomsu, andus (Table 1).

Table 1:Incidence matrix example.

Fi.. F R

U 0 1 0
u, 1 0 0

Uz 1 0 1

In Table 1, a "1" denotes that a symptgns sensitive to a faulf, F, or F3), while a "0" denotes insensitivity
to a fault. This table is called an incidence nxaamd can be considered asaapriori knowledge. Each column
of the incidence matrix represents a fault sigrattire vector [0 1 I]corresponds to the signature of the faulty
elementrF,. In this paper, incidence matrix is annotaledvith different element®(n,j), wheren is the number

of elements suspected to be fauliy1...N) and is the number of residualg=(...J).



2.3 Fault Isolation

Usually, a very simple logic analysis between efaalit signaturel, and each coherence vectdris used to
isolate the faulty component. In practical casatsef alarms occur and corrupt the decision logie doherence
vector can be different from all signatures. Theref the goal of the decision-making is to minimike false
alarms and missing detection rates due to the tefficmodelling errors and unknown disturbances #ifiect

residuals.

Moreover, in spite of the residuals generation amdluation robustness, a simple logic rule is rféitient
enough to isolate faults when simultaneous multijplelts occur[17]. This is justified by the fact that if
D(n,j)=0, thenu; cannot bring any information about the occurreotéault F,, since the residual might be
different from Odue to noise or modelling errors or another f&ylfwith D(k,j)=1) affecting the system. Thus,

new decision-making method is necessary.

Moreover, a new source of information should begnated in fault diagnosi§l8] hasrecently proposed to
introduce reliability analysis for fault diagnogisirpose. System reliability analysis allows deteing the
degradation degree of the system components. Thermms at developing a method which integrates a
dynamic reliability estimation of the system comenhas presented in the next section. In this rgwoach the
reliability of the components is computed accordinghe states of the residuals (with the bayeajgroach)
and not only ara priori estimation of the reliability. This is the reasahy a dynamic computation of the

reliability is used.

3. DECISION-MAKING PROCESS DESIGN

3.1 Bayesian network equivalent to incidence matrix

a) Bayesian network (BN):

Bayesian network are probabilistic networks basedy@ph theory. They are directed acyclic graplesius

represent uncertain knowledge in Artificial Intgince[19]. Each node represents a discrete variable defined



over several states and the arcs indicate diresdtgilistic relations between the nodes. A discrafedom

variable X is represented by a node with a finite number of mutually exclusive statg. A set of states is
defined ass), {s_[‘s,(‘,,} A probability distribution over these states &ided as a vectop(n) with p(n=s)

(OmO[1,...M]) is the marginal probability ofi being in statessy,. As illustrated in the graph depicted at Figure

3, nodesn; andn; are linked by an arc wher is considered as a parentmof.

Figure 3: Elementary Bayesian network.

A conditional probability distribution quantifiebe probabilistic dependency betweepn and its parenty and
is defined through a Conditional Probability Tab@PT). Therefore, the nodes and n; are defined over the
n

sets S, :{s_[‘i s,\,'l} and S, {stsLn‘} The CPT ofn; is then calculated by the conditional probabiitie

p(nj|ni) over eachn; state according to its parents states as presented in Table 2.

Table 2:Conditional Probability Table fas.

N

p(nj =s"[n :sin)

&
o]
—
=
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.

Concerning the root nodegsge. those without parent, the CPT contains only a ioeluding thea priori

probability of each state.



Various inference algorithms can be used to commaeginal probabilities for each unobserved nodemi
information on the states of a set of observed sotiee most classical one relies on the use ohetipn tree.
Inference in BN then allows to take into account atate variable observation (an event) such thgidates the
probabilities of the other variables. Without olysgion, the computation is based anpriori probabilities.
When observations are given, this knowledge igjnatied into the network and all the probabilities apdated.

Knowledge is formalised as evidencehard evidencef the random variableX indicates that the state of the
noden is one of the states, {sfsm For instance, X is in states] : p(n=s;) =1 and p(n=sq,;) =0.

Moreover, when this knowledge is uncertaaoft evidencean be used to define the distribution ower
b) Bayesian network model as an incidence matrix:

The relationship between symptoms and faults gyeesented by a graph. Obviously a fault can beider=d

as the cause of the residual deviation. Therefsoepe connections can be established from the faulbe
symptoms in order to define the relation of cawgabetween fault occurrence and the symptom states.
Whereupon, a Bayesian network can define direatlynaidence matrixD(n,j). Let us consider two incidence

matrices that represent two different cases ofiplesisolability conditions (Table 3).
Table 3:Two incidence matrices.

a) b)

D(n,j) I:l Fn FN D(n,j) I:l Fn FN

U 1 0 0 U 0 1 1

u; 0 0 1 u; 1 1 0

As depicted in Figure 4, each above incidence mariepresented as elementary graph with theirapiate

arc which corresponds to the link between faulbhaigre and coherence vectors.



Figure 4: Two structured Bayesian networks.

The fault occurrence probability is modelled asiadom variabld=, associated to each fault, is described by
two states fot occurred occurred. Moreover, the symptoms are represented alsardam variable; defined
over the set of two statesndt detecteddetectedl with p(u=detected, if the fault affects the system and the

residualr is detected different from 0.

The probability distribution over the symptom statkepends on the false alarms and missing detectitsing
Bayesian network model, a CPT is determined to fntheierelation between variables. In order to cotaghe
probability distribution of symptoms;, a CPT is defined according to the faklt parent ofu,. For instance,
when only one symptom is associated to one fasliprasented at Figure 4a, then the CPT has thetwteu

presented in Table 4:

Table 4:CPT for nodey; in Figure 3a.

U
Fn not detected detected
not occurred 1-a, a,
occurred B, 1-8,

where the probability3, of missing detection and the probability, of false alarms both for the faut, are

defined such as:



p(uj = detectehzn = not occurrecj

a,
ﬁn = p(uj =not deteCtEI:Fn = OCCurre() (3)

Therefore, the probability distribution over thatss of the causes (fault occurrence) is basedhemesidual

evaluation result. The nodeis defined as hard evidence. If changes in theuakare detected, then:
p(u; = detectedl= 1 andp(u; = not detectepl= 0 (4)
Otherwise:

p(y; = detectedi= 0 andp(y; = not detectel=1 (5)

The Bayes theorem is used to comm(@|uj), for instance, relatively to Figure 4a(Fn|uj) is equal to:

p(F,) p(u;|F,)

p(u;)

p(F,|u;) = (6)

where p(Fn|uj) is thea posterioridistribution of probability over the fault statascording to the states of the

symptoms. p(Fn) is thea priori distribution of probability over the fault statesd p(uj Fn) are the conditional

distribution over the symptoms.

Generally, several faults are associated to ong@sym as illustrated in Figure 4b. In this case, @PT is more
difficult to determine and it possesses a differginticture from Table 4. For instance, when onepgm is
associated to few faults, as presented at Figure/ldye few are equal to two, then the CPT is ddfias the

Table 5.



Table 5:CPT for nodey; in Figure 3b.

Uj
Fi Fy not detected detected
not occurred 1-a; aj
not occurred
occurred On 1-Bn
not occurred et 18,
occurred
occurred Bin 1- Bin

The probability that a false alarm exists, when fawits are the cause of the residual deviatiorgsigmated

independently to the faults. On the contrary, thesing detection depends on the fault, as a feulhas not the
same impact on the residual as a fdt|t. Let us consider that false alarms and missingafieins estimated as
follows:

p(uj = detecte’d:1 =noto.,Fy = noto.): aj

p(uj = notd‘ F, =occurredFy =not o.)= By

()

p(uj nOtd‘ F, =noto.,Fy = occurreaz By

p(uj = notd‘ F, =occurredFy = occurred): Bin

wherenot d. (resp.not 0.) denotes “not detected” (resp. “not occurrede definition of false alarms and

missing detections are represented Figure 5.
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Figure 5: lllustration of the error of the firstnki @; and error of the second kind, and f,, .

As presented in Table Sp(uj|F1,FN) is generated according to the incidence matridneef in Figure 4b.

p(uj|F1,FN) is defined according to the missing detection fatéresp.5y) and the false alarm ratg for the

fault F; (resp.Fy).

The Bayes’ theorem is applied in the BN inferentgoidthm to determinep(FN|ul,uj) from the states of the

symptomu; and y such as:



P(Fy U, ;) _ P(u[Fy) Cp(u;|Fy ) C(Fy)
p(uy, u;) p(w) Ch(u;)

p(Fyfuy,u;) = (8)

where p(FN|u1,uj) is thea posterioridistribution of probability over the fault statescording to the states of the

symptoms andp(FN) is thea priori distribution of probability over the fault statesd p(u1|FN). p(uj|FN) are

the conditional distributions over the symptoms.
3.2 Dynamic model of reliability: a dynamic Bayesiaetwork solutiorfi20]

In order to model dynamic behaviour of the systearfggmances degradation, dynamic Bayesian netwask h

been considered. Let us recall some fundamentakddaChain (MC) model.

In the framework of decision-making, a discreted@m variable X with two states {ip, dowr} is considered.
These states represent respectively the operatiomafailure state of the component. Associated thscrete

random variableX = a matrix P, defines the probabilistic state transitions betweg) and lown):

_ 1_¢du ¢du
o[l 4]

Where ¢,, represents the failure probability of the compdnebetween samplek-1 and k

Pou = p(xk = dOW¢Xk—1 = Up)-

In reliability analysis,A represents the failure rate of the component Wijjh= A1x 4k where 4k represents the

time interval betweerk{1) and K). It can be noticed that for a constant failureeréhe Mean Time To Failure

(MTTF) is equal tol/A . Based on this elementary definition, a discrateetMarkov chain is defined when the

initial state probability vector is specified g€ X,) =[p(X, =up) p(X, =down].

The transient analysis of the MC based on the Chapikolmogorov equation [22orovides an expression for

p(X,) with p(X,) = p(X,) dPy)* fork=1,2,...



Under dynamic consideration in a Bayesian netwibrd state of the variabl&; (to model thé™ component of
a system)is represented at samplkeby a nodeni(k) with a finite number of statesp(n(k)) denotes the

probability distribution over these states at tistepk. The dynamic Bayesian networks allow to represent
random variables and their impacts on the futustribution of other variables [21Starting from an observed

situation at samplk=0, the probability distributionp(n (k)) over M states for the compone; associated to

the noden; is computed by the dynamic Bayesian network irfeee

Indeed, it is possible to compute the probabilitgtribution of any variableX; at samplek based on the

probabilities defined at samplel as shown in the elementary network presentedgiur€ 6.

Figure 6: Dynamic Bayesian network &t

The first slice contains the nodes correspondin@péccurrent time stefp1, the second one contains the neafes
the following time stepk. Observations, introduced as hard evidence or ghitity distributions, are only
realised in the current time slice. The time inceemis carried out by setting the computed marginal
probabilities of the node at samde&as observations for its corresponding node inpttexious time slice. The

CPT in dynamic Bayesian network is equivalen®p (Table 6).

Table 6:CPT for noden(K).

n (k)
n(k-1) up down
up 1-Pg, Pa

down 0 1




3.3. Fusion of the Incidence Matrix and the dynamayesian network model of reliability: a solutioor f

increasingeffectivenesef decision-making

As presented previously, the dynamic Bayesian ndtvmodels the component reliability which takesoint
account the time degradation of components. Theeseptation of incidence matrix as a graph, defiaethe
beginning of the paper, provides a formalism, whighuised to realize the fusion between fault diasgnand
reliability model. The decision-making is estabéidhafter fusion of information obtained from bo#sidual
analyses and reliability estimation. Therefore,eda®n the Bayesian network representation, imagéhef
incidence matrix, the dynamic evolution of the cament reliability is taken into account on each exégdas

follows: Figure 7.

Figure 7: Fault Diagnosis Scheme with DBN for diecismaking dedicated to a failuFe.

This relationship involves the definition of a CPTlhe CPT off; is very simple to define if the component
reliability is modelled with the statesy) or (dowr) which is a common case in fault diagnosis. Thdamiity

matrix is used to compute the distributionras presented in the Table 7.

Table 7:CPT of the nod¢;.

Fi

n(k) notoccurred occurred

up 1 0

down 0 1




However, if more than 2 states are used to deffiffg), the CPT is defined to determine the occurrencthef
fault according to the state of degradation of¢bmponent. Usually, each functioning statesndk) leads to

the non-faulty statenpt occurred, and each faulty states leads to the occurrehttedault (Table B

Table 8:CPT of the nod&; with a degradation state

Fi

n (k) not occurred occurred

up 1 0
degradation 1 0
downl 0 1
down2 0 1

It should be possible that fault occurrence is ttueghe failure of several components. Let’'s consitieo
components, the node; (k) and n, (k) modelled the state of these components. The igoitcurred when the
components are in specific states. Then the cortibmaf the component states is mergé-irior instance with
AND or OR gate according to the serial or parabéiucture (Table 9) (or another combination of the

components states).

Table 9:CPT of the nodé&; with OR gate

Fi

nj(k) n (k) not occurred occurred

up up 1 0
up  down 0 1
down up 0 1
down down 0 1

Based on the elementary example, illustrated irufeigs, the computation op(E|u1,uJ,n(k)) is performed

thanks to the inference algorithm in dynamic Bagmesietwork a simplification of the formulation isepented

by:



_p(FLuu,n ) p(FJn () plulF )plu, )
p(FI |Ul'UJ,ni (k)) p(ullu.llni (k)) ZFi p(Fi|ni (k))p(u1|Fi)p(uJ|Fi)

(10)

In this formulation the probability of failure oazence is deduced from the reliability of the comot n, (k)
and the residuals statas(k) and u, (k). Moreover, the back propagation (frof(k) to n,(k)) allows to
verify the coherence when computing the reliabilifythe componentn, (k) according to the states of the

residuals.

4. ILLUSTRATION EXAMPLE
4.1. Process description and fault diagnosis

To illustrate our approach, a simulation exampledssidered: a heating water process. The propessented
in Figure 8, is composed of a tank with a sectia@g8ipped with two heating resistorg &d R. The inputs are
the water flow rate Qi, the water temperature T #me heater electric power P. The outputs arevdter flow
rate Qo and the temperature T which is maintaimedral an operating point. The temperature of theewsi is
assumed to be constant. The objective of the tHgoroaess is to provide a constant water flow edta given

temperature.

Qi v
Ti :qu‘\ T sensor
| | Qo sensor
R
S L
SR
Qo
T

H sensor

Figure 8: Heating water process.



Using the hydraulic and thermal equations, theesystan be described by the following equations:

s~ 4 )-af)

(13)
drt) . Pt) _(T)-Ti)xa ()

dt  pCSHt) SHt)

where poC represents a constant thermal variable &né equal to 20°C.

Based on previous equation, a discrete state sgresentation of the system around an operatingiton

(hop=0.6m, T, =50°C) is determined as follows:

{X(k +1)= Ayx{k)+ Bqu(k)
(16)

y(k) = x(k)
where the output vectoy is equal to[T h]T and the input vectou defines[qi P]T . It should be noted that

the sampling period is fixed to 360s in order tgpext the closed-loop time constants.

Moreover, the measured output flow rate can berageted by using the Torriceli-rule as:

g, (k) =74/hlk) (19)

where s defines the outflow coefficient.

In this study, only sensor failures are considetedel sensor H, output temperature sensor T ampubdlow
rate sensor Qo. As indicated previously, severathats have been proposed in the literature to gémer
structured residuals and to perform the fault diesis [1]. However in this example, due to the propef
matrix A (which is diagonal), structured residueém be generated directly with a conventional olesereach

residual is sensitive to one fault. Then based han dtate space representation, a conventional lengab

observer is considered to generate the residuatsrvg(k)_ y(k), such that:

(24)



~ ~

Based on the residuals vectcﬁrl(k) rz(k)]T =f|’(k)—T(k) h(k)—h(k)Ir evaluation, the symptoms vector

[ul(k) uz(k)]T is performed in order to detect fault occurrencelblevel sensor or T temperature sensor.

Moreover, according to the physical equation betweeatput flow rate Qo and liquid level H, a residua

r3(k) = [go (k) - G (k)] is calculated.

Based on the residual evaluation o(k)=[r1(k) rz(k) r3(k)]T, the associated fault incidence matrix is

defined in the following table:

Table 10:Incidence matrix.

H Qo T

Uy 0 0 1
U 1 0 0

Us 1 1 0

4.2. Dynamic BN design for decision-making

The proposed approach has been designed with theoh¢he softwareBayesialLab(www.bayesia.com The

incidence matrix, defined in Table 10, leads toBNDOmodel presented in Figure 9.

— .
Bayesialab - C:\USERS\Weber\RAPPORTS\2006\Safeprocess... |_ |:| l&‘

Metwork,  Datasources  Edit Wiew Learming [nference  Options  Help

decision05.xbl

ensor(k-1)  Q_sensorik)

)

T_sensor(k)

Fault T

@ decisio...
Figure 9: Graphical model of the decision-makinghvidBN.




For all faults of the system, the probability ofssing detection is assumed to be fixed to 0.02 thed
probability of false alarms is equal to 0.05. Thelgability of missing detection with two simultaneofaults is
fixed to 0.01. Consequently as presented in §3& Table 4) the CPT af, is defined Table 11, and also the

CPT ofus (see Table 5) is defined Table 12.

Table 11:CPT of the node;.

Uz

Fault T not detected detected

not occurred 95 5

occurred 2 98

Table 12:CPT of the nodes.

Uz
Fault H Fault Q not detecte detected
not occurred 95 5
not occurrec
occurred 2 98
not occurred 2 98
occurred
occurred 1 99

In order to define the dynamic reliability modelgé&re 10 to Figure 12 present the MC and the MeiameTTo
Failure (MTTF) which is used to determine the fegluates\. This failure rate quantifies the transition betwee

the states of 3 considering faulty components asdaated probabilistic state matriX defined in eq. (9). The

Markov Chains of the components are supposed tndependent. It should be noted that two statgs dowrd

are considered for sensors Qo and H, but one ntate @gd) is considered for sensor T which corresponds to a
degraded state of the component. As defined in.88@ CPT used to simulate the MC for the sens(nekp. T)
reliability described in Figure 11 (resp. Figure i2presented in Table 13 (resp. Table 14). Tatedtigd) is a

functioning state so no fault occurred in thisestas implemented in the CPT presented in Table 15
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Figure 10: Reliability MC model for sensor Qo.
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Figure 11: Reliability MC model for sensor H.
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Figure 12: Reliability MC model for sensor T.

Table 13:CPT of the node H_sensor(k)

H_sensor(k)

H_sensor(k-1) up down
up 99.98 0.02
down 0 100

Table 14.CPT of the node T_sensor(k)

T_sensor(k)

T_sensor(k-1) up dgd down

up 99.985 0.012 0.002

dgd 0 99.967 0.033
down 0 0 100

Table 15:CPT of the node Fault. T

T_sensor(k)

T_sensor(k) up down
up 100 0
dgd 100 0

down 0 100




4.3 Results and comments

Based on the incidence matrix (see Table 10) amtEuany assumptions of the number of faults, thehe
coherence vector issued from the residual evaloaticsamplé is equal to [0 0 T]or to [1 1 1], for example,
the fault indicators | generated by a logic testdsn Table 16.

Table 16:Fault indicators.

U b T oo

[001T 0 0 1

[111] 1 1 1

Because H and T fault signatures are different, @adault signature is included in H fault signatuthe fault
isolation is not easy to perform:
- when coherence vector is equal to [0 § 1fie decision-making provides a fault isolationsemsor
Qo (lp=1) then a maintenance action is performed to repi sensor;
- If the coherence vector is equal to [1 1, the three sensors are suspected to be down héiteame
possibility (b = I+ =lge=1).

However, based on our approach, it could be passibbptimize the maintenance action.

In order to illustrate the performance and the thtidn of the proposed method, various faults sdesdave
been considered:

Scenario A) A false alarm occurs at sample k=6 which appesienaoutlier on sensor T.

Scenario B) A bias on the sensor Qo is assumed to occur atlsdmp and to repair at sample k=14.
Scenario C) The system is in a fault-free case.

Scenario D) T and H sensors faults are supposed to occur simedusly at sample k=26.

The dynamic behavior of the structured residuatdorehas been illustrated in the presence of thiwa faults
scenarios Figure 13.

Scenario A) andScenario B) The residual sensitive to a fault is affected. ©tteer residuals are close to zero.
Scenario C) The system is in a fault-free case. All residuats@ose to zero.

Scenario D) According to the fault incidence matrix issued frohe structured residuals (see Table 10), all

residuals are different from zero at sample k=2@mtie sensor faults occur simultaneously.
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Figure 13: Residuals behavior.
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Figure 14: Symptoms scenario.

These residuals are evaluated using the statistisalnd are detected isolated correctly as showigure 14:
Scenario A) A false alarm occurs at sample k=6 which appeam@naoutlier on the first symptom which switch

to “1” during one sample.
Scenario B) According to the structured residuals defined im itficidence matrix (see Table 10), only the third

symptom switched to “1”. Few samples after thedisymptom switch to “0” due to a maintenance action



Scenario C) During this period, no fault occurs. Symptoms ayeas to “0".
Scenario D) T and H sensors faults are supposed to occur simadusly. Based on their fault signatures, all

symptoms switched simultaneously to “1”.

The failure probabilities for the three sensorsmesented at Figure 15 without taking into accdahatdynamic
reliability of components. Figure 16 is devoted the illustration method through the failure probities

evolution including the dynamic reliability of compents.

Scenario A) The outlier generates a false alarm, the CPT foaT only reduce the value of failure probabildy t
0.9515 computed based on the Baye’s theorem aceptdithe false alarm probabilityy=0.05 and the missing
detection S=0.02 with a priori probability distribution: p(Fault T= occured) = 0.5 and
p(Fault T = not occured) = 0.5 (see Figure 15). Haveas shown at Figure 16, the decision-makirzased on
reliability of the component. Thanks to the Bay#dsorem, the inference algorithm in the BN computes
reliability of the component taking into accoung tlarkov Chain model with failure rate parameterd the on-
line information based on the residual evaluatisyn{ptoms). Therefore, if all the symptoms are kncama
close to 0 then the reliability of the componentlisse to 1. However, the fault is suspected teehaocurred if
the residuals deviate from zero. Another advantafiéaking reliability into account, lies in thectathat if the
residuals states are not computed or if no ambjigafipears in the fault signature, and then the kedge
relative to the reliability of the component is doating. In this scenario, the integration of rblily and the

symptoms result in similar way a sliding window ahdrefore annihilate the false alarm.

Scenario B) The two BN methods isolate the fault. It couldnmted that a time delay is observed for the second
one due to reliability consideration. After treergding periods, the probability of fault occurrerigas equal to
one. The probability of theylfault occurrence is increased. This fault gensrateviation on residual; but
according to the inference in the BN, this faultcisnsidered as not coherent with the states ofother

symptoms. Therefore, the probability of thefault occurrence stays close to 0.

Scenario C) When a maintenance action is realized, the detisiaking is back to a fault free case. The

probability that the faultd occurred is re-initialized to zero.
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Figure 15: Failure probabilities for the three seasvith BN.
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Figure 16: Failure probabilities for the three seasvith DBN and reliability.

Scenario D) This scenario highlights the proposed approachhvit reliability consideration, it is not possible

to generate a suitable decision-making. For metfpllts, all fault signatures can be suspectedsyimptomus



is explained by the failure on sensor H, then tefgllure probability is computed based on the Baleeorem,
equal to “0.5156” this value translate the uncetta{see Figure 15). However, according to the DBn the
Qo failure probability increases by taking into agot the reliability of components (Figure 18).priori the
fault Io has not occurred. Nevertheless, after long defas,fault is suspected due to the degradation ®f th
component modeled in the DBN from the failure mait¢he component. With the proposed method, ibissible
to plan a maintenance action without visiting thes€nsor at the first place due the low level ofufai
probability. Then, the maintenance action can lmaiged to the others, T and H sensors, showingtehigvel

of failure probability.

5. CONCLUSION

This paper presents a new strategy to increasgdahfiermance of the decision-making in model-basadt f
diagnosis. The developed approach consists indakiio account in fault diagnosis schemeriori knowledge
on the faulty or non faulty system by a Markov cisamodelling. Thanks to the Bayes’ theorem, theratice
algorithm in the BN computes the reliability of tbemponent taking into account thepriori Markov Chain
model with failure rate parameters and the on-liffermation based on the residual evaluation (symsi).
Therefore, if all the symptoms are known and clms8 then the reliability of the component is clasel. For
complex systems, the problem of the decision-makimgn various fault signatures vectors are idehtica
similar can be allayed by using a suitable dynaBagesian network. The simulation example, a heatiater

process, has highlighted the performances of thaagde

The design of the dynamic Bayesian network requinesfalse alarms and miss-detection probabilitieghe
residual evaluation parameters that are not alypagsible to assess. Nevertheless, the resultsnebtén this
paper are encouraging and allow us to advocatemté#od in order to optimize the maintenance actions
Therefore, for a system which is liable to variemgsurring faults simultaneously or which is definbdough an
incidence matrix with similar fault signatures, flagilt probabilities, provided by the method wiliable to plan
the maintenance actions. In future works we arer@sting to analyse the sensitivity of the decisimaking to

the parameter as false alarms and missing detection
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