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Abstract: In this paper, the modelling and thus the performance evaluation relating to the dependability
are studied for structures which have intelligence in the instruments constituting the Safety Instrumented
Systems (SIS) in order to determine the contribution of the intelligent instruments in the safety
applications. Dynamic approach using Stochastic Petri Nets (SPN) is proposed and the metrics used for
the evaluation of the dependability of the Intelligent Distributed Safety Instrumented Systems (IDSIS)
refer to two modes of failures mentioned by the safety standards: mode of dangerous failure and mode of

safe failure.

1. INTRODUCTION

Safety Instrumented Systems (SIS) have been used for many
years to perform safety instrumented functions in the process
industries (IEC61511 2003). The SIS are defined as the
collection of all safety related sensing elements to determine
an emergency situation, all safety related logic solvers to
determine what action to take and all safety related final
elements to implement the action (Knegtering 2002).

Adding a network communication and intelligent instruments
such as intelligent sensors and actuators to the SIS makes this
system intelligent. These instruments with a network
communication provide several advantages such as
integration of diagnosis, cabling reduction, increasing of
reconfigurability etc (Lian, et al., 2002).

The problem is to quantify the contribution of the use of the
intelligent instruments in the safety loops in compliance with
related standards. In safety systems many studies were
developed for dependability evaluation. Theses approaches
ignore the use of intelligent instruments.

The dependability evaluation of such systems is a difficult
task and can concern two approaches: a static approach, and a
dynamic approach which takes into account the progressive
evolution of system states and functioning modes (Mkhida, et
al., 2005) (Dutuit, et al., 1997). The potential application of
such systems is very widespread from electronic trippers to
some critical real-time systems such as X-by wired cars,
drones (Berbra & al. 2007) or aeronautics...

In this paper, we are interested by estimate the metrics that
are used in the safety context according to safety standards
such as IEC 61508 and IEC 61511. These metrics are the
probability of failure on demand (PFD) and the probability of
fail safe (PFS).

The methodology used for the dependability evaluation for
these systems consists on the structuring and the modelling of
these systems; the purpose is to make the verification and
analysis by mean of stochastic Petri nets in order to exploit
the models.

Modelling is achieved by a stochastic approach using the
Stochastic Activity Network (SAN). The SAN is a powerful
formalism of the stochastic Petri nets (Moghavar and Meyer,
1984) (Ghostine & al., 2007).

The following sections describe the intelligent distributed
safety instrumented systems, how they are modelled and the
procedures proposed for their evaluation. The two metrics
related to safety performance (PFD & PFS) are calculated.
The results are compared, presented and conclusions are
drawn.

2. INTELLIGENT INSTRUMENT

2.1 Intelligent Distributed Control Systems (IDCS)

Intelligent or smart instruments have been known for more
than two decades. These instruments are more sophisticated
than traditional instruments (Mekid 2006).



An intelligent instrument is a component part of Intelligent
Distributed Control Systems. These systems are thus
composed of smart sensors and actuators with calculations

ed by a communication network (generally a fieldbus).

The particularity of a distributed system relates to data
exchange between the devices via a communication medium
supposed to be a network or a fieldbus. Thereby, the
intelligent distributed control system becomes more and more
complex and sophisticated, and consequently, makes the
design step more difficult (Cauffriez, et al., 2004).

2.2 Structure and functions of an intelligent instrument

The intelligent instruments offer the possibility of a local
processing of the information which is distributed on the
various entities thus allowing a distribution of the execution
of the tasks and appearing a distributed control.

The intelligent instruments are basic instruments that contain
microprocessors (Nobes 2004), these instruments meet the
following criteria:

- the main purpose of the instrument is to measure or directly
control a single process variable,

- these instruments include some flexibility in their use due to
parameters that are set by the manufacturer or operator,

- intelligent instruments are not restricted to measurements
but also include actuators (valves, motors) and other control
equipment.

Intelligent instruments offer considerable lifetime cost
reductions. These cover the whole life cycle, including
specification, installation, operation, maintenance,
decommissioning. ..

Let us now consider an architecture and functions of
intelligent sensor. The architecture comprises the following
(Mekid 2006):

- A sensing element that links the external world to a sensor
system by generating electrical signal (e.g. voltage, current)
with response to physical properties of the environment,

- An interface element for signal conditioning and data
conversion. The signal obtained from the sensing element is
modified and converted to a discrete time digital data,

- A processing element that includes a microcontroller with
an associated memory and software,

- A communication element, which provides a two-way
communication between the processing and users.

Various functionalities have been suggested for intelligent
sensors. (Robert, et al., 1993) proposed that the intelligent
sensors should contain configuration, communication,
measurement and validation functionalities. (Meijer 1994)
includes three functionalities: compensation, computing and
communication. (Tian, et al., 2000) suggested the functions
of compensation, validation, data-fusion, and communication.

capabilities and communication interfaces. Traditional
control systems are connected by analogue current (4-20 mA)
and voltage loops whereas IDCSs are connect

While (Mekid 2006) propose that what is called an intelligent
sensor should have the functions of compensation,
processing, communication, validation, integration and data-
fusion.

We propose for the generic intelligent instrument (Mkhida, et
al., 2007) the functions of measurement, configuration, test,
validation, control and communication. Figure 1 illustrates
these functionalities.
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Fig. 1. Functional architecture of an intelligent instrument

3. SAFETY INSTRUMENTED SYSTEMS

Safety instrumented systems are used in many industrial
processes to reduce the consequences of process demands on
humans, the environment and material assets. Different
standards can be used to design safety instrumented systems
for process industry like ISA S84, IEC 61508 and IEC 61511
(IEC61508 2000, IEC61511 2003, ISA84 1996). These
standards have been developed to ensure that the SIS is
designed, implemented and operated according to the
specified needs.

3.1 Objectives of a safety instrumented system

The IEC 61511 defines a safety function as : “function to be
instrumented by a SIS, other technology safety-related
system or external risk, which is intended to achieve or
maintain a safe state for the process, with respect to a specific
hazardous event”. The Safety Instrumented Function (SIF) is
used to describe the safety functions implemented by
instrumented technology. The SIS is the physical system
implementing one or more SIFs.

The objectives of SIS is to reduce the frequency at which
hazard may occur to an acceptable level (Wiegerinck 2002).
The safety function only reduces the risk (multiplication:
probability x consequences) and never completely eliminates
the risk. Some safety functions do not reduce the probability
of the consequences.

All combined instrumentation, devices, and equipment that
are fulfilling an intended safety function are considered to be
part of the safety instrumented systems. The SIS could be
composed by a set of safety-related sensing elements, all
safety-related logic solver and all safety-related final
elements.



3.2 Safety Integrity levels (SIL)

Once the required level of risk reduction to be achieved by
the SIS is established, expressed as risk reduction
factor(RRF), this level can be translated into the required
Safety Integrity Level (SIL) (Knegtering 2002).

IEC 61508 and IEC 61511 split the safety integrity into
hardware safety integrity and systematic safety integrity. The
safety integrity is split into four discrete safety integrity
levels (SILs), SIL1 to SIL4. Each SIL represents a maximum
allowed probability of failure on demand of the SIS. SIL4 is
the level with the most stringent requirements. To fulfil a
specific SIL, the SIL requirements related to hardware safety
integrity as well as systematic safety integrity must be met
(Lundteigen and Rausand 2006).

To calculate the SIL of a safety function it is required that the
complete safety loop from sensor to actuator is considered.
Therefore, it is not sufficient to only analyze one subsystem
of the safety process, such as the logic solver, and determine
the realized SIL.

4. INTELLIGENT SAFETY

The intelligent safety loops (or intelligent distributed safety
instrumented systems) enable us to implement safer plants by
using the intelligent devices for safety application in
compliance with the new IEC 61511 standard.

The concept of intelligent safety is inherent in the use of
intelligence within safety instrumented systems. Several
manufacturers claim the certification of intelligent products
in the applications of safety while launching “smart SIS but
without real justification to the level of the reliability
performances. Researchers employ also the term “intelligent
safety” in various applications covering nuclear power
(Yang, et al., 2005; Chung, et al., 2003; Bae, et al., 2001),
railway or transport systems (Farritor and Goddar 2004).

The use of the intelligent instruments in the process industry
was facilitated by the increase of the performances in the
microprocessors used in industry, in particular in
instrumentation. The justification of the use of these
instruments in the applications of safety is not completely
proven. These instruments have important benefits useful to
this type of applications (Nobes 2004).

There is a trend toward the use of intelligent instruments in
safety applications. The inherent ability to diagnose failure is
the primary reason. The ability of intelligent instruments to
reliably measure complex parameters is another.

The incorporation of the intelligence in the SIS leads towards
safety intelligence expressed by IDSIS (Intelligent
Distributed  Safety  Instrumented  Systems)  whose
methodology of evaluation is proposed in the following
section.

5. MODELLING OF THE SYSTEM BEHAVIOUR

5.1 Modelling approach

The combinatory methods (fault tree, event trees, reliability
diagrams) inherent to reliability study of dynamic systems
allow us to identify and evaluate the combinations of events
leading to the occurrence of another event (Dutuit, et al.,
1997). Such combinations do not take into account the order
of the events and they exclude any taking into account of
time dependency or delays, which can be of high importance
in dynamic systems.

The dynamic approach using the Stochastic Petri Nets (SPN
or SAN, Stochastic Activity Nets) is proposed to overcome
the difficulties mentioned above.

Petri nets, as tools for discrete event simulation are of large
use in dependability evaluation. Dynamic changes in the PNs
are induced by transition firing. Firing of one or of several
transitions changes the net marking. In other terms, it induces
a discrete change of states. Thus, dynamic properties of PNs
such as parallel firing, successive firing or firing of
concurrent transitions may be used to simulate complex
events sequences (Vernez, et al., 2003).
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Figure 2 : Example of sensor modelling and its failures

The modelling problem consists in achieving the evaluation
of dynamic systems which evolve as a function of the time.
SPN give the possibility to model a system in which
cooperate discrete-time variables and discrete events, which
can occur on stochastic basis. The formalism used for the
behavioural modelling will naturally be able to represent
these characteristics. The use of this formalism will allow the
possibility to represent component failure in interaction with
the functional behaviour.

In the present approach, it is assumed that the failure
distributions of individual components of a system are given,



and the dependability measures of the stochastic system are
sought. Furthermore, the system is assumed to be dynamic
(its properties change with time).

5.2 Mébius tool support of SAN

SAN models have been used to evaluate a wide range of
systems and are supported by several modelling tools such as
Mobius (Deavours, et al,. 2002). The models are developed
using this SAN-based tool. Mobius tool consists on the
description of the net structure and of the desired
performance variables and solutions methods to be used in
the evaluation.

5.3 System modelling

In the modelling of the system, the functional and
dysfunctional aspects coexist; the failures are divided into
safe failures and dangerous failures. A dangerous failure
results in an absence of reaction of the safety function. A safe
failure results by the setting in a safe position of the system
or in an unexpected execution of the safety function. The
detection of a safe or dangerous failure, results in a setting
into safe position of the system or a forced execution of the
safety function. At the beginning, we present SIS without
incorporation of intelligent instruments nor communication
network. The model of the logic solver is shown in figure 3.
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Figure 3: Structure of Logic solver

The model of the logic solver presented figure 3 shows a
disposition of two parts, one functional and the other
dysfunctional. In the functional part (on the left), the cycles
of the logic solver are carried out by a periodic clock
(periode). The self-tests of the various devices are managed
locally according to a policy allocating the same duration of
test for the various devices and starting with the test of the
sensor (7c), then the actuator (7v) and finally the logic solver
(Ta). This policy is not the only possible and other policies
can be possibly established. For the dysfunctional part, it
should be made sure that the token is carried of functional
part when the system fails safe or dangerous. The logic solver

can be also restored in the event of safe failure and it also has
a coverage rate of diagnosis which is inherent to him.

Now, we will be interested in a model of the system with a
communication network (CAN: Control Area Network) and
then we will also introduce intelligent instruments instead of
traditional instruments. Indeed, CAN protocol is used as a
communication architecture for safety critical applications
(Carvalho, et al,. 2006). In this article, we focus on CAN
while in this study can be extended to other types of
communication network.
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Figure 4 : Network model

This submodel represents the behaviour of the CAN network
(Ghostine & al., 2007). The network is made up in this
example of three transmitting stations which will be able to
send messages on a shared medium (transmission channel).
The messages sent are placed in buffer places which are
extended places, messages then await the release of the
channel to be transmitted towards their destination. The
channel access is based on messages priorities. This means
that each subscriber will be affected by a priority allowing
him or not to send these characteristics via the channel, to
avoid the collisions on the channel. The medium (channel) is
affected of a delay representing the time of transmission of
the messages. The output message of the channel is ready to
be sent and it is available in the place " received ".

In the intelligent sensor model (see figure 5), the order of test
is not transmitted any more via communication network by
the logic solver and the functionality relating to the test as
well as the other functionalities of the intelligent sensor is
treated locally. The modules of test can be requested either
when it is necessary, or in a cyclic way, or permanently
according to an active monitoring principle (the intelligent
sensor has at one’s disposal a self-tests). In our model, the
intelligent sensor has self-tests in a cyclic way according to
the instants of period. The other functionalities are also
synchronized by this period.

The model of the actuator does not differ much from that of
the intelligent sensor and the dysfunctional parts are similar.
It should be noted that the model of the sensor, the actuator
and the logic solver are sampled models and information is
sent to the communication network periodically.



Figure 5: intelligent sensor model

6. RESULTS OF SIMULATION

The procedure used for the calculus of probability of
dangerous failures PFD and the probability of safe failures
PFS consists of the presence of tokens in the places which
describe the safe failures and the dangerous failures for the
whole system.
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Figure 6: Evolution of PFD and PFS according to time

Figure 6 shows the evolution of PFD and PFS for a 10000
hours duration which is a little higher than one year (8760
hours).

The coverage rate of diagnosis is taken in this example equal
to 60% for the whole of the devices. The period of the self-
tests operated by the logic solver is selected equal to one
hour. IL.e., that in compliance with the policy of test chosen,
the duration of cycle of the logic solver is 3 hours Also let us
note that this duration affects the PFD and PFS when it is
changed. For example, for a value of period of test of 1 hour
such as it is presented in figure 7, the PFD is 0.113 and the
PFS is 0.1604 for a time of 8760 hours mission. While these
values apply to one duration of test of the logic solver equal
to 2 hours, the PFD passes to 0.107 and the PFS becomes

equal to 0.165. It is to show the influence of the frequency of
the period of the test of the logic solver on the total
performances in safety of the system.

Now, we will be interested in the performance evaluation in
safety after the introduction of the intelligent instruments.
The results are given for a duration of simulation equal to
8760 hours.
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Figure 7: Safety performances for SIS and IDSIS

The evolution of the two metrics (see figure 7) which
describe the performances in safety of the studied system
show a clear improvement of the probability of dangerous
failure according to the addition of intelligence and a weak
degradation of the probability of safe failures. Indeed, more
there are a high rate of detection by the integrated means of
self-tests, more the failure rate weakens and the safe failure
rate increases by the means of the dangerous failures which
were transformed into some kind of safe failures.

7. CONCLUSION

This paper presents the dependability evaluation of intelligent
distributed safety instrumented systems. The performance of
these systems is evaluated and compared to the systems
without intelligence. The results express the safety
performance of these systems, using the particular modelling
assumptions made, and the reliability data chosen. Some
parameters have a significant impact on the PFD and PFS
values, but the accent was put on the contribution of
intelligence on the SIS. The setting of the intelligence in SIS
improves the PFD but not in a significant way and degrades
the PFS slightly. We can say this is the first level of our
studies, we have to emphasise the modelling of intelligence
in the future model, in order to have a more realistic
representation of it.

Special focus was given to the intelligent instruments
introduced in the SIS with their failures without counting the
failure of network that can influence the performance of
safety.
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