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ABSTRACT

This paper presents the first practical analysis of secure
modulations for watermarking of still images in the case
of a WOA (Watermarked Only Attack) attack framework
(the attacker observes only marked contents). Two recent
spread spectrum modulations, namely Natural Watermark-
ing (NW) and Circular Watermarking (CW) are compared
against classical modulations, namely Spread Spectrum (SS)
and Improved Spread Spectrum (ISS). Results are discussed
from the distorsion point of view, as well as from the the ro-
bustness and security point of view. We emphasize that the
experiments were carried out on a rather significant num-
ber of images (2000) and demonstrate the relevance of these
modulations in a real-world application.

Categories and Subject Descriptors

H.4 Information Systems Applications]: Miscellaneous;
D.2.8 [Software Engineering]: Metrics—performance mea-
sures

General Terms
Experimentation, Performance, Security

Keywords
Security, Spread-Spectrum, Still Images

1. INTRODUCTION

This paper deals with the Watermark Only Attack (WOA)
where an attacker has only access to watermarked contents
and tries to estimate the secret key (see [6] for details). In
particular, he does not know about the embedded messages
and/or the original works. A security level [6] is the number
of contents required to produce an estimation of the secret
that is better by an order of magnitude. A security level
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essentially deals with unsecure data-hiding methods. A se-
curity class [4] deals with the very nature of the secret that
can be learned (or not) from watermarked contents. From
[4], one can devise four embedding security classes in the
WOA framework:

e stego-security: the embedding method fulfills Cachin’s
requirement for steganography (which is obviously to
be straightforwardly fitted into a WOA framework).
In particular, one cannot make any difference between
host and watermarked contents;

e subspace-security: assuming the secret key lives in some
private space, one cannot exhibit this space by obser-
ving watermarked contents — but steganalysis is pos-
sible;

e key-security: an attacker is able to disclose the private
secret subspace but cannot make decision about the
very secret that lives in it — optimal watermark removal
is possible but security attacks are not;

e insecurity: an attacker is able to estimate the very
secret that was used to embed the message into the
host contents.

Recent works have proposed the use of two new modula-
tions for spread-spectrum-based watermarking. These mod-
ulations were shown to belong to a better security class than
unsecurity [1, 2]. Most specifically, Natural Watermarking
(NW) can be either stego-secure or subspace-secure. Circu-
lar Watermarking (CW) is key-secure. SS and ISS, on the
other hand, were shown to be unsecure.

The very goal of this paper is to experiment a practical im-
plemenation of such secure modulations in the WOA frame-
work. Results were collected with the help of a 2000-image
database. This paper is organized as follows: Sec. 2 recalls
the basics of spread-spectrum based watermarking and the
modulations that are to be used throughout this paper. Sec.
3 shows attacks that the new modulations prevent. Sec. 4
presents an implementation of the practical algorithm we
used for benchmarking purposes against security attack and
robustness against JPEG compression. Finally, Sec. 5 draws
some conclusions about the present results.



2. SPREAD-SPECTRUM WATERMARKING

Let m € [0,1]V¢ be a binary message to be embedded into
a host content x € RM to produce a watermarked version
y of x. The watermark embedding operation can always be
seen as follows:

y=x+w, (1)

where w is the watermark signal. One achieves the cons-
truction of w with the help of a modulation s : [0,1] — R:

w=>" wism(i), 2)

where the components of the u; € RV are N(0,1) real-
valued carriers s.t.:

Vi#j <ufu; >=0, (3)

where < .|. > denotes the usual scalar product. The car-
riers are the output of a PRNG seeded with K the private
secret key. From an attacker point of view, there’s no dif-
ference between estimating the carriers and getting K be-
cause the dimension of the carriers is set and public (see
for example watermarking schemes based on replication of a
fixed-length pattern [8]). Security attacks traditionally tar-
get estimation of the u;. In a spread-spectrum framework,
the private subspace is obviously Span(u;) and the secret
is the set of the u;. Distorsion is assessed by means of the
WCR (Watermark-to-Content Ratio) in dB:

o2
WCR = 10log,, (—"2") , (4)
Ox
where o2, (resp. ¢2) is the variance of w (resp. x).

Message decoding aims at producing an estimate m of the
original message by using the normalized correlation z:

Ru;,y’ = NLU Z u; (])y/(])7 (5)

where y’ is a (possibly) attacked version of y. Estimated
message is produced as follows:

fh(") = Sign(Zuivy/) (6)

2.1 Unsecure modulations

Classical modulations, although unsecure, include Spread-
Spectrum (SS) and Improved Spread Spectrum (ISS). SS
modulation [7] is the analogon of the BPSK modulation for
communications:

sss(m(i)) = y(-1)™®. (7)

ISS [10] uses side-information to improve both robustness
and error probability:

< x\ui >

srss(m(i)) = a(=1)™" = A=

) (8)
where a and A\ are computed to achieve host-interference
rejection and error probability minimization. Please refer
to [10] to see how they are computed.

SS and ISS are unsecure, as they were already shown to allow
for carriers estimation given enough watermarked images [5].

2.2 Secure modulations

Recently, Natural Watermarking (NW) and Circular Water-
marking (CW) modulations were introduced to provide bet-
ter security at the cost of some robustness. Contrary to ISS,
NW uses side-information to enhance security:

swwe(m(i) = (n(-1)

m(i) < x|ul- > > < x\ui >
| < x|uwi > | s}

When n = 1, NW belongs to the so-called stego-secure class
and is suitable for steganography applications. When n > 1,
NW is only subspace-secure (at best).

Decreasing security requirements, one can devise another
modulation called CW, based on ISS:

szx,ui

smMmU»:aEUmmMD—A|mM

, o (10)
where o and A are computed the same way than with ISS
and d is generated at each embedding as follows from g ~

N(0,1):

d() = 891 (11)
gl
This parameter is used to randomly spread the correlations
of the mixed signals on the whole decoding regions. CW be-
longs to the so-called key-secure security class. Next section
recalls what are embedding security classes.

3. SECURITY ATTACKS

The very problem of assessing data-hiding security involves
the knowledge of several (possibly) watermarked contents.
Let N, denotes this number of observations a pirate has
access to. Stating the N, watermarking operations column-
wise, one has the following matrix relation:

Y =X+W=X+US, (12)

where S are the modulations of the embedded messages, U
is the matrix of the carriers and X is the matrix of the host
contents. Given Y the matrix of the watermarked contents,
the problem of disclosing U and S is known as blind source
separation (BSS). One particular family of BSS method is
called independent component analysis (ICA). It performs
well when the sources (i.e. the modulations) are indepen-
dently drawn. Obviously, ICA is relevant in the case of
WOA attack where the messages can be supposed to be in-
dependent.

The goal of NW and CW is to break this independence so
that ICA returns random sources and, most of all, random
mixing matrix (i.e. random carriers). The reader may refer
to [6] and [9] for further details. Methods to solve BSS when
the sources are dependent is the subject of ongoing works.

4. TESTS ON STILL IMAGES

4.1 Implementation

We do not pay any attention to the problem of synchroniza-
tion. Rather, we focus on robustness and security. Consider
we want to watermark images of size M x N pixels. Using
9/7 Daubechies wavelete lifting scheme, we are able to cons-
truct a signal x; € R™ from the finest detail subbands.



The signal x; is known not to have Gaussian distribution.
Since we need the Gaussian assumption for the host content
when using NW, we use the central limit theorem to con-
struct the host (asymptotically Gaussian) signal x € RNv:

. 2 L
x(i) = e Zj:xt(ﬂ)ai(])’ (13)

where the a; are pseudo-random uniformly-distributed vec-
tors and the ratio % is used to normalize w.r.t. the vari-
ance of a uniformly-distributed variable. We produce w,
the watermark signal. It depends on x for ISS, NW and
CW modulations. Proper retro-projection is performed to
produce w; the version of w in the wavelet domain:

‘ 2 &u
wy (i) = AN ;W(J)aj(Z)- (14)

Also note that we set the a; only quasi-orthogonal to one an-
other for computing complexity reasons. Distorsion results
will show the influence of this quasi-orthogonality compared
to strict orthogonality. Finally, we obtain y:, the marked
signal, by summation of x; and wy.

In practice, we have M = N = 512, N, = 258048, N, = 256
and our tests were conducted with N. = 10-bit payloads.
Fig. 1 depicts our implementation.

-

m
256
Vi< <apms S K (possibly informed) | W
<js< <ajlx modulation Ret,

Projection on 256-D space

from 256-D space
u;

Figure 1: Flowchart of our implementation for stills.
Essential work of this paper deals with the modula-
tion box.

4.2 Measures and specifications

4.2.1 Distortion

Distortion was specified not to be less than a certain PSNR.
We linked the PSNR and the WCR with the formulae obtai-
ned from Appendix. A. We were able to specify distorsion
both for constant embedding strength and variable embed-
ding strength [11]. Variable strength embedding is perfomed
as follows:

V ok, yi(k) = x4 (k) + dlxi (k) [ we () (15)

We report on Tab. 1 the distorsion results we had for our
database of 2000 images with constant embedding strength,

we also report the mean and the standard deviation of the
original/marked PSNR for all images. As shown in Sec. 4.3,
adding psycho-visual masking does not impair security.

Modulation | E[PSNR]|(dB) | opsnr(dB)
SS 44.75 1.18e-1
1SS 44.76 2.17e-1
NW 45.19 1.89¢e0
CW 44.76 2.16e-1

Table 1: Distorsion caused by payload insertion.
Target PSNR: 45dB.

We depict on Fig. 2 to Fig. 5 the histograms of the obtained
PSNR for the four modulations and constant embedding
strength.
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Figure 2: PSNR histogram for SS modulation.
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Figure 3: PSNR histogram for ISS modulation.

It is worth noting that CW, NW and ISS are all supposed
to achieve the target PSNR on average. Further, since our
projection over the a; is only quasi-orthogonal, we pay this
imprecision by 0.15dB on average, plus some additional vari-
ation as shown by the results for SS which should have yield
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Figure 4: PSNR histogram for NW modulation.
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Figure 5: PSNR histogram for CW modulation.

perfect target PSNR. We believe this is not a big issue in
practice.

4.2.2 Robustness

Robustness was assessed using JPEG compression. It was
not the goal of this paper to treat optimal removal attack.
Robustness results against JPEG compression are reported
on Fig. 6

Cost in robustness due to security requirement vary substan-
tially according to the desired target JPEG quality factor.
However, we believe secure modulations (although not yet
optimized) are already usable in practice. Optimal robust-
ness attack deals with cancelling estimated carriers projec-
tions in the estimated subspace and is subject to ongoing
work for the CW modulation.

4.2.3 Security
If projection (Eq. 13) and retro-projection (Eq. 14) are
considered known by the attacker, the BSS problem stated

Bit Error Rate (BER)

0,05 =

| | |
5 10 15 20 25 30
JPEG quality factor (Q)

Figure 6: JPEG compression robustness results for
the four modulations.

in Eq. 12 is to be solved in the N,-D space. One has to
keep the following general BSS limitations in mind:

e BSS can only recover the carriers up to the sign;

e BSS cannot recover the order of the carriers (WOA
framework — one would need the knowledge of some
messages to do so).

Therefore, since we try to estimate basis vectors of the pri-
vate subspace, we can use the following measure of precision
for estimation of the carriers [3]:

1

S = N Z (male-|z(uj,ﬁi)\ — max?|z(uj,ﬁi)\) , (16)

where 11; are the estimated carriers and max;|z(uy, @;)| (resp.
max;|z(uy, @1;)|) is the first (resp. second) maximal absolute
value of the normalized correlation z(uj,@;). The score S
will be close to one if we performed accurate estimation of
the carriers. It will vegetate at low values without conver-
gence in the case of inaccurate estimation of the carriers.
Security results are collected on Fig. 7.

To further illustrate our views, we plot on Fig. 8 to Fig. 12
the 2D-distribution of the y projected over the two carriers
when N. = 2. For ISS and CW modulations, we precise the
NCR (Noise-to-Content Ratio) in dB we used [10]:

o2
NCR = 10log,, (;g‘) . (17)
This parameter sets the strength of AWGN attack by signal
n that the marked signal should resist.

One can see on Fig. 8 and Fig. 9 that both SS and ISS
modulations produce clusters in the private space. This is
why it gets possible to estimate the carriers (up to the sign
and the order).

On Fig. 10, no cluster appear. Actually, the watermarked
distribution has the same shape than the host one. This
allows for superior security in the WOA framework. Fig. 10
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Figure 7: Security results for the four modulations.
The used estimator is presented in Eq. 16. SS and
ISS are confirmed not to be secure. CW and NW
show good security also in practice.
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Figure 8: Distribution of the projection of the y over
the two carriers for SS.

was obtained when specifying target PSNR on average. We
think it is quite insightful to compare with Fig. 11 where
target PSNR was reached exactly. In this case, NW should
better be called constant-PSNR-NW. This enables to think
of NW as a special case of CW, which it is actually. Note
that this is consistent with the circularity definition given in
[4].

On Fig. 12, we illustrate key-security with CW modulation.
Even if the attacker can disclose the private subspace, he
cannot make any decision in it about where are the secret
carriers. CW delimits the fine line between robustness and
security.

4.3 Security and psycho-visual masking

To illustrate the versatile capabilities of our scheme, we de-
pict on Fig. 13 the distribution of the projection of the y
over the u; in the case variable strength embedding (Eq.

1SS (PSNR = 450B, NCR=-10dB)
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Figure 9: Distribution of the projection of the y over
the two carriers for ISS.
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Figure 10: Distribution of the projection of the y
over the two carriers for NW. Target PSNR ob-
tained on average.

15) is used with CW modulation. As one can see, adding
psycho-visual masking capabilities to our scheme does not
impair security (the circularity property still remains).

Further, we depict on Fig. 14 the two versions of the same
image watermarked with CW modulation, with and without
variable strength embedding.

S. CONCLUSION

This work demonstrates that while high security require-
ment in the WOA framework may induce robustness loss,
CW and NW secure modulations are good candidates for
practical use in real-world applications. This somewhat mit-
igates the conclusions of [4] where CW and NW where shown
to be significantly outperformed by SS and ISS from the
robustness point of view. This paper used quite little pay-
loads for proof-of-concept purposes. However, we are in the
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Figure 11: Distribution of the projection of the y
over the two carriers for NW. The PSNR was ob-
tained exactly.

CW (PSNR=45dB, NCR=-10dB)
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Figure 12: Distribution of the projection of the y
over the two carriers for CW.

process of using these modulations in a more involved im-
age watermarking scheme with pattern replication and more
decent payload sizes. Future works therefore include assess-
ment of security against the pattern size / the number of
pattern replications and a more detailed study of the ro-
bustness / security tradeoff in a scheme designed to handle
geometrical distorsions.
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Figure 15: Zoom of Fig. 14 on the sky above the
trees.

With renormalization against space dimensions, one gets:

d2
2
= — 19
UWt Nt ( )
d2
2
= 2
Thus leading to:
oo = &02 (21)
Figure 14: Comparison between constant (up) and wTN, W
variable (down) strength embedding. PSNR is
30dB. Modulation: CW. MSE in the spatial domain is obviously:
Ne o
Image Processing (ICIP’97), Santa Barbara, MSE = Mo Nwe (22)
California, Oct. 1997.
therefore, PSNR equals:
APPENDIX 2
PSNR = 10log,, | —220__ (23)
A. DISTORSION SPECIFICATIONS IR e
The goal of this section is to rely the WCR to the PSNR
in order to achieve the desired PSNR, possibly on average ) )
(depending on the modulation). We give results both for From previous equation, one gets:
constant embedding strenght and for variable embedding 5 oM xN . _psnr
strength [11]. Ow =255 100 1, (24)

v

A.1 Constant embedding strength which gives, once plugged into q. 4:

The first point is that, thanks to the nice normalization of 2552 M x N
projection (Eq. 13), distorsion keeps constant in the wavelet WCR = 10log,, oz X N, — PSNR (25)
domain and in the projected space:

[we|® = |w|® = d? (18) A.2 Variable embedding strength



From [11], distorsion varies with the absolute value of the
current wavelet coefficient to be watermarked. Eq. 21 there-
fore becomes:

2 1 N oo
= — O, 26
Ow E[XQ} N, Owy ( )
The same lines as above lead to the final equation for vari-
able strength embedding:

255° M x N 1
WCR = 10log;, ( 2 XN % Efx?]

) —PS’NZ7)



